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FIGURE 14: Mandiant's Attack Lifecycle Model




Impacted every industry
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SECURITY IS MORE
IMPORTANT THAN
USABILITY.
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% We Have developed a human factors model that
explains how people think, act, behave online, and
why.
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Cyber Attack Against Anthem

Dear Anthem Client,

We wanted to make you aware of a data breach that may have affected your personal
heaith information and credit card data. The data which was accessed may impact clients
who made credit or debit card payments for healthcare or who got treatment during the
year 2014.

Your trust is a top priority for Anthem, and we deeply regret the inconvenience this may
cause. The privacy and protection of our client’s health care information is a matter we
take very seriously and we are working diligently to resoilve the incident.

To subscribe to a free year of credit card account protection please click on the link below
and follow the instructions that will be required:

Click Here To Get Your Free Year Of Credit Card Protection




Anthem

November 4. 2015

AS you may have heard in media reports, Excellus BlueCross BlueShieid (Excelus) publicly disclosed
that n was the wictim of a Cyber attack. Excellus notified Anthem about this incident on September 9.

2015, the same day Excellus notfied the med 4. YOu are recenving the attached letter from Excellus
vecause Excellus has determined that your information may have been impacted by the cyber attack

We would like to help explain Anthem's relationship with Excellus and why your data may have
veen in Excellus's systems. First, Anthem is neither owned nor operated by Excellus. Excellus 1s g
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Suspicion, Cognition, Automaticity Model (SCAM) (Vishwanath, Harrison, & Ng, 2014)
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@ Can be done within existing “red-team” simulations

@ Like credit rating, it can we aggregated across division,
organizations, sectors
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% Use CRI to identify individual risk levels and changes
in risk behavior overtime

@ This becomes a quantitative score of INDIVIDUAL
CYBER HYGIENE
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