AL vy Y T f H Ty ( /
Y ;\‘ g l 1 V.

¥ ' . e . 4
P €Y N HTT,P éookue Hijacking

blackhat \m the Wild: Security
USA 2016 aﬂd’Prmacy Implications

| - e . \
: N \ \\ \ |
‘ \ ~__ *Joint primary authors

| .

/. M A N D A L AY B AY / L AS vV E G A S




¥ blackhat L=, =01

Who we are

Suphannee Sivakorn
PhD Student @ Columbia University
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Current State of Affairs

M/Public discussion about need for encryption
— Crypto Wars, part 2

M/Getting crypto right is difficult
- DROWN, FREAK, POODLE, Logjam, ...

M/SSL/TLS Is fundamental for protecting our communications

M Talk about encryption?
» More about lack of encryption

» “Web Services and the Quest for Ubiquitous Encryption”
...sad tale without a happy ending ... or perhaps partially happy?
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Bad Cookies!

User tracking using third party cookies
(Englehardt et al., WWW 2015)

Cookie injection attacks via HTTP response
(Zheng et al., Usenix Security 2015)
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HTTP Cookie Hljacklng Known Threat

Firesheep In Wolves' Clothing: Extension Lets You Hack
Into Twitter, Facebook Accounts Easily

aceboo

'i ) (C) ( ) (ﬁ) Cﬂ http:/ /www.facebook.com/home.php
Firesheep (%) £

Stop Capturing

Edit My Profile

| . earch
! Matt Gray
Facebook . Matt Gray ] News Feed

I'm a doofus

[ ] News Feed
=) Messages 1

E . Attach: " 'ﬁ]
31| Events
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Mlgratlng to HTTPS '
wnFacebook Log In or Sig x\‘x_\ ® © ® | a amazon.com: Online Shop x |\

C u https://www.facebook.com & C' ) https://www.amazon.com

www.facebook.com \ a NEW & INTERESTING FINDS ON Al
B,

Your connection to this site is private.

Details
All ~
® ® /G Google X \ <+ ® ® W Twitter X

& C L@ﬁ Twitter, Inc. [US]  https://twitter.com

€ © 8 nitps://www.google.com

Twitter, Inc.

~40% of top sites (140k) on the internet support HTTPS

— SSL Pulse, 2016




www.google.com

Browser

Web Server
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Oh, you thoughtnlt wasencrypted’?

http://www.google.com

GET / HTTP/1.1 Web Server

E— Y-

301/302 redirection https:// m

Browser " =0

v HTTPS




GET / HTTP/1.1 Web Server

v HTTPS



GET / HTTP/1.1 Web Server
s %% HTTP Cookie

v HTTPS



« Studied 25 major services
* 15 support HTTPS, but not ubiquitous

» Offer personalization over HTTP
« Many cookies, complicated inter-operability - flawed access control
« Expose sensitive information and/or account functionality
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» Access to the targeted network
* Open Wi-Fi Network, Wiretapping, Middle box, Proxy, Tor exit node

* Network traffic sniffing tools
« €.g. TCPdump, Wireshark, TShark, Kismet, KisMac

 TCP Reassembly (if necessary)
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Stealmg the COOk‘IL‘eS

« HTTP Request: Host, Cookie
GET /dst_path HTTP/1.1
Host: www . google. com
Connection: keep—alive
Cookie: SID=XXXXX; HSID=YYYYY; APISID=2ZZ2Z
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:47.0)
Gecko/20100101 Firefox/47.0
Accept-Language: en-US
Accept-Encoding: gzip, deflate

« HTTP Response: Set-cookie

Set-cookie: SID=XXXXX; Expires=Mon, @1 Jan 1970 00:00:01 GMT,
Path=/; Domain=.google.com;
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Accessmg the Data

* Send requests with the stolen cookies
 Try both HTTP and HTTPS
» Reveal access control flaws

» Getting personal information?
« Requests with and without the stolen cookies

Return different : s
size/elements/text - Personal information®

£ = X R R [P~

comic 3 @ @

« curl, Selenium WebDriver, PhantomJS (renders active contents)
* ldentify HTML elements
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What can we access using the stolen
HTTP cookies”?
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Search engines

« User information
email, profile picture, first/last name

Connie EEE o \ﬂ‘

Connie Hasson
I ) omail.com

Profile Privacy

’

Add account Sign out
7 \
Nonprofit - na.org




S e a rC h e n g i n e S G gle  narcotics anonymous

Web Books Images Shopping Apps More ~ Search tools
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Yahoo

Narcotics Anonymous
https://www.na.org/ ¥ Narcotics Anonymous

General information, meetings, pamphlets, contacts and their ine "NA Way."
Find a meeting - Literature - NA Events Worldwide - Infp about NA
. . IYQu ve visited this page 3 times. Last visit: 9/25/15
» User information
. . . . History
email, profile picture, first/lastname
Search your history p

Alltypes ~ Alldates .= ~

« Search/visited history

TODAY

S

Call 800-407-7195

Call B00-407-7195

@

History

Find NA Meetings

Find Narcotics NA | Narcotics

12 Steps of NA |
Anonymous Meetings Anonymous Meetings in

Narcotics Anonymous ...

Find Narcotics
Anonymous Meetings

YOUR SEARCH:

Narcotics Anonym
Southern Califo... First Coast Area

narcotics anonymous

Clear X
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Search engines

 User information hadlle

-
email, profile picture, first/lastname il
I L Express NY 10458

Home
New York, NY 10025

s Work
Migosl NY Public Library-Harlem Br
"3 A

GO gle home

» Search/visited history :
* Saved locations g

Map data ©2015 Gobgle

'Home - | S, I I - Get directions
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° Many se rvices My Yahoo E Hi Kevin NGl Mail
Email this
. ° IS
Yahoo answers From Kl VIl <<Vl @yahoo.com> ~

Countries pledge 40,000 U.N. ...
. ct - To sample@sample.com
Email notification ® vahoo oy —————p—
" 1 Get the first app for texting ... John - John Smith (Il @yahoo.com)
title and snippet tny-dorny 5. ks (R Gyeteo o)

Jonathan - Jonathan Doe ([ lill@yahoo.com)

Yahoo Answers 9/24/15

EXt ra Ct CO n ta Ct I iSt Welcome to Yahoo Answers
[ ) Send email aS user Yahoo Mail 9/24/15

Welcome to Yahoo! Kevin

Please visit my phishing page.

A 9/24/15 : j’ﬂ\ Hurricane Joaquin
Re: _ E View the Hurricane Joaquin photo gallery on Yahoo News. Find more news
related pictures in our photo galleries.

Go to Mail Send me a copy of this email Send Cancel
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E-commerce

 All support HTTPS
« HTTPS pages only for login, account and checkout pages
* User information: username, emaiil

 ltems in cart, wish list, recent view items, purchased items
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E-commerce

 All support HTTPS

« HTTPS pages only for login, account and checkout pages

* User information: username, emaiil

* [tems in cart, wish list, recent view items, purchased items
- Ebay reveals shipping address
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 All support HTTPS

« HTTPS pages only for login, account and checkout pages

» User information: username, email

* [tems in cart, wish list, recent view items, purchased items
« Ebay reveals full shipping address

 Facilitate spam and phishing
« Send recommendations to any email with custom message
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E commerce

Amazon

 All support HTTPS

« HTTPS pages only for login, account and checkout pages

» User information: username, email

 [tems in cart, wish list, recent view items, purchased items
« Ebay reveals full shipping address

 Facilitate spam and phishing
« Send recommendations to any email with custom message

Amazon now redirects to HTTPS, but attack still works!
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Ad Networks

« Ads presented to user based on user’s profile
* Ads reveal browsing history and/or sensitive user data

visited by user

5 purchase.

the magic of * \
* 1 IOCYS  [seamnaremerwerio B oy

HOME BED & BATH WOMEN MEN  JUNIORS KIDS  ACTIVE BEAUTY SHOES HANDBAGS  JEWELRY  WATCHES BRANDS

FREE SHIPPING FREE RETURNS
s <E € Foxnews.com

Watch Now...

signin my account ¥ stores customer service
S only. exdlusions

Motherhood
Maternity Plus

i

THEGIFTGUIDE  lists deals & promotions  gift cards  wedding registry -
26-mile hike to Machu Picchuls  An attack on 'Killing Reagan’ Will the plane crash hurt Putin's

not for the faint of heart power In Russia? H H
Size Plaid...
GREAT FINDS $44.98
Motherhood Maternity Plus Size YOU'LL LOVE Extra 20% Off + $75 Free
Plaid Top ‘ tra 20%
0 now Shipping!
Be the first to write a review. Sign in 45 people listening Macyvs
customers also
$44.98 Shopped
& BUY MORE, SAVE MORE Get 20% off 2, get 25% off 3, get 30
e off 4. details
Color: Black-White Plaid Qty:[1 -] 4 Motherhood
olor lack-' ite Plai E o/ ) o @ +Follow e Post mment & .
Maternity Plus
size size chan puwest Size Plaid...
1 . EGIFTIT $44.98
What's e-giting @ —— B Fomernd by Livetyre Extra 20% Off + $75 Free
Maternity Plus Si. i
BUY MORE, SAVE Macy's
RE
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Cookie Hijacklng Cheat Sheet

Site HttpOnly non—HttpOnly
Amazon — x-main

Bing — _U, WLS
Baidu — BDUSS

CNN — CNNid, authid
Doubleclick — id

Ebay — cid, nonsession
Google HSID SID
Guardian — GU_U

huffpost_user
HuffingtonPost huffpost_s huffpost_user_id
last_login_username

MSN MSNRPSAuth —

New York Times — NYT-S
WC_PERSISTENT

Target — guestDisplayName
UserLocation

‘Walmart — customer, CID

Yahoo F T, Y

Youtube VISITOR_INFO1_LIVE —
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Collateral Exposure — Exten3|ns & Mobile Apps

Name Type Browser #  Cookie leaked Application Platform Version # Cookie leaked
Google Maps app Chrome N/A v Amazon i0S 532 N/A X
Google Search app Chrome N/A v Amazon i0S 5.2.1 N/A v
Google News app Chrome 1.0M v Amazon Android  28.10.15 10-50M X
Amazon Assistant extension Chrome 1.1M v Bing Search i0S 5.7 N/A v
Bing Rewards extension Chrome 74K v Bing Search Android  5.5.25151078 1-5SM v
eBay for Chrome extension Chrome 325K v Spotlight (Bing) i0S 1089.1 N/A conditionally
Google Dictionary extension Chrome 2.7M v Siri (Bing) i0S 1089.1 N/A X
Google Hangouts extension Chrome 6.4M X : .
Google Image Search extension Chrome 1.0M X Ebay i0S . 4.1.0 N/A cond%t;!onally
Google Mail Checker extension Chrome 4.2M X Ebay Android  4.1.0.22 100-500M  conditionally
Google Trz.inslat§ . extens@on Chrome 5.5M X Google iOS 9.0 N/A X
Yahoo Mail Notification extension Chrome 1.2M X Google Android  5.4.28.19 1B+ X
Amazon default search bar Firefox N/A Ve Gma;l 108 . 4.1 N/A X

Bing default search bar Firefox  N/A X Gmail Andron 5.6.103338659 1-5B X
Ebay default search bar Firefox N/A V4 Google Search Bar Android 5.4.28.19 N/A X
Google default search bar  Firefox ~ N/A X Yahoo Mail i0S 4.0.0 N/A conditionally
Yahoo default search bar Firefox N/A X Yahoo Mail Android 4.9.2 100-500M X
Amazon 1Button extension Firefox 157K v Yahoo News i0s 6.3.0 N/A v
Bing Search extension (unofficial) Firefox 28K v Yahoo News Andr01d 18.10.15 10-50M X
eBay Sidebar extension Firefox 36K v Yahoo Search i08 . 4.0.2 N/A X
Google Image Search extension Firefox 48K v Yahoo Search Andrmd 4.0.2 1-SM X
Google Translator extension (unofficial) Firefox 794K v Yahoo Sports 108 . 5.74 N/A v
Yahoo Toolbar extension Firefox 31K v Yahoo Sports Android  5.6.3 5-10M X
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Attack Evaluatlo‘n )

» Different behavior when on public WiFi?
»Mechanisms that prevent hijacking?

* Monitored ~15% of Columbia’s public WiFi for 30 days
(IRB approval)

e Collected HTTP and HTTPS traffic

« URL / SNI
« Cookie name
« Hash of cookie value (differentiate users per website)




108

sl 67K 124Kk

2 Ok 23k

£ 10*

3 1.6k

210°

o

0

® 102

()]

£

~ry

> 10

R R N S N S S

% % %, //)0 % 6(9 ‘9{9 <y k/\, %, 5. 8,0, »
% o o, %, %@@f%f;)%j Y

In total, 282K vulnerable accounts
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“Government agencies can collect HTTP
traffic without notice to users or admins.”

— Edward Snowden

The AR Register’

a« DATA CENTER SOFTWARE NETWORKS SECURITY INFRASTRUCTURE DEVOPS BUSINESS HARDV

Security

TOR users become FBIl's No.1 hacking target
after legal power grab
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Attack Impllcatlyons Tor Network

» Used by privacy-conscious users, whistleblowers, activists

 Tor Bundle is user-friendly
« HTTPS Everywhere pre-installed

* Monitored fresh Tor exit node for 30 days (IRB approval)
* Did not collect cookies, only aggregate statistics
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Connections (log)

ctions (log)

Attack
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a practical deanonymization attack
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Countermeasures

Server-controlled mechanisms

HTTPS Strict Transport Security (HSTS)
HSTS Preload

Client-controlled mechanisms

HTTPS Everywhere
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« Server instructs browser to only communicate over HTTPS
« HTTP response header sent over HTTPS

Strict-Transport-Security: max-age=10886400; 1includeSubdomains; preload

« HSTS Preload protects initial connection to server
 Eliminates HTTP = HTTPS redirection
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* Preload requires HTTPS on all subdomains
Legacy URL and functionality

« HSTS partial adoption

 Early state of adoption and misconfigurations
[Kranch and Bonneau, NDSS 2015]

* Attacks
[J. Selvi, BlackHat EU ‘14], [Bhargavan et al., Security and Privacy '14]



* Browser extension from EFF and Tor Project
* Pre-installed in Tor browser

* Ruleset collections (community effort)

<ruleset name=“Example”>

<target host="example.com” />
<rule from=“"http:” to “https:” />
</ruleset>

» Regular expressions rewrite “http://” to “https://”

http://example.com/foo > https://example.com/foo
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HTTPS Everywhere Issues

* Rulesets do not offer complete coverage (also contain human errors)

» Exclude when HTTPS not supported
Amazon:HTTPS breaks adding products to basket

<exclusion pattern=""http://(?:www\.)?amazon\.com/gp/twister/(?:ajaxv2|dynamic-update/)" />

« Complicated for large websites

http://rcm-images.amazon.com/images/foo.qgif

o

https://images-na.ssl-1images-amazon.com/images/foo.qgif
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HTTPS Everywhere Effectlveness
Services :lc tl::lile; Reduction
»Extract URLs of HTTP requests Google 31,729 53.12%
Ei Yahoo 5,320 43.55%
from WiFi dataset o pper P
Bing 378 38.03%
Amazon 22,040 5.68%
>Test URLs against rulesets T 1o ooy
Walmart 97 23.62%
NYTimes 15,190 0%
Guardian 343 0.29%
Huffington 42 0%
MSN 927 39.25%

Over 73% of accounts remain exp

osed!

'."
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Sent detailed reports to all audited web services

“The related tokens predate the existence of the
HttpOnly setting and have several legacy
applications that do not support this setting. On
newer applications we're working on new session
management tokens that are marked as "Secure"

and "HttpOnly".”
purposes and as such authentication
would be required before visiting
sensitive areas of an account.”
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Aftérmath

Google Security Blog

The latest news and insights from Google on security and safety on the Internet

Bringing HSTS to www.google.com

Still in testing phase. Max-age is only 1 day.
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»Back to Basics... or “always assume the worst”
- Cookie hijacking remains a significant (yet overlooked?) threat
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» Putin the effort ... or “stop accepting the risk”
- Services sacrifice security for usability, and support of legacy codebase

» Halfway is no way... or “understand the limitations”

— Partial adoption of defenses not enough
— Attack surface reduced, but a single HT TP request is all you need!
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Feel free to contact us:
polakis@cs.columbia.edu
suphannee@cs.columbia.edu




