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Incident Response Overview
“Find Evil”

» Assess the situation
* Define objectives
 Collect evidence
Perform analysis

| COENT RESPQUSE UNIT
- Communicate g ;“4’:
» Develop remediation plan s o1 nj’- -
L. s Sl - L.
« Document findings 7
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Digital Forensics Overview

 Data Collection
 Data Files

« OS (volatile and non-volatile)
* Network Traffic

« Applications

 Examination

* Analysis ! | M\ Il

| B A
- | 4 - b}
* Reporting SIEGE L
Jason T. Lutigens, Matthew Pepe, and Kevin Mandia

- & COMPUTER
FORENSICS
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Figure 3-1. Forensic Process
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Traditional DFIR tools

Mature
 Tools '

 Redline

Redline’

Collect Data

Create a Standard Collector >

 Volatility ;
 Websites
 Cheatsheets

Comp ssive Co

te an 10C

Analyze Data

From a Saved Memory File >

Open Previous Ar

Recent Anal essions

Analy

 Books

root@kali: ~/Desktop

File Edit View Search Terminal Help

:~/Desktop# volatility -f Infected-Memory-Image imageinfo
Volatility Foundation Volatility Framework 2.4
Determining profile based on KDBG search

Suggested Profile(s) : Win2008R2SPOx64, Win7SP1x64, Win7SP0x64, Win2008R2SP1x64
AS Layerl : AMD64PagedMemory (Kernel AS)
AS Layer2 : FileAddressSpace (/root/Desktop/Infected-Memory-Image)
PAE type : No PAE
DTB : 0x187000L
KDBG : 0xf80002a3f0al
Number of Processors : 1
Image Type (Service Pack) : 1
KPCR for CPU 0 : Oxfffff80002a40d0OL
KUSER_SHARED_DATA : Oxfffff78000000000L
Image date and time : 2015-01-23 01:25:35 UTC+0000
Image local date and time : 2015-01-22 19:25:35 -0600
:~/Desktop# [
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[ File & URL

DFIR

DIGITAL FORENSICS ~ INCIDENT RESPONSE

P OSTER

290 EBITION

digital-forensics.sans.org

T ] tnan intrusion case, spotting [

the difference between
and is
often the difference between

success and failure. Your
mission is to quickly identify
us artifacts in order

) tota

ce that analyzes suspicious files and URLs and facilitates
uses, worms, trojans, and all kinds of mal

to verify potential intrusions.
Use the information below
25 a reference for locating
anomalies that could reveal
the actions of an attacker.

Q, Search
‘Unusual Windows™
Behavior:

Choose File \—-1 Rogue Processes

Unknown Services

* Code Injection and Rootkit Behavior

Unusual OS Artifacts —

Suspicious Network Activity
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What’s the DFIRence for ICS?
IT/OT Differences

Assess the situation « When/Where/How is the ICS affected?

Define objectives Return the ICS to normal quickly and safely

ICS devices have RTOS and ICS protocols | M”S}nb:nﬁg'l'I?/Cted

Collect evidence

. : : No ICS-specific
Analysis must be done to verify anomalies | DFIR tools

Perform analysis

Communicate Regularly report status to management

ICS devices have
constraints

Develop remediation plan

How/When to regain control of the ICS

Document findings « Write a report of what exactly happened
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. . | orlando_rtu_1... l =1= Hhr
ICS anomaly - incident? ———

#RTU Configuration p
#3Jan-10-2016

An anomaly of some kind has occurred
#0rlando Substation

 Increased network activity, strange behavior, failure .
#Serial Port 1:

Now we need to investigate the anomaly mm— ] 2600 baud

Is it known bad? |
Is it unknown bad?

Do we escalate this to a security incident?
Who do we call?

« Engineers, Admins, PR, Safety

* Vendors
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Don’t!




ICS forensics collection tools

* No ICS-specific DFIR tools...especially embedded devices
« But, we can collect data manually using other tools

new 1 - Notepad+

File Edit Search View Encoding Language Settings Macro Run Plugins Window 2

s o B | (4" % 5 |BE

| =5
Comectn tagharer

't-, Tera Term - [disconnected] VT
Seell . .

File Edit Setup Control Window Help
Il |

Tera Term: New connection

Axusodoun k0

y @ o e 8 o =
Configure Windows Preferences
3:""‘ ::’"‘:""" ‘9"“'“: 4 Generste - impont
ORReCHons yne To “3 Change Type
Archive P Mrscellaneous
‘?‘ D'f’" S i - & Connect = @ B) Application st | & Convert 3 Epont
COMMGRICtSNE CORRGUPASON"

NORTH-EAST %

Start Page Project: SOUTH-WEST Project
Man Page

=
pae-R15

| Read setinge from s cumsacted dovce
» %
Openpreviouy saveduamngy

Setup

Communications
ﬂ_ Configurs commenitation pariemetart for  Cossaction

E o
W Manace cifine ceings aed daabases
% Update

| o et and upare Quickset software and deivers

@ TCPIIP Host: myhost.example.com
TCP port#: 23
1SSH S5S5Hversion: SSH2? -
L ) Other [Comecton Exsiver [Cuatom Expiare |
Protocol: [UNSPEC ~ c
() Serial COMI1: ELTIMA Virtual Serial Port {COM ~
[ OK l l Cancel l I Help l

Ln:1 Col:1 Sel:0|0

Normal text file length:0 lines:1




Embedded devices: What to collect?

Physical data

Exact location of device

Device description

Identifying info (manufacturer, S/N, P/N, name)
Connections (serial, ethernet, USB)
Front/back panel LED status

Power consumption

Temperature (if running hot)

Evidence of tampering
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Digital data

Running configuration (including user accounts)
Last-known good configuration

Running firmware, approved firmware

CPU usage %, Memory usage % (RAM, Storage)
Running processes

Active ports (serial, ethernet, USB, etc)

Logs (security, events)

Memory dump (if possible)




Embedded devices: What to analyze?
Find Evil...or ways for evil to do evil

Time

First Responders: ICS Enqgineer or Technician, Network Engineer, Vendor

« What do the user and event logs reveal? (these need to be viewed first as they may rollover)

Does the configuration match the firmware? Is the firmware approved from FAT/SAT?

Running config / last known good config / standard config

Is the configuration and logic correct for the process?

Are communications (serial, ethernet, USB, wireless) normal as compared with known good?

Vendor, Digital Forensics Specialist, Embedded Systems Analyst

« Analyze embedded OS files, captured data at rest, captured data in transit
 Volatile memory if possible (to look for code injection and potential rootkits)
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Let’s do DFIR on two substation RTUs




Time to...RTFM
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Data Collection: D20MX
Specs D20MX Substation Controller

« 667 MHz embedded PowerQUICC Il Pro

« 1024 MB of 266 MHz DDR2 RAM with ECC
« 16 MB NVRAM for persistent event storage
« 8 MB boot flash, 256 MB firmware flash

* VxWorks RTOS

Tools to use

« D20MX Product Documentation Binder.pdf

« GE SGconfig software

. Terminal (Tera Term, PUTTY) This chapter describes how to troubleshoot:
 WIinSCP

Chapter 11: Troubleshooting

Serial cormmunications

*  Firmware version mismatches
¢+  D20MX Shell commands

+ [DZ20MX Logs
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Data Collection: D20MX

You will need three manuals from the binder pdf:

_ _ Digital Energy
1. 994-0140 D20MX Substation Controller Instruction Manual

« Chapter 11: Troubleshooting

2. B014-1NUG Westmaint Il+ for D20MX User’s Guide WESMAINT I+ for D20MX

User's Guide
« Shows how to use the D20 console interface, menus, B014-INUG
error and user logs Version 641 Revision 1

3. SWMO0080 D20MX Shells User’s Guide

- COM4:9600baud - Tera Term

File Edit Setup Control Window Help

N ~ A NODE:B® SYNC:NONE
Shell Prompt
1. SET TIME and DATE
2. DEVICE STATUS DISPLAY
D20M D20M> 3.
4. ERROR LOG
5. USER LOG
C > 6. DATABASE SYNC
_ 7. SWITCH—OUER
CMD [VXUJ‘D[’RS]# 8. SECONDARY COMM STATUS

M-Logout Redraw 3-Open_window F-Beginning 3-End
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Data Collection: D20MX
Error Log and User Log

N ~ A NODE:@ SYNC:NONE Logger Buffer Diszp 15-A7-85 18:29:18 , )
The error log tells what's wrong with the

configuration.
M5G SENDER GONT ENT

iAIMIT MA: I8: BADIUS is not configured
I?7: Device enB: IP=192.168.2.1 HMetmask=255.255.255.8
I7= D

evice enl: IP=192.168.3.1 MHetmask=255.255.255.00

N # A NODE:B SYHNGC:MOME i 15-87-85 18:27:49

=
=

TIME EVENT DATA

15,804,803 18:31:10 (D2AMCMD> admin (WESH@) — ’exit’
15/04/03 18:47:@2 <Auth OK> admin (WESA) — Attempt:l
15/04,83 18:47:@2 <{WMLGIN > admin (WES@)
18/18/18 18:47:@7 <SETDATE> admin (WESA) — Set Date to: 20101810
15/84-83 18:47:15 {RETCNTR> admin <(UWES@A> Device Statusz: All Devices
15/84,83 18:47:19 <D2AMCMD> admin (WES@)> — ’ver’ — ’’
15,8483 18:47:25 (CMD_EDS> admin (WES@) — Default to 3@@ Seconds
15/84,83 18:47:25 <D2AMCMD> admin (WESA)> — ’eds’ — ’’
15,084,083 18:47:27 {CMD_C > admin (WES@)
15/04/03 18:49:29 <DIONCMD> admin CHES@> — *s€ - /1 cond
; 84 t49: admin <L ‘st — /1 coml’

The user Iog shows |OgIﬂS, Iogouts, and 15,8483 18:50:@1 <D2@BMCMD> admin (WESB> - ’st’ — ’/1 com2’

S 15,8483 18:5@:32 <{D2BMCMD> admin (WES@> — ’st’ - ’/1 com3’
all user activity. Can be exported to CSV. 15,084,803 18:51:04 <D2BMCMD> admin (WES@> — ’st’ — ’/1 com®’ll

Logout [-Redraw l Open_window -Beginning }FEnd ﬂ—Tnp menu H-Goto_point

ThIS data also gets pUt |nt0 the SyS|Og U:nguE;E::Efc;;: to Eﬁgﬁ zupggﬂt and to scroll the dizplawy

4
Logout J-Redraw U-Open_window J-Beginning B-End FTop_menu H-G
Hext F-Previous JFDel_all I}FDel_to_cursor
Use cursor kevs to select a point and to scroll the displawy

=E--E -y N Ty N FEY L]
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The power of the 3 Shells

* You can access the shell remotely with
SSH, but the most powerful access is
through the front serial port.

« Some of these commands require
assistance from GE unless you really
know what you are doing.

6.3 D20MX Shells

The D20MX Shells (formally called the “68K Monitor”) are three troubleshooting and
diagnostics tools that give you low-level access to your equipment, as mentioned in GE System

Maintenance and Configuration Tools.

The three “shells” available on the D20MX are the “D20M” shell, the “C” shell and the “CMD”
shell. The first shell, “D20M” shell. is accessed via the WESMAINT menus. Once inside the
D20M shell the second shell, “C” shell, may be accessed. From there the third shell, “CMD”
shell, may be accessed.




The main shell

e D20M Shell is the main shell

* Very similar to 68k monitor shell in
older D20s

* Incident Responders will want to
collect data from this shell

 All of the commands are explained
in detail in the D20MX Shells UG

IFINF - Display IP Information

Platform IZ D20MX
Access

m Read Only m Maintenance M Read/Write
Description Display information about the attached network interfaces

This command is similar to the Linux ‘ifconfig’ command.

Syntax Format ifinf
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~ COM4:9600baud - Tera Term

File Edit Setup Control

D2BM>he 1p
To see an explanation of a command type:
HELP command_name i.e. help help

Window Help

Available commands are:

ac Display your access level al Set auto—logout timeout

arp Show ARP tabhle haud Change bhaud rate

bkucfg Backup configuration to file hoot Warm bhoot

C Switch to C shell cc Copy configuration

cf Copy firmuware ch Copy and Process HSP file
cl Copy license commit Commit firmware to backup
cp Change priority cs Checksum memory

d Dump memory dc Dump configuration

df Display file dir Table directory

dl Download 5-—Re / eds Enabhle debug Shell

el Display Error ‘ Enable local authentication
exit Exit Shell Fill memory

fifo Control UART QNOSNE Find table

fs File System ([l Help

he 1p Help HDLC test

ifinf Diszplay IP in! i Firmware information

Jbaud SetsGet the JK Jam exchange

1= List directory Verify firmware files wsMDS
passwd Modify user passu Ping an IP host

pr Performance monit Query process

qr Display memory 3 Display semaphore list

e QGuery exchange revert Revert firmuware from backup
route Display routing rp Rezume process

rstrcfg Restore config X Request exchange

r= ZModem download sa Serial analyzer

sC Select configuration si Dizplay system information
sp Suspend process st Serial test

5 ¥ Send exchange test Start test tool

ul Display-sSave User Log vep Dizplay Uerszion information
up Signal process swlic Software license Manager
swlic—hatch Process batch lic. file swlic—check Check validity of lic.
swlic—info 8% licensing info. swlic—list List AutoStart processes
swlic—report Report license file info swlic—trial Enable trial license
swlic—unlock Unlock license key gswlic—update Update trial licenses

value = A
D26M >R



Data Collection: D20MX

* Running configuration
v Use SGConfig, ConfigPro, or TeraTerm

v Very common task
 Last-known good configuration

v Look in email, config database, engineer’s
laptop, or it may be on a USB in the cabinet

* Running firmware - img

DZAM > img
Application version: wl.48- 2d96adB3f6df329c <Aug 25 2814 — 11:38:-88>

Build ID:93852h8A%c6e?2f4h
BSP vi.4-8 Created: Aug 20 2014, 20:01:56
Bootrom Uerszion: 1.4-8 [73852hA7che?2f4b] <Aug 280 2014 24:82:87>

Firmuare: SANAAAL -2 .148
JMON: 1.8.631-8882 <GE-DE>

value = A

D2 aM -
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CPU usage %, Memory usage %

v pr — performance monitor

v qr — query ram (volatile and nvram)

D2BM>gr vl

status blocks avg bhlock max bhlock

272342168 42588074 272176656
87623768 7491 -

internal 648 213
cumulative

892738616 L446

87717016 -

Uxuworks Process List
FRIO STKSZ TID

18008080 B4bf 3cal H80EBRa0 #B8bh8dcal
A2001 080 BA5563f0 (610151615 ]5]015) A51e6010
A3008680 #a556580 H80EBRa0 A%l1e62dd
A2088380 B51e66alB (610151615 ]5]015) B51e6720
#16888480 B%1e6h?B [sla]s]aln]s]ns) B%1echid

PARENT TID

B4he47d0
BAbh8dcald
#8h8dcal
BAbh8dcald
B8h8dcald



Data Collection: D20MX

Serial analyzer Master D20 response

* Very popular shell command - |
' Wi =10l x
(what's Wireshark?) ST L ok

File Edit Setup Control Window Helfl

11 G4 3C BA 28 0P 67 92 D7f/C3 @1 3C B2 B6 3C B3 B6 3C B4 96 EECFI
AN MR NS/ TN EYAs 64 1/ C4 3C A@ 28 BB 67 92 D8 C4 81

4 9@ 3C PA BA 11 E7 C4 81 BA 09

C 82 86 3C @3 B6 3C B4 B6 C4 85

e |n the D20M shell, use

v sacom# A5 64 BA 44 28 MO 3C A0 /40 11 E8 C5 81 B 00 /45 8C TRTERIMCEIE  BIR RY,
_ 52 DA C6 B1 3C B2 86 3CP33 O6 3C B4 06 06 5_ 64 DA 44 28 OO 3C @G BA 11 E9
AT N YA eS 64 11 C4 3C 00 28 08 DB 3C B2 B6 3C @3 86 3C
where # is the port number TTRTTA AR TONAT 64 OA 44 28 09 3C 0@ BB 11 @B C4 3C
h 28 @@ CD 56 DC C8 01 3C B1 @6 C5 AR 53
S BO 0O B1 B2 G1 00 B0 61 00 B4 B4 B4 B4 37
v Turn on logging in TeraTerm @4 @4 B4 B4 B0 57 2C @4 B4 B4 00 B4 B4 B4
A4 OO B4 A4 B4 B4 B4 B4 0O B4 B4 B4 B4 D4
beforehand to save the B4 B4 @4 B4 B4 00 B4 An 95 B4 B4 B4 B4 B4
_ 95 94 B4 @4 B4 B4 B4 B4 B4 B4 B4 B4 B4
trafﬁc e A4 B8 B8 B4 a4 3B 95 a4

00 FO E9 94 00 B0 94 99 08 B4 09 9O B4
G o a8 63 08 6 1 8 %0 U 08 b
v This example is DNP3 9P PP B4 VP VA B4 BB BB BA B2 B1 B8 0@
94 P4 @4 @4 B4 6E 6D 94 B4 B4 B4 86 AB
3C 92 @6 3C B3 86 3C B4 D6 64

86 59 4C
D250 > ZI
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Data Collection: D20MX

* Dump memory

v’ si — shows system information
including the memory base addresses

v"d — dumps memory, but you have to
tell it where to start and stop
(only available over serial connection)

« Hand the output to someone who
understands VxWorks for analysis

« Look for strings, injected code, or rootkits
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D2@M>=1

D2BME Board Information

Physzical RAM hase address.......cccccenn BxAHHEAR Siz=e: 1822M Bytes
MURAM region base address............... @x50010000 Size: 16328K Bytes
Procezzor clock 667 MH=

IRIG_B Status._ ... ... ...

Configuration Signature:
Date: 2014.8%.83
Uersion: 78
Static CRC: BxAGEE1331
User Flag:

Config Mame:

value = 8
D26M>d HEBABAOA
AREARRBA
ABAABaA1 A
AREAARA2ZA
ABAABRA3IA
AREAAR4A
ABAABRRAS A
AREAARL A
ABAAaA?A
AREAAAEA
ABAABA?A
ARAABABAA
ARAABAREA
AREABACAH
ABAABADA
ARAABAREA
ABAABAFA
ARAAA1 88
ABEEe1168
AREAA128
AEEAE61368



Data Collection: D20MX

VxWorks C Shell VxWorks CMD Shell
* OS level shell only accessible from the RS-232 « OS 2nd |level shell, accessed by typing cmd

port (access is denied from SSH)  VxWorks Kernel Shell Command Reference 6.9
* Mainly used by GE customer support for  We can use some commands for forensics

troubleshooting
v d (dump), netstat, ipf (firewall), syslog,

show devices, show drivers, show
—> 1= "Atff=H"

/t££58,/prinary history, ifconfig, route, and even pcap!
Atff=B/zecondary

#tffsA-BA14SHAD

Atff=B-/pkey_db

stffzB config.hin
Atff=B/swhicense .
ualEF =H = BxA Exarnple.

pcap -f /ram/temp.cap qefccO start
stffsh Wait a few minutes...
stdiu_pty_ﬂxSleEBlB.E

stdio_pty_BxLlec@id_HM pcap qefcco stop

A
1
i
1
i
1
i
1
i
3
3
5
6

Now use a program such as WIinSCP to transfer the file from the D20MX to a PC. Then use
Wireshark on the PC to view the file.
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Example of live memory code injection & mem dump on the D20MX

* Inject code via VxWorks C shell memory edit command m to simulate a rootkit
-> m mem,1
Ox052eaa88: Ox00-de
Ox052eaa89: 0Ox00-ad
Ox052eaa8a: 0Ox00-be

Ox052eaa8b: Ox00-ef
Ox052eaa8c: Ox00-.

value = 0 = Ox0

 Collect volatile memory using the dump memory command d
-> d mem,
NOTE: memory values are displayed in hexadecimal.
Ox052eaa80: dead beef 0000 0000
Ox052eaa%0: 0000 0000 OO0 00O
value = 0 = Ox0
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Data Collection: VxWorks DFIR Tool — Problem

* We need tools that enable us to perform DFIR on ICS and embedded devices.
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Data Collection: VxWorks DFIR Tool - Solution

A collection of utilities that enable us to:
« Read (and write) to memory on the device programmatically

« We don’t want to have do dump memory manually
« Cache the live memory locally

« We shouldn’t need to fetch the same memory twice to check for different issues.
« Compare the system image

« Knowing the image is good is the first step toward looking somewhere else.
« Provide the ability to read/write and cache device data to other tools

» Tools can be written more generically when they don’t need to worry about how to get the data
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Data Collection: VxWorks DFIR Tool - Cool Features

« Can easily accommodate different transport mechanisms
« Serial
« TCP/Serial bridges

* Protocols specific to other dumping utilities

« Supports caching
» Allows resuming if connectivity is lost
* Sparse memory dumping
« Comparative analysis works on
« Anything that looks like a seek-able Python File Object
« Cache Files

*  Memory Dumps

« Sparse Memory Maps

+ Special Objects that request live memory 27
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Data Collection: VxWorks DFIR Tool — Validating the host image

user$ python validate_image.py --disk_image vxworks --mem_image d20mx.cache

Section Name

.ini1t$00
.init$99
.fini$00
.fini$99
.Wrs_build_vars
.sdata2

.data

.sdata

.sbss

.bss
.PPC.EMB.apuinfo
.debug _aranges
.debug pubnames
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Address
Ox10000

reo, Ox4c(r28)
re, ro, 0, Oxa,

Ox17afo0

reo, Oxlc(r3l)

Ox3a3e50
O@x3a3ebc
Ox3a3e7c
O@x3a3e98
@x3a3ea8
Ox3a4070
Ox3a5000
Ox3fa260
Ox3fb5b0O
Ox3fbda®
Ox0

Ox0

Ox0

Size
Ox393e50

0017aed4:
P017aed8:
P017aedc:
0017aeeld:

Ox55260
Ox1350
Ox7f0
Ox155ea0
Ox18
Ox1760
Ox7499

Status

[I1D MISMATCH !!!]

rl, -0x10(rl)
r3, 0
rl, rl, Ox10

MATCH]
MATCH]
MATCH]
MATCH]
MATCH]
MATCH]

il MISMATCH !!!]
il MISMATCH !!!]

NOT_PROGBITS]
NOT_PROGBITS]
NOT_PROGBITS]
NO_ALLOC]
NO_ALLOC]




Data Collection: VxWorks DFIR Tool - Cool Projects We Used

« CLE Loads Everything — (angr/CLE)
* Loads our system image and provides an abstraction to a process memory space
 Identifies architecture, endianness, etc.

« Will soon support relocatable images (important for modules like appl.out)

« Capstone - Nguyen Anh Quynh

« Easy access to disassemble exactly what we needed

) blackhat L=. 201




Data Collection: VxWorks DFIR Tool — Plans for the Future

« Documentation

Expand the tool to work on other devices

Refine the scripts into easy-to-use modules

Moving the code to GitHub

Allow for feedback / feature requests / bug submissions
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Data Collection: SEL-3530 RTAC

SEL-3530
Specs Real-Time
. 533 MHz Power PC Automation Controller
e 1024 MB DDR2 ECC RAM (RTAC)
- 2GB Storage
« Embedded SEL Linux Instruction Manual

Tools to use

« SEL-3530 RTAC Instruction Manual
SEL-5033 Instruction Manual
SEL-5033 software

Web Browser (Chrome, FireFox, etc)
Terminal for SSH (Tera Term, PuTTY)

20150904

SEL | SCHWEITZER ENGINEERING LABORATORIES, INC.
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Data Collection: SEL-3530

Digital data SERpE

Navigation 4

* Running configuration -
° User ACCOU ntS System Device Information System Statistics POST Summary

2013 12:59:14 AM -
\JOSDBB6

SEL [ LocouT]

IThe Password Jumper is currently dizabled.

] Host Name: SEL-3530-0030A705DBB6 Main Task Usage: 0% DDR2 SDRAM OK: TRUE
= Device Name: Automation Task Usage: 0% Primary Flash OK: TRUE
- - Usage Policy . . e - =
[ ] R g f I ' l ; Device Location: Memory Usage (RAM): 72792 KB Secondary Flash OK: TRUE
u n n I n I r Ware - =E= e Device Description: Memaory Available (RAM): 443004 KB Serial Controller OK: TRUE
Allowed Web Connections: 20 Storage Usage: 126980 KB USB & OK: TRUE
° ( :P U usage % User Web Session Timeout (Min): 500 Storage Available: 1790736 KB USE B OK: TRUE
Accounts HMI Read-Only Mode Timeout (Min): |5 Number of Users Logged In: 1 Eth 01 OK: TRUE
o . , -
LDAP Settings Enable HMI Read-Only Mode: USB A Port ;n Use: Fals.e Eth 02 OK: TRUE
° M e m O ry usag e % Tie Alarm LED to OUT101: 7 Current Project: Projectl Eth F OK: TRUE
Firmware Version: SEL-3530-X638-V0-2002001-D20130626 Modified Time of Project: HLEEan Irig Controller OK: TRUE
ok - 15:54:52 Contact I0 Controller OK: TRUE
e Serial Number: 2010013262 Power Source Voltage: 167.819038 inboard I —
° P O ST C h eCkS Part Number: 3530AB0X1213X0 MEMETaT SRniallsr @8 TLE
Eaatovtes Config: 00000000
FEEs Dev Code: 73
° R p t ( |) Power Source Scale (0.5 - 1.5): 1
eports (severa .., —

¥.509 Certificates
CA Certificates

Physical Data .

Connected IED

Alarm Summary

« Password jumper soe

Event Collection

Live Data

HMI

(Mo Diagrams Loaded)
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Data Collection: SEL-3530

System Statistics System Statistics
CPU Usage: 1 B 100% CPU Usage:
Memory Usage (RAM): 464140 KB Memory Usage (RAM): 44392 K&
Memory Available (RAM): 471512 ¥
Memory Available (RAM): 52264 KB WemOry Avasabie (RAM)
Storage Usage:
Storage Usage: SSS00 KB i

Storage Avallable:

Storage Available:
Number of Users Logged in: |
Number of Users Logged In: 1

USB A Port In Use: False
USB A Portin Use: False THORTAL
NP aaa U Current Project: - /
Current Project: HQ_ RTAC -t 12 R Fak o

Modified Time of Project: 2013-05-01 13:16:24 /-\ Modified Time of Project:  2013-05-01 13:16:24
sEL RTAC Error U

[ | The application running on the SEL RTAC has failed. Continue anyway? These are the ScreenShOtS from
when | sent a malformed DNP3
' message that caused the RTAC

to lose the configuration.




Data Collection: SEL-3530

« Section 3: Testing and Troubleshooting
« Section 5: Web HMI and Logging

« Section 6: Security

* There are tags in the RTAC database that are assigned
to help troubleshoot but are also useful for forensics as well.

« Several log types
 SOE report
* |IED report

* syslog

All Ethernet

All Serial

Device Interfaces

3.10 | Testing and Troubleshooting
User Sessions

Table 3.1

Self-Test System Tags (Sheet 1 of 2)

System Tag Name

Description

Communications (Also for Eth_02, ETH_F, and USB)

Eth_01_Bad_Packets Transmitted
Eth_01_Bytes Received
Eth_01_Bytes_Transmitted
Eth_01_Collisions
Eth_01_Connections_Active
Eth_01_Link
Eth_01_Packets_Received
Eth_01_Packets_Transmiftted
Eth_01_Ports_Active
Eth_01_Received Packets_Dropped
Eth_01_Transmitted_Packets_Dropped

Diagnostics

Application_Status

CPU_Burden_Percent

Eth_01Eth_02Eth_FUSB_B1 Com17
-@D@D@D@D CPU_Burden_Percent 5_Second Average
Com09% Com10 Comill Comi2 Coml3 Comi4 Coml5> Comilé )
4 JpoJpe Jpd e Device Uprade
Com01 Com02 Com03 Com04 Com05 Com06 Com07 Com08 DiSable_PaSS\\'OI‘CI_Jlllllpél'_Ellﬂbléd
Factory_Reset

Serial IED Report
Protocol Remote Device Interface Type _ Baud Rate Data Bits Parity __ Stop Bits RX (bytes) TX (bytes) RIS __ CTS
DNP Client Feederl Com01 232 19200 8 Mone 1 197983 272714 false false
DNP Server Other_1 Como9 232 19200 8 MNone 1 272666 197983 false false
Modbus Client Other_3 Com02 485 19200 8 Mone 1 o 44576 false false
Modbus Client Other_3_1 Com02 485 19200 8 Mone 1
Ethernet IED Report
Protocol Remote Device Interface Type Local IP Remote IP Port
DNP Client Other 2 * TCP 192.168.0.4 20000
DNP Client Other 2 * uDP 192.168.0.4 20000

blackhat =42 2015

Number of bad packets transmitted
Number of bytes received

Number of bytes transmitted
Number of collisions detected
Number of active connections

Link is detected

Number of packets received
Number of packets transmitted
Number of TCP ports active
Number of received packets dropped

Total transmitted packets that were dropped

The name of any application that has restarted.

Instantaneous CPU burden percent

Five second average CPU burden percent

A string message indicating the user who upgraded the firmware
The disable password jumper is enabled

A string message indicating the user who reset factory defaults




Data Collection: SEL-3530

« Example of IED Report

e Can be accessed via
web or ODBC (MS Access)

* No Linux Shell
* Pros & cons oy
* No SSH Interface with RTAC

« SSH used for engineering
remote access to relays

) blackhat L=. 201

Nzvigation ¢

Dashboard

System
Date/Time
Lizage Policy
Device Reset

User
Accounts
LDAP Settings

Network
Interface
Static Routes
Hosts

Syslog

Security
%.509 Cartificates
CA Certificates
SSH Keys

Reports
Conpected IED
Alarm) Summary
SOE

Event Collection
Live Dats

| New Alarm Notification | 2 alarms are available to be acknowledged. Bx

Sequence of Events Report

Actions v Download CSV Reload Table Display: Page 1 ¥
Category v And v || Category v
Time Stamp v To Filter Reset Items Per Page: 100 ¥
Details ~ Time Stamp Priority Category Tag Name Message Ack Time Stamp _ Origin
20250902 " FEEDER1 Tage.Feederi_breaker CLOSE SEL_RTAC
19:39:14.004
en] § 1o FEEDER1 T TRIF SEL_RTAC
___ 1 2015-09-D2 > ’ . S :
open ] 19:38:14.611 Security SystemTags.User_Logged_On sel| logged on device via Web SEL_RTAC
=n 7 2015-09-02 E L &k s tins i hacker login attempt failed - & ,

] 19:38:02.416 Security SystemTags.Unsuccessful_Log_On_Attempt todkaiit SEL_RTAC
en ] ing‘SS«DUQ;01203 Security SystemTags.Unsuccessful_Log_On_Attempt Unknown login attempt failed SEL_RTAC
en ] 33}357-{)9-00251 Security SystemTags.Unsuccessful_Log_On_Attempt Unknown login attempt failed SEL_RTAC

pen ] 2015'0?—02 Security SystemTags.Unsuccessful_Log_On_Attempt Unknown login attempt failed SEL_RTAC
19:37:42.940
en ] §81;;O§601242 Security SystemTags.User_Changed_Settings Tim= System modified settings SEL_RTAC
2015-09-02 . .
En = rity Sys J sel | j A

] 19:37:18.476 Security SystemTags.User_Logged_Off el logged off device via ODBC SEL_RTAC

en ] igl‘,??—ofs-oig Security SystemTags.User_Logged_Off sel logged off device via ODBC SEL_RTAC
2015-09-02 RTAC slarted with fijmware:
[ open ] 59"7'16 5"1_. Internal SystemTags.Power_Up_Description SEL-3530-X885-V1-ZD01001- SEL_RTAC
TSR D20150829, project: Project2
[ open] 531;7019205:7 Security SystemTags.User_Logged_On sel logged on device via ODBC SEL_RTAC
[ oper ] 2015'09'0,2 o Security  SystemTags.User_Logged_Off sel logged off device via ODBC SEL_RTAC
19:;37:12.473
2015-09-02 N =
en S rity SystemTags.User. se S -
[ nl 10:37:07.765 Security SystemTags.User_Logged_Off el logged off device via ODBC SEL_RTAC
2015-09-02 Security  SystemTags.User_Changed_Settings sel modified settings SEL_RTAC

19:37:00.086




Data Collection: SEL-3530

« The RTAC can capture ethernet and serial traffic

v' SEL-5033 software and the Comm Monitor

« AG2012-15 Using Wireshark® to Troubleshoot Protocol
Communications Issues on an RTAC

v DNP3 example

* AG2015-15 Using Wireshark® to Decode RTAC Serial
Line Messages and SEL Protocols

v' SEL Fast Messaging example
« SEL published several serial Wireshark dissectors

v SELFM, Telegyr 8979
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Haome Insert View

Qﬁ e

@ GoOffine  Tools

W

Comm Monitor

Clipboard Edit Online

<<Brrived at time: 13Z9ZZ533%_088775Z sec., delta: 0.000881 sec.®>
0000 00 00 00 01 00 O 00 30 A7 00 0OR 18 00 00 08 00 _______ O_______.
0010 45 00 00 34 EB 91 00 00 40 06 43 AT ORA ZA 1B 84 E_ _4___ _@.C._*__
00Z0 0OR ZA 1B B4 4E Z0 98 Z4 €3 4D ZZ D3 TE 42 7F B _*_ N _3 MY _~B_._
0030 B0 10 1C 22 B3 BE 00 00 01 01 08 OAR 30 30 10 48 ___=________._ 0_H
0040 30 77 B84 i -w_E

<<Brrived at time: 13Z322Z533%7.08351% sec., delta: 0.0017&% sec.>>
0000 00 00 00 01 00 O& 00 20 A7 00 0OR& 18 00 00 08 00 ....... [
0010 45 00 00 45 EB 92 00 00 40 06 43 35 0OA ZA 1B 84 E. . E....E@.C._*_.
00Z0 0OR ZA 1B B4 4E Z0 98 Z4 C3 4D ZZ D3 TE 42 7F B .*_..N .5_M".~B.
0030 B0 18 1C 22 BRE FZ 00 00 01 01 08 OA 90 30 169 48 ...z"r.......0.H
0040 90 77 B84 4% 05 ©4 0OA 44 FF 00 05 00 54 82 EBP C3 w.E.d.D........
0050 B1 00 00 53 13 S
§<<Arrived at time: 13Z232Z533Y_068331F sec., delta: 0.000332 sec.>>
EGGGD 00 04 00 01 00 O& 00 30 AT 0Z 3D &D 00 00 08 00 _...... O...m....
50010 45 00 00 34 AD 5B 40 00 40 0& 41 DE OR ZR 1B B4 E. . 4 TE.G.A..*._.
50020 OR ZR 1B B4 98 Z4 4E 20 7E 4% 7F BS C35 4D ZZ Ie .*_.. 3N ~B...H".
50030 80 10 07 D2 SE &5 00 00 01 01 08 OA 90 77 B84 48 ..... [= S w.H
50040 30 30 19 48 .0.H

i ‘ Stop ‘




For Further Reading...

* HD Moore’s blogpost on VxWorks from 2010.

o https://community.rapid7.com/community/metasploit/blog/2010/08/02/shiny-old-vxworks-
vulnerabilities

« Metasploit module for VxWorks remote memory dump (wdbrpc_memory_ dump)

 David Odell’s blogpost on QNX from 2012.

o https://www.optiv.com/blog/pentesting-gnx-neutrino-rtos

« |CS-CERT recommended practices for ICS forensics

o https://ics-cert.us-cert.gov/sites/default/files/recommended practices/Forensics RP.pdf

) blackhat L=. 201
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For Further Reading...

 Travis Goodspeed’s embedded device work on the MSP430 family
e http://travisgoodspeed.blogspot.com/2007/11/ti-ez430-in-linux-with-lar-kickstart.html

* http://travisgoodspeed.blogspot.com/2008/08/repurposing-ti-ez430u-part-3.html

« Ralph Langner’s forensics work on Stuxnet payloads for Siemens PLCs

e http://www.langner.com/en/wp-content/uploads/2013/11/To-kill-a-centrifuge.pdf

* The Dec 23, 2015 Ukrainian Power Grid attack included writing over firmware
of embedded Ethernet-serial converters.

o https://ics.sans.org/media/E-ISAC SANS Ukraine DUC 5.pdf

) blackhat L=, =01
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