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HTTP/2 & QUIC

TEACHING GOOD PROTOCOLS TO DO BAD THINGS
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« Catherine (Kate) Pearce
* (@secvalve

« Sr. Security Consultant
(Customer Focused) at Cisco

* Break & report
e Coach the builders
« Research what’s ahead

* Distinguishing Features:
 Loud, Yellow
* Oris that “Loud Yellow™?
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* Plays with fire, will never have a
better photo taken in her life:
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= CCSA, https://m.flikr.com/#/photos/4nitsirk
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« Carl Vincent
« Security Consultant

 Distinguishing Features:
* Hates photos

* Red team guy

« Jack of many trades, in search of more!

« Suffers from a severe compulsion to continually
contemplate the best way to control, and/or
destroy, absolutely everything and everyone in
the room — including the room itself.
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Teaser 1

Wait... firewall was blocking ALL TCP?



Teaser 1

Protocol
* Frame

» Ethernet
+ |Internet Protocol Version 6

* User Datagram Protocol

DHCPvE

Internet Control Message Protocol v6

+ Internet Protocol Version 4

* User Datagram Protocol
Teredo IPv6 over UDP tunneling

Wireshark - Protocol Hierarchy Statistics - demo_video_win_10_quic

~ Percent Packets

100.0
100.0
0.1
0.0
0.0
0.1
99.7
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0.1

QUIC (Quick UDP Internet Connections) 98.5

Domain Name System
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1.1
0.3

Packets
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0.0
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Teaser 1

User Datagram Protocol, Src Port: 63786 (63786), Dst Port: 443 (443)
vQUIC (Quick UDP Internet Connections)
Public Flags: ©xed
CID: 1464692183167920367
Version: Q030
Sequence: 1
Message Authentication Hash: 870608f6bft34b710f976e324
Private Flags: 0x00
vSTREAM (Special Frame Type) Stream ID:1, Type: CHLO (Client Hello)
Frame Type: STREAM (Special Frame Type) (0xa@)
Stream ID: 1
Data Length: 1024
Tag: CHLO (Client Hello)
Tag Number: 27
Padding: 0000 R
Tag/value: PAD (Padding) (1=292)
Tag/value: SNI (Server Name Indication) (1=16): www.google.co.nz
Tag/value: STK (Source Address Token) (1=58)
Tag/value: VER (Version) (1=4) Q030
Tag/value: CCS (Common Certificate Sets) (1=16)
Tag/value: NONC (Client Nonce) (1=32)
Tag/value: MSPC (Max streams per connection) (1=4): 100
Tag/value: AEAD (Authenticated encryption algorithms) (1=4), AES-GCM with a 12-byte tag and IV



AEAD
UAID

Tag/value:
Tag/value:

(Authenticated encryption algorithms) (1=4), AES-GCM with a 1
(Client's User Agent ID) (1=50): m Chrome/51.0.2704.106 Wind

Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tag/value:
Tage/value:

SCID
TCID
PDMD
SRBF
ICSL
CTIM
NONP
PUBS
SCLS
KEXS
XLCT
CSCT
COPT
CCRT
IRTT
CETV
CFCW
SFCW

(Server config ID) (1=16)

(Connection ID truncation) (1=4)

(Proof Demand) (1=4): X509

(Socket receive buffer) (1=4)

(Idle connection state) (1=4)

(Unknown) (1=8)

(Unknown) (1=32)

(Public value) (1=32)

(Silently close on timeout) (1=4)

(Key exchange algorithms) (1=4), Curve25519
(Unknown) (1=8)

(Unknown) (1=0)

(Connection options) (1=4)

(Cached certificates) (1=24)

(Estimated initial RTT) (1=4): 240909
(Client encrypted tag-value) (1=164)
(Initial session/connection) (1=4): 15728640
(Initial stream flow control) (1=4): 6291456



Teaser 2

What type of traffic is this?



Wireshark - Follow S5L Stream (tcp.stream eq 78) - wireshark_pcapng_eth0_20160720152239_p5EQBz
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What type of traffic is this?
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Frame (363 bytes) = Decrypted S5L data (268 bytes) | Decompressed Header (461 bytes)

Frame (363 bytes] | Decrypted SSL data (268 bytes)

Decrypted S5L data (268 bytes)

Decompressed Header (461 bytes)
Frame (363 bytes)

jra— —

Decompressed Header (461 bytes)




What's going on here?

- Let’s talk about web
transport protocols



What's going on here?

- Let’s talk about web
transport protocols



INTRO

(WHY IS THE WORLD EXPLODING?)




DRIVERS FOR CHANGE

* Increasing scale of...everything

* Flow size increases

Ow count increases (e.g. web pages)

ow diversity increases (e.g. web pages)
 Mobility
* Multiple connections
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WHY IS THIS HAPPENING?

Network communication needs better capabillities, but
there's more than one way to do it

1. HTTP/2 - Multiplexes within TCP
2. QUIC - Ignores TCP to handle it itself

These technologies change the way the internet
behaves



WHY DO YOU CARE?

Familiar Problems
« Opaque Technology Shifts

“New” Problems

- New Fragmentation Attacks

 Blind Network Security



TO BE CLEAR:

These technologies are more culture shock than direct
vulnerabilities / concerns

Personally, we like them, and want them to succeed

Network tools and operators need to be ready






PREVIOUS WORK

oMPTCP

oMPTCP Implications
oMultipath Implications
oMultipath “defences”



WHY NOT CHANGE TCP?
Lessons from MPTCP:

» Slow moving, OS- and hardware-dependent
* Middleboxes limit protocol deployability

» Chicken and egg deployment



CURRENT TCP IS RATHER LIMITED

Doesn’t support use cases for:
* High Availability
* Link Aggregation

» Multihoming Future of QUIC?

* Mesh networking

Makes a lot of round trips
Blocks stream on retransmits



WHY NOT CHANGE TCP?




WHY NOT CHANGE TCP?

TCP Characteristics:

» Handshake design
» Outside user-space
* End-of-line blocking



WHY NOT CHANGE TCP?

If you can’t change TCP, what's left?

« SCTP?  UDP?
« Same problems, but * But it doesn’t do
amplified ANYTHING fancy?

» Exactly — QUIC

* Application Layer?
« Http/2 & SPDY



BACKGROUND - THE JOURNEY TO HERE

TCP -> MPTCP -> QUIC



BACKGROUND - THE JOURNEY TO HERE

HTTP -> SPDY -> HTTP/2



SO WHAT?

* Have you realized how many security
tools support these?

 It's... unfortunate



REAL-WORLD PREVALENCE
 MPTCP developed surprisingly fast, then faltered

* QUIC was even QUIC-ker

 Already in use on many Google properties
» Youtube, Google search, and more

* Likely several percent of your traffic

» Http/2 has become real-world even faster



PROTOCOL PREVALENCE
Servers Clients Key usages

; Apple iOS (Siri),
MPTCP OVF OverTheBox
ve | R




PROTOCOL PREVALENCE
Servers Clients Key usages

Apple iI0S (Siri),

~ ?

MPTCP e >0 000 000 OVF OverTheBox
o10] (63 ~25000 [2] |1 000 000 000+[1] Google Chrome, Google

Duo, Google Websites

1 - https://chrome.googleblog.com/2016/04/chrome-50-releases-and-counting.html|
2 - https://www.shodan.io/




Announced, Partial, and True Support

Click and drag in th grigay, jul 8, 2016

250k Announced Support: 206 836 domains
Partial Support: 162 586 domains
® True Support: 124 456 domains

200k
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Jan '15 May '15 Sep '15 Jan '16 May '16

Announced Support Partial Support - True Support
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PROTOCOL PREVALENCE
Servers

MPTCP

QUIC

HTTP2

~50007?

~25000

[2]

200 000+

[3]

Clients Key usages

Apple i0S (Siri),
OVF OverTheBox

Google Chrome, Google

50 000 000

1 000 000 000+[1]

Duo, Google Websites

Chrome, Edge, Firefox
~2 000 000 000 [4]  Twitter, Facebook, Yahoo,
Google

- https://chrome.googleblog.com/2016/04/chrome-50-releases-and-counting.html

- Shodan
- http://isthewebhttp2yet.com/measurements/adoption.html#time

- Uncertain, every up-to-date popular browser supports it
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REAL-WORLD PREVALENCE

lusername@bhubu ~/scanning $ head -n 20 hosts.txt | xargs -P 40 -I {} -i bash -c 'echo -e $(is-http2 www.{} | t

HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2
HTTP/2

supported by www.facebook.com Supported protocols: h2 h2-fb spdy/3.1-fb-0.5 spdy/3.1 spdy/3 http/1.1
not supported by www.baidu.com Supported protocols: http/1.1

not supported by www.bing.com

supported by www.google.co.in Supported protocols: h2 spdy/3.1 http/1.1

not supported by www.msn.com

supported by www.twitter.com Supported protocols: h2 spdy/3.1 http/1.1

supported by www.google.co.jp Supported protocols: h2 spdy/3.1 http/1.1

not supported by www.qq.com Supported protocols: http/1.1 http/1.0

supported by www.wikipedia.org Supported protocols: h2 http/1.1

supported by www.google.com Supported protocols: h2 spdy/3.1 http/1.1

not supported by www.amazon.com Supported protocols: http/1.1

not supported by www.linkedin.com Supported protocols: spdy/3.1 spdy/3 http/1.1 http/1.0
not supported by www.vk.com Supported protocols: spdy/3.1 http/1.1

supported by www.yahoo.com Supported protocols: h2 h2-14 spdy/3.1 spdy/3 http/1.1 http/1.0
supported by www.youtube.com Supported protocols: h2 spdy/3.1 http/1.1

not supported by www.live.com

not supported by www.sina.com.cn

not supported by www.taobao.com Supported protocols: spdy/3.1 http/1.1

supported by www.instagram.com Supported protocols: h2 h2-fb http/1.1

9 of 19 Alexa Top Sites support H2 or SPDY



ABOUT

(WHAT'S IN FRONT OF US, AND
HOW DO THESE WORK?)




COMMON GOALS

* Improve perceived performance
* Improve latency
» Single connection from client to server

* Overlap with goals and use cases
» Easier to understand QUIC and HTTP/2 together



COMMON FEATURES

* Multiplexed Requests

* Prioritized Requests

« Compression



CURRENT




WHY USE MULTIPLE CONNECTIONS?

| I 1.




MULTIPLEXING




DATA FLOWS

A Single Connection

Contains N Streams



TRANSPORT: HTTP VS HTTP/2

Classic HTTP



CONCEPTUALLY

H2C H2



TRANSPORT: HTTP/2 VS QUIC

QuUIC
Connect ion

QUIC




ABOUT — APPLICATION PROTOCOLS

oHTTP oHTTP/2
o~20 years old o Transport encapsulates
oUniplex HTTP to add:
o Text Based oBinary Framing
oRuns over TCP o Multiplexed Requests

o Prioritized Requests
o Compression
o Server Pushed Streams



H2 STRUCTURE

Transport Layer
FRAME 1

Frame Header
Frame Payload

FRAME 2

Frame Header
Frame Payload

FRAME n

Frame Header
Frame Payload




H2 STRUCTURE

Frame
Payload

Transport Layer

Frame Header

Frame Type Field 1
Frame Type Field n
Frame Type Field n

Frame Header

Frame Type Field 1
Frame Type Field n
Frame Type Field n




H2 STRUCTURE

Transport Layer

Frame Header Frame Header

Frame Type Field 1 Frame Type Field 1

pFara|r;:d Frame Type Field n PFaralrcr)wae 4 Frame Type Field n
’ Frame Type Field n / Frame Type Field n

Stream 1

Frame Header Frame Header Frame Header

Frame Type Field 1 Frame Type Field 1 Frame Type Field 1

Frame Type Field n PFaraIr:aed Frame Type Field n PF;;‘I?:d Frame Type Field n
Frame Type Field n y Frame Type Field n Frame Type Field n

Stream 2

FRAMED Stream n
ﬁ FRAME n " FRAME n —




ABOUT — HTTP/2

* Http2 composed of:

* One connection per origin with a number of bidirectional, binary framed,
streams per connection

« Each stream has an identifier — 31-bit unsigned int, ALWAYS incrementing,
never reused, odd for client initiated, even for server initiated

* “message” analogous to HTTP request/response, composed of a
sequence of frames

See https://hpbn.co/http2/




ITTP/2 CONNECTION SETUP

 Connection Establishment
» Upgrade

« Upgraded connections treat the first HTTP 1.1 as stream id 0x01, and switch
to H2 framing once it is done...

* Alt-svc
 ALPN
« H2, H2c => H2 over TLS and H2 clear-text respectively
* Note:
« TLS with NPN <= Not supported, replaced by ALPN



ITTP/2 CONNECTION SETUP

* Prior Knowledge (Client-> Server):

* “The client connection preface starts with a sequence of 24

octets, which in hex notation is:
0x505249202a20485454502f322e300d0a0d0a534d0d0a0d0a

That is, the connection preface starts with the string "PRI *
HTTP/2.0\r\n\r\nSM\r\n\r\n®

https://tools.ietf.org/html/rfc7540#section-3.5




ITTP/2 CONNECTION SETUP

* No Prior Knowledge:

* (http) Upgrade Header in client request (with a base64 SETTINGS

payload), responds with an HTTP 101 “switching protocols”

HTTP/1.1 101 Switching Protocols
Connection: Upgrade
Upgrade: h2c”

 (https) TLS with ALPN h2, or upgrade header with h2
* Note:

H2, H2c => h2 over tls and h2 cleartext respectively

TLS with NPN <= Not supported, replaced by ALPN

Upgraded connections treat the first http 1.1 as stream id 0x01, and switch to H2 framing once it is
done...



H2 FRAMES
* Fixed-length header » Type defined by an 8-bit type code.

Current Types:
 DATA [Data+Padding]

- HEADERS

. RST STR
« RST_STREAM

« SETTINGS

« PUSH_PROMISE
* Variable Length Content * PING

« GOAWAY

« WINDOW_UPDATE

« CONTINUATION

H Stream ldentifier (31)




ABOUT — HTTP/2

Header Compression

» Compressed with HPACK (Huffman encoding),
using:
» A static table of common entries
* A dynamic table of other items



ABOUT — HTTP/2

HTTP/2 Pitfalls?
e Connection reuse

“Connections that are made to an origin server, either directly or
through a tunnel created using the CONNECT method (Section 8.3),
MAY be reused for requests with multiple different URI authority

components.”

» Server push



ABOUT — QUIC

* Takes the things from HTTP/2 and adds the network layer as well

* QUIC Connections combine encryption and connection
handshakes



QUIC
(QUICK UDP INTERNET CONNECTIONS)

UDP transport protocol Open Source

- Google championed
successor to SPDY User Space

- Latency optimized
- Reliable, multiplexed
- Always encrypted

-No OS requirements

- Fast-evolving



ABOUT — QUIC

QUIC Also Adds:

« O-RTT
* Padding
 FEC (currently disabled)

» Multipath (proposed in future)



QUIC DATA FLOWS

- ONE QUIC Packet

- ONE QUIC Connection Contains
Contains - 0-1 Frame Packets
. N Streams Each containing

- N frames



QUIC PACKET STRUCTURE

o 9
Q2
o ®
.9 UDP Packet
O C
c o
o C
S5
< AEAD Data

QUIC Private Header

QUIC Frame Packet

QUIC Frame 1

Encrypted
Authenticated

QUIC Frame 2

QUIC Frame n

UDP Packet

QUIC Packet

Frame Packet

Frame

Frame

Frame



QUIC SETUP (BROWSER)

 HT TP Header Advertisements

e Alt-svc:

 RFC 7838

* alt-svc quic="www.google.com:443"; p="1",
ma=600,quic=":443"; p="1"; ma=600

 Alternate-protocol
» Old/deprecated



ABUSING

(WHAT CAN A NEFARIOUS ACTOR DO?)




SO WHY ARE THESE INTERESTING OR
DANGEROUS?
+ Http/2: . QUIC:

» Always encrypted * Encrypted, verified back to previous
connections

Binary framing

User space

Compression

 Doesn’t require a socket
* Must parse to analyze

Difficult to fingerprint

VERY few tools available
More reliable than TCP over UDP

Much more complex state

Many side channels



ABUSING — THE OBVIOUS

olmplementation flaws
o Binary framing
o Often implemented in unmanaged code
O...

oProtocol ambiguities
o MANY implementations
o Fast-evolving
o Scattered documentation



ABUSING — NEW PROTOCOLS BYPASS
MONITORS

olDS / Proxies






ABUSING — NEW PROTOCOLS AND OLD
TOOLS

[Quick Aside — GolLang payload injection tool by Vyrus
used in these demos]






ABUSING — NEW PROTOCOLS, NEW

AT TACKS
» Easy: Port-based QUIC Masquerading
« Simple: Side channels and Scrambling
* Moderate: Protocol-Embedded stego (e.g. DNS TXT field)
« Complex: Polyglots
» Extreme: Steganographic Polyglots

* Insane: Steganographic Multiplexed Polyglots



ABUSING — NEW PROTOCOLS, NEW
ATTACKS

oFragmentation & agility
oMulti-connection
oMulti-path
oMulti-stream



CURRENT




WHY USE MULTIPLE CONNECTIONS?

| I 1.




MULTIPLEXING




MULTIPATH / MULTICONNECTION




ABUSING — NEW PROTOCOLS, NEW
ATTACKS

* And If we combine multiplexing and
multiconnection/path...



ABUSING — NEW PROTOCOLS, NEW
ATTACKS

oFragmentation & agility
oMulti-connection
oMulti-path

oMulti-stream



MULTIPATH MULTIPLEXED

BRI 080 000 I R0 080
:I

I~



ABUSING — NEW PROTOCOLS, NEW

ATTACKS
oCross-path fragmentation

oCross-path agility
oMulti-stream fragmentation

oMulti-stream agility



ABUSING — NEW PROTOCOLS, NEW
ATTACKS

e Forward Error Correction

https://groups.google.com/a/chromium.org/d/msgqg/proto-
quic/Z5gKkk2XZe0/lyzAgOgNWHgAJ
https://docs.google.com/document/d/1Hg1SaLEI6 T4rEU9j-
isovCo8VEjjnuCPTcLNJewj7Nk/edit

« Fake Packet Injection (False Checksums)

* Dropping/Corrupting packets



ANALYZING &
DEFENDING

(WHAT DO WE DO WHEN WE SEE
THESE THINGS)
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ANALYZING & C

TRAFFIC

- HTTP/2 Client
- ALPN

- Upgrade headers

- QUIC Client Traffic

EFENDING — C

- UDP Ports 80 and 443
- Bidirectional patterns of communications
- No static identifier in header, you have to parse it

- QUIC Detector

ETECT CLIENT






ANALYZING & DEFENDING — DETECT
SERVERS

- HTTP/2 Server
- ALPN
- Upgrade Headers

- QUIC Server Traffic

- UDP Ports 80 and 443
- QUIC Scanner...






ANALYZING & DEFENDING - BLOCK
- H2
- Transparent proxies
- Don’t support HTTP2 outbound

- Rewrite or remove upgrade headers
- HTTPS ALPN
- HTTP/H2 on nonstandard ports (80, 443, 8080, 8443)

- QUIC
- UDP Ports 80 and 443
- Application/policy Settings (Chrome)
- Fingerprinted/detected/parsed QUIC



ANALYZING & DEFENDING - ANALYSE

- H2
- Wireshark
- Chrome
- H2i
- Nghttp
- curl

- QUIC
- Wireshark
- Chrome



ANALYZING HTTP/2

IN WIRESHARK

p Frame 45: 363 bytes on wire (2904 bits), 363 bytes captured (2904 bits) on interface @
p Ethernet II, Src: Vmware_d9:52:fb (00:0c:29:d9:52:15), Dst: AsustekC_40:bd:f0 (10:c3:7b:
» Internet Protocol Version 4, Src: 192.168.1.197, Dst: 179.60.193.36
p Transmission Control Protocol, Src Port: 33483 (33483), Dst Port: 443 (443), Seq: 714, |/
P Secure Sockets Layer
w HyperText Transfer Protocol 2
w Stream: HEADERS, Stream ID: 1, Length 259
Length: 259
Type: HEADERS (1)
Use an p Flags: BOx25
& Reserved: @x0B00000B0R

SSLKEYLOGEILE 000 0000 0GOO GEOO BE00 HE0O 6000 6001 — Stream Identifier: 1
Pad L th: B
£ . - ] Exclusive: True

Stream Dependency: B

L0080 0REE EORG OREE QE0R GEEE E000 PRRO
Weight: 255

[Weight real: 256]

Header Block Fragment: 82418cfle3c2T28c858ce eab90f4f870084b958d33TETE3. ..

[Header Length: 461]

[Header Count: 9]

Header: :method: GET

Header: :authority: www.facebook.com

Header: :scheme: https

Header: :path: /Electric.Breakfast/

Header: upgrade-insecure-requests: 1

Header: user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, 1lik
Header: accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp,*
Header: accept-encoding: gzip, deflate, sdch, br

Header: accept-language: en-US,en;q=0.8

Padding: <MISSING=>

The dissector’s
pretty good

b e G . . R R .



ANALYZING HTTP/2

IN WIRESHARK

Time Source Destination Protocol Length Stream Identifier

3.930832433  192.168.1.197 179.60.193.36 HTTP2 151 17
3.930870174 b 192.168.1.197 179.60.193.36 HTTP2 151 19

3.930906922 .168.1.197 .60.193.36 21

3. 1. 1

3.959854307 .60.103. .168.1. \ 1,1

3.959869355 179.60.193.36 192.168.1.197 HTTPZ 1464 1

3.959898025 179.60.193.36 192.168.1.197 TLSv1.2 1464 1

3.059066438 179.60.193.36 192.168.1.197 HTTPZ 1227 1

3.974450030 179.60.193.36 192.168.1.197 HTTP2 108 3

3.974460780 179.60.193.36 192.168.1.197 HTTP2 108 5

Use an 3.974462652 179.60.193.36 192.168.1.197 HTTP2 108 7
4.003507969 179.60.193.36 192.168.1.197 HTTPZ 1464 g

SSLKEYLOGF”_E 4.003543031 179.60.193.36 192.168.1.197 HTTP2 1464 1143
4.003705564 179.60.193.36 192.168.1.197 HTTPZ 1464 3

4.003711897 179.60.193.36 192.168.1.197 HTTPZ 1464 7

4.003713289 179.60.193.36 192.168.1.197 HTTPZ 1464 7

4.003817896 179.60.193.36 192.168.1.197 HTTPZ 1464 13,11,5

4.017766949 179.60.193.36 192.168.1.197 HTTPZ 1464 5

_ : 4.047566888 179.60.193.36 192.168.1.197 HTTPZ 1464 5
4.047590257 179.60.193.36 192.168.1.197 HTTPZ 1464 11,15

The dissector’s 4.047591650 179.60.193.36 192.168.1.197 HTTPZ 1464 17,9,13,9
4.047598965 179.60.193.36 192.168.1.197 HTTPZ 1464 13,19, 21

[)reatt)/ g}()()(j 4.947826021  179.60.193.36 192.168.1.197 HTTP2 1464 17
4.047833359 179.60.193.36 192.168.1.197 HTTPZ 1464 17

4.047835114 179.60.193.36 192.168.1.197 HTTPZ 1464 15,21

4.048098068 179.60.193.36 192.168.1.197 HTTPZ 1464 15

4.061501607 179.60.193.36 192.168.1.197 HTTPZ 1464 15

4.091981695 179.60.193.36 192.168.1.197 HTTPZ 1464 21

4.092186260 179.60.193.36 192.168.1.197 HTTPZ 1464 21,19,19

4.092500279 179.60.193.36 192.168.1.197 HTTPZ 1464 1

4.092503968 179.60.193.36 192.168.1.197 HTTPZ 1464 1

4.092551621 179.60.193.36 192.168.1.197 HTTPZ 1464 1



ANALYZING HTTP/2
IN CHROME

chrome://net-

-

e HTTP/2 Enabled: true

e
[

e SPDY/3.1 Enabled: falss

e Use Alternative Servicel true
e ALPN Protocols: h2,http/1.1
e NPN Protocols: undefined

HTTP/2 sessions

View live HTTP/2 sessions

Protocol Active | Unclaimed e Pushed Received Sent |Received| Send Receive Unac-:ked
Host Proxy ID i Max | Initiated | Pushed and Abandoned Secure . . . . received | Error
Negotiated | streams | pushed . frames settings | settings | window | window
claimed data

cm.dpclk.com:443 direct:// | 41853 | h2 0 0 250 |1 0 0 0 1 true true true 65535 15728640 |0 0
play.google.com:443 direct:// | 253855 | h2 0 0 100 |1 0 0 0 2 true true true 1048158 | 15728640 | 153 0
plus.google.com:443 direct:// | 253306 | h2 0 0 100 |1 0 0 0 3 true true true 1048467 | 15728640 | 408 0
twitter.com:443 direct:// | 229415 | h2 0 0 100 | 1777 0 0 0 3989 true true true 64983 15728640 | 3550535 |0
www.google.co.nz:443 direct:// | 253540 | h2 0 0 100 |1 0 0 0 2 true true true 1048576 | 15728640 | 365 0
clients4.google.com:443 | direct:// | 253919 | h2 0 0 100 |0 0 0 0 0 true true true 1048576 | 15728640 | 0 0
play.google.com:443 direct:// | 253845 | h2 0 0 100 |1 0 0 0 2 true true true 1048576 | 15728640 | O 0




ANALYZING HTTP/2 IN CHROMPeV tools

' Developer Tools - httpsy/nz.yahoo.com/7p=us ®

& 4

Regex ¥ Hide data URLs _\ XHR JS CSS Img Media Font Doc WS Manifest Other

I 1000 ms 2000 ms 3000 s 4000 s 000 ms 0 7000 ms BOOO ms 9000 ms 10000 19000 m 12000 13000 m 14000 m 000 ms 16000 m 7000 m
—— —_—
Name Protoco Domain Remote Address Cookies Prionty Connection Iid Timelne ~ Start Time 't 400 S00s 600 1005 200 000 s 10005 1100 12005 1300
ge recti&t.. http/1.1  adsyahoocom 3 Llow 255072
ad h2 9 ds.g.dou Highest 255162 I
os quic/l+ 1\!(,*'13 google Low 0
ad " h2 Highest 255162 i
_ge W¥%2F.. quic/ie pagead2 go Low 0 i
_us JKTGE.. http/1.1 beacon rxd net Lowest i
|5 h2 tpc.googlesyndic Low |
m h2 tpc googlesyndic Medium
s? h2 googleads.g.dou 1 Highest ]
P ‘ h2 1 Lowest 255173
s? h2 1 Highest 255162 |
m http/1.1 2 Lowest 255172 |
W http/1.1 mage2 pubmati 1 Lowest 255267
v h2 WWW.google com 172217036443 Highest 255296
AESEP._ http/1.1  pe-bhybpyahoo 72302182443 3 Lowest 255298 |
u h2 www.google com 172217036443 Highest 255296
04 r.com http/1.1 pix0d revsci.net 74201.141.140:443 2 Lowest 255170 |
9z http/1.1 pr-bh.ybp yahoo 3 Lowest l
si quic/1+ googleads.g.dou 172217034443 Lowest 0 I
i quic/1+ googleads.g.dou Lowest 0 I
- o h2 $.yWNg com 206.190.56.150:443 1 low 254814 [ |
ol 1f bieai. h2 $.y9NG COM 206.190.56.150:443 1 Llow |
bé ryaho. h2 $.y¥ng com 206.190.56.150:443 1 Llow |
= dt $.y¥Ng com 1 Low 254814 |
cle h2 $.y¥mng com 1 Llow 254814 |
W h2 s.)y¥ng.com 1 Llow 254814 |
ra h2 sy¥ng.com 1 Low 254814 |
ed sbulb_.  h2 5.yWng com 1 Low 254814 |
a 62 0wipg h2 $.yWng com 1 Low 254814 |
N P9 h2 $.)WNG COM 1 Llow 254814 1

fn WPlgss quic/le ad2 google 172217034443 Low 0




ANALYZING HTTP/2 IN CHROMPeV tools

=




ANALYZING HTTP/2 IN CHROME-HTTP2-LOG-PARSER

C | O file://fhome/username/Desktop/chromelogs/output.htmi

SIHTTP2 SESSION_SEND_HEADERS B 2000 4600 66000 8000 16660 12660 ]
R HTTP2Z SESSION RECV HEADERS
D HTTP2 SESSION RECV DATA SODDDDRODDDD
[AHTTP2 SESSION RECV PUSH PROMISE SRODDDD
M HTTPZ STREAM ADOPTED PUSH STREAM SRDD
* 0THER SRDD
Stream p_ip SRODODODDDD
ID SROD
25 f .
27 /portal/wikipedia.org/assets/] SRDDDOD .
29 /portal/wikipedia.org/assets/] .R:D} 0
31 /portal/wikipedia.org/assets/1i SRODDOODD
33 fportal/wikipedia.org/assets/i 5 RDDODDDDD
35 /portal/wikipedia.org/assets/i
37 /portal/wikipedia.org/assets/i 5 RODD
39 / S DORODDDDDOD
5 RODD
S RODD
SDODODDRDDOODDDD

SOOORDDODDDDDOODDDDDDD



ANALYZING HTTP/2 IN H2I

username@bhubu ~/Desktop $ h2i www.facebook.com
Connecting to www.facebook.com:443 ...

Connected to 179.60.193.36:443 [FfﬂMEHEEdEI" SETTINGS flag5=ACK -LE'I'?I:@]
Negotiated protocol "h2" h2i> headers
Sending: [] (as HTTP/1.1)> GET / HTTP/1.0©
[FrameHeader SETTINGS len=30] (as HTTP/1.1)>

[HEADER TABLE SIZE = 4096] Opening Stream-ID 1:

[MAX FRAME SIZE = 16384] :authority =

[HAX_HEADER_LIST_SIZE = 131872] -method = GET

[MAX CONCURRENT STREAMS = 108 ] :path = /[

[INITIAL_WINDDW_SIZE = 65536]
[FrameHeader WINDOW UPDATE len=4]
Window-Increment = 65537

:scheme = https
[FrameHeader WINDOW UPDATE stream=1 len=4]
Window-Increment = 10420224

[FrameHeader HEADERS flags=END HEADERS stream=1 len=144]
:status = "301"
location = "https://www.facebook.com/"
content-type = "text/html"
%-Tb-debug = "aQa2pHbnyIpvW4Xkv5d668s4y2QTzH7InZIYBy LOMES
XBp0ZRBesmZ1kTak7AS9TQ=="
date = "Thu, 21 Jul 2016 ©4:54:20 GMT"
content-length = "@"
[FrameHeader DATA flags=END STREAM stream=1 len=0]



ANALYZING HTTP/2 IN NGH" -

username@bhubu ~/Desktop $ nghttp -nvas https://www.cloudflare.com
3] Connected

[
[

0.02

6.047][NPN] server offers:

* h2
* spdy/3.1
* hittp/1.1

The negotiated protocol: h2

[

0.068] recv SETTINGS frame <length=18, flags=0x@0, stream id=0=

0.068] recv WINDOW UPDATE frame <length=4, flags=0x00,

(niv=3)

[SETTINGS MAX CONCURRENT STREAMS(0x03):128]
[SETTINGS_INITIAL_WINDOWLSIZE(9x94):65536]
[SETTINGS MAX FRAME SIZE(©x85):16777215]

(window size increment=2147418112)

0.068] send SETTINGS frame <length=12, flags=0x0@, stream id=0>

(niv=2)
[SETTINGS MAX CONCURRENT STREAMS(0x03):100]
[SETTINGS INITIAL WINDOW SIZE(©Gx84):65535]

.068] send SETTINGS frame <length=8, flags=0xe1, stream id=0>

;i ACK

P pe— p— p— p— — p— p— p— p— p— p— p— p—

stream id=0>

188
. 108
186

Llr]

.180]
.1688]
.1e8]
.100]
.188]
0.108]
.188]
.108]
.108]
.100]

]

]

|

]

.100

send HEADERS frame <length=32, flags=0x25, stream id=49>

; END STREAM | END HEADERS | PRIORITY

(padlen=8, dep stream id=5, weight=2, exclusive=8)

; Open new stream

:method: GET

tpath: /js/index.js?v=1468968420

:scheme: https

rauthority: www.cloudflare.com

accept: */%

accept-encoding: gzip, deflate

user-agent: nghttp2/1.11.8-DEV

recv (stream id=2) :status: 200

recv (stream id=2) date: Thu, 21 Jul 2016 ©4:57:42 GMT
recv (stream id=2) content-type: application/x-javascript
recv (stream id=2) set-cookie: cfduid=dle23a2425fca2c67ade9bf406441df361
recv (stream id=2) last-modified: Thu, 29 Oct 2015 20:59:13 GMT
recv (stream id=2) etag: W/"563288al-14979"

recv (stream id=2) expires: Fri, 21 Jul 2017 04:57:42 GMT
recv (stream id=2) cache-control: public, max-age=31536000
recv (stream id=2) content-encoding: gzip

recv (stream id=2) cf-cache-status: HIT

recv (stream id=2) vary: Accept-Encoding

recv (stream id=2) server: cloudflare-nginx

recv (stream id=2) cf-ray: 2c5cl2d8aeb518ea-AKL

recv HEADERS frame <length=358, flags=0x04, stream id=2>

id responseEnd requestStart process code size request path

13 +27.86ms +246us 27.61ms 200 5K /
2 +64.09ms * +26.96ms 37.19ms 200 29K /js/jquery-2.1.4-min.js
25 +64.18ms +28.09ms 36.09ms 200 128 /media/icons/icon-bolt.svg
21 +67.71ms +28.01ms 39.76ms 280 4K /media/cloudflare-logo.png
45 +67.83ms +28.48ms 39.35ms 200 1K /js/banner.js?v=1468968420
15 +72.21ms +27.87ms 44.33ms 200 16K /favicon.ico
31 +73.15ms +28.21ms 44.94ms 200 151 /media/icons/icon-dns.svg
41 +73.24ms +28.46ms 44.84ms 200 1K /js/form.js?v=1468968420
33 +73.53ms +28.25ms 45.28ms 200 1K /js/core.]js?v=1468968420
47 +73.59ms +28.52ms 45.87ms 280 577 /js/global.]js?v=1468968420
49 +74.23ms +28.56ms 45.67ms 200 320 /js/index.js?v=1468968420
19 +74.30ms +27.97ms 46.33ms 200 687 /css/home-page.css?v=1468968420
23 +74.35ms +28.85ms 46.30ms 200 191 /media/icons/icon-pin.svg
29 +74.42ms +28.17ms 46.25ms 200 150 /media/icons/icon-lock.svg
39 +75.13ms +28.36ms 46.77ms 280 563 /js/validation.js?v=1468968420
17 +77.55ms +27.92ms 49.63ms 200 8K /css/main.css?v=1468968420
43 +77.59ms +28.44ms 49.15ms 200 1K /js/tooltip.js?v=1468968420
35 +77.61ms +28.28ms 49.33ms 200 567 /js/analytics.js?v=1468968420
37 +78.083ms +28.32ms 49.71ms 200 1K /js/translations.js?v=1468968420

27 +78.04ms +28.13ms 49.91ms 200 140 /media/icons/icon-shield.svg



ANALYZING HTTP/2 IN CURL

username@bhubu ~/Desktop § curl -vso fdev/null --http2 https://www.cloudflare.com
Rebuilt URL to: https://www.cloudflare.com/

Trying 198.41.214.162...
Connected to www.cloudflare.com (198.41.214.162) port 443 (#0)
Cipher selection: ALL:!'EXPORT:!EXPORT40:!EXPORT56: 'aNULL: 'LOW: !RC4:@STRENGTH
successfully set certificate verify locations:
CAfile: /etc/ssl/certs/ca-certificates.crt

O R W R e

Using HTTP2, server supports multi-use
Connection state changed (HTTP/2 confirmed)
TCP_NODELAY set

Copying HTTP/2 data in stream buffer to connection buffer after upgrade: len=0
Using Stream ID: 1 (easy handle 8x766b90)
GET / HTTP/1.1

Host: www.cloudflare.com

User-Agent: curl/7.46.0

Accept: */*

HTTP/2.0 200

date:Thu, 21 Jul 2016 ©5:83:38 GMT
content-type:text/html

set-cookie: cfduid=dad932fd84c5914a313eca3807ccc605e1469077410; expires=Fri, 21
GMT; path=/; domain=.cloudflare.com; HttpOnly
last-modified:Tue, 19 Jul 2016 22:47:05 GMT
cf-cache-status:HIT

expires:Thu, 21 Jul 2016 ©9:03:30 GMT
cache-control:public, max-age=144880
server:cloudflare-nginx
cf-ray:2c5c1b5769291816-AKL
cf-h2-pushed:</js/jquery-2.1.4-min. js>

A A A ANV VVY %% % % %

AA A A A A A



Lam

DEBUGG I NG QU IC © © @ [ chromer//net-internals/tiar x _—

C ’ | chrome://net-internals/#quic
capturing events (0)

QUIC Enabled: true

« Chrome:

Alternative Service Probability Threshold: undefined
Origin To Force QUIC On: :0

QUIC connection options:

Consistent Port Selection Enabled: false

QUIC sessions

None

- chrome://net-internals/#quic



Alternative Service Mappings

——_Host Alternative Service

I N D Y . - T e

] encrypted-tbn3.gstatic.com:443 ic 1443, p=1.000000, expires 2016-04-29 12:57:45

ic :443, p=1.000000, expires 2016-04-29 12:57:45
ic :443, p=1.000000, expires 2016-04-29 12:57:45
ic :443, p=1.000000, expires 2016-04-28 14:07:21
ic :443, p=1.000000, expires 2016-04-28 14:07:03
ic :443, p=1.000000, expires 2016-04-28 14:07:21
ic :443, p=1.000000, expires 2016-04-28 12:24:30

0.client-channel.google.com:443 ic 1443, p=1.000000, expires 2016-04-28 12:22:24

o ‘ h ro r T ‘ e . 2.client-channel.google.com:443 ic :443, p=1.000000, expires 2016-04-28 12:22:40
[ ] .

443, p=1.000000, expires 2016-04-28 12:22:10
ic :443, p=1.000000, expires 2016-04-22 14:54:51
ic :443, p=1.000000, expires 2016-04-21 15:48:51
ic :443, p=1.000000, expires 2016-04-21 15:01:53
ic :443, p=1.000000, expires 2016-04-21 13:29:33

ic :443, p=1.000000, expires 2016-04-21 10:22:56
ic :443, p=1.000000, expires 2016-04-21 09:05:53
ic :443, p=1.000000, expires 2016-04-21 09:05:53
ic :443, p=1.000000, expires 2016-04-21 09:05:09
ic :443, p=1.000000, expires 2016-04-20 11:00:58
ic :443, p=1.000000, expires 2016-04-19 14:32:14
ic :443, p=1.000000, expires 2016-04-19 14:30:02
ic :443, p=1.000000, expires 2016-04-18 19:13:25

googleads.g.doubleclick.net:443 ic 1443, p=1.000000, expires 2016-04-18 19:10:35
ic :443, p=1.000000, expires 2016-04-18 18:55:11
ic :443, p=1.000000, expires 2016-04-18 18:54:42
ic :443, p=1.000000, expires 2016-04-18 18:54:40

| |drive.google.com:443 quic :443, p=1.000000, expires 2016-04-28 12:24:04

ANALYZING QUIC

[ chrome://net-internals/#/ X

& C A | chrome://net-internals/#http2




M demo_video_win_10_quic.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A w3 e RE Re= P2 S = AaQqaaE
[W]Apply a display filter ... <Ctrl-/>

. Time Source Destination Protocol Length Info
.. 12.094409731 10.1.1.4 172.217.3.3 QUIC 1392 Client Hello, : 1464692183167920367,

. 13.839007438 10.1.1.4 172.217.3.4 QUIC 1392 Client Hello, 1 2232178319827632678,
.. 14.086314490 10.1.1.4 172.217.3.4 QUIC 1392 Client Hello, 1 2232178319827632678,
- 73.005096571 10.1.1.4 172.217.3.4 QUIC 1392 Client Hello, : 1753261358993238113,

User Datagram Protocol, Src Port: 60311 (60311), Dst Port: 443 (443)
v QUIC (Quick UDP Internet Connections)
Public Flags: oxed k
CID: 1753261358993238113
Version: Q030
Sequence: 1
Message Authentication Hash: c5c79c87fa6969247065€061
Private Flags: oxe1
Vv STREAM (Special Frame Type) Stream ID:1, Type: CHLO (Client Hello)

[
° Frame Type: STREAM (Special Frame Type) (©xa®@)
[ ) Data Length: 1024

Tag: CHLO (Client Hello)

Tag Number: 27

Padding: 0000

Tag/value: PAD (Padding) (1=294)

Tag/value: SNI (Server Name Indication) (1=14): www.google.com
Tag/value: STK (Source Address Token) (1=58)

Tag/value: VER (Version) (1=4) Q@30

Tag/value: CCS (Common Certificate Sets) (1=16)

Tag/value: NONC (Client Nonce) (1=32)

Tag/value: MSPC (Max streams per connection) (1=4): 100
Tag/value: AEAD (Authenticated encryption algorithms) (1=4), AES-GCM with a 12-byte tag and IV

-l Ve o aaATS L2 o it e A et TN 4N AN o e Al e IA A ATIAA AAE~ dE o AT AN A ALt A ;A

L]

UIC dissector =>
— pe.a.... .CHLO...

.PAD.&.. .SNI.4..

.STK.n.. .VER.r..

.CCS.... .NONC...

.MSPC... .AEAD...

.UAID... .SCID...

.TCID... .PDMD...

.SRBF... .ICSL...

.CTIM... .NONP$..

.PUBSD.. .SCLSH..

.KEXSL.. .XLCTT..

.CSCTT.. .COPTX..

.CCRTp.. .IRTTt..

.CETV... .CFCW...




ANALYZING & DEFENDING - INSPECT

3 g V%
- Doable if they aren’t changing the implementation
- Look for non-typical behavior
- Non-monotonous or non-increasing stream IDs
- Strange content sent over control streams

- QUIC
- Difficult due to crypto setup, likely requires new tools



CONCLUSIONS

(WHAT DOES IT MEAN?)
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CONCLUSIONS — FUTURE WORK

- Other protocols
- Web RTC
- Extended application layer multiplexing

_ Multipath QUIC, QUIC FEC



CONCLUSIONS - SUMMARY

- Tools MUST keep up with tech
- If tools can't, then people must be aware

- Even if tools and people are away, playtime is
over.



BRIEF TAKEAWAYS - SOUNDBYTES

Soundbytes

« HTTP/2 and QUIC provide enhanced user
experience, making sites load faster and
smoother than ever before

Technology is moving faster and faster:

* Increasingly driven by large vendors, not
standards bodies

* Network security technology is surprisingly _ _ _
unaware of many application layer « HTTP2 is already bigger than IPv6, QUIC is
techniques already Bigger than MPTCP

« > 1 billion devices using these technologies

Get ready for userspace network stacks ¢ These protocols complicate network security

» Designed to be more private than the legacy
Internet
Get ready for a lot more context heavy,
encrypted, and multiplexed
communications  Even if security tools understand them, they offer so
much more complexity that an attacker can hide in

« Security tools do not understand them



QUESTIONS

Catherine (Kate) Pearce Carl Vincent

Twitter: @secvalve
katpearc@cisco.com carvince@cisco.com
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