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http://hardwear.io/wp-content/uploads/2015/10/Slide-hardware_re_for_software_reversers-By-Czarny-Rigo.pdf

Joffrey Czarny & Raphaël Rigo

https://www.sstic.org/media/SSTIC2015/SSTIC-actes/hardware_re_for_software_reversers/SSTIC2015-Article-
hardware_re_for_software_reversers-czarny_rigo.pdf

Presentation at Hardwear.io: 

Lots of details in paper:















https://github.com/colinoflynn/hddkeyboard-spoof-demo/

https://github.com/colinoflynn/hddkeyboard-spoof-demo/
































Data Busses...

























0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

1: ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 

2: 00 00 00 00 ff ff ff ff 00 00 00 00 00 00 00 00 

3: ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

4: 00 ff 00 00 d3 32 80 f9 00 00 00 00 00 00 00 00 

5: 00 00 ff 00 00 00 00 00 00 00 00 00 00 00 00 00 

6: 00 00 00 ff 00 00 00 00 00 00 00 00 00 00 00 00 

7: 70 0e 75 ad 00 00 00 00 00 00 00 00 00 00 00 00 

8: 8f f1 8a 52 00 00 00 00 00 00 00 00 00 00 00 00 

9: 00 00 00 00 2c cd 7f 06 00 00 00 00 00 00 00 00 

10: 00 00 00 00 d3 32 80 f9 00 00 00 00 00 00 00 00 

11: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff

12: 00 00 00 00 8f f1 8a 52 00 00 00 00 00 00 00 00 

13: a3 3c f5 54 00 00 00 00 00 00 00 00 00 00 00 00 



0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

1: ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 

2: 00 00 00 00 ff ff ff ff 00 00 00 00 00 00 00 00 

3: ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

4: 00 ff 00 00 d3 32 80 f9 00 00 00 00 00 00 00 00 

5: 00 00 ff 00 00 00 00 00 00 00 00 00 00 00 00 00 

6: 00 00 00 ff 00 00 00 00 00 00 00 00 00 00 00 00 

7: 70 0e 75 ad 00 00 00 00 00 00 00 00 00 00 00 00 

8: 8f f1 8a 52 00 00 00 00 00 00 00 00 00 00 00 00 

9: 00 00 00 00 2c cd 7f 06 00 00 00 00 00 00 00 00 

10: 00 00 00 00 d3 32 80 f9 00 00 00 00 00 00 00 00 

11: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff

12: 00 00 00 00 8f f1 8a 52 00 00 00 00 00 00 00 00 

13: a3 3c f5 54 00 00 00 00 00 00 00 00 00 00 00 00 









• 128 words per “block”
• 512 bytes
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