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ChipWhisperer-Lite: A New Era of Hardware Security Research

Embedded security - is it an
oxymoron? Learn the truth through a
series of hands-on labs targeting

computer and electrical engineers.

Created by

Colin O'Flynn

331 backers pledged $88,535 CAD to help bring this
project to life.
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Joffrey Czarny & Raphaél Rigo

Presentation at Hardwear.io:

http://hardwear.io/wp-content/uploads/2015/10/Slide-hardware_re_for_software_reversers-By-Czarny-Rigo.pdf
Lots of details in paper:

https://www.sstic.org/media/SSTIC2015/SSTIC-actes/hardware_re_for_software_reversers/SSTIC2015-Article-
hardware _re_for_software_reversers-czarny_rigo.pdf
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Can we

3. Turning on/off the power supply 5 g &4
item Regulator Pin % 3. E. 3 £ £ % B 5 5 z &
Digital power supply VEVEVEVECEVECEVEVEVEVEY
Turning on/ off for external 10 VDDE vool I:g-?_._',‘ {3 SCEN_X1/GPIDN]
e power p%\?v\ér SATA 3.3V analog ST_VDP 55_THM fa: \\ % _ea SCK/GPION ]
power supply SS P [ 3| vooe
supply supply i
USB2.0 3.3V analog U2_AVDF1, S5_VON EE-’ Expased PAD LA sninvsELGRIOR)
power supply U2_AVDB SS_RAM 413 L I
Anal | 3S_RXP lﬂ%:‘ . 15| oGP0
" ogfgro;;vfll;suppy PLLVDD S5_VDU ti'-i..'r‘ <2 vool
Digital power supply - S8 VDU I.f'f,‘: {73 SCEN %2/6RI0[5]
Turning on/off o for internal core VoD I-f'f'_‘: {7E] SYSRSTX
the power : SATA 1.2V analog ST_VD, SYEX0 a3 P
Hohil power supply ST_VDU 5Y8_4 L{r_‘_‘: \ & - i3] TMODEN)
supply supply | :
USB3.0 1.2V analog SS_VDN, VDI f 2 2 VIDE
power supply SS_VDU pirr ot DA fet do Dt G
USB2.0 1.2V analog U2_AVDF2,
power supply U2_AVDP
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https://github.com/colinoflynn/hddkeyboard-spoof-demo/



https://github.com/colinoflynn/hddkeyboard-spoof-demo/
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{ E ) You purchased this item on Dec 23 2015.

R
View this order

Satechi LockDown USB 3.0 Super-Speed 256-bit Encrypted Portable External 2.5" SATA Hard Drive Enclosure

by Satechi
Yrirdrirdr » 13 customer reviews

Currently unavailable.
We don't know when or if this item will be back in stock.
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LA

» Quality OLED screen enables easy password input, menu navigation, HDD info and mare
= Incorporates capacitance touch panel numeric keypad - Unlock the drive with your own unique 4 to 8 digit password
e « USB 3.0 Super-Speed (5Gbps) driver also supports USB 2.0, ARM based 32bit Controller
2 : » Measures (W) 3.1 x (H) 5 % (D) 0.5 inches / 3.25 ounces (w/o HDD)
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OK !  How SeCuRe ARE Twese?
PFCVIOU«J WOf'/\’ b)’ CZéN\}/ % K.‘Jo:

8 C(Conclusion

Starting with no information, we managed, in full black box, to have a good understanding of the

way this encrypted drive enclosure works.
While we know the crypto design is a fail, because all the encryption related data is stored on

the drive itself, with no enclosure dependent secret, we were unable to actually exploit it.
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qure 2.2. Vector table
Exceptlion number IRQ number Offset

16+n

—
=

th o = o w

= ML

system

RGN
0x0040+4n
0x0040C
2 IRG2
Ox0043
IRC1
Ox0044
0 IR0
Ox0040 -
-1 Systick
Ox003C
=2 PendSWV
By 0038
Re=erved
Rezerved for Debug
-5 SWCall
0x 002
Reserved
-10 Uzage rault ——
0x0018 |
-1 Bus fault
0x0014
-12 Memory management fault
0x0010 {
-13 Hard fault
Ox000C
-14 MKI
0x0008
Re=et
Ox0004
Initial 5P value
0x0000

reset, the vector table is fixed at address 0x00000000,
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#5imple python script to try a bunch of hashes
import hashlib

raw_data = open('firmware C311.bin', 'rb').read()
known_hash = raw data[@:32]

test_hash = hashlib.algorithms_available

[Hlfor startoffset in range(@x28, @x28, 4):
#Trim bytes off end, seems to be some header at end?
= for endoffset in range(@, -1824, -1):
f firmware = raw_data[startoffset:endoffset]
= E for © in test hash:
.1 h = hashlib.new({t)
h.update(firmware)
dig = h.hexdigest()

#This example uses known hash, NOT read from start of file
#If searching in middle, do:
#if "77badb™ in dig:
= : : if dig.startswith("77badb™):
5 E : print dig
print “"***HASH FOUND?***"
print "start=0x%82x, end=8x%02x, type=¥s"%(startoffset, endoffset, t)




import hashlib B
NILY

fd = open('lockdown_hddl.bin', 'rb')
orig flash = fd.read()
fd.close()

#As an example - write 8xff's in blanks
programmed_file = [Bxff]#16

newdata = orig_flash[:]

newdata = [ord(d) for d in newdata]

for i in range(8x2044, 0x2044+416):
newdata[i] = programmed file[i1-8x2044]

#Calculate new hash

newdata temp = ''.join([chr(j) for j in newdata])
h = hashlib.new("sha256")

h.update(newdata temp[©x20268:0x170F8])

shash = h.hexdigest()

#Add hash to file

i=@

for t in range(®, len(shash), 2):
newdata[©x2000+1] = int(shash[t:(t+2)], 16)

i+=1
#5ave fTile
newdata = ''.join([chr(j) for j in newdata])

fd = open('lockdown_temp.bin', 'wb')
fd.write(newdata)
fd.clUEE()|

SI.I‘G MATUWRE -



v

e 128 words per “block”
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