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L16n7 Bug  THEFT
6.4.4 Stealing a Node \RCF l\/ \Da &eﬁ

A node that is already part of a ZLL network can be taken or ‘stolen’ by another ZLL
network using Touchlink (in which case, the stolen node will cease to be a member of
its previous network). This transfer can only be performed on a node which suppo
one or more Lighting devices (and not Controller devices).

The node is stolen using an initiator in the new network, e.g. from a remote ¢
The ‘stealing’ process is as follows:

1. The initiator sends a Scan Request to nodes in its vicinity. JAfe required Ar
function is: ~NJof X 5\’)0
eCLD_ZliICommissionCommandScanReqCémmandSend() -
2. A receiving ZLL nodé replies to the Scan Request py sending a Scan . ‘\,
Response. The req inction is: S d/)CQ :
eCLD_ZlICommissionCommandScanRspCommandSend() — —

3. The initiator receives Scan Responses from one or more nodes and, based on
these responses, selects a node (containing a Lighting device) that is already
a member of another ZLL network.

4. The initiator then sends a Reset To Factory New Request to the desired node.
The required function is:

eCLD_ZliICommissionCommandFactoryResetReqCommandSend()

5. On receiving this request on the target node, the event
E_CLD_COMMISSION_CMD_FACTORY_RESET_REQ is generated and the
function ZPS_eAplZdoLeaveNetwork() should be called. In addition, all
persistent data should be reset.

6. The node can then be commissioned into the new network by following the
process in Section 6.4.2 from Step3.



8.1.2 Channels

A ZLL device shall be able to operate on all channels available at 2.4GHz, numbered from 11 to 26.
When operating on channel 26, the transmission power may be reduced 1n order to comply with FCC
regulations.

Within this range, two sets of channels shall be defined. The primary ZLL channel set shall consist of
channels 11, 15, 20 and 25 and shall be used in preference for commissioning and normal operations.
The secondary ZLL channel set shall consist of channels 12, 13, 14, 16, 17, 18, 19, 21, 22, 23, 24 and
26 and can be used as a backup to allow the ZLL device to connect to a non-ZLL network.



Demo by Eyal Ronen

See http://www.wisdom.weizmann.ac.il/~eyalro/



http://www.wisdom.weizmann.ac.il/~eyalro/
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owFuse=0xF6, HighFuse=0x9

[Log, Info,ConnectedLamp, MCUCR=0x(Q0, LockBits=0xFC,
A,ExtFuse=0xFE]

[Log, Info,ConnectedLamp,devsig=0x1EA
[Log, Info,S Devicelnfo,Booting into normal mode...]

[Log, Info,S Devicelnfo,Deviceld: Bulb Al9 DimmableWhite v2]

[Log, Info,N Security,LIB4.5.75]

[Log, Info,N Security,KeyBitMask,0x0012]

[Log, Info,ConnectedLamp, Platform version 0.41.0.1,package ZigBee

117, package BC Stack 104,svn 26632]

[Log, Info,ConnectedLamp, Product version WhiteLamp-Atmel 5.38.1.15095,built
by LouvrezZLL]

[Log, Info,A Commissioning,Factory New at Ch: 11]

[TH, Ready, 0]



Settings | |_Clear

[00] ¥¥V¥viy

[Log, Info, ConnectedLamp, MCUCE=0x00, LockBits=0xFC, LowFuse=0xF&, HighFuse=0x94, ExtFuse=0XxFE]
[Log, Info, ConnectedLanp, devsig=0x1EAE03]

[Log, Info,5 Devicelnfo,Booting into normal mode...]

[Log, Info,5 Devicelnfo,Deviceld: Bulb A1S DimmableWhite wvZ]

[Log, Info,N Security,LIB4.5.75]

[Log, Info,H Security,KeyBitMask, 0x0012]

[Loeg, Info, ConnectedLanp, Platform wversion 0.41.0.1,package ZigBee 117,package BC Stack 104,svn 26632]
[Log, Info, ConnectedLanp, Product wversion WhiteLamp-Atmel 5.38.1.15085,built by LouvreZlL]
[Leg, Info, A Commissioning, Factory New at Ch: 11]

[TH, Ready, 0]

[Syv=,test, 1]

[5¥5,Error, Inforrect format]

L\)@fxé"';j jér?al u‘/l()yﬂz \/"Do,’



Tool Device Interface ice signature \
Atmel-ICE v | ATmega2564RFR2 ~ [JTAG ly| |0x1EAS03 ﬁ /LE\

Interface settings Fuse Mame Value

Tool infarmation [3_{} SODLEVEL N ‘I\
) OCDEN L =4\ 6 7) _S
Device information @ ITAGEN
Cscillator calibration [:“fj SPIEN
Memories %) WDTON O BCZ V\J\ \P
i @eesave
Lock bits w BOOTSZ [EMBW_I FEOO -
& BOOTRST
Production file - T
i) CKDIVS
@ckour [

) CKSEL_SUT | TOSC_1KCK 4MS1 ~ |

Teol Device Interface Device signature Target Voltage
Atmel-ICE v | ATmega2564RFR2 + [JTAG = |[Apply| ®xEAS03 33V [ Reac
Interface settings Lock Bit Value

Tool information

I ELBO |NO_LOCK ~

I ELB1 |NO_LOCK ~

Device information

Oecillator calibration

See white-paper for JTAG pin-out connections.




a.Hold SPI line low, notice ASSERT printed matches same name-types used (NVs)
b.Can find same print statements
[TH,Ready,0]
[Log,Info,N_Connection,Starting discovery for updated networks]
[Log,Info,N_Connection,Discovery for updated networks completed]

bridgeClusters.h M_ConnectionRouter.c #=  > JREY NS S KMw.c S Mw-External.c 5_MNv-ATmega.qg

= MN_ConnectionRouter.c - :I-} CAB\Documentstacademichsidechannel lu_hue\BitCloud_MEGARF_3_3 0MBitCloudhC

_HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH;EHH

“brief After power up delay timer callback.

HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH

—|static wvoid searchNetworkTimerFired(void)

{

uint32 t channelMask = N _DeviceInfo_GetPrimaryChannelMask();

if (N _DeviceInfo TrustCenterMode Distributed != N _DeviceInfo GetTrustCenterMode())
channelMask |= N _DeviceInfo GetSecondaryChannelMask();

C5 WriteParameter(CS CHANNEL MASK ID, &channelMask);
memset( (uintd t*)networkSearchBeacon.extendedPanId, @x@@, sizeof(ExtPanId t));

- N_LOG_ALWAYS(("Starting discovery for updated networks"));

// Begin network discovery
N_Cmi MetworkDiscovery(channelMask,
M_Beacon_Order_68ms,
&networkSearchBeacon,
M_Connection_AsscciateDiscoveryMode OnlyThisPan,
M_DeviceInfo GetMetworkExtendedPanId(),
BEACON _FILTERING _CRITERION_METWORK_SEARCH,
NULL,
searchNetworkDiscoveryDone);

}

Pk ke ke ke ke ke ke dck ke dededcde sk ek ok ke dc e oo cke sk ok e ekt e do e s ool ok



E4 FF FF FF

EO I8
oo EO =0 D0
BO RO BO
1A BO
FF FF FF FF FF FF FFFF FF FF FF FF
FF FF FF FF FF FF FFFF FF FF FF FF
FF FF FF FF FF FF FFFF FF FF FF FF
FF FF FF FF FF FF FFFF FF FF FF FF

** 16 byte sector header used in flash located at the start of the active sector. 3
typedef struct SectorHeader_t
1
'** Is this sector active. Written with @xeeee at the end of the compacf oglration. */
116t isActive;
* Signature to detect valid sectors. Must have the valfe "E_KHuE". *
uint8 _t signature[6];

* Counter, decreased each time a new sector becomes the s ==t
uint32 t sequenceNumber;
'** Parity bits for the sequenceNumber field = sequenceNumber "~ @xFFFFFFFFuL. */

uint32 t sequenceParity;
} SectorHeader_t;
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y and BR30 downlight bulbs 2 nd Friends of hu

riue Tap range is extended if lamp in between Tap and bridge is powered

Faster start-up when using the wall switch




?g_g_zz _

T EEEE

6 Qp O/ 0
PR b

e
-



—
-'__:_‘

-
S
S
L

™
)
_ e
=
- 8
s -
— @
S
- o
—
=]




. firrnwareupdate_ethemet_bndge_arcund 1206tme papng  [Wiresharik LED (SWN Rev 43431 from ftrunk-18)]
File Edit View Go Capture Anabze Statistics Telephony Tooks [ntemals  Help

SN EEXEL AevaTa Qaaarn @$P8 % B

Filter: B Expression.. Clear Apply  Seve
L IR Soucesss S Qethatin s Srtocal Ll
8500 1171. 694544000 192.168.0.23 5.79.62.93 TCP G0 49640 > http [FIN, ACK] Seq=1623 Ack=873 Win=1808 Leéen=0
8501 1171. 694545000 192.168.0.23 DHS 79 standard query Oxafl3 A fds.cpp.philips.com
8502 1171. 759431000 192.168.0.23 DNS 172 standard query response Oxafll cwaME o4f, edgesuite.net CNAME a1049.g2. akamai.met A 173.237.125.64 A )
8503 1171. 759423000 192.168.0.23 173.237.125.64 TCP 60 49641 > hrrp [5vN] Seq=0 win=2144 Len=0 HM55=536
8504 1171, 769461000 173.237.125.64 192.168.0.23 TCP 64 http > 49641 [SvN, ACK] Seqed Ack=l Win=14600 Len=0 M55=1460 [ETHERNET FRAME CHECK SEQUENCE INCORRECT]
8505 1171. 769464000 192.168.0.23 173.237.125.64 i) 60 49641 > hrrp [ack] Seqs=l Ack=l win=2144 Len=0
8506 1171. 769465000 192.168.0.23 260 GET / ]
8507 1171. 779553000 173.237.125.64 192.168.0.23 TCP 64 http > 49641 Seqel AC 07 Win=l5544 Len=( ERNET FRAME CHECK SEQUENCE INCORREC
8508 1171. 8084 58000 5.79.62.93 192.168.0.23 TCP G4 http > 49640 [aCK] Seqe=873 Ack=1624 Win=3230 Len=0 [ETHERNET FRAME CHECK SEQUEMCE IMCORRECT]
8500 1171. 972258000 173.237.125.64 192.168.0.23 TCP 580 [TcP segment of a reassembled PoU]

http://xxx/firmware/HUE0100/66013452/ConnectedLamp-Target_0012_13452_8D.sbl-ota

http://xxx/firmware/BSB001/1030262/firmware_rel _cc2530_encrypted_stm32_encrypted 01030262 _0012.fw
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OV\#()VJ' L rom CC 15—30

[Log, Info,S Devicelnfo,Booting into normal mode.

[Log, Info, S_Dev1ceInfo Deviceld: IpBridge]

[Log, Info,N Security,LIB4.4.52]

[Log, Info,N Security,KeyBitMask,0x0012]

[Log, Info,A Bridge,Platform version 0.25.0,package ZigBee 8720,package 7 Stack
8720,built by LouvreZLL]

[Log, Info,A Bridge,Product version 5.7.1,SmartBridge 11393,built by LouvreZLL]
[Bridge,Version,5.7.1,SmartBridge 11393,built by LouvreZLL]

[Bridge, GroupRange, 0x5357, 0x5367]

[Log, Info,D Led,dc 16]
[Bridge,NetworkSettings, False, 0xB163, 26DF52A183D85889,11,0,S=0x0001]

[Log, Info,A Bridge,NwkAddr: 0x0001, Ch: 11, Pan: OxB163, NwkUpdId: O,
ExtPanID:26:DF:52:A1:83:D8:58:89]

[Log, Info,D Led,dc 16]

[TH, Ready, 0]

[Connection, A]

[Connection, GetAddress,L=00:17:88:01:01:07:BF:FC,S=0x0001.0]

[Bridge, StoreGroupRange, 0]

[Log, Info,N ConnectionRouter,Startup network discovery...]



I/V p vv" ‘)’0

[Connection, GetAddress]

[Bridge, StoreGroupRange, 0x5357, 0x5367]
[Zcl,S,S=0x0002.11,6,0000000000]
[Routing,ClearEntry, 1]

[Routing, SendMtoRR, True]
[Z2cl,S,S5=0x0003.11,6,0001000000]
[Routing,ClearEntry, 2]

[Routing, SendMtoRR, True]
[Zcl,S,S=0x0002.11,6,0002000000]
[Zcl,S,S5=0x0003.11,6,0003000000]
[Zcl,S,S5=0x0002.11,6,0004000000]

CC 2530



3,64]

-u._.a__'.__ T e e m -

Zc1,5,5=0x0004.
Zcl,5,5=0x0004.
Zcl,5,5=0x0004.
Zcl,5,5=0x0004.
Zcl,s,5=0x0004.
Zcl,s,5=0x0003.
Zcl,5,5=0x0004.
Zc1,5,5=0x0003.
Zcl,5,5=0x0004.
Zcl,5,5=0x0004.
Zcl,5,5=0x0002.
Zcl,s,5=0x0004.

YPASS ZLL

11,6,001a000000,64]
11,8,001b000000, 64 ]

11,6,001d000000, 64 ]
11,8,001e000000,64]

11,6,001F000000,64 ]

e

EF B4 E#
D& CF

11,768,001c000100004002400300040007000800,64 ]
11,25,190d05000b1000018c340042ae0100002b97098Fac032072f31e3c8fd035a34097da5018feb50a2e8b40d3678aa57cB66ad47122020a3a86220a25¢c93,64]
11,25,190e05000b1000018c340042d90100002b2d3d4e5d25c0622af60856c62900d59F71b104541e744b3657ebc32286F3e635474145d3189f7decab0cd9, 64 ]

11,25,191005000b1000018c3400422T0200002badb3d5e50a0e
11,25,191105000b1000018c3400425a0200002b2956b4T 0014 e7

EZ
EC

I]?W B D5

e

Kevy?

11,25,190f05000b1000018C340042040200002b92¢c84eb5d02416e5153d8aa6a944b0dd7 c87 96547 Fa4f637932a06c100T2c3293c87a425¢cd527%9a8765d3d, 64]

550ed48f2536125d1lacadfcada? C/f718T05ec20c7875e799ae71bd5cd?fcr4b3e4 36094 ,64]
Taaubad2coechbBed; Jcl114bd4 koed5e03f65105abe2dat7daclcid344e73ead c901 ,64 ]

11,25,lQIEDSDGDleDDGlEC3¢UD428SDEDDDGEbEGEDFDaSI52a9d4cﬂf?eed933a2a313%3?4lDEf5?b294?dlc¢4121cEEEEchbfbaeaGaQESEdSBESaQEQGal,64]

a691ef28438FeeS5hbed1305000b1000018c340042b00200002b965b229d29d5cf2c0f7eed933a2a326247406F57b2947d1c44121c326elc8bfbasala925ed5825a9290al , 64 ]

[Zc1,5,5=0x0004.11,25, 19140SDDDleDDDlBC34004EdbDEDDDD2bal¢b4f*686df97989d037lc2c435'r33cd9€936lchDdE?¢7f9ec249c2fe86b90f2430595cc5ba&7bderCD 64 1]
Ruut1ﬂg sendMtoRR True]
Zcl,5,5=0x0004.11, 25 191505000b1000018c340042060300002beb7319318a005240204cchc0126B8519827009F080F5806e33d478efdBdcda®er9303ades2ddctaB2231a6b03,64]
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Extracting Keys from Second Generation Zigbee Chips

Travis Goodspeed
1933 Black Oak Street

Jefferson City, TN, USA
travis@radiantmachines.com

ABSTRACT

First generation Zighee chips were SPI slaves with no inter-
nal processing beyvond cryvptographic acceleration. Extract-
ing a kev was as simple as spving on the SPI transactions.
The second generation chips, typified by the CC2430 from
Texas [nstruments and the EM250 from Ember, contain
both a microcontroller and a radio, making the SPI sniffing
attack all but irrelevant. Newvertheless, both chips are vul-
nerable to local key extraction. This paper describes tech-
nigues for doing so, focusing on the CC2430 as the EM250
has no protection against outside access. Recommendations
are made for defending CC2430 firmware by using compiler
directives to place sensitive information in flash memory,
rather than in RAM. All Chipcon radios with 8051 cores
released prior to the publication of this paper are expected
to be vulnerable.

Keywords
Zighee, CC2430, EM250, Svstem on a Chip (SoC)

1. GENERATIONS

First generation Zighee chips, such as the CC2420, were sim-
ply digital radios with SPI interfaces and a bit of hardware-
accelerated cryvptography. They could not run a Zighee stack
themselves, but rather relied upon an external microcon-

troller cores were added for convenience, not security, as will
be explained below.

The third generation of chips will include more powerful
microprocessors and-hopefully-a lot more security. The of-
fering from Texas Instruments is the CC430 family, based
upon the MSP430X2 processor. Ember will be using the
Arm Cortex M3 in its EM300 series. These chips are out
of scope for this paper, as they are not yvet commercially
available. Also, Freescale's line of radios have not vet been
examined by the author, but they will be in the near future.

2. CONCERNING THE EM250

The Ember EM250 contains a 16-bit XAP2b microprocessor
from Cambridge Consultants Ltd.[3] Debugging support is
provided by that firm's proprietary SIF protocol, with hard-
ware and software available only through Ember. SIF itself
is a variant of JTAG.

While the datasheet and various piece of marketing liter-
ature claim “The BEM250 emplovs a configurable memory
protection scheme usually found on larger microcontrollers.”™,
this refers not to a debugging fuse or bootloader password,
but rather to protection from accidental self-corruption of
memory. This is in the form of Application /System separa-
tion. allowing the Ember? Net stack to defend certain recsions
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- shue_lux_z11ssramdumpshoot loadersram_8192 firstframe.bin
AR BBRBA:

AAAA BA1A:

AR BBR2A:

AAAA BA3A:

AR BA46:

AAAA BALB: F? B BB B6 BB B E9 A9 FF 61 Fa 8@ 76 B2 8@ &0 . ....

AR BB6A:

A BA7H: B6

AR AB8A:- A1 = coooo

HHBE BA?A: 804
HABE BBAA:
=20 _HABA :
51551550 (WS

HHBE BADA :

HABA BAEA: [5]1) aa-af-00_ 00 A AR AR | “Sb-0Z2-. ...,
r“- AHBH BAFA: _RAR-R2E-88 v oo od B JEE-A0 B8 BA A8 BA B0 BB .. ...... ........
\A ‘F’ HAAN B18A: BA AA BA HA B8 AR AR~ AA BA AA AA AA AW AA A ........ ........
HHBH B1i168: BA B8 B4 HA_ ARG vl G BA B8 BA B0 BA B0 B8 .. ...... ........
AEAE B128: AA_@Ai_GB2 42 A8 A1 A8 FA @D AA A1 A1 "coooo
2EE3=aiiv: HA BE B8 B8 B A B 0GB BA B8 BA B0 BA BB B8 ........ ........
AN B146: BA AA BA HA B0 A A G BA A8 BA A A AA A ........ ........
HHBH B1568: BA B B4 B8 B A B 0GB BA B8 BA B0 BA BB B8 ........ ........
(:— HAAA B166: BA AA BA HA B0 A A G BA A8 BA A A AA A ........ ........
AHBE B1'78: BA B B4 B8 B A B 0GB BA B8 BA B0 BA BB B8 ........ ........
HAAA B186: BA AA BA HA B0 A A G BA A8 BA A A AA A ........ ........
HHBH B196@: BA B B4 B8 B A B 0GB BA B8 BA A8 BA BB @ ........ ........

APAE BiAB: BA A6 6O HA B8 BA AR GA AA AA A1 37 98 52 E5 ........

APAE BiBA: 85 98 108 Fi FD 86 E& CD 38 32 CA 66 8@

- shue_lux_z11ssramdumpshootloadersram_8192_firstpage.

AR BBRBA:

AAAA BA1A:

AR BBR2A:

AAAA BA3A:

AR BA46:

AAA OB5A: FY B0 B0 B6 AA A E? @2 FF 09 FS 84 6@ EB 8@ -2 . ...

ARG~ AAGA -

AAAA ALTA:

AR BAgA: = coooo
AAAA BAYA:

AR BBAA:

AR BABQET

AR BACH:

AAAA BADE:

AAAR ARERebibilf L LC U H0 FEYAA D4 HE BB B B B U Beer = . O.......

e
ool el = EFER ERER ENEl ENER BN By erer BN AR B B ERER B B B s s s s s s e e mmmmmmaa

KK & oy 1 {2 a SRR

BiiBe: BA BB BA O AP BB V5 PR AR B B0 B8 BO 68 B8 B8 ... ..... ........
A148: BA AA AA AA BA BB BB A BA A BA B8 BA B8 AA A8 .. ...... ........

; { Hi58: BA BA BA B8 B0 BB B WA B0 G B0 B8 BA 48 BA A0 . ....... ........
Al6A: BA AA AA AA BA BB B MA@ GO A BA B8 BA B8 AA A8 .. ...... ........
(4 Hi1/8: BA BA BA B8 B0 BB B WA B0 G B0 B8 BA B8 BA A0 . ....... ........
H188: BA AR AA AA BA BB B A GO A BA B8 BA A48 AA A .. ...... ........
H198: BA BA BA B8 B0 BB B WA B0 G B0 B8 BA 48 BA A8 . ....... ........

BiAB: BA A0 OO OO BD OO B0 A GA @@ 8@ 81 37 98 52 E5 . .......

B1B0: Aij. . +2&b —@20f



T X @Mgée@ ATTAce

—X:of(m-‘/"}g L’:D} 4 }aj'a-"'o-sen&‘) ‘:‘H'){
ot wete (4x- bl CC]))'
§

Tx @vx OC‘)[O"

:B

FE A1 _AA 81 68 89



TX Ruecer ATiAck

‘X:of(un‘}g c=9, [ ¢ }L _h Sf”Jj LH'){
ot wite (—B( bo{ ¢ J) K
§

G el A'H*C(/,/
T EiAqur'

T RacE

FE A1 _AA 81 68 89







C loc/( GI~'+CL7"4j




5.0
4553
3.553
2553
1553 Original
Clock

D.553
Clock Pulse Clock Pulse

“ 7.37 MHz

-1447

-24470
-2459.2 -159.2 -145.2 -54.16 45816 0.835
AL g

v Glitch Glitch
5.0
4553

3.553

2.353

Width = 10%
Offset =+15%

_ \/‘W Original Qlock Original Glock
o Clock XORd

o with Glitch

1.553 ——

-24470
-249.2 -199.2 -149.2 -99.16 -458.18 0.835



el Pre'u I 4, 00ms Trig?

— A e —
— ﬂmmmm T L L L L E LR
ﬁam F_EU:1_ICII;Z 04/ . Em.rﬂ 'lmsﬁwy_i@dms I __: |

: | | | - (T200ms T I50MS/s Tx Data S

h_n 2,00 By 2,00 By ] v 1.50000ms 10M points 3 Apr 2016

‘Bus Search events found: 0 15:38:03
Search Search Type Source Bus Search For Data

n Bus (RS—232) Tx Data 48 27h




Tek Pre'/u M 4, DDms Trig?

PP BR70: B¢ F87—— 0D 91 01 B1 . . .. . ".c....
H008 BB8@: 2A lﬁﬂi_ﬂl__ﬂﬂJzﬁ_ﬁLIS_lZ_lﬁ_.ii_lL P2 _7E .%*....f5 ..... 3.~ .
P00 BP9B:{ § C

2) 9008 99AA:
THAPAP PPBA:
POPB BBCH~
P000 BADA:
POBA BR1-0: 00 90 90 OGP PG 0B 0B 0O C Frerenan
PAPP PAFA: PP PP PP PP VO PP VP BB OV PO B0 BB 00 B0 B8 BB ..\ ..oor oovenenn. ;
Y000 P1P0: PP PP PP PP VO BP PP P8 OV PO B0 B0 00 B0 B0 B . .|...or vovewenn. :
P000 9110: PP PG PO PP PO PP PP PP OO PP PP PG B0 B8 B0 BB .. )..... .oocoo..

ARFRERiE Fhd S - [r T T (=T T F s FRih i ™ AT i o Ry 5 5 ™ Ll

— T m..ii.0

haapel I 'li_l " A mn “i_- N1 ; 1118 ; TN - un

*{ :. o) re‘u 151{‘1?’1{_6_}{&}{3_][&}{_11(?& amuw}ﬁaumwsnzz}{mue?uneuael

/(72000 7 Data E——
ﬂ 2, DL‘] W Biy E.L‘JL‘] W By ]LI**‘FI LO000ms 10M points J 3 Apr 2016
Bus Search events found; 0 15:3%8:15

" =

Search Search Type Source Bus Search For Data
On Bus (RS—-232] Tx Data 48 27h




ek Frevu M 4. 00ms Trig?

|2 e b B | iR R

AR

foom Factor! 20X foom Position: 1.62ms

U ' f '

AN LA AL R . AL LL AL LS ] - B e o e A e L = L LS e L Al W L _E ) e AL _—l L,
...... ...... -..lm —— .'._ m.]. ..... Bl B i B B B _ - BB i

By 200 B J[Z200ps 125MS/s Tx Data 3 Apr 2016
25.00 % SM points 17:38:22




18K Frevl M &, LILImS Pl

(D el o | D)

B e - il - i e 1 THCnCanntnae aC e nC i

TR T T
oo PRI, s

Eﬂﬂﬁ1FM1ﬂr 204 pppp AOEQ: 90 09 90 PP 00 9O 00 0O N S
APPG PAFA: VP PO PO PV VP 00 90 PO 00 PO PO 00 00 9O BB BB . ....... -o..o....

APPG P1P0: VP PO PO PV VP 0P PP PO 0O PO PO 00 00 9O BB B0 . ....... -.......

. 9990 9119: 0O 0P 9P AR AR AR AA AA__AA AR AR AG 00 08 90 98 ... ..... -.......

: : APR0 9120: 99 A1 90 V8 42 99 @1 @@ FA @D @@ @1 @1 O 66 ....B.. .-..... £
- - AP0 P130: 0P PP PP VU VP VP VU Ve V0 U0 ¢ V0 00 90 BB B8 . ....... -uo0ooow.
i_.-__-__i.__-_-_gaaa P140: 0P 90 PO PO 0P 00 PO PO 00 PO Do 00 00 9O BB B0 . ....... -oooowo.
0000 9150: 99 00 9P 90 00 VP 90 00 00 00 OO \GO 00 BB 88 B0  ........ ........
- - AP0 P160: B0 90 PO PO OP 90 90 PO 90 PO PO 99 00 90 BB B8 . ....... -.......
. P09 9170: P VP VP PO PV V0 VA V0 O 0P 90 6O 00 B8 BB BB .. ...... --oo0...

APA0 P180: PP PP PV VP PO V0 9P PP 0O 0P 9B BY 00 00 B8 B0 . ....... ........

ARG P190: B0 90 PO PV OF 90 90 PR 00 PO PV 00 00 98 98 B8 . ....... ........

-— WRO00P0 P1A0: PP 90 9P PO PP 00 9P 9P 00 90 98 01 37 90 52 E5 ........ ... 2€R0
900@ B1BA: 85 98 10 13 F1 FD 86 E8 CD 3@ 32 CA (6 80 @0 A2y..+23b =921 . .

- 3 3 ?1

)@ @@ DD @ ) e

(@ 200y & 200V & J(Z200ps 125MS7s Tx Data 3 Apr 2016
75.00 % SM points 17:32:29




Apgea\rf jeclon oL SRA
' S Cfcg:roQ a‘f«lt«f O Le i

L‘a /’/L‘JS s E] FfaC’[ch (

& /V\a ' \
31,46\,?;5 \’BL Qo 55@'6 w“n 70




|
e
Af- +aCk
S
7
O grm
ware

. A uge
Ppes
DOJ\MP S gwe Cen
RAM. I
j f"‘CL\\
tflj J-D

. Care
ore Lo +
/ P \fﬁ/ QQ% Mj ‘L’j 3
o BZWPPJ i s






r m_.. - -

?g_g_zz _

"
9

A & _
el
NG

T EEEE

6 0p Q0 -
PR b

-



EE CA-T121 378123
E1SB68 1 Swv-0 32" SR

T,
i
TF
i
i
Vi
¥
L

E‘Ei“'.'%.ﬁ

"'u:i-.l:t-_: s
] (] .

w0 B '
N pgat ﬁ@“
AR b -

> on LI
- Eaive | s
HRTRE | =

. g i
. B % £
O] TEGT v
j:ﬂ L RIE A e
Rl ¥ s

Ry s

'I.l-l:lﬂt,ﬂ

505 504 50
L G

Yime

LRT

i

O :
e e

LENE

w5t almlv e >
ol B
rﬂ"f?éj: >

Ca

)

- i
B

SRA3SNAT,
Ecur: y







M

SC12
sC275C20
w
= — j 600000] io scheduler noop registe
4 0.600000] io scheduler deadline regi
Serial: 8250/16550 driver, SO T
ttyS0 at MMIO 0x1802000( irg = 11, base |
0] enabled
] enabled
[early0] di
CC [early0]
m25p80 spi0.0: found gd25d40, expected m2
m25pB0 spi0.0: gd25d40 (512 Kbytes)
4 cmdlinepart partitions found on MTD device spi0.0
*spi0.0":
"u-boot™
: "u~boot-env"
) : "reserved"
L L oo : "art®
nand: d e found, Manufacturer ID: Oxc8, Chip ID: Oxb
nand: Giga Device GDSF1GQ4U 1G 3.3V B-bit
nand: 128MiB, SLC, page size: :
Scanning device for bad b
Bad eraseblock 768 at 03

s L I

5 p BD

https://www.youtube.com/watch?v=hi2D2MnwiGM
Or: http://www.oflynn.com
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https://www.youtube.com/watch?v=hi2D2MnwiGM
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s ‘\r‘ﬂ/\/'ﬂaﬁvvaq '/

ath> setenv bootdelay 3
ath> printenv security

***COPY THE DEFAULT VALUE /THAT WAS PRINTED & SAVE THIS SOMEWHERE**

/
ath> setenv security 'S$5SwbgtECliFSugIfQUoE7SNgdmplDI/7xdfLC7jXoMAkupeMsmlOhY9'
ath> printenv security
security=$5$wbgtEC1iFSugIlfQUoE7SNg4mplDI/7xdfLC7jXoMAkupeMsml0OhY9
ath> saveenv
ath> reset

https://www.youtube.com/watch?v=hi2D2MnwiGM
http://colinoflynn.com/?p=706



https://www.youtube.com/watch?v=hi2D2MnwiGM
http://colinoflynn.com/?p=706

* Master binary seems to “do it all” (webserver, parsing requests, etc.)
at /usr/sbin/ipbridge

* FW Update routine at /usr/sbin/swupdate

* References AES-CBC-256 decryption routine, which references encryption key
at /home/swupdate/certs/enc.k

* Two different bridges used same AES key (not really a big deal, as we already
have unencrypted binaries since we have root).
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Previous slide: power signature of first 64-byte block sent (sign-on info?).
This slide: Power signature for remaining 64-byte blocks (delay varies).
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By 8MHz Oscillator Calibration Application - SAM D21 Xplained Pro
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h Alert Motification Client &pplication - S3AM D21 Xplained Pro
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3 MiniPro v6.50
File(F) SelectIC(5) Project(P] Device(D] Tools(V) elp(H) Language(l)

= =l = g FILL
W F | E P D H R R P} [ | & {1
Select IC IC Informgtion (o Froject opened)
ChipType/ EEFEOM ChleSam: 00401 B45T ﬂ'ﬂ“ . .lllj
WEZSLA00EE @SOPS j It sizd.  0xB0000 Bytes 1E Information

Froduct Identification Set Interface Euff =elect

ChipID: CZ 20 13 f+ 40F [~ [Code Memo  Config
fddress | 0 | 1 | 2| 3 | 6| vla|l 9ol &l Eelc| o] E|F|asciT |£‘
gA00a0: L3 42 4C I lFF FF FF FF FF FF FF FF FF FF FF FF SBLA1............
6068616: FF FF FF F FF FF FF FF FF FF FF FF FF FF FF .. ..............

000620: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ....._...........
000830: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ....._...........
600640: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ................

006780: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ................
006790: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ................

0007a0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ...oooooooon...
Fr 0007B0,—EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ...o.o.ooooon...
/ é 0007C6
) -
EE 6B 58 BS 2F F3 0D 83 68 12 67 71 4C 7 75 20 .ki./...h.gqlzu
88 EO 74 95 54 CE AB 23 72 2B 80 AB 46 46 €D M..t.T..Hre..FF.

2h @0 61 60 O 66 52 14 18 62 17 30 39 03 EF 40 *....fR....09..@

~ | 0BB7EL:

en BOB7F0:
@opEe6: 77 CF AC 2E 8C 58 OFE 75 8C 1D 77 43 D5 2 28 S5C w....¥%.u..uwl..(%\

2E 37 BB 25 EC CA A47 65 CB E1 1E BE 7% F7 A1 1% 7. .%..Ge....L...

foeE16: 4E 94 CC F9 C8 C5 5B 62 EV 89 8B E3 6A 3A BC 67 H..... [b....F:..
poeg20: 86 27 88 YA Y6 91 980 AR 1E BF 48 FD 35 96 CC CO .'.zv..... @.5...
peeg36: BF 53 2D FO 88 JE 28 ED F3 BY 96 AF 65 8C 8A 11D .5-..7(..... e...
poeg4B: D6 8B 67 49 EE BC BY 49 54 D9 D9 62 94 62 65 6C ...I...IT..b.be.
peegs6: 99 E4 B WA CE 17 26 28 A8 FF F3 4C 48 45 BB A8 ...J..&(...LHE..
peeg6B: 2E 29 30 2ZA A4E 1D 48 42 C©3 B8A 9D EB D6 O6E 47 98 .)==H.EB..... nG.

peeg7e: D3 42 W7 CF 29 EC BC 88 CB FB 3% 15 CD DB 8A FE .BG.)..... b e
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A7 c9 DA E4 BO

EA DE CF DF BE AE

FA CB BB F& FA BOD F4 FB

EE FF FD F3 EB FA B3

Fa Ch F& FO EF B9 EF
DI EY FF FA EB

FO C4 F8 EG FO C4 E/
F/:ifE FA | E6 EF C2 EF

EF

B& D4 DD B3 j

002 17 "EC CD
CB E1 BS 2F F3
CE

d AB \‘ 3
>§ Fa FB BS
- FE F8 BF FB F5 B%Y F9 E?

F3 CD B9 FB FA DD FF DF FE
DE FF DE C7 AD DF
CE BE BZ EB D4 CE BD BB BD D4 BF
BE F5 Eb FF BB DDC3 BD DF FO DF
FD E7 DA AC D4 AF
CD A3 EE DF C7 BB B8 EF BE FE D1 BD F3
Fa B4 FF B0 BD D1 Ak
F6 FF FE FB A9 F7 F4 E2 FB Cb
EB FF Fb B1 BA CA cB
B1 FD F8 FB F7 Fa ED FD D1 ED
AE DF DB
FB EC EB AF Db E1 AE FB B2
CB BF DA EB
F7 DE ED D7
C7 B8 DC DA BY AF FC
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