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Agenda: Preparing for an Incident within AWS

Incident Handling

Automatic Collection of
Evidence

Hardening the AWS
Environment
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AWS Key Compromise

Security

Dev put AWS keys on Github. Then BAD THINGS
happened

Bots are crawling all over GitHub seeking secret keys, a developer served with a $2,375 Bitcoin mining
bill found. s e e
il e

Quora
Compuier Hacking (security)  Legal Issues and Law in Everyday Life  Personal Question

My AWS account was hacked and | have a $50,000 bill,

how can | reduce the amount | need to pay?

Rosxgars.mv.billwas never ahowe 5350/manth on my sipole AWS, ipsiance, Then gver g
Ryan Hellyer’s AWS Nightmare:

Leaked Access Keys Resultin a $6 000,
Bill Overnight . . ccomreme

ol e
My run in with Unauthorised Litecoin

mining on AWS

e o Luke Chpdick L DRCRRERC IEIOIT o et s



How are Keys Compromised?

AWS Keys provided by
AWS for AWS SDK

Keys may be stored in a
code repository

Keys may be stored on
another AWS Instance




More Serious Attacks

e https: //danielgrzélak.com

Jul9 - 8 min read

Backdooring an AWS account

So you've pwned ¢ @ Daniel Grzelak ( Fallow )
eager to get to the o

Jun £3 ! i read

disrupted logging’ . .
. Exploring an AWS account post-compromise

So you've pwned an AWS account—congratulations—now what? You're

1.

Maintaining persis eager to get to the data theft, amirite? Not so fast grasshopper, have you

there are few obvi disrupted logging? Choice! Time to look around and understand what you

watch for. have.

No one wants to g Your instinct is probably to type “whoami” and luckily AWS has an

temporary creden’ equivalent.

aws sts get-ses  aws sts get-caller-identity

Ry - il —

It won't give yvou much but it will start painting the picture. The informarion

returned is “not secret” but it can be painful to obtain otherwise. For
E—— - Tansmast-00 2B Lo s gl ARALI ol sl




IR-Phases

3

Containment
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity




Where we help

Containment
Detection & Eradication Post-Incident

Preparation Analysis & Recovery Activity







IR Workflow as it relates to AWS

Locating an Instance
Across AWS

Managing credentials

Understanding where your
config Is not best practice




AWS Services to Enable Today

CloudWatch Metrics

CloudTrall

AWS Config

CloudWatch Events

EC2-Run /1AM




Increasing Visibility with CloudWatch

Create Alarm

1. Select Metne 2. Define Alarm

Alarm Threshold Alarm Preview

Provide the details and threshald for your alarm. Use the graph on the right i help setthe  This alarm will rigger when the biue line goes up
appropriate threshold

o or above e red ling

Name: | gilling Alarm O

- &
Description:  Estimated EC2 charges exceed 35 in a 6 houwr period

&

(o]

whenever charges for: EstimatedCharges

i = v USDS 5 ,; ——
7123 7125 T
D0:00 D0:00 DO:00
Actions
. - o . Namespace: AWSBilling
Drefine ACKONS are ke ! Currancy: i
uso
Heotificatiod ServiceName: AmazonEC?
Whenever this alarm: e = ALARM v
abe s Motric Name:  Exhmatedc harges
Send notification 10 | config-topic

¥ | Mew st Enier st n

This notification list is managed in the SN5 console.

+ Motification  + AutoScaling Action

e




Increasing Visibility with CloudTrail

AP| activity history :
Thiz fplkcreang kst includes the las 7 day's of AP acinry for suppomed senaoes. The list only nclices AP aomaty for creale, modity. and deleie AP calls. For read-only AP ‘
aciivity, go o your Amanon 53 bucke or CloudWatch Logs

wou can filser the list using the available amributes, and you can choose an event 10 see more detail about the event. Learm mane

o @

Filter: Select attribuie - e look ilue Time range: [ =]

Ewenl time LIS name Ewenl namie Resource Typt R Soiarce nadme
] 2016-07-29, 0EC1T-30 AM Alex_McComack Conspielogin
¥ 2016-07-27, 114337 PM adex_pcCormack Creaelise LA Liser ATAWS M 1144444004
1 J18-0F-27, 114337 PM A:el_Mcl’.'ulnlru:lc CreadehooessE ey LAM AcoESSK ey And 1 e AKIAIREI I AT I206I T2
L] S018-07-27, 110704 PM Mex McCormack Creste Tags arsiarag
] F1E07-27, 110550 PM Al MciComack Moneinsianoes ECZ insiance ATRAATAR
¥ H16-07-27, 10-58:2T PM A _McCommack RunINSLances ECZ Ami and 3 mora ami-A2eapene and 4 mone
¥ M16-07-27, 105721 PM aex_MeCormack ALhone ESecuntyGroupin EC2 SecuntyGoougn ag-TETEThTe
] SULB-07-2F, 1037220 FM Mex Mclormack CresteSecuntyroup ECE Seountyliroup Drupssl [ - Comlent Manag
k FO1E-07-27. 105718 PM diex McComack Creafck ey ar ECT KeyPair demo
¥ 016-07-27, 105542 PM Alex_McCommack PutMeimcAlam
] 2018-07-27, 104325 PM Aex_ MeCormack CaonsoleLogin




EC2-Run Example

How to get going with EC2-Command or Simple
Server Management

http://amzn.to/2aig8kc

Installation Iis Easy!

#!/bin/bash
cd /tmp

curl https://amazon-ssm-u ...

_ amazon-ssm-agent.rpm -o amazon-ssm-agent.rpm
yum install -y amazon-ssm-agent.rpm


http://amzn.to/2aiq8kc

Why would you want to do this?

Can come In useful In a
security incident.

Out of band management.

|IAM Role driven.




Account Access Scenario

Imagine you are completely locked out.



Select Run a Command

Commands = Fun a command

Run a command

A command document includes the information about the command you want to run. Select a command document from the following list and then specify parameters for the command.

Command document* [i)

Owned by Me or Amazon v | Q) Filter by 2 1to130f13
Name Owner Platiorm type

L AWS-ConfigureCloudwWatch Amazon Windows
AWS-ConfigureWindowsUpdate Amazon Windows
AWS-FindWindowsUpdates Amazon Windows
AWS-InstallApplication Amazon Windows
AWS-InstallMissingWindowsUpdates Amazon Windows
AWS-InstallPowerShellMadule Amazon Windows
AWS-InstallSpecificWindowsUpdates Amazon Windows
AWS-JoinDirectoryServiceDomain Amazon Windows
AWS-ListWindowsInventory Amazon Windows
AWS-RunPowerShellScript Amazon Windows
AWS-RunshellScript Amazon Linux
AWS-UpdateEC2Config Amazon Windows
AWS-UpdateSSMAgent Amazon Windows Linux

Description  Export metrics and log files from your instances to Amazon CloudWatch

@ Feedback @ English




Find the instance

Target instances* i-88438b1c [i]

Select instances &

Where are my instances? &

Q Filter by attributes ltolofl
Name Instance ID Instance State Availability Zon  Ping Status Last Ping DateT  Agent Version Pla
[ ] - i-88438blc [~ ] running us-west-2a & Online July 29, 2016 ... 1.2.290.0 Lim

Close




Commands*

Input the command

#l/hinfbash

echo "ssh-rsa

AAAAB3NzaC lyc2ZEAAAADAQABAAABAQDGeSPdqRIQpGP COL/ACEIDIWs+mGhg 3tENt
tEIFsZwmkEmcuEsPyIqTISGul/BuweaxDHIQNWOEIY YIvER Twnct 2MKTbpKEFFfY

AP mMSchDCBICAVAXaTAH TWmmtBIndtrT30v

A2Q6AZRHT+KmGFKmeVzHLytj25RpDiyjgh7i6S 7+Kualb 1 7R 025{CIHGhSquKmzyd9Qezp
URIF8dMETOMZbBN4wIDnQrC 10dT9nkMmD 2 108LhnKb35XGIDhuUtL PgtSdxtb GKEe/" >




Execute the command

At the end you can simply click run and you've taken
back the instance.

R ﬁ



How does it work?

Client Polls SSM API

~a
-

Client Receives Work

Instance Launches
with 1AM Role
Giving it EC2-Command
Access

SecOps
Asks EC2
to Bun Command



Recommended viewing

AWS re:Invent 2015 | (SEC316) Harden Your
Architecture w/ Security Incident Response
Simulations

http://bit.ly/2auYsvl


http://bit.ly/2auYsvI

I

IAM Role Advice

Use least privilege roles.
Audit their usage with CloudTrall



How do IAM roles work?

v
v

X Attach
: I
to II'ISIE_FICE Instance Assumes
Create at run time Role
1AM Role
with

some permissions

Credentials
Rotated Regularly




IAM Limits

Instance profiles can't be detached.
Instance profiles can't be added to a running
Instance.



AWS ~ Services v~ Edit Andrew ) Krug >  N. California +  Support ~

AWS Config

AWS Config provides you with an inventory of your AWS resources, notifies you when the
configurations of your resources change, and lets you audit the history of the configurations for
those resources.

Get started

O
1+ y
Lo u
Y L

II

Simple setup Detailed visibility Non disruptive
‘You can enable AWS Config with as few as two clicks. You get updated details of all configuration attributes of When you enable AWS Config, all your AWS resources
AWS Gonfig automatically discovers your AWS resources your AWS resources and how they are related to other continue to behave exactly as they did before, with no
and starts recording configuration changes. AWS resources. performance degradation or other changes.
Leam more Learn more Leam more

AWS Config documentation and support
FRatinn shartar ruina | W Fanfin Aneumantatinn | BWS Fanfin Sinned | Fanime

@ Feedback @ English

Policy  Terms of Use

Config Is a relatively new service that performs
Inventory, tracks changes, and can enforce
compliance.



Config vs Config Rules

AWS Config

Imeline of Changes

Config Rules:

Run periodically and
evaluate compliance.




Wizard Driven Setup

Andrew ] Krug N. California ~ Support v

™ \What to check

Resource types to record

Select the typeg.g " i i default, AWS Config records configuration changes for all
supporte #7ou can also choose o record configuration changes for supported globalTe this region.

¥ Record all resources supported in this region @
Include global resources (e.g., AWS |AM resources) @

Amazon S3 bucket*

Your bucket receives configuration history and configuration snapshot files, which contain details for the resources that AWS Config records.

@ Create a bucket
Choose a bucket from your account

Choose a bucket from another account g

Bucket name* | config-bucket-671642278147 / AWSLogs/671642278147/Config/us-west-1

Where to store it

Amazon SNS topic

+| Stream configuration changes and notifications to an Amazon SNS topic.

® Create a topic
Choose a topic from your account I | I
Choose a topic from another account ¢

Topic name* | config-topic

@ Feedback (@ English Privacy Policy Terms of Use




Config Timeline

- Services v [ Andrew J Krug = N. California ~

EC2 Instance i-0368ca52c29d6adb2 Manage resources (2]
at July 27, 2016 10:03:41 PM PDT (UTC-07:00)

" T Now |
27 July 2016 —l
10:01:51 PM i 1

* Configuration Details View Detalls
Amazon Resource Name  amaws:ecZ:us-west-1:67 1642278147 instance/i-0368ca52c20dBadh2 Instance Type  {2.micro
Resource type  AWS:EC2:Instance Instance state  stopped
Resource ID  |-0368caf2c?BdBadh? Private DNS  ip-172-31-8-1.us-west-1_computa.internal
Availability zone  us-west-1b Private lps  172.31.6.1
Created at  July 16, 2018 8:41:57 PM Public DNS  nuf

Tags (1) % crcase-number.cr-1... AMIID  ami-31490d51
Plattorm  nulf

Launch time 2016-07-17T01:41:57.0002
Lifecycle nuif

Maonitoring  disabled

» Relationships

» Changes (0)

@ Feedback (@ Engllsh Privacy Policy  Teerns of Use



Config Rules

..I AWS ~ Services v Andrew ] Krug ¥  N. Virginia ¥  Support v
. Rules > Configure rule
AWS Config 9
Rules
| Add AWS managed rule
Resources
Settings AWS Config evaluates your AWS resources against this rule when it is triggered.

Name* restricted-ssh

Description Checks whether security groups that are in use disallow
unrestricted incoming SSH traffic.

Managed rule name | INCOMING_SSH_DISABLED (1]

Trigger

AWS Config evaluates resources when the trigger occurs.

Trigger type* Configuration changes Periodic @
Scope of changes* @® Resources Tags Allchanges ©
Resources™ EC2: SecurityGroup

Resource identifier (optional)

@ Feedback @ English Privacy Policy ~ Terms of Use



Evaluation

RU |eS Status @

Rules represent your desired configuration settings. AWS Config evaluates whether your resource configurations comply with relevant rules and summarizes the
results in the following table.

© Add rule =

Rule name v Compliance v Edit rule

restricted-ssh Evaluating... &

This is Config running the first evaluation of the rule.



Report

RU |eS Status @

Rules represent your desired configuration settings. AWS Config evaluates whether your resource configurations comply with relevant rules and summarizes the
results in the following table.

© Add rule 4]

Rule name v Compliance v Edit rule

restricted-ssh 15 noncompliant resource(s) r

This is Config reporting on non-compliance.



Config and Lambda

AWS Lambda

UF weDserices.

Security improves with automated response.



CloudWatchEvents and Lambda

Video Demonstration

;-ol e

UUUUUUUUUUU



Recommended Viewing
There's also a great presentation about this:

AWS re:Invent 2015 | (SEC308) Wrangling Security
Events in The Cloud

http://amzn.to/2aN6Js5


http://amzn.to/2aN6Js5

Access Advisor

F— M > Policies > ExamplaPolicy
* + Policy Defails
Policy ARM am aws iam 111 22223333 po wampleRolicy
Description This exampie polcy grants & 5 b0 mulliple AWS services.

wer Ty ey | ey | e S —r—
Aoies
AN Shaws [NE SErvice perm Ihiis pabcy and when Ihase s
Policles: 5 infarmation 1o reviss your policy. T ot chuds activiy i e S
denty Providars Male: recent ack
ount Sattngs
Credential Report Filter: o fiter = Showing 72 results
Service Name ~ LastAccessed &
Encrypbion Kays Amazon AR Galenay ot accessed in Ihe iracking peroc
Amazon AppStream Mot accessed in the tracking period
Amazon CloudFront Mot accesset m the tracking perad
Amazon Claudearch Hol accessed m ihe tracking perod
Amazon ClaudWatch 2015-11.06 09:00-10:00 PET
AMBEZON COLIVEICN Logs MNOL 3CCESSE0 N NE 1raCKING perod
Amazon Gognito kientity 2015-11-06 08:00-90:00 PST
Amazon Cognilo Syne Mol accessed m Ihe tracking perad
Amazon DynamoDi ot accessed in Ihe iracking peroc
Amazon EC2 2015-11-06 0:00-10:00 PST

® Foodback

Great tutorial on getting going with access advisor:
http://amzn.to/2aN6Js5



http://amzn.to/2aN6Js5

Dashboard

Details

Groups

Users

Roles

Policies

Identity Providers
Account Settings

Credential Report

Encryption Keys

@ Feedback (@ English

1AM = Policies > config-role-us-west-1_AWSConfigDeliveryP ermissions_us-west-1

+ Policy Details

Policy ARN arn:aws:iam::

Policy Document Attached Entities Policy Versions Access Advisor

Access advisor shows the senice permissions granted to this user and when those services were last accessed. You can use this information
to revise your policies. Learn more

IMote: recent activity usually appears within 4 hours. Access Advisor tracking began on Oct 1, 2015 Learn more

Filter: Mo filter = 1 results

-

Service Name #% Access by Entities Last Accessed ~

Amazon 53 Mot accessed in the tracking period




Advice to take away
Use custom policies
Audit them using access Advisor

Revoke permissions you don't need



Tool Gaps

, .
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Mission

Be a free open source incident response toolkit
tailored for Amazon Web Services. Help first
responders by automating workflows using Amazon's
very own boto3 pip module.



The Question?

Can we leverage the AWS API to perform incident
response?



Host Based

VS

Key Based



Key Compromise

e G

Perform Host Process
on Compromised Hosts




In key compromise we always want to disable the
key.



\ =

Perform Host Process
on Compromised Hosts

2. AWS-IR stops egress

1. AWS-IR
hunts instance

7. AWS-IR
powers
down
instance

©

6. AWS-IR
4. AWS IR collects
takes snapshot metadata
- console logs,
5. AWS-IR uses and screenshot

margarita shotgun
to acquire memory
to bucket

3. AWS-IR Generates
Case Number and Bucket



Key Compromise Demo



Now to host based compromises with AWS IR



AWS IR Usage

[krug@bb-8 lots of haxx ]1$ aws ir
aws 1r host compromise

usage: _
aws_ir host_compromise
ip user ssh key file




00:00



Step 1

1. AWS-IR
hunts instance



Step 2

It ! 2. AWS-IR stops egress

----1_11

S




Step 3

3. AWS-IR Generates
Case Number and Bucket



Step 4

4. AWS IR
takes snapshot



Step 5
o e

L.IIIII lII; /

5. AWS-IR uses
margarita shotgun
to acquire memory

to bucket



Step 6

y

6. AWS-IR
collects
metadata,
console logs,
and screenshot



Step 7

7. AWS-IR
powers
down

instance




The whole picture

aws_ir username, ssh-key

2. AWS-IR stops egress

1. AWS-IR
hunts instance
R i
_ .--. h 7. AWS-IR
powers
down
instance

6. AWS-IR
collects
metadata,

console logs,

5. AWS-IR uses and screenshot

margarita shotgun

to acquire memory

to bucket

3. AWS-IR Generates
Case Number and Bucket



Margarita Shotgun







00:00



Kernel Module Warehouse

Kernel warehouse Is a ruby gem that builds all the
modules for all support AWS linux variants.



You can host your own or use ours.



ThreatResponse Workstation

Acquire A

cLoun sEcu

Locate Instance: i, instance-id, ami-id, of ion Q REFRESH INVE NTOR Y

Instances by Region Recently Launched Instances

——
Global

AMI Homegeny

® ani-6869a05
® am-f9dd45sa
@ ami-31490d51




Starting ThreatResponse Workstation

$ aws ir host compromise 52.42.254.41 ec2-user key.pem

Processing complete : Launch an analysis workstation with the command

aws ir -n cr-16-072816-a4d6 create workstation us-west-2

$ aws ir host compromise IEI52.42.254.41 ec2-user key.pem



ThreatResponse Dashboard

Acquire A

cLoun sEcu

Locate Instance: i, instance-id, ami-id, of ion Q REFRESH INVE NTOR Y

Instances by Region Recently Launched Instances

Global

AMI Homegeny

® ani-68693305
@ am-f9dd4ssa
@ ami-31490d51




ThreatResponse Acquire

Response P Lty £

= cLovo SEEuRITY

Q NEXT STEP: MITIGATE pp

Locate Instance: us-east-1|

Instanceld Public IP Address Region Action Action

i-a08cef30 null us-east-1 ADD CREDENTIALS ADD T
i-16144786 null us-east-1 ADD CREDENTIALS ADD T
1-08144798 null us-east-1 ADD CREDENTIALS

i-091447399 null us-east-1 ADD CREDENTIALS ADD T

1-0a1447%a null us-east-1 ADD CREDENTIALS

1-0b14473b null us-east-1 ADD CREDENTIALS ADD TO CASE




Analyze - Memory

Acquire Analyze Advis

Process and Analyze Assets for cr-16-071619-cdd5

©

WMemory Disk Logs @
Memory
File Size Date Created UTC Analyze
54,193.96.69-mem.lime 1023 MB 2016-07-16 19:54:49+00:00 °
54,215.134.74-mem.lime 1023 MB 2016-07-16 20:41:58+00:00 °




ThreatResponse Analyze - Disk

Response

cLaus sEcuURmITY

Process and Analyze Assets for cr-16-071619-cdd5

©

Memory Disk

Disks

Id Instance

Snapshots for us-west-2

snap-a3doohel i-239800fe
snap-acf4f3ea i-dg930105
snap-52b3ce0s i-4ba0lee4
snap-c68d7cas i-70e77fad

Volume

vol-48¢159c9

vol-3ec058he

vol-71cf48f8

val-1fcf57af

Logs

LOG2TIMELINE ALL

Action



ThreatResponse Analyze - Disk
&

ThreatResponse




Video Tour ThreatResponse Disk Analysis

Video Demonstration

00
e B
Q ThreatResponse

UUUUUUUUUUU



Advice

Response

CLouD SECURITY

Securing your AWS Infrastructure

— CloudTrail © 2 Failures

— General Checks: Failed 1 of 1

o Mo multiregional trails.

— Checked 1 Resources: Found 1 fo be investigated.

krug-uswest-1-cloudtrail
LogFileValidation is not enabled.

— CloudWatch @ 1 Failures

— General Checks: Failed1 of 1

o 0 Billing alerts are enabled in CloudWatch.

+ checked 0 Resources: Found 0 to be investigated.
+ 1AM © 15 Failures

+ 83 © 5 Failures




S3 Checks

Versioning

Logging

Open Permissions




IAM Checks

MFA

Rotated Credentials

Administrator Access Policy




Other Checks

VPCs: Flow Logging

CloudTrall: MultiRegion &
validation




Other Checks

Disable access keys on the
root account

Ensures an IAM role exists

Cloudwatch Billing Alerts




AWS Trusted Advisor

AWS v

Services v

Dashboard

Cost
Optimization

Performance
I Security
Fault Tolerance

Preferences

Security (S 2)

N

n 28 0A 10

Security Checks

» Security Groups - Specific Ports Unrestricted Refreshed: a minute ago ek =
Checks security groups for rules that allow unrestricted access (0.0.0.0/0) to specific ports.
33 of 47 security group rules allow unrestricted access to a specific port.

» IAM Use Refreshed: a minute ago .‘5 ]
Checks for your use of AWS Identity and Access Management (JAM).
At least one |AM user has been created for this account.

» MFA on Root Account Refreshed: a minute ago = £

Checks the root account and warns if multi-factor authentication (MFA) is not enabled.

MFA is enabled on the root account.




AWS Config

AWS Config - $.003 per
configuration item

AWS Config Rules - $2 per
rule per month for $20,000
evaluations.




Review of Tools

-~ Margarita Shotgun

=1
=

AWS-IR Cli

- ThreatResponse WebApp

ThreatPrep Advising

|



Brief: What's going on in Open Cloud Security




Evolve your understanding through
experimentation!




Dont!

Wait to try out some of
these tools

Do!

Have a test environment

Security simulations

IR Game Days




What does that even mean?

Test environments

Build a Continuous
Integration Culture

Have separate AWS
accounts for Dev, Test,
etc...

Use consolidated billing.




Mixed Environment

o

>



Separation

ks
o

0.0 Consulting e.0 Engineers tlin?inee;;sf
©) ' '~ you outsourced at work for you
AR flrm.+ your [ o6
n engineers n e
;!iﬁ

@ Consolidated
. Billing




What do all these engineers have in common?



s WA 1IN T

About Security Simulation

Basically you fake a hack or two.
Some percentage of employees know.
Some percentage don't know.
Process it like a real exercise.



PSA : Tell Amazon if you do these.

AWS Policies do allow for security simulation and IR
game days. They just ask that you let them know in
advance.



Other Projects in the Space



Simian Army




Captiol One Cloud Custodian

https://github.com/capitalone/cloud-custodian

Rule Engine

Can create lambda
functions for you

Around since April 2016



https://github.com/capitalone/cloud-custodian

Feature Comparison

Incident Handling Forensics Compliance Continuous Monitoring

Mo Mo
Threat Prep Yes Yes Mo
Margarita Shotgun fES Yes Mo
Security Maonkey

Cloud Custodian




Future of the Tools

*

Features

Pluggable auto
Architecture -
threat-intel

Windows
Memory




OUR TEAM
*

Andrew Krug Alex McCormack Joel Ferrier
Creator ThreatResponse @andrewkrug Creatar ThreatResponse @amccormack Creator Margarita Shotgun @joelferrier

Jeff Parr Join Us! This could be you.
Front End Guru @jparr Become a coniributor today! Making open source software is fun.




Thanks Amazon Web Services

Don Baliley

Zack Glick

Henrik Johansson




Where to get the software?

http://lwww.threatresponse.cloud

Releasing soon!

Signup for a notification.



http://www.threatresponse.cloud/

,

http://www.threatresponse.cloud



http://www.threatresponse.cloud/

