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Objectives

« Contribute towards improving the state of the art i
analysis

meate laborious/repetitive parts, but sti
alyst

of techniques and the
al analysis




Current State of A

» Buggy programs deployed on critical servers

» Rapidly-evolving threats, attackers and too

Jining, resources and




thnx Marcio !




Taint Analysis for Prog
Crashes

» Through our work we try to answer two fundament

» Are the input operands in the attacker’s co

» And if so, is the forward execution providi
d. for an aftackere

ecific kind of program f
fluence of external da
> analyzed application

s, or is copied to, or influences other
bllow this influence in order to
er specific areas (registers, memory
Jirement in order to determine




History and Lore
Backward-Taint

» Original Motivation: Complex client-side vuln
in a closed (atf the time) file format

\otivation: Trying to better anal
sands of bugs in Microsoft
1gy, Coseinc)

ed with a fuzzer, only f

is to analyze a vulnerabi
the same software RISE
erability a month before

arallel research in the same
was created (extended in




History and Lorée
Forward-Taint

» Original Motivation: Triaging submissions in A
vulnerability purchase program is hard. Ma
submissions lack a complete exploit but still

ion: Categorizing fuzzing
able co’regorizing)

Jes lots of repetitive ste
tain classes repeat

)

'In such cases is both cost
) d more reasonable and
problem than automating
asses of bugs. Prototype or




Existing Solutions - What

» lexploitable

» Tries to classify unique issues (crashes appearing through different code p
involved in testing, and in multiple test cases). Group the crashes for

» Quickly prioritizes issues (since crashes appear in thousands, whil
VERY limited)

he paper: It is much more adva

namic Binary Rewriting)

ontrolled data is analyzed using the parent data

dta lifecycle in memory




Existing Solutions - What

coniclies

» Taint Check
Uses DynamicRIO or Valgrind
Taint Seed: Defining the tainted values (data comming from the n
Taint Tracker: Tracks the propagation, Taint Assert: Alert about s

ing software to detect overflow conditions, doe

ploitability (Charlie Miller talk in BH)
the provided solution (VINE)

Jint slicer

ulator looking for more exploitable conditiop



State Transition for Memory

Corruption

Case 1 (green): Non-takeover instr i with
Format String incorrect addr prediction (i=/) Takeover instr 7
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Moving Backwc

» Legitimate assumption:

hange the execution of a program ille
o have a value being derived f
t (which we call: controlle

t strings should usually
tself, not from external, u

om or arithmetically derived
e must be inspected




Analyzing Tain

» Tainted data: Data from un-trusted source

ginfed data (from un-trus

ufion to frack how tain

data is used in sensitive way




Taint Propagatic

» When a tainted location is used in such a way that a value of
other data is derived from the tainted data (like in
mathematical operations, move instructions a
mark the other location as tainted as well

d to derive information B

ature, you can analyze individual
Ole block (A->1(C))




Location

» A location is defined as:
» Memory address and size

» Register name (we use the register entirely, not
%al and %eax are the same)

a register, we set it higher (settin

ister, we clear it lower

erations in a registeritis |
| of a control flow graph

xity due to the existence of the flow
pendencies graph

Iph represents the influence of a source
been performed




» Explicit flow:

» MoV %eax, A

ts require a special an

alyzing the trace of @
gram itself, but only what was
debugging section)

ent analysis step: tracing and




Special Considerc

» Partial Tainting: When the untrusted sourc
not completely control the tainted data

. When there are two diff
being used to derive s

enced by an operation

ata is modified




Inheritfance prob

Problem: state explosion for binary operations !

Application

taint (%eax) = taint (A)

ﬂ taint (B) = taint (%eax)

add %ebx < D taint (%ebx) |= taint (D)

Inheritance
Tracking




Tracking Instructi

» Pure assignments: Easy to track

» |If atainted location is used to define another location,
new location will be fainted

over strings are tainted when:

O calculate string sizes using a t




Tracking Instructio

» Arithmetic instructions with at least one tai
data usually define tainted results

tructions can be simp
srations and then the




Eflags and Flow Infc

» The eflags register can also be tainted to
flags conditions influencing in operations

oroach, conditional b
D the trace generate

1gle-stepping)




Backward Taint A

» Divide the analysis process in two parts:

» A frace from a good state to the crash (incr
dumped to a file) -> Gather substantial info
hestarget application when it receives th
nally named '‘analysis’

e file -> Formally define
lusive analysis is done




Forward Taint Anc

» To see what kind of primitives (read/write/calls) are available we
‘prototype’ input control and allocate a fake object structure in
memory such that the program can continue from the pai
crash to other code paths.

memory structure should
emory references (like
) will be resolved inclu
dditive or subtractive to t
ed controllable).

It as simulating the reallocation of a fake
INn a use-after-free situation and
Dr allocating an adjacent object in an out of




Fake Memory Stiuciure

Sample

PAGE_READONLY PAGE_READONLY PAGE_READONLY PAGE_GUARD
0222200 0x33333300 _ _ 033333300 0444444400 _ _ 0«44444400  0x55555500 _ b e o Onddddddoo Junk
22208 0x33333304 . _ OO0 oxadddados | DUHIOT 0xss5S5504 s 7
DRNE 0x33333308  _ _ "UPY oxadaaasos _ _EEEY oxssssssos - - - - - . ”
n
n
n
n
n
+0x22222200 n+0x33333300 n+0x44444400 n+0xddddddoo "
— - - ——p = e e o - P orrrr - >
Fake Object 1 Fake Object 2 Fake Object 3 Fake Object d

n- size of each object in bytes
d- depth/number of fake objects in the linked list chain



Forward Logic

» Inthe debugger you see a seemingly non exploitable read AV
(access violation).

» Example: mov eax ,[ecX] ; ( ecxis supposed here to be a poi
attacker controlled memory.)

> ou. dllocate a chunk of memory within the process (prefe
ry pointed to by ecx to mimic an accurate fr
> massaging,feng-shui)

\iemory blocks in a linked list

ot to write/execute on any
blocks would cause an exc
ce of exploitability

>cx value in the crash to point to
is linked list which is the root of the
iINting to one another

execution and it will continue frema.the
e modified value of ecx.




» Assembly instructions have explicit operands, whi
to deal with, and sometimes implicit operand

» Instruction: push eax

d SS as implicit operands

ose for this great example!




Implementing the

Instead of using an intermediate language, we play straight
with the debugger interfaces (WIinDBG). Windbg or GTFO!

The fracer stores some useful information, like effectiv
g, data values and also simplifies the inst

> 'Compare EAX with r/m32:

loaded into r/m32. Else, cle

eates the need for conditional
lling %seax and r32 the attacker



Implementation C

» Instead of using an infermediate language, we play straight with the
debugger interfaces (WIinDBG). Windbg or GTFO!

» Trace File Contains:
> M e instruction and operands
e source operand
indirectly addressed me

he dataflow, with a roo

line program) step reads this file and:

S algorithm

2bugger interfaces for the nr allocation
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Program Execution Ti

Trace! Check Taint! Forward Execution

Trace! Check

-

orward Execution

fion

Program start

Initial Crash, AV

Exception

Exception 2>

Exploitable Prim

OR march on, down to hell ®




Theoretical Exa

1-) mov edi, 0x1234 ; dst=edl, src=0x1234

2-) mov eax, [OXABCD] ; dst=eax, src=ptr OxABCD ; Note
addr
3-) lea.ebxleax+ecx*8] ; dst=ebx, src=eax, srcdepl=
dst=ptr Ox1234, src=ebx
dst=esi, src=ptr 0x1234, srcd



Theoretical Exame

6-) Where does [esi] come from?

5-) [edi] is moved to esi, where edi comes from and wh
exist in [edi]e




Assumptions & Chal

Since we only use the trace information, if the crash input data does not
force a flow, we can’t see the influence of the input over this s
data

To solve that:
is dependent of a flag, the attacker cont
anch means tainted EIP
f EIP, consider:
mp is faken
ext instruction (if the jump is
esting flag register (0 or 1)

2ss of the next instruction) + value of the
ess if jump is taken — address of the next




Forward Analys

» The method here was conceived originally 1o help
determine whether crashes for potential UAF (Use-Af
Free) bugs in browsers are exploitable or not

ers or any significantly large pro
en hard to analyze for expl
2 following varied code p

vrite access violation/po
indirect calls

to UAFs though

bgical step is to gauge what can




Command-line optioRns

0:018> .load dptracer

0:018> !dptrace_help

Dual Purpose Tracer vl1.0 Alpha - Copyright {(C) 2008-2016

License: This software was created as companion to a Black Hat Presentation.

Developed by Rodrigo Rubira Branco (BSDaemon) <rodrigo@kernelhacking.com> and Rohit Mothe <rochitwas@gmail com> (alphabetical order of names)
Heavily based on VDT-Tracer by Julio Auto and Rodrigo Branco

ldptrace trace <filename> - trace the program until a breakpoint or exception and save the trace
in a file to be later consumed by the Visual Data Tracer GUI.
ldptrace_forward <n(required) - s(reguired) - p(OPTIONAL)> — forward analysis, either no arguments or all mandatory
ldptrace_analyzer <analyzer_ filepath> <trace_filepath> <close_gui> <controlled_ranges> <instr_index>
ldptrace_analyzer_help — help to the !dptrace run_analyzer command
ldptrace_forward_help — help to the l!dptrace forward command
ldptrace_help - this help screen

ntdll ! DbgBreakPoint :
77cl40f0 cc
0:016> .load dptracer

0:016> ptrace_trace C:\Desktop\LogFiles\Log.wdt |




Analyzer

X

File

Edit View Debug Window Help

’ Command - "C:\Program Files (x86)\Microsoft Office\Office15\EXCEL.EXE" - WinDbg:10.0.10586.567 X86

0:000> !dptrace_analyzer “\"\"C:.\\Users‘\“rrbranco\\Desktop\\Black Hat 2016°\\DPTrace-BlackHat 2
args: ""C:\Users:rrbranco\Desktop\Black Hat 2016\DPTrace-BlackHat 2016 \Debug\DFTRACE-GUI  exe"
0:000> .unload dptrace-tracer

Unloading dptrace-tracer extension DLL

0:000> .load dptrace-tracer

0:000> !dptrace_analyzer "\"\"C:\\Users\\rrbranco\\Desktop\\Black Hat 2016\\DPTrace-BlackHat 2
Args: ""C:\Users\rrbranco\Desktop:\Black Hat 2016 \DPTrace-BlackHat 2016“Debug\DPTRACE-GUI .exe"

Opening file: C:\Users’rrbranco\Desktop:\Black Hat 2016 \DPTrace-BlackHat 2016 \Sample_output:dpt
Processing file .

Number of instrs (and instruction to check taint of): 124116 124115

Range Start: 0x80000 Range End: 0x81000

Range Start: 0x10000 Range End: 0x11000

Instruction: 775bbSbh7 8b9264040000 ROV edx, dvord ptr [edx+464h)] ds:002b:00381464=000000

Dumping instruction taint information:

instr->Src tainted: *00381464
instr->SrcDepl tainted: edx

Closing GUI



0:009> l!dptrace_forward help
ldptrace_forvard:

[#] Two options of running-

a) Simple Run with no arquments
ldptrace_forwvard
= ) default number of objects n = 2, size s= 40, permissions are RV for first object, READONLY for all othe:

b) If running with arguments to configure the run following rules apply -
ldptrace_forwvard - n(required) - s(required) - p(OPTIONAL)
= > nunber of fake objects(required), size of each object in bytes(required), page permissions(OPTIONAL)(O0:

Parameters n and s are parsed in decimal(base 10). however, if passing the 3rd parameter p, specify the cons
¢Optional>For passing 'p' use the following map -

PAGE_EXECUTE 0x10

PAGE_EXECUTE_READ 0x20

PAGE_EXECUTE_READWRITE 0x40

PAGE_EXECUTE_WRITECOPY 0x80

PAGE_NOACCESS 0x01

PAGE_READONLY 0x02 // defualt protection if run with no arguments.

PAGE_READWRITE 0x04

PAGE_WRITECOPY 0x08
¢/Optional>

0:009> !dptrace_forward 3 100 0x2

Allocated range is
3da0000-3dal000, 3db0000-3db1000, 3dc0000-3dc1000



0:012> dd 3eb0000

03eb0000 03ec0000 03ec0004 03ec0008 03ec000c
03eb0010 03ec0010 03ec0014 03ec0018 03ecl0lc
03eb0020 03ec0020 03ec0024 03ec0028 03ecll2c
03eb0030 03ec0030 03ec0034 03ec0038 03ec003c
03eb0040 03ec0040 03ec0044 03ec0048 03ec004c
03eb0050 03ec0050 03ec0054 03ec0058 03ec005c
03ec0060 41414141 41414141 41414141
41414141 41414141 41414141 41414141
03ec0000

03ed0000 03ed0004 03ed0008 03ed000c
03ed0010 03ed0014 03ed0018 03ed001c
03ed0020 03ed0024 03ed0028 03ed002c
03ed0030 03ed0034 03ed0038 03ed003c
03ed0040 03ed0044 03ed0048 03ed004c
03ed0050 03ed0054 03ed0058 03ed005c
03ed0060 41414141 41414141 41414141
41414141 41414141 41414141 41414141
03ed0000

CCCCCCCC CCCCCCCC CCCCCCCC CCCCCooo
CCCCCCCC CCCCCCCC CCCCCCCC CCCCCooo
CCCCCCCC CCCCCCCC CCCCCCCC CCCCCooo
CCCCCCCC CCCCCCCC CCCCCCCC CCCCCooo
CCCCCCCC CCCCCCCC CCCCCCCC CCCCCCooe
CCCCCCCC CCCCCCCC CCCCCCCC CCCCCooo
CCCCCCCC CCCCCCCC CCCCCCCC CCCCCCoo
CCCCCCCC CCCCCCCC CCCCCCCC CCCCCCoo
lyprot 3eb0000

BaseAddress: 03eb0000

AllocationBase: 03eb0000
00000004 PAGE _READWRITE
oooo1o00

00001000 MEM_COMMIT
00000004 PAGE READWRITE
00020000 MEM_PRIVATE

03eb0000

03eb0000

00000004 PAGE_READWRITE
gooo1o00

00001000 MEM COMMIT
00000004 PAGE_READWRITE
vpe: 00020000 MEM PRIVATE
0:012> lvprot 03ec0000

BasehAddress: 03ec0000

AllocationBase: 03ec0000
AllocationProtect: 00000004 PAGE _READWRITE
RegionSize: gooolo00

State: 00001000 HEM COMMIT
Protect: 00000002 PAGE READONLY
Type: 00020000 HMEM PRIVATE
0:012> lvprot 03ed0000

BaseAddress: 03ed0000

AllocationBase: 03ed0000

AllocationProtect: 00000004 PAGE READWRITE
i i 00001000

00001000 MEM_COMMIT
00000002 PAGE_READONLY
00020000 MEM_PRIVATE



Sample Analysis on de

s
WHAT IS
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Sample Analy

Breakpoint 0 hit
eax=05bf 338 ebx=00000400 ecx=05db7260 edx=05bfdcdd e=1=002belfc ed1=00000000
e1p=638036d5 esp=002bel?4 ebp=002belad 10pl=0 nv up el pl nz na po nc
cs=001b s2=0023 ds=0023 es=0023 f==003b gs=0000 ef1=00200202
AcroForn!D11UnreqisterServer+0x1bd75?2

638038d5 8b01 nov  eax,dvord ptr [eck] ds:0023:05db7260=63bd0d68

oid huge traces (from th
ced more than 10 millio

Libtiff TIFFFetchShortPair Stack-based Buffer

ere the IFD Entry has Tag ID (0x0129, 0x0141,
e 3 (short)
IFF file will be used as size to copy to @




0:000) dptrace analyzer "\'\'Co\NUsers\\erbranco\\Desktop\\Black Hat 2016\\DPTrace-BlackHat 2016\\Debug\\DPTRACE-GIT exe\" \'C:\\lsers\\rebranco\\Desktop\\Bla
hrgs: "'C:\lsers\rrbranco\Desktop\Black Hat 2016\DPTrace-BlackHat 2016\Debug\DPTRACE-GUT exe" "C:\Users\rrhranco\Desktop\Black Hat 2016\DPTrace-BlackHat 2016\

Opening file: C:\sersherbranco\Desktop\Black Hat 2016\DPTrace-BlackHat 2016\Sanple output\dptrace-test? vt
Processing file. ..

Instruction; 651c3%d 801 nov  eax, dvord ptr (eck] ds:0023:062d9300=65591260

Dunping instruction taint information:

inatr-)re tainted: *06249300
instr-)Seclepl tainted: ecx

Al the crash point, we check the trace to see if the pointeris

Indeed controlled




651c¢38da 52 push edx

651c38db ff5014 call dword ptr [eax+14h] ds:0023:65591274=653def20

653def20 a1cc6f9865 mov  eax,dword ptr [AcroForm!DllUnregisterServer+0x980e49 (65986fcc)] ds:0023:65986fcc=01d49e74
653def25 6200 ouch__0.

653def27
653def2a

6665380
666538f1 Possible source of taint found!

66653925 Printing (possibly a part of) the tainting instruction: 651c35ea 8b4elc mov ecx,dword i ds:0023:062d920c=062d9300|
66653928 Destination operand:

66653929 Source operand: *062d920c|

653def2d

653def2e 8 Printing dataflow path:

653def32 651c35ea 8bdelc mov  ecx,dword ptr [esi+1Ch] ds:0023:062d920c=062d9300

653def33 651c35ed 8b01 mov eax,dword ptr [ecx] ds:0023:062d9300=65591260)

650ea553
650ea555
650ea559 §
650ea55b §
650ea55f 8
650ea562
653def38 §|
653def3c c
651c38de §
651¢38e0 §
651c38e3 §
651c38e6 4
651c38e7 fi
651c38ea §
651c38ec §
651c38efe
651¢35cf 5!
651¢35d0 8bf1 mov  esiecx

651¢35d2 e8alfbffff  call AcroForm!DllUnregisterServer+0x1bcff5 (651¢3178)
651c3178 8b4154 mov  eax,dword ptr [ecx+54h] ds:0023:062d9244=00000000
651¢3187 33c0 Xor eax.eax

651¢3189 40 inc  eax

651c318ac3 ret

651c35ea 8bdelc mov ecx,dword ptr [esi+1Ch] ds:0023:062d920c=062d9300
651c35ed 8b01 mov eax,dword ptr [ecx] ds:0023:062d9300=65591260

Analysis Results

Dataflow informatfion can be visualized in the GUI




0:000> g

(62c.180): Access violation — code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=424144b7 ebx=00000400 ecx=42414241 edx=00000002 e=si=002be28c edi=00000276
ei1p=638038d5 esp=002beld44 ebp=002bel?4 iopl=0 nv up 21 pl nz na pe nc
ce=001b s===0023 ds=0023 es=0023 f==003b gs=0000 efl=00210206
AcroForm!DllUnregisterServer+0x1bd?52:

638038d5 8b01 nowv eax,dword ptr [ecx]

@' "C:\Program Files\Adobe\Reader 9.0\Reader\AcroRd32.exe" - WinDbg:6.11.0001.404 X86
File Edit View Debug Window Help

=

Command - "C:\Program Files\Adobe\Reader 9.0\Reader\AcroRd32.exe" - WinDbg:6.11.0001.‘ e l

ModLoad: 10000000 10095000
ModLoad: 03760000 03746000
ModLoad: 73340000 73347000

C:NProgram Files:Adobe“Reader 9.
C:~Program Files“Adobe“Reader 9.
C:NProgram Files“Adobe-Reader 9.

ONReader~cryptocmez .dll
ONReader~ccme_base.dll
O0~NReader viewerp=s.dll

c==001b

(274 .7b4):
HodLoad:
HodLoad:
HodLoad:
MHodLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:
MHodLoad:
ModLoad:
(274 .7b4):
First chance exceptions are reported before any exception handling.
Thi=s exception may be expected and handled.
eax=00000001 ebx=03bebt58 ecx=00000001 ed=x=00000000 e=si=004eff60 edi=03bebt58
e1p=45454443 esp=0030dfec ebp=42414241 iopl=0
=s=0023
45454443 7?7

C++ EH
65730000
6faa0000
768d0000
77350000
42800000
4ad00000
72890000
6beal000
69660000
686a0000
Access

exception — code =06d7363 (first chance)

65dd7000
6faa7000
76905000
77356000
428a7000
4ad17000
7289000
6bf11000
696cc000
68707000

OO0OO0O00000

NProgram FilesNAdobe\Reader 9.
NWindowshsysten32NUSOCK32 .dll
NWindowshsystemn32N\US2_32.d11
NWindowshsystem32NHSI . dll
NProgram FilesNAdobeNReader 9.
NProgram FilesNAdobeNReader 9.
NWindowshsystem32NATHLIE dll
NProgram FilesNAdobeNReader 9.
NProgram FilesNAdobeNReader 9.
NProgram FilesNAdobeNReader 9.

violation — code c0000005 {(first chance)

d=s=0023

e=s==0023
7?7

f==003b gs=0000

O0NReader:plug_ins~"PPKLite.api

ONReadernicucnvi3b . dll
ONReadernicudt36.dll

ONReadernplug_ins™NAccessibility . api
ONReader~AdobeXMP . dl1l
ONReadernplug_ins~PDDom.api

nv up i pl nz na po nc

ef1=00210202

frr

We Indeed conirol the values (coming from oJyrinput file)




Sample Analysis

{ » MS14-035 Internet Explorer CI...

A pid 2256 - WinDbg:6.11.0001.404 X86
__File _Edit View Debua Window Help

B=] Command - Pid 2256 - WinDbg:6.11.0001.404 X86

0:005> p

cax~0414c9€f0 ebx~00000000 ecx~00000002 odx~0414ca90 e=1~0871cf88 edi~0414cai8

ei1p=6a7{38(2 esp=0414c9d4c abp=04ldcadc 1opl=0 nY up @31 pl nz na pe nc

cs~001b ss-00232 ds=0022 es~0022 €£s-003b gs-0000 efl=00000206

mnzhtnl ' CBase InvokeEvent+0xfl

85362812 899c248c000000 mow dvord ptyr [esp+8Ch)] . ebx ==:0023:0414c3d8=00000000
> pt

cax~00000000 ebx~00000000 ecx=%adZ2cbeb odx~08b01000 e=1~08S£S5S£f30 eda~ 00000000

eip=6af3atd esp=0414caS0 abp=04l4chac i1opl=0 nY up @i pl zr na pe

cs=001b =ss-0023 ds=0022 es~0022 §£s-003b gs-0000 efl- 00000’46

mnshtnl 'CBase InvokeEvent+0x62d

ca7f3acd 22400 ret 24h

0:005> Idptrace_trace C “Users NacbookRo Desktop PolCs midnight_logd vdt

(840 .504) Acces=s violation — code c000000S5 (fairst chance)

First chance exceptions are reported before any exception handling

This exception may be expected and handled

A total of 22293 instructions vere traced and 15557 vere dumped to C “Usars - MacbookRo\Desktop PoCs midnight_logd wde
Duration of this coamand in seconds: 7.000000

0:005> l'dptrace_ forvard 2 68

Allocated rang
?r'fFFF¥3chOOO 3c10000 2cf£1000

0:005> »

ecax~00000004 ebx~08SE£7f{b0 ecx~00000002 eodx~00000004 es1~08588fa0 edx-0000000°
e1p~6a7eb792 esp~041d4cfébc ebp~0414cf8c 10pl=~0 nv up e1 pl nz na

c==001b ===0023 ds=0023 es=0023 {(==-003b g==0000 efl=- 00010202
nshtal ICElexent : :GetLockasidePtr+0x7

6a7eb792 23461c and ecax . dvord ptr [esi+1Ch] ds: 0023 :08S8Bfbc=?7727?7727?7

< I
(0:005> |r esi =3ce0000

CVE-2014-0282 |IE8/Z2/10/FT ‘Cinput’ Use-After-Free (M$14-035)




{ ) MS14-035 Internet Explorer Cl...

@ pid 2256 - WinDbg:6.11.0001.404 X86
File Edit View Debug Window Help

Command - Pid 2256 - WinDbg:6.11.0001.404 X86

eip*ta7f3atd esp*0414caS0 ebp+~0414cbac 1opl~0 nv up &1 pl zr na
cs*001b =5+0023 ds+~0023 es~0023 £s5+-003b gs+~0000 efl= 00000246
nshtal ICBase:  InvokeEvent+0x62d

sa7f3a6d c22400 ret 24h

0:005> 'dptrace_ trace C \Users\MNacbocokRo\Desktop \Pols anidnight_log4 . wdt

(840 .504): Access violation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling

This exception may be expected and handled

A total of 22293 instructions vere traced and 15557 wvere dumped to C:\Users MacbookRo\Desktop\PoCs'nidnight_logd wvdt
Duration of this coamand in seconds: 7.000000

0:005> ldptrace_forvard 2 68

Allocated rang
3ce0000- 3ce1000 3cf0000 3c£1000

0:005> r

eax~00000004 ebx~08S£7£f{b0 ecx~00000002 edx~00000004 es51+~08588£fa0 edi~00000002

eip*5a7eb?92 espr0414cféc ebp~0414cfBc 10pl~0 nv up e1 pl nz na po nc

cs*001b ss5+0023 ds+~0023 es+~0023 €£s5-003b gs+~0000 efl=00010202

ashtal ICElenent : (GetLookasidePtr+0x7:

86382792 23461c and ecax.dvord ptr [esi+1Ch] ds:0023:08588£fbc=?722727222
: > g

(840.504): Access wviolation - code c0000005 (!'!! second chance !11)

eax~00000004 ebx~08S£7£f{b0 ecx~00000002 edx~00000004 es51+~08588£fa0 edi~00000002

eip*5a7eb?92 espr0414cféc ebp~0414cfBc 10pl~0 nv up e1 pl nz na po nc

cs*001b ss5+0023 ds+~0023 es+~0023 £s5-003b gs+~0000 efl=00010202

ashtal ICElenent : :GetLookasidePtr+0x7:

6a7eb792 23461c and ecax.dvord ptr [esi+1Ch) ds:0023:08588fbc=22222222
0:005> r esa =3ce0000

< 1
|0:005> [idptrace_trace C: \Users\MacbookRo\Desktop'\Pols\aidnight_log_forvard . vdt|

Replace Freed object with the root of the fake object €hain




@ Pid 2256 - WinDbg:6.11.0001.404 X86

File Edit View Debua Window Help

B=] Command - Pid 2256 - WinDbg:6.11.0001.404 X86

A total of 22293 instructions vere traced and 15557 wvere dumped to C “Users MacbookRo'Desktop Pols'midnight_logd . wdt
Duration of this coanand in seconds: 7. 000000

0:005> Idptrace_tforwvaxd 2 &8

Allocated range is
3ca0000-3c21000. 3c£0000-3<£1000

0:00S> r

cax~00000004 ebx~0BSE£7£fb0 ecx~00000002 odx~00000004 es1~08588fal0 «d1~00000002

e1p~£aTeb792 esp~041d4cféc ebp~0414cf8c 10pl~0 nv up e pl oz na po nc

cs~001b =s-0023 ds~0023 es~0023 §(s5-003b gs~0000 efl=00010202

nshtnl ICElenent | GetlockasidePrr+0x?

ga332792 23461c and ecax. dvord ptr [esielCh) ds 0023:08588fbc=2?222272
:-g

(240 5048)  iccess viclatica - code cO00000S5 (17! second chance 111)

eax*00000004 ebx=085L7I20 ocx=00000002 odx=00000004 o=s:+08588£a0 od1~00000002

ip*5a7edb792 espe04l4citc ebp~04l4ciSc 1cpl=0 av up @i pl az na poO nc

c==001db ==+0023 d==0023 es-0023 £f=-003b g==-0000 «f1=00010202

ashtnl ICEleasnt . GetlookasidePir+0x7?

ba7eb?92 23461c and ecax. dvord ptr [esi1i+1Ch) ds 0023 :08S88fbc=7272727272772

0:00S> r esa =3ce0000

0:-00S> !dptrace_trace C “Users MacbookFo“\Desktop Pols“midnight_log_forvard. wdt
(240 _S04): Access viclatiom -~ code cO000000S (farst chance)

First chance exceptions are reported before any exceptiosm handlaing

This exception nay be expected and handled

A total of 9 instyructicons vere traced and 6 were dumped to C: “\Users' MacbookRo'Deskiop Pols sidnight_log _foxrvaxd wdt
Duration of this coanand i1n seconds: 0. 000000

< 11

(0:005>

Confinue from Inifial crash and trace each subsequenlt

breakpoint/access violation




@ MS14-035 Internet Explorer CInput Use-after-free POC - Windowy = Visual Data Tracer
@ N @) http://localhost:8000/CVE-2014-0282.htm File Analysis Help
15526. 6a8498e2 c1e802 shr eax?2
. _ . - 15527. 6a8498e5 c3 ret
: /5 €] Suggested Sites v @] Web Slice Gallery .
X Favorites | 3¢ €] Suggested Sites v €] Web Slice Gallery ¥ ;5555 62888fa0 8b470c  mov eaxdword pir [edi+0Ch] ds:0023:0384cfdc=07d90f10
) MS14-035 Int t Exol L. 15529. 6a888fa3 8b4c0608  mov ecx,dword ptr [esi+eax+8] ds:0023:07d90f90=08ceefed
\ fremet Bxplorer 15530, 62888fa7 {7508 push dword pir [ebp+8] _ss:0023:0414¢f63=00000000
_ d740)}
38 Pid 2256 - WinDbg:6.11.0001.404 X86 = | B | & | bsay

File Edit View Debua Window Help
: Add Taint Range @
Command - Pid 2256 - WinDbg:6.11.0001.404 X86

(8d0.504): Access violation - code c0000005 {(first chance)
First chance exceptions are reported before any exception handling.
This exception may be expected and handled. Start End

A total of 22293 instructions were traced and 15557 were dumped to C:\Users\HacbookRo\Desg
Duration of this command in seconds: 7.000000 3ce0000 30f1000| Add

0:005> !dptrace forward 2 68 [ |
Start End Remove

Allocated range is

3ce0000-3cel000, 3cf 000 0—EEHNIT

0:005> r

=ax=00000004 ebx=085f7fb0 ecx=00000002 edx=00000004 esi=08588fa0 edi=00000002
eip=6a7eb792 esp=0414cféc ebp=0414cf8c iopl=0 nv up ei pl nz na po nc
cs=001b s=s=0023 ds=0023 es=0023 f{s=003b gs=0000 efl1=00010202
nshtml ICElement : :GetLookasidePtr+0x7:

6a7eb792 23461c and eax,dword ptr [esi+1Ch] ds:0023:08588fbc=77777727
0:005> g

(8d0.504): Access violation - code c0000005 (!!! second chance !!!)

=ax=00000004 ebx=085f7fb0 ecx=00000002 edx=00000004 esi=08588fa0 edi=00000002
eip=6a7eb792 esp=0414cféc ebp=0414cf8c iopl=0 nv up i pl nz na po nc
cs=001b =s=0023 ds=0023 es=0023 f{s=003b gs=0000 efl1=00010202
nshtml !CElement : :GetLookasidePtr+0x7:

6a7eb792 23461c and eax,dvord ptr [esi+l1Ch] ds:0023:08588fbc=77777777
0:005> r esi =3ce0000 Close
0:005> ldptrace_ trace C:\Users\MacbookRo\Desktop\PoCs\mnidnight_log_forward.vdt

(8d0.504): Access violation - code c0000005 (first chance)
First chance exceptions are reported before any exception handling.
This exception may be expected and handled.

A total of 9 instructions were traced and 6 were dumped to C:\Users\MacbookRo\Desktop“\PoCs“\midnight_log_forward.wvdt -
Duration of this command in seconds: 0.000000

4
[0:005> |

T

for the taint
opped to our



€ ) MS14-035 Internet Explorer Cl...

P Pid 2256 - WinDbg:6.11.0001.404 X86
File Edit View Debug Window Help

[B=] Command - Pid 2256 - WinDbg:6.11.0001.404 X86

Allocated range 1=
3c=0000- 3ce1000 3cf0000-3c£1000

0:005> r

eaax=00000008 abx=08S£7fb0 ecx=00000002 &dx=00000004 ~=31=08588£a0 edx-00000002

a1p=baab?92 asp=0414cfbc abp=04l4cifSc 10pl=0 ney up &1 pl nz na po

c==001b ===0023 d==0023 e==0023 £f==003> g==0000 efl= 00010202

nzhtnl ICElenant | GatlookasidePtr+0x7

84332792 23461c and eax dvord pty [e=i14+1Ch)] d=:0023 :085S88fbc=222222272
> g

(840 .5S04): Access violation - code c000000S5 (11! seacond chancs 111)

eaax=00000008 abx=08S£7fb0 ecx=00000002 &dx=00000004 ==31=08588£a0 edx-00000002

ei1p=ba7eb?92 asp=0414cifbtc abp=04ldéciSc 10pl=0 ny up &1 pl nz na

c==001b ===0023 d==0023 e==0023 {==003> g==0000 efl= 00010202

nzhtnl ICElenant | GatlookasidePtr+0x7

caab?792 23461lc and eax dvord pty [e=si14+1Ch)] d=:0023:08588fbc=22222227

0:005> r &=s31 =3c=0000

0:005> ‘dprtrace trace C “Usars MachookRo“Desktop PoCs midnight log_ forwvard =dt

(840 .S04): Access wviolation - code c0000005 (first chance)

First chance axceptions are reported beafore any exception handling

This exception may be axpeacted and handled

A total of 9 instructions vere traced and 6 vere dunped to C: “\Usars \MacbhbookRo\Desktop PoCs aidnight_log_forwvard . wvdt
Duration of this comamnand in seconds: 0_000000

0:005> r
2ax=03cf0000 abx=085{7fb0 ecx=03c=0000 adx=ccccccoe esi1=03ca0000 adx=00000002
esip=ccccococoe esp=0414cft64d ebp=0414cfSc 10pl=0 nvy up =i pl nz na po nc

cs=001b ss=0023 ds=0023 es=0023 f{s=003b gs=0000 ef1=00010202
coococcocce 27?7 222

<
[0-005> |

Program Conirol Immediately evident. We just need tommake sure we
can point indeed If 1o our fake structure




€ ) MS14-035 Internet Explorer CI...

Q@ Pid 2256 - WinDbg:6.11.0001.404 X86
File Edit View

-] Command - Pid 2256 - WinDbg:6.11.0001.404 X86

0:005> r e=s3 =3c=0000

0:005> !dptrace_trace C “Users NacbookRo Desktop Pols midnight_log_forvaxd. vdt
(840 _S04) Acces=s violation - code c000000S (first chance)

First chance exceptions are reported before any exception handling

This exception may be expected and handled

Y>ebua Window Help

A total of 9

instructions vere traced and € wvere dumped to C:“\Users“NacbookRo\Desktop Pols'midnight log_forwvaxd. wvdt
Duration of

this coamand in seconds: 0.000000

0:005> rx

eax*03cf0000 ebx~085£f{7f{b0 ecx=03cal000 edx~ccccccee esi*03ce0000 od1=00000002
ei1prcoccccce esp~0414cfbd ebp~041l4cf8c 10pl~0 nv up ei1 pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 {s=003b gs=0000 ef1=00010202

cococoooe
0:005> 44
03ce0000
03c=0010
03ca0020
03ce=0030
03c=0040
03ce00S0
03c=0060
03ce0070
0:005> &4
03c£0000
03c£0010
03c£0020
03c£0030
03c£0040
03c£00S0
03c£0080
03c£0070

<

??
esa

41414141
41414141
03c£0000
cCCooCCC
cccococCcc
cCocooooe
cCccccccc
cooooooc
CoCooCoCe
cooooooc
CCCooCCC

coooCoCcCcCc
CCCCCCCC
ccoCcCcCcCcc
CCOOCCCC
CCCCCCCC
cooCcCcCccc
CCOC T oo

03cf0008
03cf0018
03cf0028
03cf0038
41414141
41414142
41414141
41414142

CCCCCCCC
ocoCoCcCccoc
CCCCCCCC
oCcCcCcCcccc
COOCCCCC
CcCCCCCcCcC
oCcCcCccccc
CCC oo CCC

03c£f000c
03c£f001c
03cf002c
03c£f003c
41414141

41
41
41

CCCCCCCCT
coCCcCcoooc
CCCCCCCC
cCcCcccoccoc
CSCCCCoCC
CcCCcCccccCc
cCcCcccoccoc
CCCCCCCC

[0-005> |

Wesee that the EIP value at time of crash comes fromyour fake object
allocafed at the previous crash




© MS14-035 Internet Explorer Clnput Use-after-free POC - Windows Internet Exg
oy
K J® | B) hitpy//localhost B000/CVE-2014-0282 htn

¢ Favorites | 1 8] Suggested Sites v 8 Web Shice Gallery v

( ) MS14-035 Internet Explorer CL...

QY Pid 2256 - WinDbg:6.11.0001.404 X86

File Edit View Debug Window Help

-

@Command - Pid 2256 - WinDbg:6.11.0001.404 X86

VARNING  Froae IP mot in any kmovn module Folloving tranes sasy be vrong
0414cf60 6a7ebb94 Sa05bdel 62841730 08002{40 Oxcocccces

0414cfEd 6a85hded €a641730 08882¢40 00001200 anshtal!CElenent Docelx?
0414ci68 62541730 0BBB2(A0 00001200 £abéehSié nshinl!CElenent  GetLlookasidePtye(

Od4léct®c 62783150 OBSEI7ID0 089821d0 €a7a311d mshtal!CForaElenent DoReset+0x%c
Odldctial GadSE10b OBSE7EDH0 00882¢d0 Ohba?{dl nshtal!Method woid_void+0x7$

0414d01c Gadbatct OBSE7(D0 00000342 00000001 ashtal!CBase: ContextInvokeEx+0xS
0414d06c 6a88738a OBSL7(D0 00000342 00000001 naktal!CElenent CeatextInvokeExe
0414d0a8 6a80bcle O0BSEI7(D0 00000312 00000001 mshtal!CForaElenent VersiomedInwg
0414d0fc baetfalbe 07ee?fdl 00000342 00000001 wshtal!PlaininvokeEx+Oxeb

04144136 Ganfalbd 0BBS6410 00000342 00000409 yscript!IDispatchExlnvokeEx2+0x104
04144174 Gaefadla 0BBS6410 00000409 00000001 jyscript!IDispatchExlIznvokeExeOxba
0414d234 Gaeladed 000003£2 00000001 ©0D000O00 jyscripr!invokeDispatchEx+OxS8
0414d268 6af0d% 8 08856410 0414d2% 00000001 yscrapt!VAR:  InvokeByXane+Ox139
0414d204 GafOdadf 00056210 00000001 00000000 yscrapt!VAR: : InvokeDispNone+0x7d
0414d200 6aflodc? 0BBS6410 00000000 00000001 jscript!VAR: : IznvokeByDisplDelxce
0414d47c 6a10547d 04144454 04144543 0073af88 jscript!CSeriptRuntine Ruse0x2be(]
0414d564 6af0%cdb 0414dSd48 00000000 00000000 yscript!ScrFncOb): CallVithFraneOd
0414dSac GafOSedl 0414d540 00000000 00000000 yscrapt!ScrFnclb) : Call+lxid
0414d628 6af0620a 0073a£88 04144708 00000000 yscript!CSession :ExecutesOx15¢
041445674 6af0c3bI 0BBLadID 04144703 0414d7E8 jyscript!COleScript .  ExecutePending
0:005> ub Sa7ebt94

ashinl 'CEleaant SecurityContext+0x2%

ta7eb4i8E 90 wop
taTebis9 90 nop
3 = 9 nop
ta7ebs®d 90 nop
ta7ebdtic 90 P

eax dvord
dvord p

< e

— Visual Data Tracer
File  Analysis

15526
15527
15528
15529
15530
15531
15532
15533
15534
15535
15536
15537
15538
15539
15540
15541
15542
15543
15544
15545
15546
15547
15548
15549
15550
15551
15552
15553
15554
15555
15556
15557

W -

(=]

Done!

Ga7eb631 805070 mov  edx.dwored pir jeaxs 70h] ds 0023 03c40070=cocceooe
AT T _

Help

6a8408e2 c1e802 shr  eax?2

62849805 ¢3 et

6a83881a0 8b470c mov  eax.dword ptr [edi+OCh) ds.0023.0384ctdc=07d90110
GaB351a3 804c0608  mov  ecxdword plir [esi+eax+8] ds 0023 07a50190~08ceeled
6a888fa7 #7508 push dword pir [ebp+8] s5:0023.04 14¢168=00000000
6a888faa 8001 mov  eaxdword pir fecd ds 0023 08ceeted«(mshtmi'CElementAryCacheltem “vitable' (6a7ed740))
Gass8fac 11501¢c call  dword plr [eax+ 1Ch) ds. 0023 6a7ed75¢=(mshimiCElementAryCacheltem: GetAl (6a7¢2554))
6a7c2554 sbff mov  edied

6a7¢2556 55 push ebp

6a7c2557 8bec maov  ebp.aesp

B6a7c2559 8b4508 mov  eax.adword plr [ebp+8] 5s 002304 14c158+00000000
6a7c2560 8b510¢ mov  edx dword pir [ecx+0Ch) ds 0023.08ceatf4=00000010
6a7c2563 cleal2 shr  edx2

Ga7c256a 8b4914 mov  exx dword plr [ecx+ 14h) ds 0023 08ceetfc=08218110
6a7c256d 8b0481 mov  eax.dword plr [ecxeeax*4) ds 0023 082180=08588fa0
6a7¢2570 5d pop ebp

6a7c2571 c20400 et 4

Gad38lal 8bda0c mov  ecx dword plr [ebp+0Ch] s5.0023.04 14ct6c~04 14180
638382 8901 mov  dword plr [ecd eax ds 002304 14¢£80=00000000
6a8351b4 33c0 ¥Of eaxeax

62838106 Se pop ¢

63838817 5d pop ebp

62838108 c20800 et 8

63641720 80742410  mov  esi dword pir [esp+10h) s5.0023.04 14c180=085881a0
62641728 6a02 push 2

6ab4172a 51 pop e

6a64172b e85ba01300 cal mshtmiCElement GetlLookasiePtr (6a7eb78b)
Ba7eb78b 330 X0 @A eax

6a7eb78d 40 inc  eax

Ga’eb/8e 8bct mov  ecxed

6a7eb790 d3ed sl eaxd

Ga7eb792 23461c and eaxdword ptr [esi+ 1Ch] ds 0023 08588fbc=22722722
6a7eb792 23461¢ and  eax.dword plr [esi+ 1Ch] ds 0023 03ce00 1¢=03¢1001¢
GagSbde1 &bce mov  ecxesi

6a85bde3 e8aS138t  cal mshimi'CElement Doc (6a7eb68d)

6a7ebb8d 8001 maov  eax dword pir fecx] ds 0023.03ce0000=03cf0000

Visudlize it in the fracer and frace the program control (odirectly in the
command line of the debugger, shown later)




0 74207000 C:\Windows\systend2\nidimap.dll
violation - code c0000005 (first chance)
ptions are reported before any exception handling.
v be expected and handled.
=0adccfbl ecx=00000002 ed==00000004 esi=0950efal edi=00000002
=0433chb94 ebp=0433cbbd iopl=0 nv up ei pl nz na po nc

ds=0023 es=0023 £s=003b gs=0000 ef1=00010202
l file could not be found. Defaulted to export symbols for C:\Windows\System32\mshtml.dll -
4+0x4b1£3:

and eax,dvord ptr [esi+1Ch] ds:0023:0950efbc=?72772727

f orward
:_forward found

passed, using default n=2, s=40 (bytes) and p=0x02 <(read only)>
arguments type !vdt-tracer.vdt_help for help

is
5230000-5291000

1 Visual Data Tracer

File  Analysis Help
1. 5b4fb792 23461c and eax,dword ptr [esi+1Ch] ds:0023:05e4001¢=05e9001c
2. 5b56bde1 8bce mov  ecxesi
3. 5b56bde3 e8a5f8f8ff  call mshtml!Ordinal104+0x4bOee (5b4fb68d)
4. 5b4fb68d 8b01 mov eax,dword pir [ecx] ds:0023:05e40000=05e90000
5 5b4fb68f 8b5070 mov edxdword ptr [eax+70h] ds:0023:05e90070=cccccece
6. 5b4fb692 ffd2 call edx {ccceeeee}

Cong Analysis Results

Possible source of taint found!
Printing (possibly a part of) the tainting instruction: 5b4fb68d 8b01

mov eax.dword

5b4fb6d 8001
5b4fb68f 85070

mov eax,dword ptr [ecx] ds:0023:05e40000=05¢90000}
mov edx dword pir [eax+70h] ds: i

pir [ecx] ds:0023:05¢40000=05¢90000

Jaint source Is confirmed also In the analyzer (visual here). Same
MaiNg can be obtained in the command line by |dptracefdnglyzer

<analyzer_binary> <irace_file> <keep GUI open> <ranges> <index of
instructionde check the taint of>




U M - -] - = = -l L/

0:004> 'dptrace trace C “Usars MacbookRo“Desktop \PoCs\log_againd . wde
VARNING: This break is not a step-trace coapletion

The last comamand has been cleared to prevent

accidental continuation of this unrelated avent

Check the event. location and thread before resuming

(£fS54 ed): Break instruction exception - code 80000002 (farst chance)

A total of 677415 instructions vere traced and 455209 wvere dumped to C: “\Users-NacbookRo“Desktop PoCs log_againd vdt
Duration of this command i1n seconds: 205 000000

0:012> x

cax~7f£dc000 ebx~00000000 ecx~00000000 edx~77c7£125 es1~00000000 ed1~00000000

@1p*77cl40£0 e=p=~051dfaSc ebp~051dfaB8E 10pl=0 nv up &1 pl zr na p& nc

cs=001b ss=0023 ds=0023 es=0023 €fs=003b gs=0000 ef1=00000246

ntdll 1 DbgBreakPoint

77cl40£0 cc int 3

0:012> g

eax~00000000 ebx~0c0Saf20 ecx~00000002 edx~0a85af78 esi~SbS0fbec edi1~5b505164

e1p*ShbS0£fcl9 esp~0439c964 ebp~0439c96c 10pl=0 ov up e1 pl nz ac pe nc

cs=001b ==s=0023 ds=0023 es=0023 f(=s=003b g==0000 ef1=00000a16

ashtrnl IPlainQueryInterface+0xit

gbgngIQ 8b45S08 »ROV eax. dvord ptr [ebp+8] ==:0023:0439c974~05a2a£d8
4> g

Breakpoint 0 hat
cax*Sbhbd98bb8 ebx~0a2cl£f{bl ecx~00000002 edx~00000004 e=51~08310£88 edi1~00000002

@1p=Sh35173a asp=0439%canl abp=0439%catfc 10pl=0 nv up &1 pl zr na pa ne
cs*001b ss-0023 ds=0023 es=0023 €fs-003> gs=0000 efl=00000246
nshtnl ICFormElenent . - DoReset+0xe2

Sb35173a 8bce nov X, an)

0:004> !dptrace_trace C “Users-MacbookRo\Desktop PoCls\log_again$. wdt
(£54 918): Access viclation - code c000000S (fixrst chance)

Fir=st chance axceptions are reported before any exception handling.
This exception may be expected and handled

A total of 891392 i1nstructions vere traced and 618734 were dumped to C: A\UserssMacbhbookRoN\DesktopiPoCsNlog_againS wvdt
Duration of this command in seconds: 266 000000

0:004> r

@ax=00000004 ebx=0a2c0{bl) ecx=00000002 adx=00000004 &s1=0b4%91fa0 «di=00000002

erp Sbidfb792 esp~0439%cadc ebp~0439%catfc 10pl~0 nv up ei pl nz na po nc
c=s=001b ==-0023 d=s-0023 es-0023 €£f=-003b gs=-0000 «f1-00010202
nshtnl |ICEleaant | . GatlookasidePrr+0x7 .

Sb4£fb792 23461c and cax.dvoxrd ptr [esi+lCh] ds 0023:0b491£fbc=222227227

Because the backward taint analysis demand tracing the process, so
We can later construct the BFS analysis, it is importaatsie,use

intelligently/diigently. In the case of this issue, wefuse to analyze @
P ORI the execution, instead of the inifial crash.




B Pid 1896 - WinDbg:6.11.0001.404 X86 ] S

File Edit View Debug Window Help
=2 Bl A= we@¢ (NEPELBEOREOOE|EN] A E

Command

ModLoad: 74320000 74327000
ModLoad: 73500000 73536000
ModLoad: 734f0000 734£8000
ModLoad: 734d0000 734e4000

\WUindows\system32\NAVRT .41l
Windows\system32NAUDIOSES . DLL
\Windows\systend2\nsacn32 .drv
\Windows\system32\MSACH32 dl1

HodLoad: 734c0000 734c7000 \Windows\system32 midimap.dll

HodLoad: 5d920000 S5d9d2000 \Windows\System32\jscript.dll

(768.988): Access violation — code c0000005 {(first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=00000004 ebx=0aac5fbl ecx=00000002 edx=00000004 esi=0aB844fal0 edi=00000002
eip=08a3b792 esp=043dcbic ebp=043dcbéc iopl=0 nv up ei pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 f{=s=003b gs=0000 efl=00010202
*%% ERROR: Symbol file could not be found. Defaulted to export symbols for C:\Windows\System32\mshtml.dll -
nshtml !10rdinall04+0x4b1£3:

O0O0O000

08a3b792 23461c and eax,.dword ptr [esi+lCh] d=:0023:0a844fbc=7772772777
0:005> g

(768.988): Access violation - code 0000005 (!!! second chance !!1!)

eax=00000004 ebx=0aac5fbl ecx=00000002 =dx=00000004 esi=0aB844fal0 =di=00000002
eip=08a3b792 esp=043dcbic ebp=043dcbéc iopl=0 nv up ei pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 {==003b gs=0000 efl=00010202
mshtml!Ordinall04+0x4bl1f3:

08a3b792 23461c and eax,dvord ptr [esi+lCh] ds:0023:0a844fbc=7777727277

0:005> !dptrace_forward 4 200
No export dptrace_forward found
0:005> .load dptracer

0:005> l!dptrace_forward 4 200

Allocated range is
5880000-5881000,5890000-5891000,58a0000-58a1000, 58b0000-58b1000

0:005> r e=si=5880000

0:005> r

=ax=00000004 ebx=0aac5fb0 ecx=00000002 edx=00000004 esi=05880000 =di=00000002
eip=08a3b792 esp=043dcbic ebp=043dcbéc iopl=0 nv up i pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 f{=s=003b gs=0000 efl=00010202
mshtml !Ordinall04+0x4blf3:

08a3b792 23461c and eax,dvord ptr [esi+1Ch] ds:0023:0588001c=0589001c

0:005> l!dptrace_trace C:\Users\MacbookRo“\Desktop“\PoCs\log_final2.vdt
(768.988): Access violation - code c0000005 {(first chance)

First chance exceptions are reported before any exception handling.
This exception may be expected and handled.

m

A total of 9 instructions were traced and 6 were dumped to C:\Users\MacbookRo\Desktop:\PoCs\log_final2. vdt
Duration of this command in seconds: 0.000000

1




(38 pid 1896 - WinDbg:6.11.0001.404 X86 S

File Edit View Debug Window Help
=1 BleatgAs v MREAUEOREOOE|[=] A E

Command @

HodLoad: 743e0000 743=7000 \Windows\system32NAVRT . dl1l

ModLoad: 73500000 73536000 NWindows\systemn32NAUDIOSES . DLL

HodLoad: 734£0000 734£8000 N\Windows\systen32\nsacm32 . drv

ModLoad: 734d0000 7344000 \Windows\systen32\MSACH32 dll

HodLoad: 734c0000 734c7000 \Windowsh\system32 \nidimnap.dll

HodLoad: 5d920000 5d49d2000 \Windows\System32\jscript.dll

(768.988): Access violation - code 0000005 {(first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handle

eax=00000004 ebx=0aacS5fbl ecx=00000002 edx 00000004 esi=0aB844fal edi=00000002
eip=08a3b792 esp=043dcbdc ebp=043dcbéc iopl=0 nv up ei pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 {s=003b gs=0000 efl=00010202

*%% ERROR: Symbol file could not be found. Defaulted to export symbols for C:\Windows\System32\mshtml.dll -
nshtml!Ordinall04+0x4bl1f3:

08a3b792 2346lc and eax,dvord ptr [esi+1Ch] ds:0023:0a844fbc=7?777?72277
0:005> g

(768.988): Access violation - code c0000005 (!!! second chance !!!)

eax=00000004 ebx=0aacS5fbl ecx=00000002 edx=00000004 esi=0a844fa0 edi=00000002
eip=08a3b792 esp=043dcbdc ebp=043dcbéc iopl=0 nv up ei pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 {s=003b gs=0000 efl=00010202
mshtml!0rdinall04+0=4bl1f3:

08a3b792 2346lc and eax,dvord ptr [esi+l1Ch] d=s:0023:0a844fbc=7?77722777
0:005> !dptrace forward 4 200

No export dptrace_forward found

0:005> .load dptracer

0:005> ldptrace forward 4 200

O0O0O000

Allocated range i
5880000- 5881000 5890000 5891000,58a0000-58a1000, 58b00 00—

0:005> r esi=5880000

0:005> r

eax=00000004 ebx=0aacS5fbl ecx=00000002 edx=00000004 e=si=05880000 =di=00000002
eip=08a3b792 esp=043dcbdc ebp=043dcbéc iopl=0 nv up ei pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 {s=003b gs=0000 ef1=00010202
nshtml!Ordinall04+0x4bl1f3:

08a3b792 23461c and eax,dvord ptr [esi+1Ch] ds:0023:0588001c=0589001c
0:005> ldptrace_ trace C:\Users\MacbookRo“\Desktop\PoCs\log_final?2.vdt
{768.988): Access violation - code 0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

m

4 total of 9 instructions were traced and 6 were dumped to C:\Users:\MacbookRo\Desktop“PoCs\log_final?2.wdt
Duration of this command in seconds: 0.000000

-

|02005>l!dptrace_analyzer "NUN"C:\\Users\\HacbookRo\\Desk top\\DPTrace-naster\\DPTrace-naster\\VDT Completo Black Hat2\\Debug\ “DPTRACE-GUI.exe\" \"C:\\Users\\HachookFo\\Desktop\\PoCs -

Ln 0, Col 0 Sys 0:<Local> Proc 000:768 Thrd 005:988 ASM OVR CAPS NUM




B Pid 1896 - WinDbg:6.11.0001.404 X86

File Edit View Debug Window Help
| = Tl 2l 3 S e B O P | SO0 0IEO0ODIE)e AN

Command

0: 005> 'dptrace snalyzer “N\"N\"C ““Users S MacbhbookRossDesktopssDFTrace—master~“DFTrace—mastexr~ VDT
Execut ing **C SNUOsers~rrirancosDesktop Black Hat 2016~VDT-BlackHat 2016~VDT Completo Elack Haz=~D

Opening faile C SNUsersSMacbhookRosDesktopSsFPFoCsSslog_fainalZ «dte
ocessming faile

Number of i1nstrys (and instruction to check taint of ) & =

Range Staxt OxSSS0000 Range End OxSS8b1000

Something wvent wvrong! No instruction found?

Dumping instruction taint information

0:005> Idptrace__analyzexr “\“\"C: “"“Users - “MacbhbocokRos“Desktop - “DFTrace-master~“DPFTrace-mastex VDT
Executing **C SNUsers rrizancosDesktop Black Hat 2016 ~VDT-BlackHat 2016-VDT Completo Black Hat D

Opening file C SNUsers~MacbhbookRosDesktophnPolC=sslog_ _finalZ wdt
ocessing file

Number of instys (and instruction to check taint of ) & &
Range Staxe OxSSS0000 Ranges End OxSS8b1000
Instruction OS8a3be92 ££fd42 call edx {0S8a00703}

Dumping instyruction taint information

Closing GUI
0:005> Idptrace__analyzexr ““"\"C: “"“Users -~ MacdbookRo~“Desktop - “"DFfFTrace-mastexr~“DPFTrace-mastex VDT
Executing **C SNUsexrs rrixanco~DesktopsBlack Hat 2016~VDT-BlackHat 2016~VDT Completco Black Hasw™~D

Opening file C SNUsers~MacbhbookRosDesktophFPolC=sslog _finallZ wdt

Processing firle

Number of anstrs (and instruction To check taint of ) 6 S

Range Start OxSSS0000 Ranges End OxSS8b1000

Instruction O28a3bs8f 8bLS070 nOw edx . dvord ptry [eceax+70h) d=:0023:0S890070~0S8a0070

Dusping instruction taint information

instr—>Sryrc tainted «=0S890070 I
anstr->SryrcDepl taznted enx

Everything tharwas done using the GUI (setting the taint ranges, defining
tAe Instruction of Inferest and analyzing its taint information) IS ossible to

do via the command-line of the debugger, as shown here




File Ed=m \ﬁe~ Debug Window Help
— Tl e BRGSO\ EBO0Os E)EE Al S

Dizaszzembly
Offset: §Ss=copeip

Sc768Sbf 8bLO07 mow eax dvord ptx [eda]
5c7685c1 89((2424 2

Sc?bs Scc O
Sc768542 £

D00 30000k 00232 - 0678dal
o000 3 T KSH'I'HI_'CTreeNode Com uteFor-at..Help-er+0x1£b {Sc768745 )
000400 Lt dwvord otr [eax+24h] COOOOh

c==001b ===0023 d==0023 es=0023 f==003b S==0000 =f1=00210246

HSHTHML 'CTxeeNode -  ComputefFormatsHelpex+0x53

Sc7685cS 17002000000300 te=st dwvoxrd ptr [ecax+24h ] .  30000h A= : 0023 0678 =?72?7 727?27
O load dptracex

Q0000000000000 0000
QOOQOCOQ00QCRQ00Q0Q
0000000000000 000000
NNNNNNNNNNNNNNNNNNYY
VVVVYVVVVVYVVYVYVYYYYYY

ldptrace forwvaxd 4 200 Ox02

Allocated range 1=
SHEZ20000-5b21000._SHL20000-S31000_SE40000-SH423000_SBESO0000~-5SbS1 000

CVE-2015-6152 |IE 'l COBjectElement Use-After-Free . laifial Crash on IE 11
withOUl patches.




) Pid 2152 - WinDt
File Ednt Veew Debug Window Help

| & | & Y B | S O0RAOBEO0O0RVEBOOE] 121 Al B9

Disassermbly
Offset: §S=copelip

Sc7685bf 8bO7 ROV eax_dvord ptx (edx]

Sc768Scl 89442424 WO dwvoxrd esp+2d4dh] eax
£ 7402400000300 30000h d=: 0023 :0678deab4=22272227

Sc7685cc 0£8573010000 Ine MSHTML 'CTrxreaNode Coupute?ornatsﬂelper+0xlib (5c768745)
Sc7685d2 £7402400000400 test dvord otx feax+24h1 40000h
Command

Allocated range is
SbH20000-SH21000.Sb30000~-SH21000_5Sb40000~5Sb41000_.SHLS0000~-5SBS1000
0:007> 44 Sb20000

0Sb20000 0SHE30000 0SBH30004 O0SBH30002 0SBH3000c

0Sb20010 0SbHL30010 O0SBHL30014 O0SBHL30018 O0SBL3001c

0Sb20020 0Sb30020 0SBH30024 O0SB30028 0Sb3002c

0Sb20030 0SHE30030 0SBH30034 0SBH30032 0SBH3003c

0Sb20040 O0SbL30040 O0SBHL30044 O0SBHL30048 O0SB3004c

0Sb20050 0Sb300S0 0SbH300S5S4 0SB300SE8 0SBH300Sc

0Sb200s50 0SbH30060 0SBH30064 0SbH30062 0Sb300sSc

0Sb20070 0SbL30070 O0SBHL30074 O0SBL30078 0SBL3007c

0:007> l'wpxrot SBH20000
Baselddress 0Sb:20000
AlloccationBase 0SbL20000
AllocationProtect 00000004 PAGE _READVRITE
RegionSize 00001000
State 00001000 MEM COMMIT
Protect 00000004 PAGE READVRITE
Type 00020000 MEM_ FPRIVATE

0:007> lwprot 0SL20000
Bazeiddres=s 0Sb30000
AllocationBass 0Sb30000
AlloccationProtect 00000004 PAGE _READVRITE
NRegionSize: 00001000
State 00001000 MEM COKHIT
FProtect : 00000002 13 .
Type: 00020000 MEM PRIVATE

FAke object chain of 4 objects of size 200. Precise size cgh Be, determined by

manual analysis 1o figure out the freed/alloc’d functiomr@nd €hecking the
size of TNEY¥O0T ODIECT.




File

| & |

Edit View Mug Window Help

B PG SO BEO0RVBEOOXEI[(x)EE] Al eS

Dizassembily

Offset FS=cop=ip

Sc7685S93 od29 ant 29h

Sc76859S a99171a2ftf Imp MSHTHL!ICFormatInfo: Cleanup+0Oxlba (Scl18f72b)

5c7685% » b904000000 ROV ocx. 4

Sc76859f od29 xnt 29h

Sc7685al a936971a2ftt MSHTHL!ICFormatInfo: Cleanup+0x19e (Scl18£70f%)

Sc7685a6 t7058011225d00040000 test dvord ptx [HSHTML 'Microsoft_IEEnableBits (Sd221£80))
Sc7685Sb0 0£f8Sfed20d400 Jne MSHTHML ! "CBackgroundInfo: Property<CBackgroundImage> " - :
Sc7685Sbe £7470800001000 teast dvord pty [ed3+8)].100000h

S5c7685bd 7573 I3 ne MSHTHL | CTxeelNode  ComputefFormatsHelper+0xe8 (5c768632)
Sc7685Sbf 8bO7 nOWV cax . dvord ptxr [edi]

Sc7685Scl 89442424 mow dvoxrd 2

£7402400000300

Sc768Scc 0£8S5S73010000 Jne MSHTHL I CTrecliode: - ComputeFornatslHelper+0x1Efb (Sc768745)
Sc7685d42 £7402400000400 tea=t dvord ptr [eax+24h]. 40000h

5c768549 0£840£f430400 1= MSHTHL ! "CBackgroundInfo Propexty<CBackgroundInage>"’
Sc7685df 8b4030 ROV cax. . dvord ptr [ecax+30h]

Sc7685a2 2403 and al. 3

5c7685a4 3c01 Ccap al.l

Sc768Set 0£85£1320400 Jne MSHTHML ! "CBackgroundInfo: Property<CBackgroundInage>’
Sc7§§§?§ §Plfg£24 nowv eox.qvorq ptx gesp+g§p]

-« m

Command

40(

cp e

cax~0578de90 ebx~0e3d2fcl ecx~00000000 oedx~Sd2iledfl esm1~0679%dfac edx-0679dfa0
S1p*Sc7E685cS e=p~0644a£f40 ebp~0644bcl8 10p1+~0 nv up &1 pl =Zr na pe
cs=001b =s=0023 ds=0023 es=0023 f2=003b g==0000 afl= 00210206
MSHTHL |1 CTreclNode - - ComputefFornatsHelper+0xS3

Sc768ScS £7402400000300 tea=st dwvord pty [ecax+24h] . 30000h d=: 0023 0678deabyd=?72?27227?7
0: 007> x» eaax=Sbh20000

0:-007> x

eax=0Sb20000 ebx~0a3d2fcl ecx~00000000 &adx=~Sd2ledfl e=1-~0679dfac ad2~0679dEa0

@i p=Sc7685cS esp=0644a1f40 ebp=0644bclsS 10p1=0 ne up &3 pl zZxr na pe nc

cs~001b =s~00232 ds~0023 es~0023 £s~003b gs=~0000 efl=00210246

MSHTHL 'CTrecelNode: _ComputefFormnatsHelpeaer+0xS3

S5c7685cS £7402400000300 test

dvord pty [eax+24h].30000h d=2:0023 05b20024=2400b305
‘Redefine’ the reference 10 freed reference (eax) with e fisst fake object .

Coninue the execution'with |dptrace_trace and monitor the forward trace .
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Disassembly

Offset: @$=copeip

[ o

-
[ Visual Data Tracer

Sc76875c 8b4004 nov eax,dvord ptr [eax+4]
S5c76875f 0f£8497feffff je MSHTHML | CTreeNode : : ComputeFormatsHe X .
Sc768765 e98cfeffff mp MSHTML | CTreeNode: : ComputeFormatsHe| | File  Analysis  Help
2c76876a 620l push 1 = 916. 773d5dsaf12  cal dwordptrleds] ds:0023 He0300={ntdlIKiFastSystemCall (773d7150)}
Sc76876c 33f6 HOT esi.esi 317 77347160 8bd4 dx
5c76876e 56 push esi nan PAAL PRI RS s";;’;fmere .esp
S5c76876f 56 push esi .
5c768770 ££158875345d  call  dvord ptr [MSHTML! il Add TaintRange ot e pir fobp- ML OFFFEFFFFh 58:0003:0644abe8-54008944
5c768778 8bce nov ecx, esi lea _eax[ebp-14h]
5c76877a =8f9579dff call MSHTHML!|CElement : :Ens T - gﬁ:h zg"
5c76877f ebae imp MSHTHL | CTreeNode: : Co . .
h dword bp-4] ss:0023:0644abf4=8c050000
gorearel gnisfifezisd  mov edx.dword pir gus?g}g 005520000  (x05b51P00 Add et pir [tlebps-suh] OF70F2E80h ss:0023:0644abed=d8eateed
c a c mow eaX, dAwor PLYT s . 2 ., y gy . R
Co76878d 8b0490 nowv eax.dvord ptr [eaxte 77 call dword ptr [kemel32!_imp__NtWaitForSingleObject (77501418)] ds:0023:7750
5c768790 8b7004 i dword ptr [eax+i] Start End [ Remove | mov  eax,187h
52?63793 abd6 ﬁg: Zg;'eg‘;’r ptr leax EF mov edxoffset SharedUserData!SystemCallStub (Ff=0300)
‘ call dword ptr [edx]  ds:0023: Ae0300={ntdll!KiFast SystemCall (773d71b0)}
mov edx.esp
Command sysenter
uiuus > ret 0Ch
0:007> push dword ptr [ebp-4] ss:0023:0644abf4=8c050000
0:007> mov  esieax
0:007> 77 call dword ptr kemel32!_imp__NtClose (775015¢cc)] ds:0023:775015cc={ntdll'Zw{
0:007> | mov eax,32h
0:007> A mov edx.offset SharedUserData!SystemCallStub (Fe0300)
0:007> call dword ptr [edx]  ds:0023: Ae0300={ntdll!KiFast SystemCall (773d71b0)}
0:007> mov  edx.esp
0:007> !dptrace_forward 4 200 0=x02 sysenter
ret 4
. 942. 775988ce 8bcb mov  eax.esi
Allocated range is 943. 775582840 5e pop esi
SEA]-5b21000 . 5b30000-5b31000, 5b40000-5b41000, Sb50000-5b51000 944 77598842 o3 ret
945. 775989d7 6300 push 0
0:007> dd S5b20000 946. 775985d9 57 push edi
05b20000 05b30000 05b30004 05b30008 05b3000c 347 775989da 56 push esi
05b20010 05b30010 05b30014 05b30018 05b3001c 948. 775989db 150105077 call dword ptr [kemel32!_imp__NtRaiseException (775010F0)] ds:0023:775010¢0=
0Sb20020 05b30020 05b30024 05b30028 05b3002c 949, 773d6380b20FO10000 mov  eax,10Fh
05b20030 05b30030 05b30034 05b30038 05b3003c 950. 773d6385ba000¥e® mov  edx.offset SharedUserData!SystemCallStub (Fe0300)
< | m. | |951. 773d638a ff12 call dword ptr [edx]  ds:0023: Ae0300={ntdll!KiFast SystemCall (773d71b0)}
IU'UU?>| 952. 773d71b0 8bd4 mov edx.esp
: 953. 773d71b2 0£34 sysenter
| |
Done!
AQQC @ ange o @ C O SE = O c Ol O @) & OoiIalio @
O C @ A DO O O Olle O o



):007> ed eax+24 300
007y 1
ax=05bal000 ebx=0eadbfcl ecx=00000000 edx=5d3itedf( esi=0616ffac edi=06l6ffal
=21p=5c8b85ch esp=05elb320 ebp=05elbied 1opl=0 nv up el pl zr na pe nc
2=001b =s=0023 ds=0023 es=0023 f£==003b g==0000 ef 1=00010246
SHTML | CTreeNode: : ComputeFormatsHelper+0x53:
5c8b85ch £7402400000300 test  dword ptr [eax+24h],30000h ds:0023:05ba0024=00030000

Following another path'by meeting a new constraint
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Disassembly
Offset: @Sscopeip
Scl8f7ed S3e4ed and esp. OFFFFFFEOA

| HI DR 0IE OO AL S

Scl8f7f0 83ec?78
Scl8f7£f3 alacts
Scl8f7£f8 33c4
Scl8f7fa 894424
Scl8f7fe 8Sbhcl

s=ub esp.78h

215d noOv eax dvord ptyr [MSHTML! securaty cookie (Sd21f8ac))

XOx eaAxX _esp
74 nov
now S

dvord ptr [esp+74h]) . cax

Scl8f800 S& push oS
Scl8f801 8b7S0c nowv esi dvord ptr [ebp+0Ch])

Scl8f804 S7 sush eds
Scl8f80S5 8b4824 ROV ecx dvord ptr [eax+24h)] ds 0023:3£800024=22222272

Scl8fg808 8b7doe nov ed: dvord ptr [ebp+8])

Scl8Sf80b 89442410 nOw dvord ptyr [esp+l10h). =sax

Scl8f80f 897c24ic ROV dvord ptx [esp+iCh]).edi

Scls8 3 £7c100000300 test ecx, 30000h

Scl8 9 0£858b7aSd00 Ine MSHTML!'CElenent | . Computeformats+0x55Sh (Sc7672aa)
Scl8 £ £7ci100000400 test ecx. 40000k

Scls8 S 0D£84dc215600 Je= MSHTMLICElenent | . ComputeFormat=s+0xSedb (Scé6flal7?)
Scl8 b 8b4030 ROV eax dvord pty [eax+30h)

1 3:3 4
£81
el
£82
£82

Command

0:007> r eax~Sb20000

0:007> !dptrace trace C “Users rohitvas Desktop PoCs~IEl1l_log3

(868  S4c) Access violation -~ code <c000000S (fixrst chance)

Fir=st chance exception=s are reported before any exception handling.
This exception may be expected and handled

A total of 26 i1ns=truction=s vere traced and 23 were dumped to C N\Users rohitwvas \Desktop PoC=~1IEll_log3
Duration of this command in seconds: 0. 000000

0:007> »

ecax=3£800000 ebx=0e3dlfcl ecx=3£f800000 odx=00000000 esi=0644acSc edi=0644acSc
ec1p~ScliB8f80S espr0644acal ebp~0644a£24 20pl~0 nv up ei pl nz na nc
c==001b ===-0023 d==0023 e==0023 f==003b g==0000 efl=00210202
HMSETHML'CElexent - . ComputefFormats+0x1d

Scl8f80S 8b4s824 nowv ecx. . dvord ptr [ecax+24h] d=:-0023:3£f800024=27?7227?72727

More constraints
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Disassembly p
Offset: @$scopeip [ Visual Data Tracer

S5cl8f7ed 83edel and esp. 0FFFFFFEOh ; :
5c18£7£0 83=c78 sub esp, 78h File  Analysis  Help
Scl18f7f3 alacf8215d nov eax,dvord ptr [HSHTHL!_sec
Scl8f7f8 33cd HOr Seax, esp

Scl18f7fa 89442474 nowv dword ptr [esp+74h].eax
S5cl8f7fe 8bcl nov Sax, ecx

5c18£800 Se push esi

Sc18£801 8b750c nov esi,dvord ptr [ebp+0Ch]

5c18f804 57 push edi
S5cl8f805 8b4824 Mowv ecx, dwvord ptr [eax+24h] ds: 5c768610 50 push eax

S5c18£808 8b7d08 nov edi,dword ptr [ebp+8] 5c768611 8%5c2498000000 mov  dword ptr [esp+98h].edi ss:0023:0644afc4=906/005

5cl8f80b 89442410 nov dword ptr [esp+l0h].eax : 5c768618e8cb71a2f  call MSHTMLICElement::ComputeFomats (5¢187e8)

S5c18f80f 897c24l1c nowv dword ptr [esp+lCh].edi ) 5018728 8bff mov ediedi

Scl8f813 £7c100000300 test ecx, 30000h . 5c187ea 55 push ebp

5c18£819 0£858b7a5d00 jne HSHTHL |CElement : : ComputeFor: . 5c187eb Sbec mov  ebp.esp

Scl8f81f £7c100000400 test ecx, 40000h . 5c187ed 83420 and esp, DFFFFFFECh

5c18£825 0f84dc215600 je HSHTML |CElement : : ComputeFor . 5c19 A0 83ec78 sub esp.78h

Scl8£82b 8b4030 nov eax,dword ptr [eax+30h] . 5c18#3a1acf8215d mov  eax.dword ptr [MSHTML!__security_cookie (5d21f8ac)] ds:0023:5d21f8ac 336242
7. 5c18f7A8 33c4 Xor  eax.esp

Command . 5c18fAa 89442474 mov  dword ptr [esp+74h] eax ss:0023:0644af 1c=00000000

0:007> r eax=5b20000 : oG T Rt | S

0:007> l!dptrace trace C:\Users rohitwas\Desktop\PoC=~\IE11l_ 1 ) . . a

(868.54c) - Access violation - code c0000005 (first chance) 518801 8750c ~ mov esidword ptr [ebp+0Ch] s5:0023:0644af30=5cac4406

- - . . 5c18f804 57 push edi
First chance exceptions are reported before any exception hal ' 50186805 8b4824 mov

This exception may be expected and handled.

5c76875¢c 8b4004 mov __eax.dword ptr [eax+4] ds:0023:05520004=0400b305
5c7685(6 8b80b8000000 mov  eax.dword ptr [eax+0B8h] ds:0023:05b300bc=bc00b405
5c7685fc 8b400c mov  eax,dword ptr [eax+0Ch] ds:0023:05b400c8=41414141

5c 7685 8b0f mov  ecx.dword ptr [edi] ds:0023:0644ac5c=0000803f

5c768601 85842454000000 mov  dword ptr [esp+94h].eax ss:0023:0644afc8=e85e 7406
5c768608 8d842450000000 lea eax,[esp+S50h]

5c76860f 57 push edi

el R R —

A total of 26 instructions were traced and 23 were dumped to
Duration of this command in seconds: 0.000000

0:007> r
cax=3f800000 ebx=0e3d2fcl0 ecx=3f800000 ed=x=00000000 esi=0644]
eip=5cl8f805 esp=0644aeal ebp=0644af24 iopl=0 nv up
cs=001b =s=0023 ds=0023 es=0023 f==003b g=s=0000

MSHTHML |CElemnent : : ComputeFormats+0x1d:

Scl18f805 8b4824 nov ecx,dvord ptr [eax+24h] ds:

<

0:007>

Checking the Taint source again. This particular executign ran, leads
us Teuncertainty and we aren’'t sure of an exploitablefprimitive yet.
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Disassembly
Offset: @Sscopeip

Sc8b8Sbe £7470800001000 dword ptr [edi+8].100000h

Sc8b8Sbd ) MSHTHL | CTxreeNode : - ComputeFormatsHelpexr+0xe8 (Sc8b8632)
Sc8b8Shbt eax dwvord ptr [edi)

Sc8b8Scl | e

Sc8b8S5cS 27 g
Sc8b8Scc ) MSHTHL | CTrxreeNode : - ComputeFormatsHelpexr+0xl1lfbh (Sc8b8745)
Sc8b85d2 dwoxd ptx [eax+24h] 40000h

. -~ - . . v - 2 - - - -

4 m

Command

Modload: 73600000 7360a000 C:NVindovs \syster32 ddrawex dll

Modload: Se870000 SeSS7000 C: “\Vindovs systen32-DDRAW . d11

ModlIoad: 73470000 73476000 C: N\Vindovs systemn32~DCIMAN32 d4dl1l

{(c84 fc8): Access violation — code c000000S5 (first chance)

First chance exceptions are reported before any exception handling.

Thi=s exception may be expected and handled.

eceax=0e858e90 ebx=0£776fc0 ecx=00000000 edx=5d36edf0 esi=0e8Scfac edx-OeBScfaO
ei1p=Sc8b8S5cS esp=05d8bS00 ebp=05d8cldl0 10pl=0 nv up =1 pl zr na p=
c==001b ===0023 d==0023 es=0023 f==003b g==0000 efl=- 00010246
MSHTML | CTre=Node : - ComputefFormatsHelpexr+0x53:

Sc8b8ScS £7402400000300 test

0:008> g

{(c84 fc8): Access violation — code c000000S (11! second chance 11)
eax=0e858e90 ebx=0£776fc0 ecx=00000000 edx=5d36edfl esi=0e8Scfac edi=0e8Scfal
el1p=Sc8b85cS esp=05d8bS00 ebp=05d8cldl0 10pl=0 nv up =1 pl zZr na pe= nc
c==001b =s==0023 d==0023 es=0023 f==003b g==0000 =f£1=00010246
MSHTML | CTre=Node : -ComputefFormatsHelpexr+0x53:

Sc8b8ScS £7402400000300 test

0:008> !dptrace_forward 4 200

Aallocated range 1=
SSe0000-5S5S«1000_.55£0000-55£1000.6S£f0000-65£1000.6600000-6601000

SQ We carry on another execution while trying to meet gémeyother
constraints and hit an alfernate code path this fime.
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Disassembly
Offset: @$=copeip File  Analysis Help

773d71lac 8de42400 lea esp 67. 76159720 c1e902 shr ecx.?
ntdll!KiFastSystenCall: 68. 7659729 f3ab rep stos dword ptr es:[edi]
773d71b0 8bd4 mow edx, 69. TE557e5f3ab rep stos dword ptr es:[edi]
773d71bz2 Df34 sysenter 70. 7659729 f3ab rep stos dword ptr es:[edi]
ntdll |KiFastSystenCallRet : 71. 765979 13ab rep stos dword ptr es:[edi]
. TE557e5f3ab rep stos dword ptr es:[edi]
773d71bS 8d=42400000000 lea esp . TE597e5f3ab rep stos dword ptr es:[edi]
773d71bc 8ded2400 lea esp . 76f5979f3ab rep stos dword ptr es:[edi]
ot AT S Taot Crre b amiCa 1 . TE59729f3ab rep stos dword ptr es:[edi]
T6f557e5f3ab rep stos dword ptr es:[edi]
- E TEfE97eSf3ab rep stos dword ptr es:[edi]
4llocated range is . 7659729 f3ab rep stos dword ptr es:[edi]
EEENENE-55=1000, 55£0000-55£1000, 65£0000—-65£1000, 6600000—-6601000 ) TE597259F3ab rep stos dword ptr es:[edi]
. TE557e5f3ab rep stos dword ptr es:[edi]
0:008> r sax=55=0000 . 765979 13ab rep stos dword ptr es:[edi]
0:008> dd edi 11 . 7659729 f3ab rep stos dword ptr es:[edi]
0=d35cfal 02853290 . 76f5979f3ab rep stos dword ptr es:[edi]
;008 0285cfal 0=285cfal . TEHYAD Bb442408  mov  eax.dword ptr [esp+8] ss:0023:05d8b454=80b4d 205
008> 0=85cfal S55=0000 . TEEGAT 5 pop  edi
008 esp+24 55=0000 . TEHESAB c3 ret
;008 eax+30 1 . 5c2df8hg 33c0 XOr  eEKedE
008> sax+24d 40009 1 . Bc2dfEbb 83cdlc add esp.OCh
Overflow error in 'eb eax+24 40000 1° : Bc2df8ch 85442460  mov  dword ptr [esp+60h].eax ss:0023:05d8b4c0=180c0000
;008 sax+24 40000 ) ) ) . Bc2dfSca 89442464 mov  dword ptr [esp+64h] eax s5:0023:05d8b4c4=c06f 770
Overflow error in 'eb esax+24 40000 . Fc2dfSce 89442468  mov  dword ptr [esp+68h].eax ss:0023:05d8h4cB=e4b4d 205
;008> eax+24 40000 . . . Bc2df8d4 c7442460ffffff mov  dword ptr [esp+60h], 0FFFFFFFFh ss:0023:05d8b4c0=000
008> ldptrace trace C:“~Usersrohitwas~Desktop~Fols“log_finall. wdt . Fe2dffde 84442460 lea eax.lesp+60h]
WARNING: Continuing a non—continuable exception . 5c2df8e0 c7442464ff mov  dword ptr [esp+64h],0FFFFFFFFh ss:0023:05d8b4c4=000
. Bc2dfBe8 c 74424680 mov  dword ptr [esp+68h], 0FFFFFFFFh ss:0023:05d8b4c8=000
STATUS_STACK_EUFFER_OVERRUN encountered . 5c2df8f0 858788020000 mov  dword ptr [edi+288h] eax ds:0023:05d8b818=00000000
WARHING: Step-trace thread exited . Ro2df 36 84442420 lea eax.[esp=20h]
) ) . . Sc2dfSfa 898784020000 mov  dword ptr [edi+284h] eax ds:0023:05d8b814=00000000
4 total of 3664 instructions were traced and 2507 were dumped to C:~Users“rohi ] Ec2df900 Bb442410 mov eax.dword ptr [esp+10h] ss:0023:05d3b470=0000505
Duration of this command in seconds: 1.000000 . Fo2dfs04 Bb08 mov  ecx,dword ptr [eax] ds:0023:055<0000=00005F05
BcB41ale 6ali push 1
. 5c841a10e88bf52e00  call MSHTML!_ report_securtyfailure (5cb30fal)
< | . 5cb30fa0 Bbff mov  ediedi
| . bcb3lfazZ 55 push ebp
IEI -008> |

Command

Done!

We iy another path this fime by crafting some different values within the fake
object, notably the value oF 0x40000 in the dword @ fokem@bject+0x24. We
alsoimodify reterences 1o’ the same fake object in edi fClreeNode *) and on
the stacki(esp+24)."HiT a more interesting exception!
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Disassembly
Offset: @$=copeip File  Analysis Help

773d71ac 8dedz2400 lea esp 67. 76155720 c1e502 shr ecx,2
ntdll |KiFastSystenCall: 68. 7655729 3ab rep stos dword ptr es:[edi]
773d71b0 8bd4 nowv edx, 69. 7655725 3ab rep stos dword ptr es:[edi]
773d71b2 0f34 syzenter 70. 7655725 3ab rep stos dword ptr es:[edi]
ntdll |KiFa=stSy=stenCal lRet : 1. 7655725 3ab rep stos dword ptr es:[edi]
72. TEf557e5 3ab rep stos dword ptr es:[edi]
773d71b5 8dad2400000000 lea . [e=p] 73. 765575 f3ab rep stos dword ptr es:[edi]
773d71bc 8de42400 lea . [e=p] 74, 765579 f3ab rep stos dword ptr es:[edi]
PEAT] I Tt St am™a 11 - 75. 765575 f3ab rep stos dword ptr es:[edi]
C d 76. 76f597e93ab rep stos dword ptr es:[edi]

il . 7659729 3ab rep stos dword pir es:[edi]
Ecbhb8459a balB8000000 nov ed=z, 18h . 76f557e9f3ab rep stos dword ptr es:[edi]
Ecbhb8459f b900%9=abtc nov ecx,of fset MSHTHL |MSHTML_DDTRACKER STOF (S5cabSe=00) . 7655729 3ab rep stos dword ptr es:[edi]
SchB845a4 =8960b0LO0 call MSHTHL | Template_hb (S5cc35l3f) . 7659729 f3ab rep stos dword ptr es:[edi]
Ecbhb845a9 =940af75£f inp MSHTHL |CElement : : ComputeFormats+0x3al (Sc2dfdee) . 7655729 f3ab rep stos dword ptr es:[edi]

0:008> ub 5cB841alb . 7655729 f3ab rep stos dword ptr es:[edi]
MSHTHL |CElement : : ComputeFormats+0=x578 . 7655729 3ab rep stos dword ptr es:[edi]
ScB419f6 8b4904 nowv ecx,dvord ptr [ecz+d] . TEFH9A3 Bb442408 mov  eax,dword ptr [esp+8] ss:002
EcB419f9 e93fdeadff imp MSHTHL |CElement : : ComputeFormats+0x5a (5c2df83d) . TEER9AT 5 pop edi

ScB419fe 8b542410 nowv edx,dvord ptr [esp+l10h] . TEH9AE c3 ret

ScB41al2 =986d9a9ff Jmp MSHTHL |CElement : : ComputeFormats+0x23f (S5c2df3ad) . Bc2df8bd 33c0 XOor - eaxeax

ScB41a07 33c9 HOT ECH, eCKH . Sc2df8bb 83cdlc add esp,OCh

ScB41a09 e92fdeadff imp MSHTHL |CElement : : ComputeFormats+0x5a (5c2df83d) . Bc2df8ch 85442460 mov  dword ptr [esp+60h] eax ss:(
ScB4lale ball push 1 . BcldfBca 89442464  mov  dword pir [esp+64h] eax ss:{f
ScB841al0 =eB88bf52e00 call MSHTHL!__report_securitvyiailure (Sch30fal) . hcldfBce 85442468 mov  dword ptr [esp+68h] eax ss:{}
0:008: ub S5c?1e?ch . bo2df8d4 c7442460fF mov  dword ptr [esp+60h], OFFFFH
MSHTHL | CExtraStash: :GetBorderWidths+0xda: . Sc2df8dc 8d442460 lea eax [esp+60h]

5c71e79c 6all push 1 . 5c2dfBel c 74424646 mov  dword ptr [esp+64h], OFFFFH
5c71e79e e81£f0db7££ call MSHTHL |CExtraStash: GetExtra (5c28fdci) . 5c2dfBel c 7442468 mov  dword ptr [esp+68h], OFFFFH
5c71e7a3 8b480c nov ecx,dvord ptr [eax+0Ch] . Sc2dfefD 858788020000 mov  dword ptr [edi+288h] eax d
Sc7?1e?ab =93089b5Ef inp MSHTHL | CExtraStash:  GetBorderWidth=+0x33 (5c2770db) . Sc2df8fe 8d442420 lea eax[esp+20h]

Sc7?1e7ab c7878402000000000000 mov dword ptr [edi+284h].0 . Sc2dféfa 8958784020000 mov ; |
Ec?71e?bs <7878802000000000000 mov dword ptr [edi+288h].0 ] 5c2df500 8b442410 mov  eax.dword ptr [esp+10h] ss:{
Ec71e?bf 8b0B ecx, dvord . 5c2df504 8b08 mov  ecx.dword ptr [eax] ds:0023:0]
Ec71le?cl 81b9280300004047035c [Siieiishi=rs =12 off=zet MSHTML! wvtguard (5cbhb3d4740) . 5c841ale 6all push 1
5c841a10e88bf52e00 call MSHTML!_ report_securityfj
5cb30fa0 8bff mov  ediedi
5cb3lfaZ 55 push ebp

[ Visual Data Tracer

Preliminary analysis shows us that the MSHTMLIIreport_se@uriyailure call
wasdriggered due to a fadiled VIguard_check (next figure)




; START OF FUNCTION CHUNK FOR ?ComputeFormats@CElement@ROAEJPAUCFormatInfo@RPAUCTreeNode@REZ

loc_63ABETAB:
dword ptr [edi+284h], ©
dword ptr [edi+288h], ©
ecx, [eax]
dword ptr [ecx+328h], offset
loc_63BE1AGE

vtguard

|

ecx, [ecx+51Ch] ; void x
[esp+80h+var_74], ecx ; save ecx to local on stack which gets called into below

ecx, offset ?ComputeFormatsUirtual@CElement@RUAEJPAUCFormatInfo@@PAUCTreeNode@REZ ; CElement: :Comput
loc_63C57240

loc_63C57240: ; CTabl
ecx, offset ?ComputeFor
loc_63ACOFAE

>

e
; START OF FUNCTION CHUNK FOR ?ComputeFormats@CElement@RAAEJPAUC

loc_63ACOFAE:

mov edi, esp

push  esi

push [esp+84h+var_64]

call ds:___guard_check_icall_fptr

mov ecx, [esp+88ht+uar_70]

call [esp+88h+var_74] ; CODE EXEC!!!

jmp loc_6369850F

; END OF FUNCTION CHUNK FOR ?ComputeFormats@CElement@RAREJPAUCFo

Confirm taint conirol and we influence the pointer which is deggierénced to do the
viguard check: That there IS Code execution right after the viguard_€heck can either
be lookedinio the debugger or within IDA for more clarity asishoewn above
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Future

» We aren’t soothsayers. More like sooth-slayers \../
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