My Bro The ELK

Obtaining Security Context from Security Events.
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 What is the problem?
* Who is the Bro?

* What is an ELK?

* Beefing up the ELK
 Making Your Bro the ELK Intelligent
e Visualization w/ Kibana

* Introducing the TARDIS framework
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Full Packet Capture
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(packet string)

Session
Log,

Alerts
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Source: Applied Network Security Monitoring
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Full Packet Capture
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conn.log
dhcp.log
dnp3.log
dns.log
ftp.log
http.log
irc.log
known_services.log
modbus.log
ius.log
smtp.log
snmp.log
ssh.log
ssl.log
syslog.log
tunnel.log
Intel.log
notice.log
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I . ana Discowver Visualize Dashboard Setings

Logstash - Bro Base

Date Chart of Log Sources
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Threat Intelligence Made Easy
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Critical Stack Agent

| HAME | LAST URDATED | INDICATOR COUNT
1| | 64,/63,/15-10: 28-on—(-B480 ) !

2| | 64,/15,/15-10: 30-an—(-B480 ) | 134

3| | 84,714,/ 1581 : 43-pn- (5480 ) | @

4 | | B3,/26,/15-82 :12-pn- (5480 ) | @

B | @3,/26,/15-A2 :12-pn-(-B480 ) | 132

& | | @3,/26,/15-A2 :12-pn-(-B480 ) ]

7 | 84,/16,/15-11 : 16-om-(-B488 ) | e567

g | | B4,/17,/15-82 : 30-pn- (5480 ) | 3163

g | @3,/26,/15-A2 :14-pn—(-B480 ) | &

10 | | @3,/26,/15-A2 :14-pn— (5480 ) | Ba

1| | B4,/16,/15-11 : 35-om-(-B488 ) | 59

1z | | B3,/26,/15-82 :12-pn- (5480 ) =

13 | | 64/87,/15-11 :56-an—(-B480 ) | 15

14 | | @3,/26,/15-A2 :13-pn-(-B480 ) | 14

15 | | 63,738,/ 1501 : Z3-pn- (5488 ) | 552

16 | | B2,/19,/15-81 : BE—pn-(-B506 ) | g4

17 | | 62/25,/15-05 :57-pn—(-A500 ) | 127

1 | | 64,716,150 :57-pm— (- B480 ) | 27734

13 | | 84,/16,/15-11: 27-on-(-B488 ) | 7ece

@ | | B3,/26,/15-82 :12-pn- (5480 ) | 44em

2| | 64,/17/15-A1 :17-pm—(~B480 ) | 4a3a

2z | | @3,/26,/15-A2 :12-pn-(-B480 ) | 4231

23 | | 84,717,158 :16-pn—(-B480 ) | 11659

24 | | B4,/16,/15-11: 27-on-(-B488 ) | 4833

= | | 6416,/15-63 : Bl —pm— (3480 ) | 1@ga

% | | 64,/15,/15-10: 30-on—(-B480 ) | 473

27 | | 84,714,/ 1506 : 42-pn- (5480 ) | 101

s | | B2,/13,/15-81 : 46—pn-(-B506 ) | &7

2 | | 64,/61,/15-84 : 51 -pm— (3480 ) | 414

m | | @3,/26,/15-A2 :13-pn-(-B480 ) | 12

i | | 64,783,/ 1503 : 35-pn— (5480 ) | 31 o
2z | | 84,715,/ 1583 :57—pn- (5480 ) | &

3| | 637171587 :43-am-( 3480 ) | 129 n Ica o rS
4| | @3,/27,/15-87 : 25—y~ B480 ) | 7 ) 4
a5 | | A A2E A 1P pile 4R | 17
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Logstash F|Iter|ng

Utilizing Custom Patterns

GROK Message Filtering

Adding Custom Fields

Adding Geo IP Data

Date Match

Using Translations for Threat Intel
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filter {
grok {

match => {

"message" => "%{IP:client} %{WORD:method} %{URIPATHPARAM:request}
%{NUMBER:bytes} %{NUMBER:duration}"

}
}
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Utilize Custom Patterns

filter {
grok {
patterns_dir => "/opt/logstash/custom_patterns"
match => {
message => "%{291001}“
}
}
}

/opt/logstash/custom_patterns/bro.rule
291001 (?<start_time>\d{10}\.\d{6})\t(?<evt_srcip>[\d\.]+)\t(?<evt_dstip>[\d\.]+)\t(?<evt_srcport>\d+)\t...
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filter {
if [message] =~ /A((\d{10}\.\d{6})\t([\d\.]+)([\d\.]+)\t(\d+)\t(\d+)\t(\w+))/ {
grok {
patterns_dir =p "/opt/logstash/custom_patterns"
match => {
message => "%{291001}" ermove Capture Grouns
}
}
}
}

291601 (F<start=time>\d{10}\.\d{6})\t(P<evt=sreip>[\d\.]+)\t(?<evt=dstip>[\d\.]+)\t(*<evi=sreport>\d+)\t...
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Add Custom Flelds

filter {
if [message] =~ /A((\d{ION\.\d{6})\t([\d\.]+)([\d\.]+)\t(\d+)\t(\d+)\t(\w+))/ {

grok {
patterns_dir =>"/opt/logstash/custom_patterns"
match => {

message => "%{291001}"

}
add_field => [ "rule_id", "291001" ]
add_field => [ "Device Type", "IPSIDSDevice" ]
add_field => [ "Object", "NetworkTraffic" ]
add_field => [ "Action", "General" ]
add_field => [ "Status", "Informational" ]
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Geo IP

filter {
..... all normalization code above here....

geoip {
source => "evt_dstip"

New ElasticSearch
Template Needed

target => "geoip_dst"
database => “/etc/logstash/conf.d/GeoliteCity.dat”

add_field => [ "[geoip_dst][coordinates]", "%{[geoip_dst][longitude]}" ]
add_field => [ "[geoip_dst][coordinates]", "%{[geoip_dst][latitude]}" ]
add_field => [ "[geoip_dst][coordinates]", "%{[geoip_dst][city\_name]}" ]

add_field => [ "[geoip_dst][coordinates]", "%{[geoip_dst][continent\_code]}" ]
add_field => [ "[geoip_dst][coordinates]", "%{[geoip_dst][country\_name]}" ]

add_field => [ "[geoip_dst][coordinates]", "%{[geoip_dst][postal\_code]}" ]}
mutate {
convert => [ "[geoip_dst][coordinates]", "float"]
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GeolP Template Update

curl -XGET localhost:9200/_template/logstash
{"logstash":{
"order":0,
"template":"logstash-*",
"settings":{
"index.refresh_interval":"5s"
b
"mappings":{
"properties":{
"geoip":{
"dynamic":true,
"properties":{
"location":{
"type":

n.n

geo_point"

1
”type

n.n

object"

{(Hegstach™!
“erder—0;
"template":"logstash-*",
"settings":{
"index.refresh_interval":"5s"
2
"mappings":{
"properties":{
"geoip_dst":{
"dynamic":true,
"properties":{
"location":{
"type":

geo_point"

b
"type

object"

curl -XPUT localhost:9200/_template/logstash -d ‘...
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Date tc

filter {
....all normalization code above here....
....all GeolP code here....
date {
match => [ "start_time", "UNIX" ]

}
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Threat Intel

filter {
....all normalization code above here....

....all GeolP code here....
"162.247.72.201": "YES"

translate
{ "24.187.20.8": "YES"

field => "evt_dstip"
destination => "tor_exit_IP"
dictionary_path => '/etc/logstash/conf.d/torexit.yaml'

* Run Scripts to update the YAML files on a regular basis

* Logstash will check the YAML for updates every 300 seconds
— Configurable by adding refresh_interval => numSeconds
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oElk:/etc/logstash/conf.d
Logstash startup completed
1230576305.206219
243.2 il] 1 GET
- Opera/8.89

CrgSBx40FXgGelpXml

168.131.48.151 3689 195.216.

macedonia.myl.rua /mainh.gif?48ec36=286743

(Windows NT €.0: U; en) 0 T&80 200 0l

(empty) - - - - - F

"message™ =»> "1230576305.206219\cCrgSEx40FXgGelpXmlitl68.131.48

"@version”
"gGrimestamp"™
"host”™
"start_time"

waigm

"evt_srcip”
"evt_srcport”

"evt dstip"
"evt_dstport”
"trans_depth"
"http_method"”

"dve host™
"cz_uri"
"http_referrer”
"http user_ agent"”
"reguest body len"
"response_body_len"
"http response"
"status_msg"

"info_code" =

"info msg"

"file name"

"tags"™

"evt user"
"password"™
"proxied™
"source_fuids"
"source_mime types"
"response fuids"
"response_mime types"
"rule_id"

"Device Type™
"Object™

"Aetion™

"Statua"
"tor_exit IP"
"malicious IE"
"geoip dst"

mipm

"country code2" =

"country_ code3"
"country name"
"continent code"
"region name"
"city name"
"postal_code"
"latitude"”

"longitude™ =

"timezone"

=x

"real region name" =

NT

151%\t3689\t195.216.243.2 80Nt 1\cGET \tmacedonia.myl.ru\t/mainh.gif?48ec36=286743
(Windows
Ve-Ve-he-\ -\ tFXpY¥lolXmwsvDhMo\c-",

6.0; U; en)\tONCTEBONCZ00NECKAT-\t-\t-\T (empty)\t—

mym,
"2008-12-28T18:45:05.2062",
"MyBroElk",
"1230576305.206219",
"CrgoBx40F¥gGelpXml™,
"166.131.48.151",

"IeBa",

"195.216.243.2",

"go",

mym,

"GET",

"macedonia.myl.ru",
"/mainh.gif?48ec36=286T74372",

w_m

i
"Opera/8.89 (Windows NT &.

mgmw

"6

a: en)"™,

r
"291004",
"IPSIDSDevice"”,
"HTTE",

"General"™,
"Informational™,
nyES™,

nyEgm,

1

"1595.216.243.2",
mgOm,

nRTS",

"Russian Federation™,
mEQW,

magm,

"Moscow",

"121087",

’
"Europe/Moscow",
"Moscow City",

Custom Fields:

"Device Type" => "IPSIDSDevice"

"Object" => "HTTP"
"Action" => "General"
"Status" => "Informational"

Threat Intel Translations:

"tor_exit_IP" =>"YES"
"malicious_IP" => "YES"

Geo IP Data:

"country_code2" => "RU"
"country_code3" => "RUS"

"country_name" => "Russian Federation"

"continent_code" =>"EU"
"city_name" => "Moscow"
"postal_code" =>"121087"

"latitude" =>55.75219999999999

"longitude" => 37.6156

"timezone" => "Europe/Moscow"
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The TARDIS Framework

* Threat Analysis, Reconnaissance, & Data
Intelligence System

* Historical exploit/IOC detection

* Time Lord of forensic log data

* Available at

https://github.com/tripwire/tardis

* Demo at Arsenal Thursday @ 12:45
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TRIPWIRE®

' % 10G CENTER

Thont

splunk >

TARDIS

10.10.10.10- - [06/Aug/2015:05:00:38-0400] "GET /cgi-bin/test.cgi HTTP/1.1" 200 525 "-" "() { test;};echo \"Content-type: text/plain\"; echo; echo; /bin/cat /etc/passwd*
10.10.10.10- - [06/Aug/2015: in/test.cgi HTTP/1.1" 200525 () { test;};echo \"Content-type: text/plain\"; echo; echo; /bin/cat /etc/passwd"
10.10.10.10- - [06/Aug/2015: in/test.cgi HTTP/1.1" 200525 () { test;};echo \"Content-type: text/plain\"; echo; echo; /bin/cat /etc/passwd"
10.10.10.10- - [06/Aug/2015:05:00:41-0400] "GET /cgi-bin/test.cgi HTTP/1.1" 200 525 () { test;};echo \"Content-type: text/plain\"; echo; echo; /bin/cat /etc/passwd"
10.10.10.10- - [06/Aug/2015:0. 2-0400] "GET /cgi-bin/test.cgi HTTP/1.1" 200 525 () { test;};echo \"Content-type: text/plain\"; echo; echo; /bin/cat /etc/passwd"
10.10.10.10- - [06/Aug/2015: :43-0400] "GET /cgi-bin/test.cgi HTTP/1.1" 200 525 "-" "() { test;};echo \"Content-type: text/plain\"; echo; echo; /bin/cat /etc/passwd"
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Sound yte

 Use NSM With Log
e Security Tools Are Better With Intelligence
* Take Integrations to the Next Level With TARDIS




blgc’zk hat

LsASRNTS

Thank You

Travis Smith
tsmith@tripwire.com

https://github.com/Tripwire/tardis
https://github.com/TravisFSmith/MyBroElk
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