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What does a 19t century doctor and CDC have to
do with cyber security?

CDC 24/7. Saving Lives, Protecting People™

Image Attribution: wikipedia.org., CDC.gov




What is Epidigitalogy?

» “Epidigitalogy is the study of the distribution and determinants of
digital-related states or events in specified populations, and the
application of this study to the control of digital diseases.” *

- paraphrased from CDC

* Center for Disease Control and Prevention definition
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Epidemiology and Epidigitalogy
What are the similarities?




Epidigitalogical Triad




Why do you need an epidigitalogist?
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Where does an epidigitalogist fit in the organization?

Incident Respond‘
Epidigitalogist Role




Tools of the Epidemiology Trade



Let’s get visual for faster time-to-know.
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What happens when we feed Epiinfo 7 endpoint security data?



AV Log Events Frequency (Cases)

Frequency of Alert Types MEEDNE

T 2 | — — —

Commercial application detected 023 % 0.23 % 021 % 025 %% |

Forced proactive threat detected 175774 7688 % FRA1 % 7671 % T7.05 % _
Potential risk found 9433 413 % 81.23 2% 4.0 % 4.21 % l

Proactive detection now permitted 3773 1.65 % B2.88 % 1.60 % 1.70 % |

Risk sam ple submitted to Symantec 10070 4.40 % 87.29 3% 4.32 % 4.49 %5 I

Seourity risk found 5335 233 % B9.62 %% 227 % 240 % |

Wirus found 23733 10.38 % 10000 2% 1026 % 10.51 % .

TOTAL 228634 100.00 % 100.00 % I



Pareto (80/20 Rule) of Actions Taken (Cases)

1 Chart: Action Taken on Identified Threats MEH
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EpiCurve of Events Frequency(Cases)

Epi Curve Chart: Alerts Over Time EEEDE
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AV Risk Detected Frequency (Cases)
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Epl Info 7.0 Visual Dashboard (Case Control study)
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Clinical Trials
7
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Digital Disease Tracking Web
Portal

Proof of concept

Programming by David_Ewall@radius180.com



Digital Disease Tracking Web Portal
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Proof of Concept: Endpomt Product 1
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Proof of Concept Endpomt Product 2

X-Axis = Date i 35 161 365 003

Y-Axis = Hosts 2 ' -

Virus Def Update

B Check in Time

B Infections




Proof of Concept: Endpoint Product 3

Alert Count by Client Group

Alert Count by Day

Digital Disease Tracking Chart
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Possible Network Borne Digital Disease Pathogen
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Possible Download Borne Digital Disease
Pathogen
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Possible Downloader Borne Digital Disease
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Possible USB Borne Digital Disease Pathogen
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NAS Borne Infections Visualization




Digital Disease Flare Comparator
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Comparing Group Name Count to Virus Count in Sunburst

Digital Disease Flare Comparator
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Summary

* Actively Survey Population thinking like an epidemiologist
e Case/Control Studies

* Clinical Trials

* Visualize Your Data

* Repeat Process Ad Infinitum



Apply Epidigitalogy

* Within a week you should:
» Read Epidigitalogy blog link at http://www.epidigitalogy.com/

* In the first three months following this presentation you should:

* (1) Download (2) Customize and (3) Install Digital Disease Tracking Web Application
and (4) Attach or customize to your endpoint environment.

« Within six months you should:

» Assign someone to the epidigitalogist role.

« Commence routine surveying of endpoint data in your environment using
epidemiological survey techniques.


http://www.epidigitalogy.com/

Existing Literature Mentioning Epidemiology and
Security

e T ey
Microsoft Exec: Infected PCs should be quarantined Scott Charney’s RSA Keynote 2010

Applying Epidemiology in Computer Virus Prevention: By Weiguo Jin Univ of Auckland
Prospects and Limitations

A genetic epidemiology approach to cyber-security Santiago Gil, Alexander Kott &
Albert-Laszl6 Barabasi

The Application of Epidemiology to Computer Viruses  W.H. Murray (1988)

Computer Viruses- Theory and Experiments Fred Cohen (1984)
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