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About us
Xeno Kovah & Corey Kallenberg

• We do digital voodo at LegbaCore

• Independent as of January 2015

• Focused on firmware and 
peripheral firmware security.
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Rafal Wojtczuk, Corey Kallenberg: Attacks on UEFI security (31C3)

Trammell Hudson: Thunderstrike (31C3)
+



UEFI vulnerabilities are often 
shared between different 

systems.
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Demo time!
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UEFI vulnerabilities are shared 
between many different 

systems.
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• Intel started EFI project in late 90s to replace BIOS.

•Apple forked from Intel EFI 1.x in 200x

• Intel created UEFI Forum in 2005 and deprecated EFI 1.10

• Still millions of lines of common code

•AMI/Phoenix/Insyde/etc fork UEFI EDK2 tree,  freeze at the 
current head, add “value” and sell to packaged firmware.

• Some things are backported, but most vendors never
git pull

EFI vs UEFI
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Shared vulnerabilities

•Shared EFI/UEFI reference implementation leads to shared 
vulnerabilities.

• Just because Intel fixed it in EDK2 doesn’t mean all vendors 
have updated their code.

•Not all hardware protections are used by all vendors.

•Decades of legacy hardware, even in UEFI.
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Vulnerability Case Studies

Thunderstrike 2 takes advantage of four older, previously 
disclosed vulnerabilities:

1.Incorrect BIOS_CTNL / Speed Racer (2014,  VU#766164)

2.Darth Venamis (2014, VU#976132)

3.Snorlax (2013 VU#577140) and PrinceHarming (2015)

4.Unsigned Option ROMs (2007, 2012)
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Case study 1: Speed Racer
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(ICH datasheet, 1999)



Case study 1: Speed Racer
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• Disclosed to Intel and 
CERT/CC in May 2014 

• Publicly disclosed at 31C3 
(Dec 2014)

VU #766164
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...

15

(PCH datasheet, 2004)
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UEFITool	
  says
"padding"? Code	
  &	
  Stuff EFI	
  Variables Code	
  &	
  Stuff

Flash	
  
Addr. 7F

FF
FF

Protected
Range	
  Registers

Firmware

ACCESS	
  DENIED
EVEN	
  TO	
  SMM

ACCESS	
  DENIED
EVEN	
  TO	
  SMM

BIOS_CNTL.
SMM_BWP	
  bit

BIOS_CNTL.BLE	
  bit

OS-­‐resident	
  ASacker

ACCESS	
  DENIED
EXCEPT	
  TO	
  SMM

ACCESS	
  CONTROLLED	
  BY	
  SMM

18
E0
00

19
00
00

61
00
00

63
20
00

Case study 1: Speed Racer
Recommended:
BIOS_CNTL=0x1A



Case study 1: Speed Racer
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(Picture	
  retrieved	
  Jul.	
  27th	
  2015)

If	
  you	
  don't	
  hold	
  your	
  vendor	
  
accountable:	
  silence

No	
  penalty	
  for	
  
being	
  wrong…



Case study 1: Speed Racer
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• BIOS_CNTL=0x0008 means no 
flash protection other than PRR!

• Apple doesn’t use BIOS_CNTL 
lock enable or SMM.

• So they aren’t technically 
vulnerable to Speed Racer...

• Attacker can write anywhere not 
protected by PRR.



32

UEFITool	
  says
"padding"? Code	
  &	
  Stuff EFI	
  Variables Code	
  &	
  Stuff

Flash	
  
Addr. 7F

FF
FF

Protected
Range	
  Registers

Firmware

ACCESS	
  DENIED
EVEN	
  TO	
  SMM

ACCESS	
  DENIED
EVEN	
  TO	
  SMM

BIOS_CNTL.SMM_BWP
bit	
  is	
  not	
  set!

BIOS_CNTL.BLE
bit	
  is	
  not	
  set!

OS-­‐resident	
  ASacker

18
E0
00

19
00
00

61
00
00

63
20
00

MacMini7,1
BIOS_CNTL=0x08

Case study 1: Speed Racer
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Case study 2: Darth Venamis
VU#976132
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• Sometimes called the “Dark Jedi” 
attack.

• Named by Rafal Wojtczuk because 
Darth Plagueis defated Darth 
Venamis and put him into a death-
sleep/coma to study midi-chlorians

Case study 2: Darth Venamis



Case study 2: Darth Venamis
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• “Suspend to RAM” sleep 
resets all flash and SMM 
protection.

• Untrusted code can be 
injected into S3 resume 
“bootscript”. 

• Disclosed to CERT/CC and 
UEFI Security Response Team 
in Sept 2014

• Publicly disclosed at 31C3 in 
Dec 2014 [6][8]

VU#976132
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Normal Boot

S3 Resume
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15

UEFITool	
  says
"padding"? Code	
  &	
  Stuff EFI	
  Variables Code	
  &	
  Stuff

Flash	
  
Addr.

7F
FF
FF

Protected
Range	
  Registers

Firmware

ACCESS	
  DENIED
EVEN	
  TO	
  SMM

ACCESS	
  DENIED
EVEN	
  TO	
  SMM

BIOS_CNTL.
SMM_BWP	
  bit

BIOS_CNTL.BLE	
  bit

OS-­‐resident	
  ASacker

18
E0
00

19
00
00

61
00
00

63
20
00

Case study 2: Darth Venamis
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• In this case CERT didn’t list which vendors they have contacted.

• It turns out that Apple was not contacted by CERT, but was informed by USRT.

Case study 2: Darth Venamis
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• It turns out that many Macbooks 
are vulnerable!

• This is a software-only attack via 
S3 resume script.

• Can escalate from root access to 
firmware writing.

Physical access is
no longer required!

Case study 2: Darth Venamis



40

Normally,	
  the	
  boot	
  flash
is	
  protected	
  by	
  PRR	
  and	
  
FLOCKDN	
  locks	
  them.

MOV $F008, (FLOCKDN)
WriSen	
  into	
  bootscript
before	
  PRR	
  are	
  set,	
  locking
them	
  as	
  all	
  zeros.

Ajer	
  sleep,	
  PRR	
  are	
  no	
  
longer	
  set,	
  enkre	
  boot	
  flash	
  
is	
  read/write.

BIOS	
  write-­‐enabled	
  with	
  
no	
  need	
  for	
  Speed	
  Racer.
Flash	
  re-­‐wriSen.

Case study 2: Darth Venamis



Case study 3: Prince Harming
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• Originally “Snorlax”, 
VU#577140 from 2013

• Rediscovered in 2015 and 
renamed.
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“Well,	
  Apple's	
  S3	
  suspend-­‐resume	
  implementakon	
  is	
  
so	
  f*cked	
  up	
  that	
  they	
  will	
  leave	
  the	
  flash	
  proteckons	
  
unlocked	
  ajer	
  a	
  suspend-­‐resume	
  cycle.	
  !?#$&#%&!#
%&!#”	
  -­‐	
  @osxreverser
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• We had been testing with a 
MBP11,2 (HM87 chipset) 
that properly set PRR 
coming out of S3 sleep.

• @osxreverser was testing a 
MBP10,1 (HM77 chipset) 
which didn’t set PRR and 
was vulnerable.

• Apple or Intel silently fixed 
this vulnerability, but never 
back ported the fix to older 
systems!

• Oops! Accidental Zero-day!

Why didn’t we see Prince Harming?
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Issues with Apple’s EFI Security 
Update 2015-001

•Locks PRR/FLOCKDN in PEI before S3 bootscript.

• This prevents writing to the boot flash shown in the demo.

• But...

• BIOS_CNTL bits are still unlocked! (can brick the system)

• S3 boot script is still unprotected! (can do stuff)

• TSEGMB is unlocked (can DMA into SMRAM)

•Another silent fix?

•New MacBook (USB-C) protects S3 boot script



BIOS

Intel 8088

ISA expansion bus

Case study 4: Option ROMs
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Option
ROMs



Case study 4: Option ROMs
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(BlackHat	
  2007)

(BlackHat	
  2012)
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• Intel added Option ROM 
signing to UEFI 2.3 and 
required it for Secure Boot.

• Apple is still on older EFI 
and still unconditionally 
executes Option ROMs.

• Despite Heasman’s talk in 
2007, Snare’s demo in 2012 
and Thunderstrike in 2014!

• Needs an architectural fix.

Case study 4: Option ROMs



Case study 4: Option ROMs
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(From	
  the	
  Thunderstrike	
  talk	
  at	
  31c3)



Case study 4: Option ROMs
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Rebooting to DOS
is not required,
just root access!



Case study 4: Option ROMs

51

Get	
  Remote	
  Root	
  Shell	
  
(lej	
  as	
  an	
  exercise	
  to	
  the	
  reader[19])

Userspace
Root

Kernel

BIOS	
  (SPI	
  flash)

1

2Install	
  the	
  whitelisted
DirectHW.kext	
  and
map	
  the	
  PCIe	
  space.

Write	
  code	
  into	
  the	
  ROM	
  
that	
  will	
  execute	
  in	
  the	
  
context	
  of	
  the	
  BIOS	
  at	
  
next	
  boot

(Not just Thunderbolt - WiFi / GPU / SATA have them, too!)



UEFI vulnerabilities are often 
shared between different 

systems.
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Old bugs, new platforms
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Vulnerability Private disclosure
Public disclosure

Status on OSX

Snorlax/PrinceHarming 
VU #577140

August 2013
July 2015 / May 2015

Patched June 2015

Darth Venamis
VU #976132

Sept 2014
Dec 2014 

Partial Patch June 2015

SpeedRacer/BIOS_CTNL
VU #766164

Dec 2013
Aug 2014

Vulnerable

King’s Gambit
VU #552286

Dec 2013
Aug 2014

Vulnerable
(See HITB-GSEC 2015)

The Sicilian
VU #255726

~May 2013
Sep 2013

Vulnerable

Setup UEFI Variable
VU #758382

June 2013
Mar 2014

Not vulnerable
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What can vendors do?

•Test older vulnerabilities against your systems

•Don’t silently fix vulnerabilities

•Use the locks provided by the platform:

• BIOS_CNTL.{BIOSWE,BLE,SMM_BWP}, TSEGMB, PRR, etc

•Chipsec can help validate platform configuration

• SMM Lockbox to help protect S3 resume script

• Intel Boot Guard on newer CPUs

• Better security around Option ROMs



What can the audience do?
•Start doing firmware forensics!

• LegbaCore can help

• Thunderbolt OptionROM tool: (to be announced soon)

•OptionROM integrity checker: https://github.com/legbacore/
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Go check out OpenSecurityTraining.info for the free classes from Corey and Xeno on
x86 assembly & architecture, binary executable formats, stealth malware, and exploits.

Then go forth and do cool research for us to read about!



56

Thanks for attending our talk!
https://trmm.net/Thunderstrike_2

https://legbacore.com/Research.html

@qrs / hudson@trmm.net

@xenokovah / xeno@legbacore.com

@coreykal / corey@legbacore.com

Please fill out evaluation forms!

https://trmm.net/Thunderstrike_2
https://trmm.net/Thunderstrike_2
https://legbacore.com/Research.html
https://legbacore.com/Research.html
mailto:hudson@trmm.net
mailto:hudson@trmm.net
mailto:xeno@legbacore.com
mailto:xeno@legbacore.com
mailto:corey@legbacore.com
mailto:corey@legbacore.com

