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Human driven processes are inadequate to effectively utilize increasing amount of cyber threat 
intelligence 
 
 

Enhancing Cyber Security Operations by Automating Threat Intelligence Extraction 
from Unstructured Sources 
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•  Threat intelligence provided in advisories, reports and other text formats require human analysts to 
parse and extract relevance.   

•  Difficult to scale human driven processes for increased amount of threat data that needs to analyzed. 

•  Multiple sources detail the same threat intelligence leading to wasted analysis effort and 
inefficiencies in general.  

•  Rely on human memory to spot connections among disparate advisories. 

Challenges 



Solution that allows Threat Intelligence teams to utilize their human expertize by automating 
extraction of threat data from unstructured text sources 
 

Desired Outcomes of Using Unstructured Threat Data 
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•  Threat intelligence provided in advisories, reports and other text formats require human analysts to parse and extract 
relevance.   

•  Difficult to scale human driven processes for increased amount of threat data that needs to analyzed. 

•  Multiple sources detail the same threat intelligence leading to wasted analysis effort and inefficiencies in general.  

•  Rely on human memory to spot connections among disparate advisories. 

Desired Outcomes 

•  Conduct automated threat searches specific actors or TTPs 

•  Track threat data on indicators, actors and TTPs from multiple sources with minimal manual effort      
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Threat intelligence is disseminated 
quicker in unstructured text sources 
and is often more timely. 
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Solution Framework 

Collect  Standardize 
(STIX) 

Information 
Extraction 

Filter & 
Prioritize 

Reporting & 
Visualization 

   

Underground  
Websites Social Media 

Sites 

Blogs 
Advisories 

Analysis 
Reports 

Flash 
Warnings       

Natural 
Language 
Processing 

Module 

Relational DB 

Campaigns Actors Incidents 

TTPS Exploit Target 

Indicator of Compromise Course of Action (COA) 

Graph DB 
 
 

CMDB 
 

Asset 
Scoring 

Relevance 
Ratings 

Asset Categorization 



Using the Unstructured Threat Intelligence 
Processing Tool  
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Upload a file for the parsing of 
threat data into STIX data 
constructs  
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Copy and paste any text directly 
into the field below to extract 
threat data into STIX constructs 
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Insert any URL into the field to 
retrieve threat data in text format 
of the given URL 
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Automate threat data retrieval from 
various web sites via Scumblr to 
allow constant ingest of 
unstructured threat data  
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The dashboard provides a view of extracted threat data 
from documents mapped to STIX data constructs. Each 
individual piece of threat data is counted to determine 
the overall threat’s trend within the specified date range.  
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This page shows a prioritized list of threat documents 
that were uploaded based on their overall relevance 
score. Relevance is determined by the score of the  

Additional actions can be taken on each 
ingested threat document. (e.g. show 
details or display visualizations of 
analytics on data from the documents) 
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Displays the original text of the 
threat document 

Extracted intelligence from threat 
document mapped to STIX 
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Drill down by STIX construct to 
see threat data extracted from the 
documents 

Up-vote or down-vote 
any element extracted 
to tune the NLP 
engine’s accuracy 

  

Asset 
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A custom tree node visualization 
is generated for each document 
and shows the elements 
extracted, their categories under 
STIX and all other documents 
that contain a related element 


