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S whoami

httPs://www.linkedin.com/in/ChristianHeinrich

Developer of Local and Remote Maltego Transforms for:
@Facebook
@Instagram
@Gravatar
@RecordedFuture
@TAIA Global REDACT™

Python Modules from @CanariProject and @Paterva

https://github.com/search?g=user%$3Acmlh+Maltego
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Agenda

1. Integration of the APl from @haveibeenpwned, @Breach Alarm and @Abusix
2. Configuration for “Chlorine”, “Carbon” and “Tungsten” (Kali Linux)

3. Case Studies

1. End User (Penetration Tester, Incident Responder, etc)
2. Vendor (Quality Assurance)




@haveibeenpwned - API

Integrated APl v2 Endpoints:
1. Getting all breaches for an account
2. Getting all pastes for an account
3. Getting a single breached site

Supports all API HTTP Status Codesi.e. 200,400, 403 and 404.




@haveibeenpwned — Maltego Configuration

Seed: https: //cetas. paterva. com/TDS/runner/showseed/ haveibeenpwned

Configuration: https://raw.githubusercontent.com/cmlh/Maltego-
havelbeenpwned/master/Maltego Conflguratlon havelbeenpwned mtz

Documentation: https: //gi thub.com/cmlh/Mal tego—haveibeenpwned/wiki



https://cetas.paterva.com/TDS/runner/showseed/haveibeenpwned
https://raw.githubusercontent.com/cmlh/Maltego-haveibeenpwned/master/Maltego-Configuration-haveibeenpwned.mtz
https://github.com/cmlh/Maltego-haveibeenpwned/wiki

@haveibeenpwned — Maltego Input Entities

1. “Account”
1. maltego.EmailAddress
2. maltego.Alias

2. “Site”
1. maltego.Domain




@havelbeenpwned maltego.Alias Entity
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haveibeenpwned - Not Breached




@haveibeenpwned — Maltego Machines

Steps Run Machine - Specify target (2 of 2)

1.

3 Cuecibamer The @haveibeenpwned E-mail Breached machine reguires the following inputs:

Email Address  foq@bar.com

Cancel




@haveibeenpwned — Maltego Machines

C¥ Machines EX

Qb @haveibeenpwned E-mail Breached

[foo@bar. com]

Machine completed

run{HIBPbreachedEmail)
run{HIEPpaste)
run{HIBPbreachedbomain)
Machine completed with O entities




@haveibeenpwned — Maltego Machines
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The big one. In October 2013, 153 million Adobe accounts
were breached with each containing an internal ID,
username, email, encrypted password and a password hintin
plain text. The password cryptography was poorly done and
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many were quickly resolved back to plain text. The
unencrypted hints also disclosed much about the passwords
adding further to the risk that hundreds of millions of

Adobe customers already faced.
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@haveibeenpwned —<DisplayInformation>
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aveibeenpwned —<DisplayInformation>
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@Breach Alarm - API

Integrated “Breached E-mails” API vl Endpoint Only.
* “Avalanche Technology Group” provided @BreachAlarm APl Key at no cost to @cmlh.

Unsupported [Paid] APl vl Endpoints:

1. “Breached E-mails (with History)

2. “Breached Domains”
A. With History
B. Without History

Upon the paid APl vl endpoints being integrated then
paterva.v2.BreachAlarmnamespace will change




@Breach Alarm - API

Supports all API HTTP Status Codes:
e 200

e 400, 401,403 and 404

* 500and 501




@Breach Alarm — Maltego Configuration

Seed: https: //cetas. paterva. com/TDS/runner/showseed/breachalarm

Configuration: https://raw.githubusercontent.com/cmlh/Maltego-
BreachAlarm/master/Mal tego-Configuration-BreachAlarm.mtz

Documentation: https://github.com/cmlh/Maltego-BreachAlarm/wiki



https://cetas.paterva.com/TDS/runner/showseed/breachalarm
https://raw.githubusercontent.com/cmlh/Maltego-BreachAlarm/master/Maltego-Configuration-BreachAlarm.mtz
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@Breach Alarm — SHA1 Hash

=) Output - Transform Output ¥ x
ﬁ? Bunning transform Breachlflarm on 1 entities (from entity "examplefexample.com") "
.Iml. SHA]1 of examplefexample.com i3 314fec3bcelfbfalalceT581032£2ckb0535%1leed3lBa (from entity "examplefexample . com™)

Transform Breachllarm returned with 2 entities (from entity "examplefexample.com")

ITransfcrm Breachllarm done (from entity "examplefexample.com™)




@Breach Alarm — Maltego Graph

Main View

Bubble View

Entity List
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https://breachalarm.com/api#breachedemails

@breachalarm - number of breaches: 47
@breachalarm - last breached: 2015-07-11

example@example.com

Breach Alarm - Breached




@Abusix - API

LeakDB
* “E-mail Address” maltego.EmailAddress
* “Password” maltego.Phrase




@Abusix — Maltego Configuration

Seed: https: //cetas. paterva. com/TDS/runner/showseed/abusix

Configuration: https://raw.githubusercontent.com/cmlh/Maltego-
Abus:.x/master/Maltego Configuration-Abusix.mtz

Documentation: https://github.com/cmlh/Maltego-Abusix/wiki



https://cetas.paterva.com/TDS/runner/showseed/abusix
https://raw.githubusercontent.com/cmlh/Maltego-Abusix/master/Maltego-Configuration-Abusix.mtz
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@Abusix—SHA512 Hash

5 output - Transform Output ¥ x
? Bunning transform AbusixleakDBfromPhrase on £ entities (from Z entities) ~
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@Abusix—maltego.Phrase/Password
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http://blog.abusix.com/2013/08/28/leakdb-updates-new-database-backend-and-ssl-access/ http://blog.abusix.com/2013/07/08/using-le akdb-for-compromised-password-hashes/

e [

aec317dc488015f00e6 67a249a ba3253876aedBbc22d4a6ff53d8406c6ad864195ed144ab5c87621b6c233b548baea
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md4 sha512

.

abusix rocks




Breached — Maltego Configuration

Seed: https: //cetas. paterva. com/TDS/runner/showseed/breached

Configuration: https://raw.githubusercontent.com/cmlh/Maltego-
Breach/master/Maltego Configuration-Breached.mtz

Documentation: https://github.com/cmlh/Maltego-Breached/wiki
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Thanks

Alpha:
@troyhunt of @haveibeenpwned
@Abusix
@BreachAlarm

Beta:
@RoelofTemmingh, @ AndrewMohawk and @paulRchds of @Paterva
@dcuthbert, @glennzw and @charlvdwalt of @SensePost

Release Candidate:
@bostonlink, @catalyst256, @tactical_intel, @digitaldrensics and any1 | forgot (sorry)




Thanks

@toolswatch

@BlackHatEvents
e Jessica Hoffman at UBM
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Christian Heinrich
Follow me on Twitter at @cmlh
christian.heinrich@cmlh.id. au
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