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1.  Research presented in this talk not funded by 
any government sources or Columbia University. 

 
2.  Research presented not related to Red Balloon 

Security. 

3.  I only pretend to know how electricity works. 

 

8/10/15	
   Blackhat	
  USA	
  2015	
  



You are doing real science when you are using… 
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You are doing real science when you are using… 

Homemade dog whistle detector 
(in a cup) 
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Noun: 

 

1: Malware that intentionally causes compromising emanation. 

 

2: Software payload that intentionally causes its host hardware to 
act as an improvised RF transmitter using existing hardware, which 
are typically not designed for electromagnetic emanation. 

 

 

 

8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



t	
  
Transmission medium of  
the attacker’s choosing 
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t	
  
Transmission medium of  
the attacker’s choosing 

Where you don’t monitor 
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Good idea if… 

1: Infinite Interns 
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Good idea if… 

1: Infinite Interns 

2: Not worried about leaving evidence behind 
 (see #1) 
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Retroreflector Technology 
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Retroreflector Technology 

In Historical Context… 

8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



Retroreflector 
 In Historical Context… 
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Retroreflector 
 In Historical Context… 

Designed for this 
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Deployed in the  
age of this 

Retroreflector 
 In Historical Context… 
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Retroreflector 
 In Historical Context… 
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And… 
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Leverage This Difference 

1.  Exfiltrate using only software 
2.  Exfiltrate using all the things 
3.  Exfiltrate using arbitrary frequency range 

4.  Evaporate when done 

And… 
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Part I 
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Firmware Shenanigans 



Prior Art 
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Example: Acoustic Crypto-Analysis 
    Genkin, Shamir, Tromer  
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Example: Acoustic Crypto-Analysis 
    Genkin, Shamir, Tromer  

4	
  Meters!	
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Majority of  
Compromising Emanations Research 
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Leaked signal 
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Faint, accidentally  
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What if… 

Loud, intentionally 
generated compromising emanation 

Big powerful receiver 
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DEMO 1: Acoustic Funtenna Emanation 
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Sub 1khz emanation 
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No, not like Alive humans 



DEMO 1.5: Ultrasonic Funtenna Emanation 
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DEMO 1.5: Ultrasonic Funtenna Emanation 

~27 Khz ~42 Khz 
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Probably not a new idea 

But not discussed “in the open” 
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A decade later… 
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BitWhisper: Covert Signaling Channel between Air-Gapped Computers using 
 Thermal Manipulations  

Distance: 40cm 
Data Rate: 1-8 bits per hour 

On Covert Acoustical Mesh Networks In Air 
Hanspach & Goetz Distance: 19.7 M 

Data Rate: 20 bits per second 

Guri, Monitz, Mirski, Elovici 

AirHopper: Bridging the Air-Gap Between Isolated Networks  
and Mobile Phones Using Radio Frequencies 

Guri, Kedma, Kachlon, Elovici 

Distance: 7 M 
Data Rate: 60 bits per second 
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The next steps 

1.  Generalize and Unify Methodology 
2.  Minimize hardware dependencies 

8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



8/10/15	
   Blackhat	
  USA	
  2015	
  



Common Output Pins 

•  PWM (Pulse Width Modulation) 
•  GPIO (General Purpose Input Output) 
•  UART (Universal Asynchronous Receive Transmit) 
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Science! 

1.  Possible values for f 
2.  Optimal values for f •  PWM  

•  GPIO  
•  UART 

For each 

•  0cm 
•  15cm  
•  30cm 

For each  
radiator length 
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Experimental Setup 
 
•  “Faraday” Cage 
•  Buspirate (transmitter) 
•  USRP2 & BasicRX Board (receiver) 
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For example,  
 30cm radiator, f=500khz, harmonic signal @ 2.5mhz 
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Full	
  raw	
  dataset	
  available	
  at	
  www.funtenna.org	
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Data Analysis… 

Possible values for f 
   

Optimal values for f 
 
 
Optimal length of radiator 
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Data Analysis… 

Optimal length of radiator 
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Anything > 0, longer better… 



Possible values for f 
  PWM:  10khz – 4mhz 
  GPIO: 10khz – 5mhz 
  UART: 10khz – 4mhz 

 

Data Analysis… 
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Possible values for f 
  PWM:  10khz – 4mhz 
  GPIO: 10khz – 5mhz 
  UART: 10khz – 4mhz 

Optimal values for f 
 
120Mhz – 205Mhz 

Data Analysis… 
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Say you wanted to Funtenna out of a  
 2-ft reinforced concrete structure 
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Say you wanted to Funtenna out of a  
 2-ft reinforced concrete structure 

F <= 100Mhz, bad for magnetic field penetration 

F >= 200Mhz, bad for electric field penetration 
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Generalized Funtenna Algorithm 

Generalized Funtenna Algorithm 
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Generalized Funtenna Algorithm 
Symbol  
Duration 

Symbol  
Duration 

Generalized Funtenna Algorithm 
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Generalized Funtenna Algorithm 
 
 
 
 
•  ASK (Amplitude Shift Keying) 
•  FSK (Frequency Shift Keying) 
•  OOK (On-Off Keying) 



Generalized Funtenna Algorithm 
 Amplitude-Shift Keying 
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Generalized Funtenna Algorithm 
 Amplitude-Shift Keying 

8/10/15	
   Blackhat	
  USA	
  2015	
  



Generalized Funtenna Algorithm 
 Frequency-Shift Keying (sort of) 
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Generalized Funtenna Algorithm 
 Frequency-Shift Keying (sort of) 
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Generalized Funtenna Algorithm 
 On-Off Keying 
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Generalized Funtenna Algorithm 
 On-Off Keying 
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Funtenna In Practice 
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Funtenna In Practice 

Pantum P2502W Wireless Monochrome 
Laser Printer  

1.  Cheap 
2.  Typical ARM SoC 
3.  GPIO (lots) 
4.  PWM 
5.  UART 
6.  JTAG  
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Funtenna In Practice 

Pantum P2502W Wireless Monochrome 
Laser Printer  

The Controller Board 
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Funtenna In Practice 

Pantum P2502W Wireless Monochrome 
Laser Printer  

The SoC 

Marvell	
  88PA6110	
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The	
  product	
  brief	
  
hHp://www.marvell.com/printers/assets/Printer_88PA6110-­‐01_pb_FINAL.pdf	
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Funtenna In Practice 

Pantum P2502W Wireless Monochrome 
Laser Printer  

Hardware Triage 
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Pantum P2502W Wireless Monochrome 
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Funtenna In Practice 

Pantum P2502W Wireless Monochrome 
Laser Printer  

Hardware Triage 
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Funtenna In Practice (PWM) 

Pantum P2502W Wireless Monochrome 
Laser Printer  

13Khz PWM  
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Funtenna In Practice (PWM) 

Pantum P2502W Wireless Monochrome 
Laser Printer  

13Khz PWM  
 
No love –( 
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Funtenna In Practice (GPIO) 

4 GPIO Banks, 121 pins in all  
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Funtenna In Practice (GPIO) 

Input pins: Buttons, few sensors, switches 
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Funtenna In Practice (GPIO) 

Output pins: LEDs, Engine Control,  
Power Control, Fuser Control, Toner 
Control and lots more! 
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Funtenna In Practice (GPIO) 

Which pin to flip? 
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Funtenna In Practice (GPIO) 

Which pin to flip? Every pin, at the 
same time! 
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Funtenna In Practice (GPIO) 

Which pin to flip? Every pin, at the 
same time! 

GPIO	
  Bank	
  A	
  –	
  Memory	
  Mapped	
  Control	
  Registers	
  

0x20 – Pin OFF 
0x24 – Pin On 
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OFF 
On 



Funtenna In Practice (GPIO) 
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Funtenna In Practice (GPIO) 

All Pins on 
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Funtenna In Practice (GPIO) 

All Pins off 
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Funtenna In Practice (GPIO) 

All Pins on 
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Funtenna In Practice (GPIO) 

All Pins on 

F = Approx 5mhz 
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Funtenna In Practice (GPIO) 

F = Approx 5mhz 
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And things get really interesting 



Funtenna In Practice 

Funtenna Demo 2: ALL GPIO Funtenna – On Off Keying 
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Funtenna Demo 2: ALL GPIO Funtenna – On Off Keying 
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Funtenna In Practice 

Funtenna Demo 2: ALL GPIO Funtenna – Freq Shift Keying (sort of) 
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Funtenna Demo 2: ALL GPIO Funtenna – Freq Shift Keying (sort of) 
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Funtenna In Practice 

Pantum P2502W Wireless Monochrome 
Laser Printer  

UART Funtenna 
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UART Funtenna 460800 baud 

“UUUUUUUUUUUUU”	
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UART Funtenna 460800 baud 
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Funtenna In Practice 

Let’s be more sneaky… 
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Funtenna In Practice 

dw_apb_uart.c 
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Funtenna In Practice 

dw_apb_uart.c 
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Funtenna In Practice 

FLIP sout pin 
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Step 1: UART Break-Ctrl Bit -> 1 

FLIP sout pin 
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Step 2: UART Loopback bit -> 1 

FLIP sout pin 
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Step 3: UART Loopback bit -> 0 

FLIP sout pin 
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Funtenna In Practice (UART) 

Uart_sout -> 1 
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Funtenna In Practice (UART) 

Uart_sout -> 1 

Uart_sout ->0 
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Funtenna In Practice (UART) 

Uart_sout -> 1 

Uart_sout ->0 
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Funtenna In Practice (UART) 

Uart_sout -> 1 

Uart_sout ->0 
F = Approx 500khz 
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Funtenna In Practice 

Funtenna Demo 2: UART, On Off Keying 

UART Pin, 10 feet of console cable 
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Funtenna Demo 2: UART FUNTENNA DEMOD 
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Take Away 

•  Funtenna works 

•  Network IDS is no substitute for 
host-based defense 

•  Host-based embedded defense 
important! 
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Big Thanks! 

Chris Evans 
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Big Thanks! 

Joseph Pantoga 
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Big Thanks! 

Kang-Wei Chang 

8/10/15	
   Blackhat	
  USA	
  2015	
  



www.funtenna.org 
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Backup slides 
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Funtenna In Practice (GPIO) 

Which pin to flip? Every pin, at the 
same time! 

Memory Mapped Registers 
  
0x1600D58 <- Contains GPIO Bank & Register List 
  
GPIO bank A - 0x1600DA8 MEMREG 0xFD040000 
GPIO bank B - 0x16011B8 MEMREG 0xF8040000 
GPIO bank C - 0x16015C8 MEMREG 0xF8041000 
GPIO bank D - 0x16019D8 MEMREG 0xF8042000  
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Funtenna In Practice (GPIO) 

Which pin to flip? Every pin, at the 
same time! 

Memory Mapped Registers 
  
0x1600D58 <- Contains GPIO Bank & Register List 
  
GPIO bank A - 0x1600DA8 MEMREG 0xFD040000 
GPIO bank B - 0x16011B8 MEMREG 0xF8040000 
GPIO bank C - 0x16015C8 MEMREG 0xF8041000 
GPIO bank D - 0x16019D8 MEMREG 0xF8042000  

GPIO	
  Bank	
  A	
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