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Disclaimer

We don’t speak for our employer. All
the opinions and information here are
of our responsibility (actually no one
ever saw this talk before).

So, mistakes and bad jokes are all
OUR responsibilities
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Introduction / Motivation

» Number of new malware samples grows at an absurd pace

» We still see words such as ‘many’ instead of the actual
number of analyzed samples

» Assumptions without concrete data supporting them

> INDUSTRY-RELATED RESEARCH NEEDS RESULTS, THUS NOT
PROMISING POINTS ARE NOT LOOKED AFTER



Objectives

» Demonstrate the possibility of in-depth large-scale
malware analysis

» Distribute and scale IDA Pro (with Decompiler) to
leverage its functionalities for automated malware

analysis

» Share with the community the obtained results:

v IDA Pro IDBs, plugins and scripts
v Intermediate representation
v' MS Visual C++ reconstructed types

v' And more... .



Methodology: Highlights

» Analyzed 32-bit and x86-64-bit PE not-packed
samples from public sources

> No malware size limitations at all

» Preference on MS Visual C++ samples because of
HexRaysCodeXplorer 00 types reconstruction
feature

» Details on the infrastructure already discussed
in Black Hat Las Vegas 2012 presentation



Methodology: Overview of the process

Phase 1

Collect
samples

Pre-process
samples and
collect millions
of 32-bit and
Xx86-64-bit not-
packed PE
malware
samples

Phase 2

Extract
. information .

- 4

Run different
malware analysis
algorithms on the
collected samples
and store results
on the filesystem.
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Phase 3

g
Analyze and

parse
information

NS

~

J

Parse and
structure the
results.

Phase 4

Generate
statistics

and charts
_ J

Generate
statistics and
charts based on
structured
information.



Methodology: Only static analysis

> We only used static analysis

» Not detectable by malware.. unless it exploits
the analysis environment!

» Prone to anti-disassembly tricks

» Has some limitations.. but powerful tools and
techniques are available

> IDA Pro rocks!! ©
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Methodology: Malware analysis algorithms

» HexRaysCodeXplorer (by @REhints) used for:

v’ Ctrees* for some IDA-recognized functions

v' MS Visual C++ object-oriented types REconstruction

» Ctrees depth analysis
v’ Highly-modified version of pathfinder by @devttySe

» AES-NI and GETSEC detection
» 00 “this” usage study

» Crypto usage detection based on IdaScope by
@push_pnx

* - ctrees 1s the intermediate représentation in Hex-Rays decompiler



Constraints and Limitations:

Dumping Ctrees

-

\_

Enumerate
routines

~

J

e Iterate through recognized routines in idb

e Process first 60 routines of size larger than 0x160 bytes
e Process first 30 crypto (using AES-NI) routines

e Process first 40 other functions bigger than 0x60 bytes

e Decompile routine to get ctree (IR)
e Serialize ctree to string

4 )
Obtain IR
g J

-

\_

) . .
e See implementation of
Ctree ctree_dumper _t::filter citem()

normalization (, yse normalized ctree for
_ comparison




Constraints and Limitations:

VTBL reconstruction algorithm

(

Detect
VTBL

\

J

4 )

Recognize
layout

- J

e Find all calls with “this” pointer to an offset
within “.rdata”/”.data” and data sections

e Find all xrefs to virtual tables

e Calculate size of virtual tables
e Recognhize all virtual methods

4 )

Add new
VTBL Type

- J
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e Create new structure for VTBL
layout representation



Constraints and Limitations :

Complex types REconstruction algorithm

4 )
Detect e Find pointers to possible type instances
Type e Find initialization routine entry point
- J
~ ™ ¢ Find all references to possible type address
Recognize Space
Type e Find all xrefs to the attributes of the
layout identified type
\ ) Reconstruct data flow for the identified type
4 )
Add new  Create new local type
Type if it has more than 3
definition attributes

- J
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Constraints and Limitations:

Ctrees Depth Analysis

-

Enumi_rate code e Use breadth-first search algorithm
xrefs to the e Limit: 100 nodes

routine

4 )
Get  Distance from entry point
. . e depth counter
statistics e number of xrefs

\_ J
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Constraints and Limitations:

AES-NI and GETSEC Detection

~
Analyze
code e Entry point section is always analyzed
sections
</
4 )
Scan first
512 Kb of e Disassemble with linear sweep
sections e Reject if disassembly > 20 Mb
\_ /
e Check for GETSEC and all AES-NI
4 2\ instructions
Detect e Reject match if a “bad” is
instructions present in 15 surrounding
\ ) instructions
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Constraints and Limitations:

C++ “this” usage study

4 )

Scan entry ] .
point section e Check up to 5000 call instructions

- J

(" )
L Detect e Scan 5 instructions preceding the call
“this”

e Check ECX loads (“mov” and “lea”)

usage

4 )

Gather e Compute percentage of calls
statistics “loading” ecx

- J

18




Distributing IDA Pro: Highlights

» Unexpected performance benefits on IDA because the
information is structured

v But we also came across some disadvantages: SDK is complex,
function signhatures change from version to version and is not
fully documented

» Good performance in commodity hardware

» C-based plugins are usually not compatible with
Linux/Mac

v’ Portability efforts are required
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Distributing IDA Pro: Highlights

» IDA plugins are usually not made to scale

» Target single-sample analysis

» Focus on users interacting with IDA Pro interface

» Automated malware analysis exercises much more
the internal plugin flows than manual analysis

v As a result, corner cases and bugs were identified in many plugins
including HexRaysCodeXplorer







Pre-processing — Total: 7,829,441

Packed x Not-packed

m Not-packed
m Packed

Not-packed MS Visual C++ prevalence

® Visual C++
m Other compilers
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AES-NI Usage (IDA Pro x standalone)

IDA Pro x Linear sweep approach
20
18
16
14
12
10

O N b~ OO

IDA Pro AES-NI identification Linear sweep approach
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GETSEC Usage

GETSEC Usage

m Using GETSEC
m Not using GETSEC




C++ “this” Usage Study — Top 10

Percentages

% calls loading ECX Prevalence (%)

4 7.420991619
18 5.845574961
30 5.810101164
10 5.247588099
16 4.788962581

S 4.468431488

3 4.348707424
19 3.988901769
20 3.905284962

46 3.193908642
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Ctrees: Top 10 repeated ctrees (with

repetition number). Total: 8,422,576

Number of repetitions Percentage
40606 0.482109036
38800 0.460666665
34718 0.412201683
20190 0.239712886
19999 0.237445171
17635 0.209377749
17060 0.202550859
14959 0.177605996
14439 0.171432113
14072 0.167074776

Total 232478 2.760176934
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Unique Ctrees: Repeated x Not-Repeated

Ctrees repetition

m Ctrees with no repetitions
m Ctrees with repetitions




Ctrees: samples with repeated x non-

repeated ctrees

Malware with repeating ctrees

®m Malware with repeated ctrees

m Malware with no ctrees repetition




Ctrees reaching EP + avg + std of their

depth

EP reached

m EP reached
® EP not found

EP reached - Average depth: 5.1940 (standard deviation: 2.3588)
82,646 or 0.98% of ctrees are directly under the EP



Ctrees max parents (code xref) — Top 10

Top 10 - Max number of parents
Number of parents Occurrences
11126
10989
9463
9023
8907
8837
8794
8226
7536
6917
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VALIDATING THE METHODOLOGY AND TOOLSET

ANALYSIS OF C++ TARGETED MALWARE
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-- Animal Farm family



Animal Farm Case Study




Animal Farm* Case Study

» Discovered by CSEC
a S ope rat ion l*l E m hme tca?ad YO C I_III:; - f t:é n: TOP SECRET /I COMINT [l REL TO CAN, AUS, GBR, NZL, USA

téléc omrrumc s Canada

SNOWGLOBE SNOWGLOBE.

R * CSEC assesses, with moderate certainty,
> Samples * NBOT ) SNOWGLOBE to be a state-sponsored CNO effort, put
DinO, Babar 5 forth by a French intelligence agency

Bunny, Casper

> Written in MS
Visual C++

Safeguarding Canada’s security through infor C
Préserver lasécyrité d ar.'adll 2 le anada :
- #GOMiNi’f HRERTOGAN2AUS; GBR; NZlsy -

* - “Totally Spies”, Joan Calvet, Marion Marschalek, Paul Rascagneéres, http://recc?’ﬁcx/ZOlS/sIides/recon2015-01-joan-calvet-marion-marschalek-pauI-rascagneres-TotaIIy-
Spies.pdf



Casper vs. Dino in HexRaysCodeXplorer

Casper’s virtual Dino’s virtual

function tables: function tables:

ox1061368 — 0x10861370: const std::bad_alloc:: uftable' nmethods count: 2

82417248 - Bx417250: VUTABLE_CLASS1 methods count: &4 0x1861b30 - Ox1061b38: const std::exception::‘uftable' methods count: 2
82417250 - 8x41725c: VUTABLE_AUTODEL _INTERFACE methods count: 3 Bx1Bbaacl - Bx10b6aadd: UTABLE_RUNKEY_INTERFACE methods count: 4
Bx41725c - Bx417274: VUTABLE_CLAS33 methods count: 6 @x186aadB@ - Ox186aaeB: UTABLE_RUMNKEY_API methods count: &4
Bx417274 — Ax41728c: UTABLE SCHTASKS methods count: & 8x186aae@ - Bx186aafB@: UTABLE_RUNKEY REG methods count: 4

A4 1748c - Bx41749c:- UTABLE RUHKEY REG methods count: 4 Ax1B86aafl - Bx186ah@f: UTABLE RUNKEY BAT methods count: 4
Bx41749c - Ox4174ac: UTABLE_RUNMKEY BAT methods count: 4 Bx18babdd - Bx186ab18: off_186AEBE methods count: 4

Bx417hac - @x4174bc: UTABLE RUMKEY API methods count: 4 8x186ab18 - B8x186ab2c: UTABLE_SERVICE_INTERFACE methods count: 7
Ox4174bc - Bx4174cc: UTABLE RUMKEY WHI methods count: & Bx186ab2c - Bx106ab48: VUTABLE_SERVICE_API methods count: 7
8x4175fc — Ox41766c: UTABLE_RUNKEY_DEFAULT methods count: 4 8x106ab48 - Ox106abéh: UTABLE_SERVICE SC methods count: 7
Bx41768c - Bx417618: UTABLE_AUTODEL_DEL methods count: 3 Bxlacanch _ Rxln6ahBA.__off 1A6ARGE_nethods tount 7

Bx417FAC — BxL177GE: UTHBLE_HUthEl_“PI methods count: 2 Hx186ab88 - Bx106abB88: UTHBLE_RUTDDEL_INTEHFHEE methods count: 2
Bx17758 — Bxh1776h: UTHBLE_HUthEl_WHI methods count: 3 Bx186ab88 - Bx186ab%8: UTHBLE_“UTDDEL_HPI methods count: 2

8x186ab%8 - Bx186ab98: UTABLE AUTODEL DEL methods count: 2
HxTHOabYd - Hx1H6abaW: ott+_THO6ABYE methods countI 2

Bx186abak - B8x186abck: off_186ABA4 methods count: 8

Bx186abch - Bx186ac@B: UT_CTFC_AbstractSocket methods count: 15
Bx186acAf - Bx1@6ac3c: UT_CTFC_StandardSocket methods count: 15
Bx186ac3c - Bx1@86ac48: UT_CTFC_HTTP_Request methods count: 3
Bx186ac48 - Bx186acS5c: UT_CTFC_HTTP _Forms methods count: &
Bx186actc - Bx1@86ac7B@: UT_CTFC_HTTP _Form methods count: &

Bx417944 - Bx417958: VUTABLE AUTODEL DEFAULT DEL methods count: 3
Hx417a¥%c - Hx417abd: UIABLE_ULLASHTS4 methods count: 5

Bx417abB - Bx417ack: VUTABLE CLAS31S methods count: &

Bx417af4 - Bx417bBB: VUTABLE CLASS16 methods count: &

Bx417b38 - Bx417b38: VUTABLE_RUHKEY_PARENT methods count: 2
Bx418afc - Bx418b6B: VUTABLE CLASS18 methods count: 3

Bx418bA8 - Bx418b14: VUTABLE_PROCESSINJ methods count: 3

Gx418b14 - 8x418b28: VUTABLE CLASS28 methods count: 3 Bx166ac78 — Bx166ac84: UT CTFC_HTTP Form Hultipart methods count: 5
Bx418b28 - Bx418b2c: UTHBLE_ELHSSZ1 methods count: 3 Bx186ac8s - Ox1086acal: UT_EUM EERU _mEthEdS count: &

Bx418b508 - Bx418b5E: UTHBLE_ELHSS22 methods count: 2 Bx106acal — Bx186achh: UT_FS _IIIEtI'Il]dS count: &4

0x418d68 - Bx418d70: const std::bad_alloc:: vftable' methods count: 2 Ox186achs - Oxi@6acch: UT RAHMFS methods count: &

Bx418d84 - Bx418dBc: const std::exception:: vftable® methods count: 2 Ax1@86acch — Bxi06acdd: off 186ACCYH methods count: S

Bx186acdg® - Bx1@6acec: UT_CLASS2 methods count: &

Bx186acec - Bx186addB@: UT_STORAGE_FILE methods count: &

Bx186ad08 - Bx186adi4: UT_STORAGE REG methods count: &

6x106bBbA — Bx1086bBb8: const std::bad _exception:: vftable' methods count: 2




Casper vs. Dino: RUNKEY

Defines how the dropper interacts with the Windows
Registry:

v API - call Windows Registry APIs directly

v' BAT - modify Windows registry in a batch file using “reg” commands

v' REG - modify Windows registry by using “reg” command in a command
prompt

v WMI - modify Windows registry by using StdRegProv class

struct IRunkeyHandler

{ IRunkeyHandler
LPVOID addKey;
LPVOID deleteKey; 1

LPVOID queryKey;
LPVOID destructor;

}s

RunkeyApi RunkeyBat RunkeyReg RunkeyWmi
Handler % Handler Handler Handler




Casper vs. Dino: AUTODEL

Defines how dropper removes itself from machine
after its execution

v  DEL - remove itself by using command prompt
v  API - remove itself by calling MoveFileEx

v WMI - remove itself by using command prompt created
through create method of the Win32 _Process WMI class

IAutoDelHandler
struct IAutoDelHandler {

LPVOID delete;
LPVOID deleteAscii; | | I
LPVOID destructor;

AutoDelWmi
Handler

AutoDelDel
Handler

AutoDelApi

Handler
7

}s




Object Instantiation: Constructors

Dino’s RUNKEY constructor:

sub_18085F88{&a1->uftbl_1_8186AADG) ;
al->uftbl_1_8186AADA = EUTABLE RUNKEY API;
ul6 a;

sub_1885F88{&al->uftbl_2_ B186AAER);

Casper’s RUNKEY constructor:

FH BuildaUStrat();
if { AU_STRATEGY RUHKEY API )

1

u2 = operator new{BxCu}; al-»ufthl 2 B186AAEA = RUTABLE RUMKEY REG;

Ul = u?; sub_108@5F80{&a1->uftbl 3 O106AAFB);

if ( u2 ) al->uftbl 3 B186AAFA = BUTABLE RUNKEY BAT:

1 sub_18@85F88{&a1->uftbl 4 WIWOABYA);

1 al-»ufthl 4 B81086ABAA = EUTABLE RUNKEY DEFAULT;

FH _GetRunKey{uw2}; LD

LABEL_17:
u3 a;
goto LABEL_18;
L

b

e
al

BYTE{uv16) = 3;

#*y3 = KUTABLE RUNKEY API; vl = FH_GetAPIModules_(};
. = = vil = =ul;
LABEL 18: ul2 = ={u1 + 4);
#y1 = yj; u13 = ={ul + 8);
return vi; v2 = B;
y ull = =(v1 + 12);
- vl = ={ul + 16);
goto LABEL_17; u7 = &al->uftbl 4 0106ABON;
u8 = &al->uftbl 1 _B8106AADB;
AU STRATEGY RUNKEY REG ) v9 = &ail->uftbl 2 O106AAED;
- - - ulB = &al->uftbl_3 B106AAFA;
_ . uis = u3;
vy = operator new{BxCu}; if { vi3 )
vl = ul; {
if ( vuh ) u1l1 = =ui;
vl12 = ={ul + 43;
FN_GetRunKey(ul); AR -
#*U3 = GUTABLE RUNKEY REG; u15 = *{u1 +1ﬁ;;
goto LHBEL_1%; vl = vl
i [i]
uL = 13 3> uZ++;

while { *{uwS & 1) && v2 < 8u );

sult al;
->field B8 = (&u7)[v2];



Object Instantiation: Type REconstruction

Casper’s RUNKEY constructor:

FH BuildaUStrat();
if { AU_STRATEGY RUHKEY API )

newi AxCul :

operator
f_,‘ Please enter text _

Flease edit the type dedaration

struct struct_name_RUHKEY

i
struct_name_RUMKEY_UTABLE_B_ 884175FC *uftbhl_8 A80M175FC;
int field®;
int Field1;

¥i

l | Cancel

n
=]

FH _GetRunKey({uh};
#y3 = GUTABLE_RUNKEY REG;
goto LHBEL_1%;

¥
LABEL 17:

= ﬂ;
goto LABEL_18;

Dino’s RUNKEY constructor:

sub_18085F88{&a1->uftbl_1_8186AADG) ;
al->uftbl_1_8186AADA = EUTABLE RUNKEY API;

viG = B;
sub_1885F88{&al->uftbl_2_ B186AAER);

— LT N TN | L] [rE N r .. il v E— Il T AL T RiLIArF i Lo N il o Y

f_,‘ Please enter text

L - L

Please edit the type dedaration

struct struct_name_RUNKEY
{
int field_8;
struct_name_RUNKEY_UTABLE_4 B8186AADA =uftbl_1_81686AADA;
_BYTE gap8[8];
struct_name_ RUHKEY_UTABLE_16_B186AAEA =uftbhl 2 B186AAED;
_BYTE gap14[8];
struct_name_ RUHKEY_UTABLE_28 B186AAF8 =uftbl_ 3 B186AAFB;
_BYTE gap28[8];
struct_name_RUNKEY _UTABLE_48_8186ABA0 =uftbl 4 6106ABAG;

] | Cancel Helr

n
7]

ui3d #{ul + 8);
uh = =(yul1 + 12);
U1 = ={uv1 + 14);
vl = uph;

do

uL = 13 3> uZ++;

while { *{uwS & 1) && v2 < 8u );
b
result = ail;
al->field 8 = (&u7)[v2];




Dino vs. NBOT in HexRaysCodeXplorer

Dino’s virtual function NBOT’s virtual

tables: function tables:

Bz186aacl - Bx106aad@: UTABLE_RUMKEY INTERFACE methods count: 4 B43d95¢
0x1062ad8 - Bx106aaeB: UTABLE RUMKEY API methods count: 4 Ax43d938
0x106aaeB - Bx106aaf@: UTABLE RUMKEY REG methods count: 4

Bx43d964: const wmiExcepEiun::‘uFtahle' methods count: 2
0x43d988: const NBOT Handler::'uftable' methods count: 2

0x1863aF0 - 0x106ab00: UTABLE RUNKEY BAT methods count: & Bx43d98c - Bx43d9c8: const ETFE_HhstractSucket:::uFtahle' methods count: 15
Bx106abf8 - Bx186ab18: oFF 1066ABAA methods count: &4 Bx43d9cc - Ox43dad8: const CTFC_StandardSocket:: vftable' methods count: 15
0x186ab18 - Bx1@6ab2c: VUTABLE_SERVICE_INTERFACE methods count: 7 Bx43dabc - Bx43dai8: const CTFC_HTTP Request::’uftable' methods count: 3
8x186ab2c - Bx106ab48: UTABLE SERVICE API methods count: 7 Bx43datc - 0x43da3@: const CTFC_HTTP Forms::’vftable' methods count: 5
g:}gg::gﬁ - g:}gg::gg g;gﬂgfﬁgggﬂl“;Eiﬁudgfzgﬂgi_Cg“"“ 7 B:43da34 - Bx43dak8: const CTFC_HTTP Form::vftable' methods count: 5
Bx186ah8 8 - ﬂx1ﬂﬁah88; UTABLE AUTODEL INTERFACE ﬁethnds count: ? Bx43dadc - Bx43dadB: const CTFC HTTP Form Hultipart:: vftable' methods count: 5
Ax186ab88 - Ax106ah98: UTABLE AUTODEL API methods count: 2 Uzbddadd - bx4ddabc: const HBUI_LUMZD vitable® methods count: 2

0x106ab98 - 0x106ab98: VUTABLE_AUTODEL DEL methods count: 2 Bx43da7@ - 0x43da78: const HBOT ATCLEAR::'vftable' methods count: 2
8x186ab98 - Ox1B@6abal: off_186AB98 methods count: 2 Bx43da7c - Bx43daB4: const MBOT AT::'vftable' methods count: 2

g:}gg:gsﬁ - 3:13232';,;; 3?&Egﬂg::trggigggieiﬂuzgéhgdg o Gx43dadg - 8x43da90: const NBOT_PING::'vftable' methods count: 2

6x186ac00 - Bx186ac3c: UT CTFC StandardSocket methods count: 15 Bikddadh - Behidadc:  const NBOT_EAEC:: vftable' methods count: 2

Bx186ac3c - Bx106ack8: UT CTFC_HTTP Request methods count: 3 BxA3daal - Bx43daad: const NBOT_HTTP_FLOOD:: vftable® methods count: 2
0x166ach8 - Bx186ac5c: UT_CTFC_HTTP Forms methods count: 5 Bx43daac - Bx43dab4: const HBOT_ASP_FLOOD:: vftable' methods count: 2
Bx186ac5c - Bx1@6ac7@: UT_CTFC_HTTP_Form methods count: 5 @x43dab8 - Bx43dack: const NBOT TCP FLOOD:: vftable' methods count: 3
0x106ac7@ - Bx186ac84: UT CTFC HTTP Form tultipart methods count: 5 @x43dac8 - 0x43dad4: const NBOT WEB FLOOD:: vftable' nmethods count: 3
Ux16ac¥s - Bx1¥eacas: UI_LUM SERU methods count: 8 . n - .
BxiBbacah - x1G6achh: UT FS methods count: & Bx43dad8 - Bxb3daed: const HBUT_NEB_PDST_FLD@D.. uFt?hle methods count: 3
Bx186achh - Bx1B6acchk: UT RAMES methods count: & Bx43daed - Bx43daf@: const NBUT_STHTISTIES:: vftable' methods count: 2
Bx1Bhacch - Bxi@hacd®: off 186ACCY4 methods count: & Bx43dafl - Ox43dafc: const HBOT KILLER:: vftable' methods count: 2
Bx106acdd - Ox1@6acec: UT CLASS2 methods count: 5 0x43dbM - Bx43db@8: const MBOT CONFIG::'vftable' methods count: 2
8x1B6acec - Bx106ad@@: UT_STORAGE_FILE methods count: 5 Bx43dbBc - Bx43db14: const MBOT UPLOAD::'vftable' methods count: 2
0x106ad08 - 8x106adth: UT_STORAGE_REGC methods count: 5 Bx43db18 - Bx43db20: const NBOT UPDATE::'vftable’ methods count: 2
Bx186bBb0 - Gx186bObE: const std::bad exception:: vftable' methods count: 2 Q40 -




Exploring NBOT’s RTTI

Vftable

22, 8843008C
22, 88430068
2, 809430070
2. B943DA34
o2 B043DA4C
22, BB43DAIC
£, Be43DABC
22, 884300CC
22, BB43DAAC
2, 80943DATC
2. B843DAT0
o2 B043DAG4S
2. BP430B00
22, BB43DA4
22, PP43DAAG
22, 88430080
=2, B043DAF4
2, B043DASS
2. B43DAES
22, BP43DABS
£, BP43DB18
Z2. Be43DBeC
22, BB43DACE
=2, 8043DADS

Methods Flags

15 M

L T I . T W e o o o o o o L = " I % D 8]

Type
CTFC_AbstractSocket

CTFC_Anti_AV Mailslot

CTFC_Anti AV NULL
CTFC_HTTP_Form

CTFC_HTTP_Form_Multipart

CTFC_HTTP_Forms
CTFC_HTTP_Request
CTFC_StandardSocket
NBOT_ASP_FLOOD

NBOT AT
NBOT_ATCLEAR
NEBOT_COM
NBOT_CONFIG
NBOT_EXEC
NEOT_HTTP_ FLOOD
NBOT Handler
MNEOT_KILLER
NEOT_PING
MNBOT_STATISTICS
NBOT_TCP_FLOOD
NBOT_UPDATE

NEOT _UPLOAD

NEOT WEB_FLOOD

NBOT WEB_POST_FLOOD

41

Hierarchy

CTFC_AbstractSocket:

CTFC_Anti AV Mailslot: CTFC_Anti AV Interface;
CTFC_Anti AV NULL: CTFC_Anti AV Interface;
CTFC_HTTP_Form: CTFC_HTTP _Forms, CTFC_HTTP_Request;
CTFC_HTTP_Form_Multipart: CTFC_HTTP_Forms, CTFC_HTTP_Reguest;
CTFC_HTTP_Forms: CTFC_HTTP_Request;
CTFC_HTTP_Request:

CTFC_StandardSocket: CTFC AbstractSocket, CHoImport;
NBOT_ASP_FLOOD: NBOT Handler;

NBOT_AT: MNBOT_Handler;

MBOT_ATCLEAR: NBOT_Handler,

MNBOT_COM: NBOT_Handler;

NBOT_COMFIG: NBOT_Handler;

NBOT _EXEC: NBOT Handler;

NBOT HTTP_FLOOD: NBOT Handler;

NBOT Handler:

NBOT_KILLER: NBOT Handler;

MBOT_PING: MBOT_Handler;

MBOT_STATISTICS: NBOT_Handler,

NBOT_TCP_FLOOD: NBOT Handler;

NBOT_UPDATE: NBOT Handler;

NBOT_UPLOAD: NBOT Handler;

NBOT WEB_FLOOD: NBOT TCP FLOOD, NBOT Handler;

NBOT WEB_POST_FLOOD: NBOT_TCP_FLOOD, NBOT Handler;



Type REconstruction:
CTFC_HTTP_Form_Multipart

Dino NBOT

struct name 2 = thiscall FH BuildCTFC_HTTP_Form_ Hultipart{int this, char a2} struct_name_2 = thiscall FH _BuildCTFC_HTTP_Form_Multipart{int this, char =xa2)
{ {
int v2; f/ edi@1 int v2; // edi@
unsigned int w3; /7 ST18_4@E5 __int16 w3d; f/F ax@5
unsigned _ int16 wh; // ax@S unsigned __int1é vh; 7/ ax@5
int uS; // eax@5 %nt u5s; fF ecx@Es
char w7?; // [sp+18h] [bp-11Bh]@S5 int v6; // eax@5
int v&; // [sp+124h] [bp-4h]@1 char v8; // [sp+18h] [bp-118h]E5
int vw9; f7 [sp+124h] [bp-4h]@E1
v2 = this; .
sub_1618378(this, this); u2 = this;
vg = 8; Sgh_thnFﬂ(thls);
ud = g3

*(_DWORD *)u2 = UT_CTFC_HTTP_Forn_Hultipart; »(_DWORD *)u2 - CTFC_HTTP_Form Hultipart:: uftable’;

oot 2 (u7 oy e T T b “Comn Hive 200 Creat e, . 0
*(_DWORD *)(v2 + 288) = B; :E—gﬂggg e e
*={_DWORD =)(v2 + 388) = 8; *(_DWORD *;Ezz . 3333 - o
*(_DWORD x)(u2 + 296) = 4096; . *(_DUORD *){u2 + 296) = 4096;
*(_DNDRD *)(U2 + 292) = malll][:(l-]x1ﬂﬂﬂu}, *(_DH“RD *){u2 + 292) = malloc({Bx1806u);
LOBYTE(u8) = 1; LOBYTE(v?) = 1;
if ( a2 ) if ( a2 )

. {

:F { ={_DWORD =){uv2 + 8} ) if ( ={_DWORD =){u2 + 8) )

{
free{*(void ==x){u2 + B8)); free{x(upid **){u2 + 8));
*{_DWORD =)(v2 + 8) = B; *(_DWORD =)(v2 + B) = B8;

H ¥

*#{_ DWORD =)(v2 + 8) = _strdup(a2); *(_DUWORD =){u2 + 8) = _strdup(a2};
H H
*{ WORD =){uZ + &4) = 1; ®#(_WORD =){u2 + 4) = 1;
v2 = (unsigned int){unsigned __int16) {y >» 2; u3 = ():
uh = (); vy = {):
FH_printf 1("-———---—-———— Thukhx", uvl, u3); sub_415088{uk, vZ + 24);
FH_printf_1("multipart/form-data; boundary=%s", w2 + 243); sub_415880(v5, &UE);
uS = ={_DWORD =){u2 + 12); vé = *(_DWORD *)(u2 + 12);
sub_18689BE@("Content-Type”, &u7); sub_u4B88§0("Content-Type™, &uE);
*{_DWORD *)(u2 + 16) = B; *(_DWORD =)(vz + 16) = 0;
=(_DWORD =){v2 + 28) = B8; ={_DWORD =){v2 + 28) = 8;

return {struct_name_2 =)u2;

return {struct_name_2 =ju2;




Type REconstruction:

CTFC HTTP_Form_Multipart

Dino

struct name 2 = thiscall FH BuildCTFC_HTTP_Form_ Hultipart{int this, char a2}

{
int v2?; // edi@1
unsigned int w3; /7 ST18_4@E5
unsigned __int16 wh; /7 ax@5
int uS; // eax@5
char v7; // [sp+18h] [bp-118h]@5
int v8: // [sp+124h1 [bp-4h1@E1

“ Please enter text

Please edit the type dedaration

struct struct_name_CTFC_HTTP_Form_Multipart
{

__int16 field bu;
int field 8;

int field_12;
int field_16;
int field_29;
int field_24;
_BYTE gap1C[252];
int field 288;
int field_284;
int field_288;
int field_292;
int field_296;
int field_388;

struct_name_2 UTABLE_B_B186AC7 0 *uftbl_B_6106AC70

QK l | Cancel

sub_18898E8({"Content-Type™, &u7é);
*{ DWORD *){uv2 + 16) = 8;

*{ DWORD =){uv2 + 28) = @;

return {struct_name_2 =ju2;

NBOT

struct_name 2 * thiscall FH BuildCTFC_HTTP_Form Multipart{int this, char =a2)

int v2; // edi@

__int16 v3; F/ ax@5

unsigned __int16 vh; f/ ax@5
int v5; // ecxz@5
int vé6; // eax@5
char v8&; // [sp+18h] [bp-118h]Es
j
“ Please enter text

Please edit the type dedaration

struct struct_name_CTFC_HTTP_Form_Multipart
{

__int16 field bu;
int field 8;

int field_12;
int field_16;
int field_29;
int field_24;
_BYTE gap1C[252];
int field 288;
int field_284;
int field_288;
int field_292;
int field_296;
int field_388;

struct_name_2_ UTABLE_B_BB43DAAC *uftbl_B_BB43DALE;

K l | Cancel

SUD_H4uBsBo( LONLENL- IYPE , GUB),
*{_ DWORD =){vZ + 16) = B8;

*{_ DWORD =){v2 + 28) = B8;
return {struct_name_2 =)u2;




Animal Farm: Shared C++ Types

NBOT Casper Bunny

Dino

wmiException

x
x

basic_AvWmiManager

basic_WmiManager

CTFC_HTTP_Form

CTFC_HTTP_Forms

CTFC_HTTP_Form_Multipart

CTFC_HTTP_Request

CTFC_AbstractSocket

CTFC_StandardSocket

XXX | XX ]| X|[X]X
X[ X | X |[X]| XX

X | X | X | X|X]|X

RunKeyApi

RunKeyBat

RunKeyReg

RunKeyWmi

RunKeyDefault

AutoDelApi

AutoDelDel

AutoDelWmi
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AutoDelDefault




Animal Farm: Shared C++ Types

Dino

Bunny Babar Dino
3 shared 3 shared
NBOT custom custom
types types
15 shared
Casper custom
types
3 shared
Bunny custom
types
Babar




Conclusions

> We demonstrated that IDA Pro scale really well and all
its powerful features can be used in automated malware
analysis systems

v'  CALL TO ACTION: IDA Pro plugin developers to start adding batch mode
switches and optimize the algorithms

» Want to run your IDA plugin on millions of malwares? Let
us know! ©
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Resources

Presentation, code and instructions on how
to download samples, IDBs and outputs will
be available at:

https://github.com/REhints/blackRhat2015



CodeXplorer v2.0 [BH Edition]

» Multiple bug fixes and code review
» Improvements for Types and VTBL’s reconstruction

> New Features:
v' dump Ctrees information for additional analysis

v dump all reconstructed types information

https://github.com/REhints/HexRaysCodeXplorer
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The new RE book is coming soon!
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