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About this talk 

• Background 

• Enumerating web filtering solutions 

• Enumerating email filtering solutions 

• Bypassing filters 
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Previous presentations (Hacking appliances) 

• Blackhat EU 2013 – Hacking Security Appliances 

• http://www.youtube.com/watch?v=rrjSEkSwwOQ 

 

• Blackhat Webcast July 2013 – Hacking Security Appliances 

• http://www.blackhat.com/html/webcast/07182013-hacking-

appliances-ironic-exploits-in-security-products.html 

 

• BlackHat EU 2012 - Exploiting Security Gateways via their Web UIs 

• http://www.youtube.com/watch?v=XfZS1iZ2PpY 
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Previously (Hacking appliances/gateways) 

• Email/Web filtering 

• Baracuda, Symantec, McAfee, Trend Micro, Sophos, Proofpoint 

• Firewall, Gateway, Web-filters 

• Pfsense, Untangle, ClearOS, Websense, Citrix 
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Research this time - Enumeration 

• Enumerating and bypassing products and solutions 

 

• Low severity issues which are systemic and persistent 

 

• Using functionality which is there by design 
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They’re in the DMZ 
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For an attacker: Wouldn’t it be good if ?... 

• Vulnerability scanning 

• Hidden vulnerable products could be detected externally 

 

• Phishing and client-side attacks 

• Clear picture of defences before targeting real users 

 

• Email or Web filter policy, or product capability review 

• Automated and remote testing 
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MailFEET and WebFEET usage to date 

• Detailed analysis during NCC Group customer engagements 

 

• Targeting specific products in a test environment 

• To identify product capability and weaknesses 

 

• Limited payloads and tests of a wide variety of domains 

• To improve the tool and produce some stats 
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WebFEET 

• Web Filter External Enumeration Tool (WebFEET) 

• Drive-by web-proxy and policy enumeration with JavaScript 

 

• Main components (HTML, JavaScript, PHP) 

• Enumerates proxies 

• Simulates download of files 

• Uploads a report 

 

• For audits and reconnaissance 
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Header Modification Enumeration 
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Web filter IP address/hostname/version 
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Header Modification Enumeration 
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Web filter IP address/hostname/version 

• Interesting headers 

• Via 

• X-Cache 

• X-Cache-Lookup 

• Other customer X-headers 

• Subtle modifications 
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Collected Headers Examples 
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X-Cache-Lookup: MISS from wp-xxxxxxx.xxx.xx.xx:3128 
X-Cache: MISS from 10.xx.xx.xx 
 
Via: 1.0 10.xx.xx.xx (McAfee Web Gateway 7.2.0.1.0.13253) 
Via: 1.0 barracuda.xxxxxxxxxxxxx.xx:8080 (http_scan/4.0.2.6.19) 
Via: 1.1 xxxxproxy02.xx.xxxxxx.com:3128 (Cisco-IronPort-WSA/7.5.2-118) 
Via: 1.1 backup.xxxx.xxx.xx:3128 (squid/2.7.STABLE9) 
  
X-Cache-Lookup: MISS from xxxxxx:53128, MISS from pfsense:3128 
  
X-WebMarshal-RequestID: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX 
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File Download Policy Enumeration 
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Web security
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Blocking Request 
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A Redirect Response 
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Block pages 
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Example WebFEET Report 

• Demo: Show a WebFEET reports 
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HTTP vs. HTTPS 

• An effective HTTP policy can be irrelevant – because HTTPS 

interception and filtering are rare 

 

• Even where HTTPS interception is present, there are usually 

plenty of policy bypasses 

10:28 PM 



Twitter: @insidetrust 

@nccgroupinfosec 

HTTPS Inspection 
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WebFEET HTTP vs. HTTPS 
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• Demo: HTTPS or HTTP 
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HTTPS Certificate Validation Issues 
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Web URL Categories 
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So For Web Filtering, I Know: 

• What products you are using 

• Sometimes exact versions 

• What your policy is for a wide variety of file downloads 

• Whether you can detect threats in HTTPS 

• How effective your URL filtering is and what categories you 

block 

 

• All in under 10 seconds – no exploits required 

• Relatively transparent to the end user, but may be logs or alerts 

on the proxy 
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MailFEET 

• Mail Filter External Enumeration Tool (MailFEET) 

• Sends, receives test emails and parses responses 

 

• Main components (python/sqlite) 

• Email sender/logger 

• Email bounce message collector/logger 

• Reporting tool 

 

• For audits and reconnaissance 
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Network Architectures 
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Network Architectures 
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Network Architectures 
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Info in headers (from original message) 
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Info in headers 
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Product disclosure examples 
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• X-IronPort-AV: E=Sophos;i="4.93,874,1378875600"; 

• MailMarshal (v7,1,0,4874) 

• X-Proofpoint-Spam-Details: rule=notspam 
policy=default score=41 spamscore=0 ndrscore=41 
suspectscore=3 adjustscore=0 phishscore=0 
adultscore=0 bulkscore=0 classifier=spam adjust=0 
reason=mlx scancount=1 engine=7.0.1-1305240000 
definitions=main-1308150307 
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4 sample messages; simple msg, exe in docx, password xls, vbs in doc 

43% 
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Enumerating products in use 
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• Create signatures for: 

• X-Headers 

• Received headers 

• Message body/attachments 

• Hostnames 
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Products in use by Fortune 500 (subset) 
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Policy enumeration 

• Send 4 different test messages, to each MX record, of 152 

domains – you get 2,500 responses – what happened? 

• Simple text message (no threat) 

• Exe embedded in a Word (2010) document 

• Password protected Excel spreadsheet 

• VBS in Word (2003) document 
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Types of message you can get back 
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• Delivery Service Notifications (DSN) 

• Non-delivery report (NDR) “550: Recipient does not exist” 

• Policy block informational messages 

• Message quarantined 

• Message corrupt (could not be processed) 

• Message delayed 

 

• Out of office messages 

• Contain useful user information 
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Classic disclosure ( “block” message) 

“A message or attachment you have sent to 
<Company name> has been filtered. Please 
use a different file format or place your 
attachment in a password protected ZIP file 
and resend the message.” 
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Message modification examples 
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Need to quickly classify bounces 

10:28 PM 

• Which are bounces from the mail-server? 

• Which have the original message? 

• Which have the original attachment? 

• Which are “block notification” messages? 

• Which are “other” types? 

 

• Criteria 

• Checksum original attachment, message size, number of received 

headers, X-headers, structure, attachments, specific text strings 
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Basic stats of what gets through 

• Some good delivery results with my limited payload sets 

 

• Plain message (no threat)           94.1% 

• Exe embedded in Word 2007      62.1% 

• Password protected XLS             96.1% 

• VBS embedded in Word 2003     73.9% 
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Policy enumeration for NCC clients 
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• Demo: Show example report 

 

• Demo: Show example document with payload 
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So For Email Filtering, I Know: 

• What products and services you are using 

• Often with exact versions 

• What your policy is for a wide variety of file attachments 

 

• Typically between 5 minutes to 1 hour for 50 attachments 

• Multiple MX records and multiple message paths 

• Often transparent to the end user, but may messages 

quarantined on email filter 
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They’re in the DMZ 
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Attacks which work 

• HTTPS for the Win! 

 

• Hidden payloads requiring “Deep content analysis” 

• Exes and scripts in Word Doc, PowerPoint, Excel etc. 

• Exe and scripts in Zips 

• PowerShell in HTA files or Document macros 

• Multiple layers: Exe in Zip in Documents. 

• Payloads in password protected documents and archives 

• 1000s of potential tests 
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Summary 

• External attackers can enumerate products and policy 

 

• Policies are generally weak 

• No 0-Day required 

• Encryption is the attacker’s friend 

• Embedded threats were rarely detected 
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Resources 

• Updated presentation slides 

 

• Whitepaper on web enumeration 

• Whitepaper on email enumeration 

 

• WebFEET tool 

• MailFEET tool 
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