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About the Speaker! 
 

 Dr. Aditya K Sood 

─ Senior Threat Researcher and Engineer 

 Others 

● Worked previously for IOActive, Armorize, Coseinc and KPMG 

● Active Speaker at Security conferences 

● Written Content –  IEEE Magazine/Virus Bulletin/ 

ISSA/ISACA/CrossTalk/HITB Ezine /Elsevier NESE|CFS 

● Personal Website:  

– LinkedIn : http://www.linkedin.com/in/adityaks   

– Website: http://www.secniche.org  

– Blog: http://secniche.blogspot.com  

– Company Website : http://www.niara.com   

● Authored “ Targeted Cyber Attacks” Book ! 

● Email : contact {at} secniche {dot} org 

http://www.niara.com/
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Disclaimer ! 

The opinions and views expressed in this research presentation is completely 

based on my independent research and do not relate to any of  my previous 

or present employers. 

 

I am not responsible for the links (URLs) presented in Figures and Listings 

as part of  testing analysis and do not assume any responsibility for the 

accuracy or functioning of  these at the time of  release of  this paper. These 

links (URLs) were live and active during testing. 

 

The research presented in this presentation should only be used for educational 

purposes. Please also check the updated version of  this presentation  after the conference. 

The released version of  the research paper is Version 1.1 ! 

Fetch it from BlackHat Archives  or  http://www.secniche.org  

http://blackhat2014.secniche.org/
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What This Talk is All About ?! 
 

 Learning about the different insights gathered from real-time 

testing of C&C panels 

 Understanding the facts and C&C design of botnet families 

─  Zeus / ICE 1X/ Citadel / BetaBot etc. 

 Busting several myths about C&C architecture and deployments 

 Learning what methods to follow when direct exploitation is not 

possible 

 Utilizing multiple vulnerabilities to attack C&C panels 

 Gathering information using weak C&C configurations 

 Building C&C intelligence for Incident Response and automated 

solutions 
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Rationale !! 
 

Why to Break when we can Bypass ! 
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C&C Panels Overview! 
 

 Web-based software components for managing bots around the 

Internet 

 Centralized place for communicating with bots and sending 

updates 

 Majority of the C&C panels are authored in PHP and MySQL  

─ Hosted on Apache / Nginx and LAMPP (XAMPP) servers 

 C&C panel is architected using modular components that are 

interdependent on each other 

─ Failing one component can impact the working of other component 
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C&C Components Protection 
 

 Design Protections 

─ Gates 

─ Cryptographic Key 

─ Login Web Page Key 

 Generic C&C Components 

● Note: naming convention and components changes with design 

 

 

 

 

Component Overview 

gate.php preventing direct access to main control panel 

cp.php managing bots and exfiltrated data (control panel) 

index.php restricting directory listing through default code  

config.php configuring settings for bots and C&C panel itself 

install/ installation component (tables, databases, reports and others) 

fsarch.php archiving files 
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C&C Gates! 
 

 What are Gates ? 

─ Intermediate web components that perform verification on the incoming 

requests sent by the bots 

● Verification of bots identity  

● Authorization and allocation of access rights 

─ Different from login or administrative panels 

─ Gates can be treated as proxies  

● C&C prefers to communicate with bots through gates 
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Protecting C&C Resources! 
 

 ICE 1X shows following message in one of its directory: 

 

 

 

 

 ZEND Framework Authentication 

─ Zend_Session  Built-in session management functionality using 

namespace objects 

─ Zend_Acl  Lightweight access control privileges 

 

 ionCube 

─ PHP encoder to encode the PHP source code and file paths 

─ ionCube loader manages the runtime execution of PHP code 
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C&C Attack Models! 
 

 Reversing malware to extract cryptographic keys and file 

─ Key provides read/write operation capabilities on the C&C panel (including 

components) 

 Obtaining backdoor access to hosting servers  

 Finding design and deployment flaws including vulnerabilities 

─ Performing source code analysis on the downloaded C&C panel 

 

 Note: Read Whitepaper for complete details !  
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Google Dorks – Botnet C&Cs 
 

 Potential Dorks 

─ Dorks are based on the default design of the botnet family 

● Design such as naming convention can be changed by the bot herder 

─ A number of C&C panels have been exposed using these dorks 

● Worth giving a TRY ! Test more and build more dorks ! 

 

 

 
Botnet Family Potential Google Dorks 

 Zeus  inurl: “cp.php?m=login” |  inurl: “cp.php?letter=login”  

ICE 1X  inurl: “adm/index.php?m=login” 

Citadel  inurl: “cp.php?m=login” 

BetaBot  inurl: “login.php" intext: “myNews Content Manager” 

iStealer  inurl: “index.php?action=logs” intitle:”login” 

SpyEye  inurl: “frmcp/” 
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Google Dorks – Botnet C&Cs 
 

 Example : Citadel and Zeus 
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Google Dorks – Botnet C&Cs 
 

 Example : Finding C&C Gates 
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Network Traffic Analysis (1) 
 

 Detecting network traffic to gates 

─ Analyzing communication channels used for data exfiltration 

 

 

 

 

Data exfiltration to Gates – Plasma Bot ! 
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Network Traffic Analysis (2) 
 

 Remember : Gates and C&C administration interface are hosted 

on the same server majority of the time 

 

 

 

 

Gate component shows blank page and C&C panel 

administration interface is present on the same server 
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Multiple C&C Panels – Same Server! 
 

 Possibility of only one C&C panel present on the same host on 

the destination server  Not True ! 

 Operations 

─ Analyze URL structure and associated parameters 

─ Detect directory patterns in the C&C URL 

─ Guess or Fuzz the parameters in the C&C URL 

 Example  

─ URL structure :  http://[C&C_domain]/[directory]/index.php?m=login  

● http://www.example.com/storage/1/control.php?m=login 

─ Try: 

● http://www.example.com/storage/2/control.php?m=login 

● http://www.example.com/storage/3/control.php?m=login 

● http://www.example.com/storage/4/control.php?m=login 
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Multiple C&C Panels – Server! 
 

 Detected multiple Zeus C&C panels on same host 
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Multiple C&C Panels – Server! 
 

 Detected multiple Winlocker C&C Panels 
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Demo – Detecting Multiple Panels ! 
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Confirming Base C&C Components! 
 

 Relying on the renamed C&C component and does not ensure the 

present of the default one 

 Operations 

● Bot herders rename the C&C component to other to avoid signatures 

– Example: renaming “cp.php”  “check.php” 

● Ensure that the default components are present on the server 

● Testing indicates that both renamed and original files are present on the C&C 

server 

 

 

 

 

 

Exposed Components ! 
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 Installation component is exposed on several botnets 

─ Vulnerable C&C Panels – Zeus / ICE 1X / Citadel  

 

Installation Component Check 

Extracting report directory name and accessing it to access reports directory ! 
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Demo – Access Via Default Components! 
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Port Mapping for Similar Resources! 
 

 Relying completely on the specific port detected in the network 

for C&C communication 

─ Verification of only TCP port 80 or 443 on the C&C for web services 

─ Assuming that TCP port 443 is used only for HTTPS 

 Issuing the HTTP requests to same resources on different ports 

─ Fuzzing the same web resources on the target web server on different ports 

─ This technique has resulted in fruitful scenarios 
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Port Mapping for Similar Resources! 
 

 

 

 

 

 

 

Checking same resources on different ports. 

A “cmd” file is downloaded by targeting 

different paths and ports ! 
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Port Mapping for Similar Resources! 
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C&C Deployment on XAMPP! 
 

 Seriously ? 

 XAMPP is never meant to be used for production purposes 

─ Using it for C&C is serious mistake. But, its happening ! 

─ Easy configuration  

 Serious security issues in configuration 

● The MySQL administrator (root) has no password 

● The MySQL daemon is accessible via network 

● ProFTPD uses the password "lampp" for user "daemon" 

● PhpMyAdmin is accessible via network 

● Examples are accessible via network 

● Refer: https://www.apachefriends.org/faq_linux.html  

 There are number of loopholes that can be exploited to hack back 

into servers using XAMPP 

 

 

 

 

https://www.apachefriends.org/faq_linux.html
https://www.apachefriends.org/faq_linux.html
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C&C Deployment on XAMPP! 
 

 Seriously ? 
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C&C Deployment on XAMPP! 
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Demo – C&C Access via XAMPP ! 
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Root Directory Verification! 
 

 Root directory of the hosting server should be analyzed 

 Majority of time directory index is obtained 
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Vulnerability Hunting !! 
 

 Detecting vulnerabilities in C&C panels 

─ Like hunting flaws in web applications 

 Example:- An earlier SQL Injection in SpyEye C&C panel ! 
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Weak and Default Passwords ! 
 

 Several C&Cs are configured with weak or default passwords 

 iStealer panel accessed using weak password 
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Remote Management Shells ! 
 

 Search for PHP files with arbitrary names  

─ Possibility of finding remote management shells 

─ If you know the authentication key, you can upload of your own too.  

Inactive Shell. But active ones have been 

found too ! 
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Demo – Detecting Remote Shells ! 
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Conclusion! 
 

 To fight with malware, it is important to harness the power of 

penetration testing and malware analysis including reverse 

engineering 

 There are no shortcuts to fight against cybercrime 

 

 

 

 

 

 

 Note: Do read the whitepaper released with this talk for extensive details. Materials 

are available on BlackHat Archives and http://www.secniche.org  

 

http://www.secniche.org/
http://www.secniche.org/
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Future Work! 
 

 To build more interesting attack models as this research is 

ongoing 

 To analyze complete evolution of botnet C&C panels 

 To detect new C&C panels for upcoming botnets 

 To perform data analysis to understand security guidelines used 

by the end-users and organizations 
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Questions and Queries !! 

http://www.niara.com  

http://www.niara.com/

