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Development	  RealiBes	  



•  Developers	  using	  established	  third-‐party	  
libraries	  to	  
– Speed	  up	  the	  development	  process	  
– Realize	  quality	  improvements	  over	  crea8ng	  an	  in-‐
house	  proprietary	  solu8on	  from	  the	  ground	  up.	  

	  	  

Third-‐Party	  Libraries	  To	  The	  Rescue	  



SO	  WHAT	  IS	  THE	  PROBLEM?	  





“Third-‐party	  programs	  are	  responsible	  for	  76%	  
of	  the	  vulnerabili8es	  discovered	  in	  the	  50	  most	  
popular	  programs	  in	  2013,	  say	  the	  results	  of	  
Secunia's	  Vulnerability	  Review	  2014”	  
 
http://www.net-security.org/secworld.php?id=16448  

Where	  The	  Vulns	  Are	  



2014:	  5,027	  
2013:	  10,868	  
2012:	  10,205	  
2011:	  7,852	  
2010:	  9,110	  
2009:	  8,147	  
2008:	  9,740	  
2007:	  9,559	  
2006:	  11,029	  
	  
Source:	  OSVDB.org	  
*YTD	  June	  2014	  

VulnerabiliBes	  by	  Type	  



VulnerabiliBes	  by	  Type	  
2014:	  5,027	  
2013:	  10,868	  
2012:	  10,205	  
2011:	  7,852	  
2010:	  9,110	  
2009:	  8,147	  
2008:	  9,740	  
2007:	  9,559	  
2006:	  11,029	  
	  
Source:	  OSVDB.org	  
*YTD	  June	  2014	  











The	  Document	  Founda8on	   Open	  SSL	   Isode	  Ltd	   Extreme	  Networks,	  Inc.	  	  

Splunk	  Inc.	   Red	  Hat,	  Inc	   OpenBSD	   Barracuda	  Networks,	  Inc.	  

IBM	  Corpora8on	   Cerberus,	  LLC	   ADTRAN,	  Inc.	   NoMachine	  S.à	  r.l.	  

BalaBit	  IT	  Security	   Michal	  Trojnara	   F-‐Secure	  Corpora8on	   Rapid7	  

VMware,	  Inc.	   Netwin	  Ltd.	   McAfee,	  Inc.	   Huawei	  Technologies	  Co.,	  Ltd.	  

ABB	   Juniper	  Networks,	  Inc.	   Novell,	  Inc.	   Digi	  Interna8onal	  Inc.	  

Certec	  EDV	  GmbH	   Aruba	  Networks,	  Inc.	   For8net,	  Inc.	   Proofpoint,	  Inc.	  

Electric	  Sheep	  Fencing	  LLC.	   OpenVPN	  Technologies,	  Inc.	   MarkLogic	  Corpora8on	   Apple	  Inc.	  

Eucalyptus	  Systems,	  Inc.	   mod_spdy	   Chef	  Sohware,	  Inc.	   Hitachi,	  Ltd.	  

NVIDIA	  Corpora8on	   Cisco	  Systems,	  Inc.	   SonicWALL	  L.L.C.	   WinSCP	  

Nginx	  Inc.	   Blue	  Coat	  Systems,	  Inc.	   Dell	   Sybase,	  Inc.	  

Pivotal	  Sohware,	  Inc.	   Bitcoin	  Project	  	   BlackBerry	   Sébas8en	  Jodogne	  

Tenable	  Network	  Security	   Google,	  Inc.	   CA	   Python	  Sohware	  Founda8on	  

The	  FreeBSD	  Project	   The	  Tor	  Project,	  Inc.	   Intel	  Corpora8on	   Kaspersky	  Lab	  ZAO	  

The	  NetBSD	  Founda8on,	  Inc.	   Joyent,	  Inc.	   Siemens	  AG	   Invensys	  Inc.	  	  

Tor-‐ramdisk	   opensource.dyc.edu	   RUCKUS	  WIRELESS,	  INC.	   Sophos	  Ltd.	  

Synology	  Inc.	   Kerio	  Technologies,	  Inc	   Innominate	  Security	  Technologies	  AG	   Oracle	  Corpora8on	  

Hewlem-‐Packard	  Development	  Company,	  L.P.	  

Vendor’s	  Impacted	  By	  HeartBleed	  





•  Not	  just	  one	  library	  impac8ng	  many	  
organiza8ons	  

•  A	  single	  applica8on	  may	  have	  as	  many	  as	  100	  
different	  third	  party	  libraries	  implemented	  
– That	  is	  a	  whole	  lot	  of	  patching	  to	  keep	  up	  on	  for	  
both	  devs	  and	  customers	  

Efficiency	  At	  What	  Cost?	  



LETS	  TALK	  DATA	  



•  What	  libraries	  are	  the	  biggest	  offenders	  for	  
spreading	  pes8lence?	  	  
– Volume	  of	  vulnerabili8es	  2007-‐2014	  
– Frequency	  of	  release	  2007-‐2014	  
– Average	  vulnerability	  severity	  	  
– Pervasiveness	  of	  library	  usage	  

Biggest	  Offenders	  



OpenSSL	  
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CVSS	  
5.39	  
	  



Vuln	  Spread:	  

	  
	  

OpenSSL	  

…And	  mul8ple	  products	  by	  HP,	  Oracle	  (including	  Java),	  F-‐Secure,	  IBM,	  MySQL,	  Novell,	  OpenBSD,	  
Intel,	  Juniper,	  Rapid7,	  nginx,	  Huawei,	  Trend	  Micro,	  Linux,	  Tableau,	  McAfee,	  F5,	  Cisco,	  For8net,	  
Sophos,	  Python,	  Citrix,	  SUSE,	  Ubuntu,	  Debian,	  FreeBSD,	  RedHat…	  
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Vuln	  Spread:	  

	  
	  

FreeType	  

And	  also…	  OSX,	  Webkit,	  Firefox,	  OpenJDK,	  OpenOffice,	  StarOffice,	  Ubuntu,	  Gentoo,	  
Oracle	  Solaris,	  SUSE,	  Slackware,	  BlackBerry	  products,	  Fedora,	  RedHat,	  Debian,	  Avaya	  
products,	  PlaySta8on	  3/4/Vita,	  Opera	  for	  Wii,	  mul8ple	  video	  games…	  



LibPNG	  

5"

3"

2"

3"

6"

5"

0"

2"

3" 3"

2" 2"

3"

5"

0"

2"

0"

1"

2"

3"

4"

5"

6"

7"

2007" 2008" 2009" 2010" 2011" 2012" 2013" 2014"

LibPNG"
Vulnerabili5es" Advisories" 3	  	  

releases	  per	  year	  

Average	  	  
CVSS	  
6.58	  

26	  Vuln
s	  



Vuln	  Spread:	  

	  
	  

LibPNG	  

Visio,	  PowerPoint,	  Adobe	  Photoshop/Flash/Illustrator,	  Webkit,	  iOS,	  OSX,	  Android,	  
GIMP,	  Fedora,	  Debian,	  Ubuntu,	  Slackware,	  Red	  Hat,	  SUSE,	  Gentoo,	  Oracle	  Solaris,	  
VMWare	  Server,	  and	  countless	  applica8ons.	  	  



FFMPEG	  
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Vuln	  Spread:	  

	  
	  

FFMPEG	  

YouTube,	  Chromium,	  ChromeOS,	  QuickTime,	  JavaCV,	  DirectShow,	  DropCam,	  
Gstreamer,	  Mplayer,	  xine,	  PlaySta8on,	  Gentoo,	  Ubuntu,	  Debian,	  FreeBSD,	  Mandriva	  
Linux,	  LaunchPad,	  Libav...	  	  



WHAT'S	  BEING	  DONE	  CURRENTLY?	  





Open	  source	  is	  secure	  because	  everyone	  can	  
review	  it	  -‐	  more	  eyes	  makes	  all	  bugs	  shallow.	  

Code	  Quality	  

Everyone	  *could*	  look	  at	  it,	  	  
but	  they	  don’t.	  	  

Accountability	  for	  quality	  is	  deferred.	  
	  



That	  means	  closed	  source	  is	  more	  secure	  
because	  no	  one	  can	  review	  it	  and	  supported	  by	  

enterprises,	  right?	  

Code	  Quality	  

Bad	  code	  is	  just	  that,	  bad	  code	  and	  exists	  
in	  Closed	  Source	  as	  well.	  



Money	  That’s	  What	  We	  Need!	  



•  Many	  projects	  are	  not	  well	  funded	  or	  resourced	  
•  Bug	  bounty	  programs	  

–  Crowd	  source	  more	  eye	  on	  cri8cal	  sohware	  or	  
websites	  

•  Code	  audit	  ini8a8ves	  
–  TrueCrypt	  
– OpenSSL	  

Money	  That’s	  What	  We	  Need!	  



Results	  
Core Infrastructure Initiative first round funding, 

announced 29May14: Network Time Protocol, OpenSSH 

and OpenSSL.  

 
OpenSSL will receive funds for two, fulltime core developers. The 

OpenSSL project is accepting additional donations, which can be 

coordinated directly with the OpenSSL Foundation (contact at 

info@opensslfoundation.com). 

 
The Open Crypto Audit Project (OCAP) will also receive funding in order 

to conduct a security audit of the OpenSSL code base. Other projects are 

under consideration and will be funded as assessments are completed and 

budget allows. 



•  Premise	  being	  that	  it	  is	  the	  only	  way	  to	  ensure	  
the	  code	  is	  secure	  is	  to	  own	  responsibility	  for	  
the	  code.	  

•  Companies	  and	  groups	  are	  forking	  libraries	  
– Google	  Blink	  (Webkit)	  
– OpenBSD	  LibreSSL	  (OpenSSL)	  

Forking	  For	  Quality!	  



Forking	  For	  Quality?	  

“catastrophic	  failure”…	  
	  

“unsafe	  for	  Linux”	  
	  



ACTIONS	  





•  Evaluate	  vuln	  trends	  in	  libraries	  as	  part	  of	  selec8on	  criteria	  
•  Do	  you	  have	  enough	  people	  resources	  to	  handle	  the	  

expected	  vulnerability	  load?	  
•  What	  is	  your	  priori8za8on	  model?	  
•  What	  early	  monitoring	  processes	  can	  you	  put	  in	  place	  to	  

minimize	  surprises?	  
•  Can	  you	  iden8fy	  low	  fric8on	  areas	  to	  diminish	  risk?	  
•  Communicate,	  communicate,	  communicate	  

Know	  What	  You’re	  Commi`ng	  To	  



Incident	  Response	  



Incident	  Response	  
IdenBfy	  
Issue	  1	   Assess	  

Impact	  2	   Dev	  &	  
Test	  Fix	  3	  

Public	  
Release	  
w/	  CVE	  	  

4	   Post	  
Release	  5	  

IdenBfy	  
Issue	  1	   Assess	  

Impact	  2	   Dev	  &	  
Test	  Fix	  3	   Release	  4	   Post	  

Release	  5	  So	  you’re	  a	  socware	  
vendor…	  

Enterprise	  admin?	  	  
Your	  patch	  lifecycle	  

starts	  HERE	  

But	  wait
!	  

The	  vuln
erability

	  was	  

in	  a	  third
	  party	  lib

rary!	  



•  Source code scanning tools 
•  Vulnerability Database providers 
•  Your Legal Team is your friend 

Vendors,	  Monitor	  Your	  Libraries!	  



•  Vendor	  security	  tes8ng	  
– Ac8ve	  security	  tes8ng	  of	  third	  party	  and	  OSS	  libraries	  
using	  in	  house	  and/or	  outsourced	  security	  researchers	  

•  Proac8ve	  plan	  for	  rou8ne	  patching	  as	  part	  of	  dev	  
lifecycle	  

•  Robust	  Incident	  Response	  Plans	  for	  cri8cal	  
vulnerability	  disclosures	  that	  include	  Dev	  Team	  
resources	  for	  product	  sustainment	  

What	  Else	  Can	  Be	  Done?	  (dev	  ediBon)	  



•  Network	  scanning	  -‐	  know	  what	  sohware	  is	  in	  use	  where.	  
•  Know	  where	  risk	  is	  in	  your	  environment	  

–  Monitor	  OSS	  advisory	  releases	  for	  sohware	  used	  in	  your	  apps/
products.	  

–  ASK	  your	  SW	  Vendors	  if	  they	  are	  affected	  by	  third	  party	  vulns	  
–  Code	  and	  Network	  scanning	  for	  un-‐patched	  vulnerabili8es.	  

•  	  Plot	  the	  vulnerability	  trends	  for	  your	  environment	  
•  	  Plan	  8me	  for	  sustainment	  	  

What	  Else	  Can	  Be	  Done?	  (IT	  ediBon)	  



DISCUSSION!	  
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