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Introduction 
Modern computer systems that are widely used by individual consumers as well as large corporations have a 
number of pre-installed software that is shipped by an OEM manufacturer or a regional reseller to promote certain 
services and products. It might be difficult for an ordinary user to understand all the risks of such "extra-packages" 
existing on the system. While most of these products can be permanently removed or disabled by the user or an IT 
administrator, some types of product are designed to remain on the system even after professional system cleanup 
or total disk drive replacement. One such type of software is anti-theft technologies that are widely used on modern 
laptops, i.e., Absolute Computrace. While the general idea behind anti-theft technology is good, improper 
implementation can render it useless as well as harmful, or even extremely dangerous. We believe that companies 
producing anti-theft technologies must consider the security of their products extremely seriously. 
Please note, that this paper does not include exploit code in order to prevent massive exploitation. Our objective is 
to raise awareness of IT professionals about a hidden threat, explain how it works and help protecting computer 
systems and networks. 

The Mystery 
Our research started with a real-life incident involving one of our colleagues. He observed repeated system process 
crashes on one of his personal laptops. The crash generated an event log record and a memory dump that was 
immediately analyzed. A quick check then led to a full research cycle which eventually resulted in this report. 

The failure was related to instability in modules named identprv.dll and wceprv.dll that were loaded in the address 
space of one of the system service host processes (svchost.exe). A quick analysis of the file information revealed 
that these modules were created by Absolute Software and are part of the Absolute Computrace software. While 
Absolute Software is a legitimate company and information about Computrace product is available on the 
company’s official website, the owner of the system claimed he had never installed Absolute Computrace and 
didn’t even know the software was present on his computer. It could be assumed that the software was 
pre-installed by an OEM manufacturer or reseller company, but according to an Absolute Software whitepaper this 
should be done by users or their IT service. Unless you have a private IT service or your PC vendor took care of you, 
someone else has full access and control over your computer. 

This single incident could have been dismissed if it wasn’t for the fact that we discovered more personal computers 
belonging to our researchers, as well as some enterprise computers, with the same signs of Computrace working on 
them without authorization. From a minor hindrance the situation quickly turned into a major incident, and we 
decided to carry out an in-depth analysis. 

Prior Research 
One of the most significant contributions previously made on this subject is authored by Alfredo Ortega and Anibal 
Sacco of Core Security Technologies. In their whitepaper "Deactivate the Rootkit: Attacks on BIOS anti-theft 
technologies" they described the general mechanisms behind anti-theft products such as Absolute Computrace. 

Prior research has shown a significant risk coming from anti-theft software embedded in BIOS ROMs or firmware. It 
demonstrated that these modules are vulnerable to local attacks, such as those requiring physical access or the 
ability to run code at local system. Alfredo Ortega and Anibal Sacco demonstrated a tool that can be used to 
change encrypted registry settings of the Absolute Computrace Agent so that it redirects to another control server. 

In addition, we found a blogpost authored by Bradley Susser created in August 2012. The blog mentions a 
vulnerability in the authentication system of LoJack (Computrace) software. However, the post didn’t have enough 
proof to back up the claim, so we decided to embark on our own extended analysis. 

Motherboard­level Dropper 
Computrace Agent is a Windows application that has two variants: a small agent and a full-size agent. The Small 
Agent is a piece of code that is of minimal possible size and maximum extensibility. This module is embedded into 
BIOS PCI Option ROM or UEFI firmware. According to the US patent 20060272020 by Absolute Software, where it is 
called a mini CDA (Communications Driver Agent), it was designed to check if the full-function agent is installed and 
functioning on the system, and if not, load the full function CDA across the Internet from the server. 

According to the patent, the persistence module resides in BIOS Option ROM: 

http://www.google.com/url?q=http%3A%2F%2Fwww.absolute.com%2F&sa=D&sntz=1&usg=AFQjCNEdmKwl54brS8kNTRCkAkgjtynj1Q
http://www.google.com/url?q=http%3A%2F%2Fwww.absolute.com%2Fen%2Fresources%2Fwhitepapers%2Fabsolute-persistence-technology&sa=D&sntz=1&usg=AFQjCNFFX9MdA2jJOuDZZ_1sbBNPDaLn4w
http://www.google.com/url?q=http%3A%2F%2Fbot24.blogspot.com%2F2012%2F08%2Fvulnerability-in-authentication-system.html%2520&sa=D&sntz=1&usg=AFQjCNGA_f8GbBi5rEtxB41BGinivgv0Mg
http://www.google.com/patents/US20060272020
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Link date: 18 Feb 2013 
Size: 69'792 
MD5: 675c575444aafd56b4e8a99ef8a570cd 
SHA1: 80c7c2ae72d108cfe3b897bb23efb74865c9e5ae 

Network Protocol Description 
Soon after startup, rpcnetp.exe (the Small Agent) attempts to establish a TCP connection with the C&C server. It may 
connect via an IP address hard-coded in its body, set in the registry or stored on a hidden location on the hard disk. 
If direct communication by IP fails, it may try to resolve a domain name (typically search.namequery.com) and use a 
new IP instead. 

Small Agent is used to download and run additional executables. However, we haven't found any specific 
functionality that was designed for downloading and running additional modules. Nevertheless, the extensibility of 
its protocol allows it to do absolutely anything including downloading and running extra modules. The 
US20060272020 patent has an interesting paragraph regarding the rpcnetp.exe communication protocol: 
�� �I�d�Y�]�s�Q�[�O���j�P�I���+�I�g�h�Q�h�j�I�[�E�I���� �O�I�[�j���h�k�E�E�I�h�h�N�k�Y�Y�s���Q�[�������$�/�•���N�]�g���I�r�<�Z�d�Y�I�•���Z�<�X�I�h���P�I�<�p�s���k�h�I���]�N���<�[���I�r�j�I�[�h�Q�D�Q�Y�Q�j�s���G�I�h�Q�O�[�I�G���Q�[�j�]���j�P�I��
�E�]�Z�Z�k�[�Q�E�<�j�Q�]�[�h���d�g�]�j�]�E�]�Y�•���7�Q�j�P�]�k�j���j�P�Q�h���I�r�j�I�[�h�Q�D�Q�Y�Q�j�s���j�P�I���� �O�I�[�j���q�]�k�Y�G���D�I���Y�<�g�O�I�g���<�[�G���g�I�f�k�Q�g�I���N�g�I�f�k�I�[�j���k�d�G�<�j�I�h���j�]���<�G�G���]�g��
�E�P�<�[�O�I���N�k�[�E�j�Q�]�[�<�Y�Q�j�s�•���/�k�E�P���k�d�G�<�j�I�h���<�g�I���[�I�Q�j�P�I�g���d�g�<�E�j�Q�E�<�Y���[�]�g���I�E�]�[�]�Z�Q�E�<�Y�•���h�Q�[�E�I���j�P�I�������$�/���Q�h���d�g�]�O�g�<�Z�Z�I�G���Q�[�j�]���j�P�I���N�Y�<�h�P��
�����+�.�$�! ���]�N���j�P�I���d�Y�<�j�N�]�g�Z���<�[�G���h�d�I�E�Q�<�Y���j�]�]�Y�h���¥�Z�]�h�j���]�N�j�I�[���g�I�f�k�Q�g�Q�[�O���k�h�I�g���Q�[�j�I�g�<�E�j�Q�]�[�¦���Z�k�h�j���D�I���k�h�I�G���j�]���k�d�G�<�j�I���j�P�I�������$�/�•���� �Y�h�]�•��
�Q�[�j�I�[�h�Q�p�I���j�I�h�j�Q�[�O���Q�h���d�I�g�N�]�g�Z�I�G���D�s���j�P�I���$���! ���]�[���j�P�I�������$�/���h�Q�[�E�I���Q�j�h���Q�[�j�I�O�g�Q�j�s���Q�h���E�g�Q�j�Q�E�<�Y���j�]���j�P�I���]�d�I�g�<�j�Q�]�[���]�N���j�P�I���E�]�Z�d�k�j�I�g�•�� 

Having read that, it becomes clear that we should not expect to find any classic implementation of an update 
mechanism. According to the patent, the Small Agent supports "A method to read and write the Agent's memory 
space". Basically, this is the core mechanism of running arbitrary code on the remote computer, sufficient to 
accomplish a download task. 
Here is how communication between the Small Agent and a C&C looks in Wireshark network sniffer: 

http://www.google.com/patents/US20060272020
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���������F���������$�E�V�R�O�X�W�H�O�\����
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���������F���������6�X�U�H�����,���J�R�W���L�W����
�« ��

The Sequence Number byte algorithm is easy to understand. It follows the rule: 
1. Server increments 4 high-order bits as an integer between 0 and 7.  
2. Client increments 4 low-order bits as an integer between 8 and f. 
There are exceptions when it comes to transferring large chunks of data that are placed in multiple packets but this 
is insignificant to current research. 

Checksum algorithm makes a 2-byte hash of all bytes from separator to the Checksum field. The checksum in the 
conversation above (see line 2) was  �������H�� which is interpreted as a WORD value 0x96e8 (note that high order byte 
goes first!). This value is a hash of the following data:���I�I���I�I���I�I���I�I���������������H�����G�H��������������������

A sample checksum function (cksum) implementation in Python can be as following:  
 
def cksum_update(cksum,c):  
  ncs = cksum  
  ncs = ((ncs/256)^ord(c))*256 + ncs%256  
  for i in range(0,8):  
    c = ncs/32768  
    ncs = (ncs*2)%65536  
    if c:  
      ncs = ncs ^ 0x1021  
  return ncs  
def cksum(data):  
  cs = 0x0000  
  for i in range(len(data)):  
    cs = cksum_update(cs, data[i])  
  return cs  
 

Remote Attacks 
There are two classes of remote attacks against Absolute Computrace. The first class of attacks is directed at the 
Small Agent module which is executed during Stage 3. It's important to note that Small Agent runs for a limited time 
starting from initial installation of the module and ending when the system is connected to the Internet and module 
is successfully updated. Apparently an attacker has a single chance to attack Small Agent unless he has chance to 
reset the dropper mechanism which requires remote or local access to the machine and makes such attack almost 
useless. The second class of attacks is directed at the main agent module that is pushed as a replacement for the 
Small Agent. Current paper describes both classes of attacks. 
 
The protocol used by the Small Agent (rpcnetp.exe) provides the basic feature of remote code execution. At the 
early stage of communication the protocol doesn't use encryption or authorization of the remote server, which 
creates numerous opportunities for remote attacks in a hostile network environment. Although encryption seems 
to be added to the protocol at some later stages of communication, an attacker may utilize the basic unencrypted 
protocol to successfully hijack the system remotely. A typical attack on a local area network would be to redirect all 
traffic from a computer running Small Agent to the attacker's host, i.e. by using ARP-poisoning. Another possibility is 







http://www.google.com/url?q=http%3A%2F%2Fplusvic.github.io%2Fyara%2F&sa=D&sntz=1&usg=AFQjCNFXQkAvil0scI5wqcL8voKRbqkMsA




4. Reboot and check that rpcnetp.exe IS NOT running 
 
We disabled UAC and started the tool under local administrator account. It successfully passed stage 1 and 2 an 
then suddenly got stuck at stage 3 outputting an error with not technical details. So far, stage 3 couldn't be passed 
for current configuration which means that the BIOS/UEFI dropper remained activated. 
 
Although there was no evidence of intentional secret activation of Computrace modules on the computers we 
analyzed, we believe that the number of computers with Computrace activated may be surprisingly high due to such 
failures to deactivation of the BIOS/UEFI dropper during automated testing stage. 

Threat Mitigation 
The ACT tool contains four Windows applications inside which are executed to activate/deactivate persistence 
mechanism. 

�” instac32.exe - MBR persistence, for some Dell systems without BIOS/UEFI support 
�” instb32.exe - IBM and Lenovo systems 
�” instd32.exe - Dell 
�” instt32.exe - Toshiba 
�” instm32.exe - others 

There is a couple of drivers for 32bit and 64bit Windows inside each module(except MBR version). These drivers 
have low level primitives, such as in/out operations, memory mapping from physical to userland address space, low 
address memory allocation. High level logics is placed in exe file. These executables are started by ACT with the 
following command line option “-i12345678” for activation, and “-d12345678” for deactivation. Where 
“12345678” is used as an installation password. It is converted to a dword integer and as a magic value during 
activation. It's also required for successful deactivation. We have tested it on a brand new laptop we purchased for 
this research. We have successfully one of these executables to activate and deactivate persistence with testing 
password “12345678”. 

Also, we have tried to deactivate the laptop from which this story began. Unfortunately, our attempts have failed. 

 

This was unexpected. We see Computrace agent running in the OS as well as Computrace modules inside BIOS of 
this system. It seems that ACT password 12345678 doesn’t match the password of activation on this system. We 
expected that all erroneously activated systems could be deactivated with the same password from  ACT 
application, however our experiments showed that it's not so. 

This is why, the most reliable way to disable unauthorized or erroneously activated persistence is to kill Computrace 



processes, make zero-sized files rpcnetp.exe, rpcnetp.dll in System32 and SysWOW64, and set System file attributes. 
You can reboot and remove the rest of Computrace files (see Appendix A for full file list). 

Additionally we would like to recommend contacting Absolute Software technical support to help you permanently 
deactivate persistence if you are legitimate owner of the system and have not subscribed to Absolute Software 
services. 

Conclusions 
When we first found and analyzed Computrace we mistakenly thought it was malicious software, because it used so 
many tricks that are popular in actual malware. It has specific anti-debugging and anti-reverse engineering 
techniques, injects into the memory of other processes, establishes secret communication, patches system files on 
disk (autochk.exe), keeps configuration files encrypted, and finally drops a Windows executable directly from 
BIOS/UEFI. 
Such aggressive behavior by Computrace Agent was the reason it was detected as malware in the past. According to 
some reports on the Internet, Computrace was detected by Microsoft as VirTool:Win32/BeeInject. Here is how 
Microsoft describes this generic threat name: 

  
Nevertheless, detection of Computrace modules was later removed by Microsoft and some AV vendors. 
Computrace executables are currently whitelisted by most AV companies. 

We believe that Computrace was designed with good intentions, but our research shows that vulnerabilities in this 
software can turn a useful tool into a powerful weapon for cybercriminals. We believe that such a powerful tool 
needs to have powerful authentication and encryption mechanisms to continue fighting the good fight. 
We have no reasons to think that Absolute Software or any PC manufacturers secretly activate persistence, but it's 
clear that if there are a lot of computers with activated Computrace agents, it is the responsibility of the 
manufacturers and Absolute Software to notify those users and explain how they can deactivate it if they don't want 
to use Absolute Software services. Otherwise, these orphaned agents will keep on running unnoticed and provide 
opportunities for remote exploitation. 

We have contacted the vendor (Absolute Software) and notified about existing vulnerabilities. The vendor has 
responded and confirmed receiving technical descriptions of our analysis. While the vendor has denied existence of 
vulnerabilities in its products, we were promised that these "security issues" will be addressed. 
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