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whoami
Electrical Engineering education with 
focus on CS and Infosec

• 8 years doing security research, speed 
debug, and tool development for CPUs

• Hardware Pen Testing of CPUs

• Security training for functional validators 
worldwide

• Independent research of low-cost side 
channel attacks and PCI Express attacks

• Software Exploitation via Hardware 
Exploits workshop, Black Hat 2014
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Overview
•What Hardware Security means to ME
•How Hardware is Coded
•OpenRISC

–JTAG and other state machines
•OpenMSP430

–Hiding signals and case statements
•Amber

–Memory aliasing and other tricks
•Summary
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Physical Security
is NOT

Hardware Security
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Supply Chain Security
is NOT

Hardware Security
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Secure Boot
is NOT

Hardware Security
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Secure Firmware
is NOT

Hardware Security

8
8Tuesday, July 1, 14



However, Hardware Security Depends on:
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Physical Security
Supply Chain Security

Software Security
Firmware Security
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Coding Hardware
or: Verilog in 2 slides

Programming Languages:

• Make Programs when compiled
• Are broken down into functions/
procedures and libraries

• Are a sequential list of 
instructions (usually)

Hardware Description Languages:

• Make hardware when synthesized
• Are broken down into modules and IP 
blocks

• Are a set of assignments that all 
calculate in parallel
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Coding Hardware
or: Verilog in 2 slides

C example:

int sum(int a,b,c){
int temp1, temp2;
temp1=a+b;
temp2=temp1+c;
return temp2

}

Verilog Example:

module sum(a,b,c,sum);
input[15:0] a,b,c;
output[15:0] sum
reg[15:0] temp1,temp2;

sum=temp2;
temp2=c+temp1;
temp1=a+b;

endmodule
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OpenRISC
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•Open-Source Verilog CPU
•Linux Kernel Support
•Used in academia and in 
commercial products

•Targets both FPGAs and ASICs
•Used in the OpenRISC Reference 
Platform System on Chip 
(ORPSoC)
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One-Hot and JTAG
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One-Hot and JTAG
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One-Hot and JTAG
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One-Hot and JTAG
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One-Hot and JTAG
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Bonus JTAG Bug!
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OpenMSP430
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•Open-Source Verilog CPU
•Clone of TI’s MSP430
•Binary compatible with all 
MSP430 toolchains

•Simpler microcontroller-
style design than OpenRISC
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Frontend State Machine Clocking
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Frontend State Machine Clocking
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Frontend State Machine Clocking
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Amber
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•Open-Source Verilog CPU
•Implementation of ARMv2
•Supported up to Linux 2.4
•More complex than 
MSP430, but still no native 
memory controller like 
OpenRISC
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Memory, Addressing, and Caching
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Memory, Addressing, and Caching
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Memory, Addressing, and Caching
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Summary
•Unchecked State Encoding
•Untested State Transitions
•Permissive Sensitivity Lists
•Obscured Signal Combinations
•Aliased, Overlapped, or Mis-prioritized 
Memory Maps
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