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Whoami !

A Dr. Aditya K Sood
I Senior Threat Researcher and Engineer
A Others

A Worked previously for IOActive, Armorize, Coseinc and KPMG

A Active Speaker at Security conferences
A Written Conteni IEEE Magazine/Virus Bulletin/

ISSA/ISACA/CrossTalk/HITB Ezine /Elsevier NESE|CFS

A Personal Website:
I LinkedIn : http://www.linkedin.com/in/adityaks

I Website: http://www.secniche.org I\at[gfﬁfdcyber
I Blog: http://secniche.blogspot.com N
AAuthoredi Targeted Cyber At t|,.. PAY
A Email : contact {at no spam} secnicfuot} org
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What is ClearSCADA ?

A Open source platform designed for managing remote
SCADA systems

A Optimizes the SCADA functionality

A Objectoriented Architecture (OOA) representing asse
and informaion

A Multiple remote management interfaces

A Considers as onrsoftware package

A More Information
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ClearSCADAI ArchiteCture

A ClearSCADAI Network View

I Refer : http://www.999automation.com/blog/?p=4465
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ClearSCADA Components!

A ClearSCADA Server
I Runs as a server under Windows operating system

A ClearSCADA ViewX Client

I Windows thick client application providing user interface for
managing ClearSCADA

I ViewX does not store SCADA data on the underlined syster

A ClearSCADA WebX Client

I Web client (browsebased) designed for providing user
Interface to ClearSCADA
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ClearSCADAI WebX Client!

A Web-X Client

Sd&'}ﬁigﬁf [ Database| Alamms | Events| Lists  Help | Log On|

otbase| s Evens s LogOn|

ClearSCADA

Software for Telemetry & Remote SCADA Solutions

SCADA Expert

ClearSCADA 2013 R1.1

Scl'é"lEleclcdtgr s rogan i prdected by copyiant and sermatonsl vestes  FPtruRUrOWare
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ClearSCADAI WebX Client!

A Web-X Client Information

I Designed for Internet Explorer browser and:
A Served as an ActiveX Plugin from the ClearSCADA server
A Integrated as a part of ClearSCADA server
A Majority of the SCADA data can be queried

A Web-X displays graphicsalarm page, trend viewer, SQL lists and
diagnostics.

A Operatorsan view, control, acknowledge alarms, execute reptets

A Web-X Clienti Design Security or Constraints
I Cannot be used to configure SCADA database
I Cannot be used to alter SCADA settings
I Cannot be used to edit graphic displays
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Web-X Client Desigh

A Other browsers might not display the information and
raise notification

A If you want to display information in any browser in
XML or other format, sinm
from the URL

A Example:

I http://<truncateehost>/db/OPCGROUP.Default?applet
I http://<truncateehost>0b/OPCGROUP.Default
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WebX Cllent De5|gn
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Schneider

With Applet Zieicer

I Home |Database|Alarms|Events|Lists Help|Log On
KeyWO rd " ViewXCtrl is not supported in this web browser. Please use Internet Explorer.

All rights reserved.

Schyider

Home|Databse lams Evens| Lists el Log O Without

OPCGROUP.Default Applet

Full Name OPCGROUP.Default KeyWO rd I

YHE
10/5/2012 12:44:07.012 PM by admin

Parent
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ClearSCADAI

A Configuration
A Refer : http://www.opssys.com/InstantKB/Article.aspx?id=13592

ebX Client!

et ClearSCADA Client Configuration

U=se Client Licensing
Visible In YiewX

Workstation Mame

MNode & Mode B || Mode C Disabl
Jisable

Mode Mame

[ Tceip Tuning... |

b'&k hat N=T==INI\E

USA 2014



AT

2 loc
5@
5@
523
-6
-

alhost

Database Configuration
Global Parameters
Historic Configuration
5QL Query Configuration
Systermn Configuration

Alarms
-5 Backup

Data Files
Dictionaries
E-PAail
Emulate Server Version
Events
Exclusive Control
File Upload
Location
Logging
Mobile
Partners
Permission Restrictions
& Printing
Security
Systermn Calls

Registry

WebX user denied permissions

Control Promote
Override/Release Tune Limits
Acknowledge Alarms Annotate Histary
View Alarms Modify Histary
Remove Alarms Validate History
Security Manual Redirection Disable Points
Unacknowledge Alarms Disable Alarms
Assign Alarm Responsibility || Disable Controls

Edit Motes OfffOn Scan
| Allow database shutdown via WebX Retrieve Data Switch Line

o | Allow logon and database writes over non-

Certificates

Certificate C:VProgramData\Schneider ElectrichClearSCaDa’ |W
Private key C:VProgramData\Schneider BlectrichClearSCADA' |m
Generate Certificate Signing Reguest | Generate...
Install pending certificate | Install...
W | Warn on self-signed certificate

Stylesheets & Images

The appearance of the web pages can be customized by providing alternative
stylesheets and images. If enabled, the server will use files from the configured
folder.

o | Use custom location

Folder C:VProgramData\schneider ElectriciClearSCaDA Browse...

Alarm List

SortOrder  [state, Severity, Time -|

Background W | Use dient default
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What WebX Client Reveals !

A Objects Revealingnformation

Display cumulators

General: Info
Datahase

Searches
Ser\rer.
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What WebX Client Reveals !

A Server Statutnformation

ClearsCADA 2010 R3.1 on WIN-BSTL3IFO7ROH
Version 6.72.4544.1

Copyright Control Microsystems Inc

Current State: Main

State Change Time: 13-JUN-2014 13:51:31.093
Time Went Main: 13-JUN-2014 13:51:31.093

Available Physical Memory: 2411.0 of 4055.0 MBytes
Available Paging File: 6597.1 of 8108.2 MBytes

DBServer Working Set Size: 325.1 MBytes

DBServer Page File Usage: 311.4 MBytes

Available Virtual Memory: 8388129.6 of 8388507.9 MBytes
Memory used by database objects: 60204.8 KB

Operating System: Microsoft Windows Server 2008 R2 Standard Edition, &4-bit Service Pack 1 {6.1.7601)
CPU: 0 x Intel Xeon (Lynnfield) 45 nm, LGA1158, 32KB L1 Instruction Cache, 32KB L1 Data Cache, 256KB L2 Cache, 8192KB L3 Cache

Database Server: Running on port 5481
Registry Root: ClearSCADA

Telnet Server: Mot running

ViewX Clients: 1 of 1

OPC Clients: 0 of D

Data Access Clients: 0 of 256
WebX Clients: 2 of 1

HTTP Web Server: Running on port 80
HTTPS Web Server: Running on port 443

Using Dongle
Supported Version: up to 6.72
Licence Expires: Never
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CIearSCADAl' WebX Client!

A C-SCAD Tool

/ FA / AN AN AN JA
AV A Y A T AV A U S W W T S W
A T T ANV A WA Y W W O U TR W W Y W W WY
AR Y A AN N VA I WA U A W VA Y W A W W I W N W Y
ASA VA TR VR W Y VL W W WO W W W WO S PR W B I
A\ \YJ \ \Y, \ AY YA YA YA Y A /_/

C-SCAD : Schneider ClearSCADA: WebX (Client) Security Assessment Tool!

Authored by: Aditya K Socod |{email}@secniche.org | 2014
Twitter: Ahdi tyaKSood
Powered by: SecNiche Security Labs ! (http://www.secniche.orq)

ClearSCADA : http://www.schneider-electric.com/products/

ClearSCADA Spec : http://plcsystems.ru/catalog/SCADAPack/doc/ClearSCADA spec eng.pdf

[-] specify the options. use (-h) for more help!
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Why C-SCAD ?

A Efforts towards building more dedicated SCAI @
penetration testing tools

A Web-X client interfaces are not well secured and can
reveal ample amount of information about SCADA
deployment

A In certain deployments, direct access to Wetdient
can give access to specific web pages revealing

Information

I If not, CGSCAD does the testing and information mining for the penetrati
testers
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What this Tool does ?

A Enumeratesctive users configured for the Wabaccess

A Enumeratesonfigured databases and SQL lists for the
ClearSCADA

A Performscomplete configuration check for exposed component

A Verifies access to diagnostic page and dumps required
Information

A Executedlictionary attacks for checking weak credentials

A TriggersShodan search queries for exposed ClearSCADAMVek
client on the Internet
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ClearSCADAI WebX Client!

A Enumerating the list of active users !

<Value> System.Security.User.cperatorl</Value>
< /Row>

<Row>

<Value> System.Security.User.ocperatorl ante</Value>
< /Row>

<Row>

<Value> System.Security.User.cperator2</Value>
< /Row>

<Row>

<Value> System.Security.User.rbaron</Value>

< /Row>

<Row>

<Value> System.Security.User.troberts</Value>
< /Row>

< /Rows>

<fList>

</Page>

[+]
[l
[l
[l
[l
[l
[l
[l
[l
[l
[l

cleaned

_System.
_System.
_System.
_System.
_System.
_System.
_System.
_System.
_System.
_System.

XML data

Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.

results in following users !
User.Blackrock
User.CEG Guest
User.Engineer
User.OPERATOR
User.OFFIELD
User.OPPLANT
User.Reporter
User.bkribs
User.btrout
User.bwilkie
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ClearSCADAI WebX Client!

A Enumerating th®atabases !

[+] configured ClearScada web server version: (ClearSCADA/6.74.519%2.1)

[+] Extracted links are:

[Command] : CHRL

[fuery] : /db/CHRL

[Command] : CallOut

[Query] : /fdb/CallOut

[Command] : Field

[Query] : /fdb/Field

[Command] : Operator Document Store
[Query] : /db/Operator Document Store
[Command] : Plant

[fuery] : /db/Plant

[Command] : Reporting

[Query] : /db/Reporting

[Command] : ZTest

[fuery] : /db/ITest

[Command] : System

[Query] : /db/ System
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ClearSCADAI WebX Client!
A Available Reports Information ! ﬁ
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