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What is ClearSCADA ? 

ÅOpen source platform designed for managing remote 

SCADA systems 

ÅOptimizes the SCADA functionality 

ÅObject-oriented Architecture (OOA) representing assets 

and information 

ÅMultiple remote management interfaces  

ÅConsiders as one-software package 

 

ÅMore Information 
ï http://plcsystems.ru/catalog/SCADAPack/doc/ClearSCADA_spec_eng.pdf 



ClearSCADA ï  Architecture 

 

 

 

 

 

 

 

 

 

ÅClearSCADA ï Network View 
ïRefer : http://www.999automation.com/blog/?p=4465  

 



ClearSCADA Components! 

ÅClearSCADA Server 

ïRuns as a server under Windows operating system 

ÅClearSCADA ViewX Client 

ïWindows thick client application providing user interface for 

managing ClearSCADA 

ïViewX does not store SCADA data on the underlined system 

ÅClearSCADA WebX Client 

ïWeb client (browser-based) designed for providing user 

interface to ClearSCADA  
 



ClearSCADA ï WebX Client! 

ÅWeb-X Client  
 



ClearSCADA ï WebX Client! 

ÅWeb-X Client Information 

ïDesigned for Internet Explorer browser and: 

ÅServed as an ActiveX Plugin from the ClearSCADA server 

ÅIntegrated as a part of ClearSCADA server 

ÅMajority of the SCADA data can be queried 

ÅWeb-X displays graphics, alarm page, trend viewer, SQL lists and 

diagnostics.  

ÅOperators can view, control, acknowledge alarms, execute reports etc. 

ÅWeb-X Client ï Design Security or Constraints 

ïCannot be used to configure SCADA database 

ïCannot be used to alter SCADA settings 

ïCannot be used to edit graphic displays 

 

 



Web-X Client Design 

 

ÅOther browsers might not display the information and 

raise notification 

ÅIf you want to display information in any browser in 

XML or other format, simply remove the ñappletò word 

from the URL 

ÅExample:-  

ïhttp://<truncated-host>/db/OPCGROUP.Default?applet 

ïhttp://<truncated-host>/db/OPCGROUP.Default 

 



Web-X Client Design 
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ClearSCADA ï WebX Client! 

ÅConfiguration 
ÅRefer : http://www.opssys.com/InstantKB/Article.aspx?id=13592 

 



ClearSCADA ï WebX Client! 



What WebX Client Reveals ! 

ÅObjects Revealing Information  
 



What WebX Client Reveals ! 

ÅServer Status Information 
 



ClearSCADA ï WebX Client! 

ÅC-SCAD Tool 
 



Why C-SCAD ? 

ÅEfforts towards building more dedicated SCADA 

penetration testing tools 

ÅWeb-X client interfaces are not well secured and can 

reveal ample amount of information about SCADA 

deployment 

ÅIn certain deployments, direct access to Web-X client 

can give access to specific web pages revealing 

information 
ï If not, C-SCAD does the testing and information mining for the penetration 

testers 

 



What this Tool does ? 

 

ÅEnumerates active users configured for the Web-X access 

ÅEnumerates configured databases and SQL lists for the 

ClearSCADA 

ÅPerforms complete configuration check for exposed components 

ÅVerifies access to diagnostic page and dumps required 

information 

ÅExecutes dictionary attacks for checking weak credentials 

ÅTriggers Shodan search queries for exposed ClearSCADA Web-X 

client on the Internet 

 

 



ClearSCADA ï WebX Client! 

ÅEnumerating the list of active users ! 
 



ClearSCADA ï WebX Client! 

ÅEnumerating the Databases ! 
 



ClearSCADA ï WebX Client! 

ÅAvailable Reports Information ! 
 


