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Related Work

- Dillon Beresford. Exploiting Siemens Simatic S7 PLCs. Black Hat 2011 USA.

- Ralf Spenneberg et. al.
PLC-Blaster: A Worm Living Solely in the PLC. Black Hat
2016 USA

- This talk mainly focus on the current encrypted S7CommPlus protocol
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What is PLC

Programmable Logic i .
Controllers (PLC) is responsible \||||||||||
for process control in industrial B

control system. A PLC contains SR
a Central Processing Unit (CPU), (=L
some digital/analog inputs and

outputs modules,

communication module and

some process modules like PID.
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Siemens PLCs
S7-300
“ - $57-200,57-300,5S7-400 using the S7Comm protocol
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« S7-1200v4.0, S7-1500 using the current encrypted
S7CommPlus protocol
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TIA Portal

TIA Portal is the configuration and programming software for Siemens PLCs.
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Replay Attack

- Replay attacks have been widely used in PLC attacks.

Get the communication sequence packets with the help of Wireshark

Time Source Destination Protocol Length Info

301G 2017.00 94 1;37:26.264282 10.65.96.89  10.65.60.73  TCP 66 5208102 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1
{TCP Connection  :37.76 266384 10.65.60.73  10.65.96.89  TCP 60 10245208 [SYN, ACK] Seq=@ Ack=1 Win=8192 Len=8 MSS=1460
1022 2017-02-24 13:37:26.266509 10.65.96.89 10.65.60.73 TCP 54 5208+102 [ACK] Seq=1 Ack=1 Win=64240 Len=0
FOITNGTPIAIINIAT37 96767364 107659689 10.65.60.73 CoTP 89 CR TPDU src-ref: 9x0003 dst-ref: 0x0000
1COTE Connection, . 37,96 269514 10.65.60.73 _ 10.65.96.89 _ COTP 89 CC TPDU src-ref: 0x0001 dst-ref: 8x0003
1826 2017-02-24 13:37:26.276317 10.65.96.89  10.65.60.73 S7COMM-PLUS 289 «5208 PDU-Type: [Connect] Op: [Request] Function: [CreateObject] Se..
1027 2017-02-24 13:37:26.286598 10.65.60.73  10.65.96.89  S7COMM-PLUS 251 +5208 PDU-Type: [Connect] Op: [Response] Function: [CreateObject] S..
1657CommPlus . 13:37:26.287630 10.65.96.89  10.65.60.73  COTP 61 DT TPDU (@) [COTP fragment, @ bytes]
léConnection - 13:37:26.331976 10.65.96.89  10.65.60.73  S7TCOMM-PLUS 472 <5208 PDU-Type: [Data] Op: [Request] Function: [SetMultiVariables] ..
1039 2017-02-24 13:37:26.360397 10.65.60.73 10.65.96.89 Tcp 60 18255208 [ACK] Seq=233 Ack=696 Win=8192 Len=0
1054 2017-02-24 13:37:26.459946 10.65.60.73  10.65.96.89  S7COMM-PLUS 86 +5208 PDU-Type: [Data] Op: [Response] Function: [SetMultiVariables]..
1056 2017-02-24 13:37:26.460261 10.65.96.89 10.65.60.73 COTP 61 DT TPDU (@) [COTP fragment, @ bytes|
1072 2017-02-24 13:37:26.556614 10.65.60.73 10.65.96.89 TCP 60 102+5208 [ACK] Seq=265 Ack=703 Win=8192 Len=0
1092 2017-02-24 13:37:26.693001 10.65.96.89 10.65.60.73 S7COMM-PLUS 155 «5208 PDU-Type: [DataFWl_S5] Op: [Request] Function: [GetVarSubStrea..
1093 2017-82-24 13:37:26.697851 10.65.60.73 10.65.96.89 S7COMM-PLUS 129 +5208 PDU-Type: [DataFWl_S5] Op: [Response] Function: [GetVarSubStre..
1094 2017-02-24 13:37:26.697987 10.65.96.89 10.65.68.73 CcoTP 61 DT TPDU (@) [COTP fragment, @ bytes]
1150 2017-02-24 13:37:27.081996 10.65.96.89  10.65.60.73  S/COMM-PLUS 155 <5208 PDU-Type: [DataFWl 5] Op: [Request] Function: [SetVariable] S..
1181 9017.02.94 12-37.27 087581 10.65.60.73 10.65.96.89 S7COMM-PLUS 118 +5208 PDU-Type: [DataFW1l_S5] Op: [Response] Function: [SetVariable] ..

27.087691 10.65.96.89  10.65.60.73  COTP 61 DT TPDU (0) [COTP fragment, @ bytes]

--Stop PL( 27.157371 10.65.60.73  10.65.96.89  TCP 60 1025208 [ACK] Seq=1221 Ack=1780 Win=8192 Len=0
1163 2017-02-24 13:37:27.246673 10.65.96.89  10.65.68.73  S7COMM-PLUS 149 <5208 PDU-Type: [DataFWl_5] Op: [Request] Function: [DeleteObject] ..
|| 1165 2017-02-24 13:37:27.251266 10.65.60.73  10.65.96.89  S7COMM-PLUS 121 »5208 PDU-Type: [DataFWl 5] Op: [Response] Function: [DeleteObject].. |
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S7CommPlus Protocol

« The current S7TCommPlus protocol including the S7CommPlus Connection
packets and S7CommPlus Function packets has a similar structure.

- Y TG Racketicfn REGaasst

Session ID

Encryption length Encryption Part
f6 6c bl 23 68 88 83 88 88 65 82 f8 88 72 83 8a A =T
5'5 68 ad 71 74 34 cb 34 89 19 4d ae 83 Ba d2 V h.gtd. 4..M....
eb 5 7c Se c3 B7 a9 89 &5 5d 31 bO <2 23 42 8B |"‘ .]1. .#B.
bE 'Fcl31 IEIEI g8 84 286 06 00 8c 08 8 |83 5f) 34 A . 4,
PO 00 00 34 91 90 77 00 03 01 00 00 04 e8 89 60 SessionlD i
B8 12 00 0P OB OB B9 6a ©0 13 88 89 b 88 B4 88 . ...... .
B8 BB B3 0P OB OB OB 72 83 e 8@ ... ro...
Type:Request

R R T T L e 21a

F7[ff 66 bf 3f 1d 4b 2d 52 b2 la 87 4b 6e 2c 13  ..f.2.K- R...Kn,. 19-8 XB® ;V4.

4c 85 20 bf 55 9c 2d 7e cB[@L ce 62 4 AXBd Bz L. .U.-~ ...b.D.. 5. gig

9d o1 7a 6 74 €9 95 66 82|00 02 00 17 00 80 81  ..zot..f ........ Tl Al

3a 82 3b 89 @4 83 "~ 77 e | = - L r

04 84 80 c1 ee s2occond Connection Encryption " "7 "~ S . 3. ,

15 @@ 82 40 @0 15 1a 31 3b 36 45 53 37 20 32 31  ...@...1 ;6ES7 21 +sess ssesns 1.

34 2d 31 41 47 34 30 2d 30 58 42 30 3b 56 34 2e  4-1AG46- OXBO;V4. ubscp iptionCo

30 82 41 09 03 00 93 9@ ©0 00 00 04 8 89 69 89  B.A..... ...... i

12 60 90 00 @8 89 6a B@ 13 00 89 6b 00 84 60 G0  ...... j. ... k... lAner. ... r..

0@ 00 80 PO 72 ©2 B 0O P ¥ #sBHEU / @BLACK HAT EVENTS
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S7CommPlus Protocol

- Session ID :

Session ID = Object ID+0x80

ObjectID Session ID
80 72 61 06 P eGP 03 PE ©1 a2 B2 fO 80 72 A
B2 87 5 42 9@ A0 08 92 PP aa:aa 8f 13

T O b L & b | T MaAa A 477 Aaf A O
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S7CommPlus Protocol
Encryption Part :

1. The second connection packet has two encryptions

d6 8b
953

1b

J

e
First Connection Enc tion
59 7 e

=

3e

au J1 JU  £U 40U 01 = 0

67 2f 45 soedicHe: swaadgfE

38 3b bb 22 SSYuL 20 &F0.. .7

cbi 10

c4

LY

42

48 1b 7 bc d5 a7 55 42

Ba a@ 5c

25
4c 85

66
20

bf
bf

3f
55

1d 4b 2d 52 b2 1a 87 4b

6e 2c 13

9c 2d 7e 8|81 ce 62 94

9d el

7a

ef

74

e9 95 66 82 00 02 80 17

3a 82
A4 !4

3b
]

=15

1
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an

~ Am s e A
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aySecond Connectlon Encryption

424 bd Ba
00 a0 81

~— =

18

2. The function packet has one encryption ( Integrity Part)

Encryptlon length Encryption Part

6 6c bl a3 00 00 03 @0 00 65 02 f0
56[20)68 ad 71 74 34 cb_ 34 89 19 4d
eb f5 7c S5e c3 07 a9 89 a5 5d 31 b@
b3 fc)31]00 00 [04 f2 0@ 00 00 oc 0o

Q0 O G 24 Qa1 oa 77 QN o a1 O0 an

8a 72 83 00

ae 03 Oa d. tht4 4..M..

c2 23 42 86

0a -03 afl 34 E N S 4
Y, E: Session ID 3
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The Encryption

 Using reverse debugging techniques, we found these encryption is
calculated by TIA Portal through a file named OMSp_core_managed.dll

1. Connection packet encryption

Input parameter for this encryption is a random value array generated
by the PLC in the first connection response packet.

15 10 4F 4d 53 50 2e 52 45 4c 2e 37 30 37 38 2e¢  ..OMSP.R EL.7070.
31 34 a3 82 2f 10 02 14 | 1c 16 84 ed 01 be 4f fc  14../... ......0.
2d dd 3c 34 di al 83 aa 3b 61 56 ©3]a3 82 32 B0  -.<4.... aV...2.
17 00 00 01 3a 82_ - "~ _°* °° "~ o7 3¢ 99 94 83

00 82 3d 0@ B4 gloMnection Response,, g4 g (1
00 82 3f 00 15 1tValue Array 20 32 31 34
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The Encryption

(1) First encryption in the connection packet
Using XOR (we call this Encryptionl), the first encryption can be calculated
with the input parameter Value Array.

Encryptionl

Value Array = First Encryption

20 00 df 31 00 00 03 60 00 c5 02 fo 7

b6 32 00 00 04 ca 00 00 00 @1 36 00 02 87 53 87  .2...... ..6...S.

4a al 00 00 01 20 N *LBYIE yat =15 +004 00 00 05 42 00 00 0O 02 00 00 03 d3 34 00
03123822000 1 v d3 02 62 8e 26 82 32 @1 00 17 0 00 07 08
15 10 4f 4d 5Valu o= T e ey (at - 576 )

31 34 a3 82 2f 10 — 00 ‘p%‘p@( gf Aa 0A A2 A0 Re Oh A0 17 A0 0O

EPACSCEICTREEIES 4 (a3 + *(_DWORD *)(a1 + 576) < 0x10 ) ) 8e ?gg’gdgg’:"s;gnggeﬂ*o"lddossdd o
o4 g

00 82 3d 00 04 84 :11 : a1 +u*(TDEuRg *)(e_;1)+ 576) + 588; 07 3o ££25E6md g,sglssb “ndno tScbcnsﬂ First Encryption
or i=8; 1 ad; ++i ¢ 'y ic
— *( BYTE *){i + ul1) = %{ BYTE *)(i + a2); 23 igg;ggc 3ggggggg uuooon 00000000 2230%30 Calculated usmg Wmdbg
*{_DWORD *){al + G76) += ad; c a
rggurn a: e ) B Ok 0011913707c 80000000 006¢ppos 00750064 0069006e
’ 1913708c 00610063 0069pP7a 006e006f 003a006S
00]1513709c 00540020 0061pp72 0073006= 00720061

¥
ve = ail + =(_DUORD x}(a1 + 576) + 588; . @|131370ac  006£0089 0065Ppée 00440020 00540050
for ( i = 8; § < 16 — x{_DWORD =){al + 576); ++j ) ¢

*(_BYTE =)(j + v9) = =(_BYTE =)(j + a2); ; 00| «
sub_101DAAZB{a1 + 556, (int)&ui1z, al + 20); Encrypti
) d90: 024 :x86> P

5] H
vid = (=(_BYTE Bx247) << 24) | (=(_BYTE =)({al + Bx246) [ 351 _
uiy © (*({_BYTE 587) << 24) | (=(_BYTE =)(al + 586) <<
(={_BYTE E01) << 24) | (={ BYTE =){al + 50@) << 1 1b e,F",st Encrxption Part 61 9 3e 67 Z‘F 45 ....n.H. . .a.>g/E

(e BYTE <) (a1 + 595) <Com) | (x(BYIE “)(al » 594) 59 75 e/ ag 3t /b b 4b 8f 4f 08 3b bb 22  .SYu..?{ &F.0.;."

a2 += 16 = =( DUORD =){a1 = Ex2a8): . £6 25 ff 6b 16 88 fe 70 d4 11 ff 59 @ cb ...%.k.. .p...Y.. J / @BLACK HAT EVENTS
an += 165 66 bf 3f 1d 4b 2d 52 b2 1a 87 4b 6e 2c 13  ..f.2.K- R...Kn,

yiz +=

Y & ) b2 e@ 00 00 03 00 01 a2 02 f0 80 72 02 01
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The Encryption

(2) Second encryption in the connection packet

Using the result of the first encryption as input parameter, the second encryption is
calculated through a more complex Siemens-private algorithm.

_ _ Encryption2 .
First Encryption = Second Encryption

fa
93
00
8e
07
23
00
ec
00
00
00
00
bf
60
dé
19

08
31
03
@9
21
00
00
8e
14
01
00
00
fa
55
8b
53

!

01 a2 07
00 02 o¢

b2 0 00 00 03 00
00 00 05 42 00 00
d3 02 02 8e 26 82 32 01 ¢

00 @%4@@(5@? pﬂa A A2 A Re
Be|Mlon core Kanaged: 02134066
a

182cd056 83cdlc
0410.024 %3

..... 9 0
07 ££25f6ed feB8166b ff]
“ Udc U000
23 1913705¢c

Jouuuuoy e U Uy
00000000 0000ppoo 00

1913706c 00000000 0000ppoo 00
0011913707c 20000000 006fppot 00
1913708c 00610063 0069pp7a 00
00[1313709c 00540020 0061pp72 00
006£0069 0065pPse 00

20 191370ac

00| .
d9fo:024 xss>P
3502

1b e%girst Encryption Part 51
59 75 e/ ad 3t /b 26 4b 81

cb

ed

f6 25 ff 6b 16 88 fe 70 d4

f5

f

66 bf 3f 1d 4b 2d 52 b2 1la

Ulb = (*®(_BYIE *){al +
sub 181DAYABL (intI&UIZ. Bu. akd:
ue = 163
*{_ BYTE =)al = 1;

H

if ( *(_DWORD *){al + @x2u8@

{
sub_1@1DAA3A(a1 + Bx22C,
sub_1@1DA9AB{int)aui1n, M
For (i = B; i < %(_DWORD

UIS[i] ™= *( BYTE *)(i - |

*aZ++ = Ui5[i];

¥

for { i = *(_DWORD =){al
uvi5[i] = a3

*{ DUORD =){al +
*{ DWORD =){al +
*{_ DUORD =){al +
*(_DWORD *)(al + @x228) ~
UalueChange(ai + @x21C, a°
u9 += =(_DWORD =){al + 57
H
={_DWORD =){al + 0x228) "= :
ValueChange({al + 8x21C, ai -
sub_181DAN3O(a1 + Bx21C, (il

ox21c) °

Sub_101DAYABL (1Nt &GU10, WU,

if ( an )

L¥5) <K Z28) | (*({_BYIE *)(al +

8x220)
ox22u) °

4

Sy2);

f5]ff 66 bf 3f 1d 4b 2d 52 b2 1a 87 4b 6e 2c 13
,Ac 85 20 bf 55 9c 2d 7e c8lbd 85 36 f3 f5 a9 bc
78 8d 94 24 c7 d2 c3 8b 1d|00 02 00 17 00 420 01

32 82 30 00 [~ o=~ o 13 00 82fBd 00
04 84 80 1 Pecond EncryptionPart) a5 of b5 9o

Lo 024 x86> p

340MSp_core_managed+0x1dde15:

3 182cd61S 83cdlc add esp, 0Ch
0:024: %862 dd AT ]

i¥3=14e550 £33685bd 78bcadfs c724948d 1d8bc362|

0 3eldeS60 "UUTOUTIU BYZUS gresaoe yUuTUUTu
3eldeS70 00000000 63a70£70 32142590 182c¢79c8
3el14e580 3eldeSb0 19137064 3el14£814 00000000
3eldeS%0 3eldfB818 182c73cl 3eld4eSb0 1913705c
3eldeSal 3el4£814 00000000 00000000 00000000
3eldeSb0 00000001 9dS%aSefd £3el9f57 3caScile

JeldeSc0 17d£3bS1 00000004 1eb3fd%a 0lcfde3S
N-N24 wRer kI

5Y4) << 16) | (*(_BYIE *)(a1 + 5¥3) << B) | *{_BYIE *){al +

Ar AT A A A

..f.2.K- R...Kn,.

Second Encryption

Calculated using Windbg
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The Encryption

2. Function packet encryption

A fixed field array with Session ID is the input parameter. A complex algorithm (we
call this Encryption3) is used to calculated the encryption result as follow:

Encryption3
Constant Array L Function Encryption

(with Session ID)

Disassembly e s Edie guinp JTarul MISW T WEUHYYEE  SPUY ) Frane 564: 155 bytes on wire (1248 bits), 155 bytes captured (1240 bits)
Offset: @$zcopeip [—anus [—HE“ 171b as aa —m " Ethernet II, Src: Dell 8d:b4:b9 (64:08:6a:8d:b4:b9), Dst: Siemens-_97:ec:7c (28:63:36:97:ec:7c)
17159359 <a o i f H =~ o % B a8 | [dh o Internet Protocol Version 4, Src: 10.65.96.89, Dst: 10.65.60.73
171b93aa c3 ret 171g Transmission Control Protocol, Src Port: 28242, Dst Port: 102, Seq: 1, Ack: 1, Len: 101
e oo e I e sy0siasato
ac Cio in D * D_core_managed+Uzx
L1p83ad co mo 3 173b Sﬂczf‘:i:’;ﬁ‘;iozui"&?1b93f0 SBLbfcEEEE call  OMSp_cove managed+0x1d90b0 (171b90b0)
ae cc in . ) 5 4 0:031:=86> p

oc int 3 ?lﬁg Library functien Data [l Reguler function Une Header PDU-Type: DatdMSp_core managed+0x1d93£5
171b93b1 Bbec now sbp, esp 0:03 4 Integrity part é?é??fgsﬂﬁgéﬂﬁsmdsdu add esp. 8
1710933 83=c2d sub  esp.2dh ok e E - F i h: 320:031:xB6>
L7IE93BE a1S0f25417  mov o= dyard ptr [OHSp_core_wanse |171b MIE VAR | E Pueudoceden Digest Length: 32,303 48d0 [ ad5e3E0d a36d2052 SUTSTBEL JH96ETEY | Encryption Result
171h93bh 3305 wor cax, ebp 0:03 n n n acket Digest: adfipn3dgen | 20059764 620279af 73d2deéc F2aBd796 YpP
171593bd BI45fc naw dvord ptr [ebp-4].eax oksp 1[Ant cdecl sub_101D93BBA(int a1, Int 3 4 pats 0p: Request  1B03d8E0 00000300 b6501300 6£309£9d 0ZEbld=d  in Windb
%;}ggggg gg“”c ey :::d"’“d ptr [ebp+OCh] 573‘3 2l¢ Opcode: Request (1803900 6c1h?543 304cBhek 953d08s9 AEA4d41f 9

. & 4: expgep 1803d910 231ledetf DOODGOSE 00000000 0DOODOOD
1718304 Edddds lea = oo [sbp-24h] b 3 char u3; /7 [sp+Bh] [bp-24h]@1 o e, GaeyorqlB03d320 0000000 00000000 000DOD0D 0000ODOD

(11 g ' unctien: RETVSTSY an34930 03000000 00000000 749fL38L 80000000

171B93cd 83408 add esp, B osp U Reserved: Bx@008 13039940 6cda0263 00000064 00000064 00000000
171b93d0 8b550c nov edx,dvord ptr [ebp+0Ch] 171h Sequence number: 3
Hibass a0 Sew ot p00@ 51 |IntegratyPartEncrypt{(int)&uz, aZ); 28 63 36 97 ec 7c 64 00 6a B4 b4 b3 08 00 45 80 (c6..]d. 3.....E.
171093d7 6a20 tush 20k 180300 6 sub_ 161D8DEBA({int)&U3, Bx20u, aZ? + 1 90 8d 14 ab 40 00 80 @6 00 00 @a 41 60 59 8a 41 ...
17159349 Bd45de Tea cax, [ebp-24h] 1803 — 3¢ 49 6e 52 0@ 66 BF 5a 61 bS 00 Ob 70 6d 50 18
171593de 50 push  max 13030 7| |IntegratyPartEncrypt{al, a? + Bx68); £9 e8 bl a3 @0 00 03 00 00 65 62 0 89 72 03 00
171b93dd =89=f9ffff call OMSp_core_managed+0x1d8d80 (17 {1803 s t ﬂ 2040 56 20 Se 9f 84 a8 6d 28 al cB Bc 1b f1 9d 9
171b93e2 8icdlc add esp, 1Ch 1803 - o ot I
17109355 sbidio mov ook dyord ptr [ebptOCh] 1803 return H; PSPl bS 2o c5 97 64 6e 02 79 af 73 d2 de 6c 2 a8 \CK HAT EVENTS
17189328 83c168 add sox, 68k tsoain O} En 2060 LpAl: 31 90 ©0 @5 86 0@ 00 00 03 @0 @2 @3 bb 34
et A g push - eoE otr [obpis] 96 00 B2 Sc 20 84 @1 ad 67 90 90 B4 e 89 69 0@
171b99f £2 rush edm 1 12 90 90 90 00 89 Ga 0@ 13 0@ 89 6b @9 84 00 B
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Demonstration
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The Encryption

3. S7CommPlus Communication with Encrvption

FC FLC
T T
1 |
i 1
I
s 1: TCP:102:5TK s
" 2: TCP:102:5YN_ACE
3: TCP:102:ACE -
.
4: CR(Connect Reguest) -
" 5. COC(Connect Confirm)
6: First S57Co==Flus Connection Reguest
-
»
7: First STCo=m=Plu=z Connection Responsze
< fwith Object ID & Value arraw)
Encryption
Encryption2
8: Sencond 57Co==Flus Connection Reguest
(With Seszion ID & EeyBlock) Py
EeyBlock fl K
Key Block Verify
P S: Second STCoe=Fluz Comection Responze
10: 57Co==Flu=s Function Regquest
(With Integrity Part) =
:
Integrity Part W erify
< 11:57Coz=Flus Function Response




blgc’zk hat

EUROPE 2017

Protections

Code level:
-- Use code confusion techniques and anti-Debug techniques for the key DLL files

Design level

-- use a private key as an input parameter for encryption algorithm in the
communication between Siemens software and PLCs.

Protocol level
-- Encrypt the whole packets instead of the key byte encryption
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