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e Lindsay Beyerstein
Trump murders beloved koi by overfeeding.
It's not a Las Vegas buffet, you moron. They
suffocate on the extra food!

Follow

Jennifer Jacobs @ QJernferacobs

Trump 00N feads kol fah &1 Akssais PEacs. He ended Lp just

Gumping the whoks box of fish 1000 M0 the Dond, Dér Biustinsink

al soane

13 xue PeOSOPR P
511 1 13 ™
y Ron Dodgers Gromopar - Nov 6
Repiying 10 OBeyerstsin
MBS Investigative Journalst retwests and rephes and on & AFakeNews

faksedy ecitad tweet about Trump in Jagan. Who's tha moron? B B &
2 . 2 .14
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Trump followed Abe's lead and quickly poured
his entire box gf food into the pond

Fragmentary or even #H

2

/v

TagThinking

o Lindsay Beyeratein —

Trump murders beloved koi by overfeeding.
It's not a Las Vegas buffet, you moron, They
suffocate on the extra food!

Sevweter Jacobem ©
N P0ck ko Y Asan3es Paace He orcec wp et
) #0) e tord per Garara

' Ron Dodgers Gromopar - No

M U L Investgatve onrne

On BU”Sh|t

UMP. and Inditference 1o Tag,

(ahsedy 8080 tweet about Trump

=) TEAGAN REILLY

Replying to @Beyerstein

@velvethammer - Nov 7

Investigative journalist® murders facts
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Black is White: Experiments on Suggestion

Two fragmests from 1971 documentary directed by Felix Sobolev. The psychological experiments were conducied by
D, Valeris Mukhina

A Criminal Scientist (view the video)

Different poople e shown the same porsmil. Some are 100 that Bis is & famous
SCientist, others - that Bis is & deaperows crimtimal (the wue peofession of the
photographad mun is an sci0r), [n every case they are sskod 10 describe his charscier
based en B¢ photo. Here is whit people say depending on Be sugpcilion

A Scientist A Criminal

o His oyos are impadeatly

o Has eyes are squamed kindly sqiizmsed

o A penctratng gaze, like an Xqay. . . N
He id ke kids Irhurias pare

o He s sadiv
Whea be talks 1o people be can .
: AL L ¢
- ghees like Mim o He i dissamsfied with people

#nd despuses them

In 2 related experiment 2o acter was prosesied 50 a bighly educated sadicace as 2 great scientiat. He west on to read 3 lectuse, which was
a complete sorsense. Nobady noticed asything wroag

http://ecclesiastes911.net/suggestion/
https://www.youtube.com/watch?v=fulXiXqv978

With a lack of
information, we
unwillingly find that
others expect from us

according to the intros

_ | —
| | CNNIS BANANA

\
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Things that worked
well ...
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25 years - the
average
frequency of
generation
changes

fo*.*of.*o?’fof. f.i?’iif"it.*i'.

The speed of
technologies
changes before
and now
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Sy e hoeptan Raane aOMeC of Dombng ot exer - Delense Vi

Russia not involved in attack on Idlib school, Syria - Foreign Ministry ...
nttps -‘www r.com/news/364294-russia-idlib-not-involved/ v Vertaal deze pagina

okt, 2 Russla was not involved in an airstrike on a school complex in Idib province, Syria
F’ub shed time: 27 Oct, 2016 11:34 Edited time: 30 Oct, 2016 13:43 ... were killed when an airstrikke hit
a school complax in the vilage of Hass, activists say,

Russian bomb attacks kill 22 kids in Northern Syria as UK-funded ...
htps/iwww.thesun.co.uk/.. Jrussian-bomb-attacks-kill-22-kids-in-... ¥ Verntaal deze pagina

27 okt. 2016 - THREE schools in Syria funded by British aid were bombed by Russia yesterday -
wiping out 22 children Updated: 28th October 2016, 6:34 pm ... Ms Patel hit out after 35 were killed

n the bombardment of the Ahmad Kalaji school complex

Several hosp=als ane schodls b e

RUSSIAN DEF, MINISTRY: U.S, PLANES
BOMBED ALEFPO BUT BLAMED RUSSIA

US A 108 bormd Aleppo, blame Moscow ~ Russias Deferae VMiniaty

¥ sBHEU / SBLACK HAT EVENTS




$)
blackhat Both WHITE!!?? - Yes!

EUROPE 2017

Black is white (view the video)

A group of seven people are shown two pyramides one black and one
white. The experimemter asks each member of the group what color are
the pyramides. Six members of the group are experimenter's
accomplices (like in Asch's experiment) and say that both pyramides are
white, Some test subjects yield 1o group suggestion and also says that
both are white. In another experiment the group is shown five photos of
five different people. Experimenter asks the members of the group if
among these photos are portraits of the same person. Experimenter’s
accomplices are instructed to say that certain two photos show the same
person and to find common facial features to convince the test subject.
Often they succeed. One test subject explains why he was taken in

I felt embarrassed before my comrades. Because they were
s0 knowledgeable, could emphasize things so competently,
could notice every small detail, compare and link
everything together,

Could it be that the high status of the masterpices of modern art is not challenged because people feel ambarrassed before the
knowledgeable art critics who can emphasize things so competently, can notice every small detail, compare and link everything
together? Could the same be true for modem literature and poetry? Check out the Reverent Quizzes to see if you can tell the work of a
recognized genius when his name is separated from it, that is when you are free from suggestion.

http://ecclesiastes911.net/suggestion/ ¥ #sBHEU / @BLACK HAT EVENTS
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As more people come to believe in something, others
also "hop on the bandwagon" regardless of the
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blackhat po|s says yes, and you see NO rz{ections. Why

The spiral of silence theory is a political science and mass communication
theory proposed by the German political scientist Elisabeth Noelle-
Neumann, which stipulates that individuals have a fear of isolation,
which results from the idea that a social group or the society in general
might isolate, neglect, or exclude members due to the members'
opinions. This fear of isolation consequently leads to remaining silent
instead of voicing opinions. Media is an important factor that relates to both
the dominant idea and people's perception of the dominant idea.

¥ sBHEU / @BLACK HAT EVENTS
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The current process of “FN”

is mostly about applying old

theories to modern means of
communication
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OcHoBa npuHUMNa «pa3fiennai U Bnacresyn»

Truth, only
known
to choosen
people

Macepmes seage wo TpweanucTno
M TP TR Gpe e B s 2 e <

Multiply versions of a
lie (Jloxb) for
everyone else, which
complies with current
agenda

“NMHTA" u TONNA

MATEFUR Hro nepawuno? COTHANME
HAYKA Ko npan’ FLIMIMA
COLIMATIH M Kanon crpon ayvane? KATIMTATIM M

THIAROBAN Kanan wmonoseinas vyvwine’ FRBOMHAR

MITAKJIAINY .
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Positive/Neutral vs Negative @
comments for two
candidates during the
elections 2015
@QuestionMore TV channel B

sitive / neutral  m Negative

https://www.pdf-archive.com/2016/04/02/30408-1/30408.pdf
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Availability of tailored
Services on the Market



O Role of Social Networks asljinass media
S

blackha in decision making proce

\

*People background checks

*Online shopping

*It’s all about accepting others opinion as your own
*The same for Political decisions

*Investments

¥ sBHEU / @BLACK HAT EVENTS
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blackhat \,rmal Accounts vs Bots

O What we expect from r‘

*(1-Norm) ~= Anomaly

*Now it doesn’t works, there is no such line, it’s kind of fuzzy
lo

¥ sBHEU / @BLACK HAT EVENTS



O Bots is a buzzword

blackha® but what about real people:
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change.org counts?

Yoamaemue coceam!

Wm“mmﬂio YL HANAAK YHHNTOMATE
HALL 3amesarensiuih napx “Moxposcxoe-Crpewneso™ |11 Ove
NOAROCTHIO PAMPYILAT DHOCHCTEMY NIPKHA, OCYWHE NPYAM, NTO
YU TOHT wnnmwmw "Uapesra
NeGenn™!11 BOO MISOPMIRHIO MONHO NOMNMTS Ha CaiTe
http//massovet.tw/pasts/8602 w
POANMCATE NeTHUMIO NPe3KaeHTy PO 06 ocTanosxe

PRICDULAMLA A0,
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harder than it seems.
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Deutsche Twitter Follower
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Click Farm
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Dreak your DWANe WS COm

BREAK

YOUR OWN

NEWS

The Breaking News Geserator - Today's top
story... you! Or, whatever you want. Add
your pic, write the headline and we'll go live

10 the scane. Sertof BREAKING NEWS
SOMETHING WENT VIRAL ONLINE

ELEY A "IS THIS REALLY NEWS?™ ASKS COMMENTER | 5 MILLION RETWEETS IN 1 HOUR ALREA

Headline

Ticker

« By @JonathanEx. Find more dumb stuff like this!

’ ¥ =BHEU /3%BLACK HAT EVENTS
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blackhat Fake News VS stock pri
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China accused of Sars cover-up

000 -

Staff and agencies

A senior Chinese doctor today accused his government of covering up details
about the spread of severe acute respiratory syndrome (Sars), while a Beijing
hospital was shut down, reportedly because medical staff became infected.
Even as state media repeated the government'’s claim that the outbreak is under
control, the health ministry said officials from throughout China had been
summoned to Beijing to discuss efforts to counteract Sars.

¥ sBHEU / SBLACK HAT EVENTS
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Russian Media Watchdog Threatens To Ban Facebook Over ‘Legal High' 334 peKnamMbl KypuUTenbHbIX Cmecen
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Earning on the collapse of
bll_a?k bﬂ! shares - step-by-step guide

Eamings on the collapse of shams -
GRAPE September 16, 2017

3apaborok Ha obeane akuun
Hello, GRAPE

Before describing the trace. scheme - | want 1o mention that nether | NOr  Mpseser. G
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There are 50 many ways 10 make a proft in the Investment market, one X008 LOIwMAR LTS B PAISE MABKCTIIAR, CLsM KD
of them Is a downgrade game. Such deals are called “Short”, short trades TS, TN GV SISV SN, SIS GH
on & cortain time iInerval. Players who play on a siide are called "Bears” NPOARE ipérecmn, FPOstn, RISHpase Brpit i Semsumtemes
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understandable about what 2 is. Suppose the DAIANCE ON YOUr DIOKIBQE  rpessr e s mo rexyued s (150 Pyl 38 so) K cpeey 00 6o

account is 100,000 rubles. You recenved a Signal 10 lower the Shares of @  mried (eeo sl Thaw campasms G s sas Gposnpoas oo
cortain company “X* and you decae 10 sell these shars at the cumant esswems
price (100 rubles per share) In the amount of 100,000 rubles (1,000

o Acvenssi 200 000 pliaell (o pyland + 1 000 soueh * 100 pyland
shares). Afler the ransaction on your Drokerage account appearns

v Nacomm: sfaromcmso sepsy™ § 000 axxl sosenmens X
Assets: 200,000 rubles (100,000 rbles + 1,000 shares ° 100 ubles). oo i memncn 0 yo pytaed tas 1o, su
Liabiies: the oblgation to retum 5 000 shares of company *X* it 5566 Al o SAEIT o S—— B pessmonre s et
After a while, the stock price fell 1o S0 rubles (10%), you buy 1,000 )
shares and retum them 1o the company. As a result, you have o Aemisi 200 000 Pl + (000 seeh * 100 pyGand - | 000 s * &

Assets: 200,000 rubles + (1,000 shares * 100 rubles - 1,000 shares * 90

rubles) = 210,000 rubles S —————————
On the fall of shares by 10%, you eamed 10,000 rubles. In this example, | . pored Sasam, ¥y # stnre v
the percentage for transfemring a short position is not taken Into account,

and Af Ao res he Berlkeor Fermrrs s e

fpoerpa

PRICE

proP!
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blackhat Facebook 20137

eEURORPE 2017

When choosing a patient, we really liked ocne of the largest social

networks Facebook, since we already built the development of events in The story

my head, but about it later. How can you implement an artificial drop in From 2013
the market? We already heard about the fake spam mailing, which failed
the Apple stock, just heard about the fictional deaths in the media and

much more. We could gather databases and organize mass spam from

shells o any company, but this is an ancient century and a well-

developed theme.

Preparing a bomb for Facabook

For the idea was taken the following! In the courtyard there was a year
2013 and the network of the banned sites was actively working, which
included many conscientious projects. The situation with the US was
strained, as the Ukrainian conflict has already begun o develop, if
someone does not know. Our task was 10 WININS AT 4758 “n 47.19 7$,170.550

1. Create a left site with child poro or drugs. We draw a high-quality

lending page with contacts in which the project is responsible and the W3 45s 46.0% “wan 455 easen
project itself must inspire confidence (that it really works)

2. We add this site to the list of banned through the form here
eais.rkn.gov.ru, within 3 days it is made, maybe earlier. We did with shit, 173 4s St demnin - s annt
FSKN immediately brought this resource

3. Now the most important ingredient! So, now we need o create an

16013 L Al L 24) 29 NS M

adventising company on FB, undergo a moderation and make a huge enitmndadiinme - s “s ey

outlay of advertising on the muzzie with drugs. Next, we quickly send the w21y @ e 4 0 4 07 3630

information to the register of prohibited sites, FSKN and other structures.

Resource banyat from the Russian Federation and we make a release In “*""<"® ©= p— - - i

the media that the guys are chopped off from Russia. Look, the annual WOPD1Y 4eM e “n 9 24,453,500

income from FB advertising in Russia was $§ 800,000,000 per year, the

audience from Russia is huge. Here even a fool will understand that such ¥ #sBHEU / G@BLACK HAT EVENTS

a thing will not bum
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blackhat Ryssian DoD on the Facel%k fights

'-—~l_ — __|’l7

OEAE 0w - o | Boart | Wastes | oo | Buts | Bees | B Russian MoD to probe meme-triggering video game screenshot
attached to Syria statement

Worlkd Mes Ase  Avtie Curope o Armwrcs  Vade Dast 5 A Cardn

Russia posts video game screenshot as
'‘proof’ of US helping IS

f v 0 G

E:Jm

© Natala Selvertiova | Sputak

Ressa's Deforse Mnsty says £ has benched an nguary o potsees mstakonly amached 10 25 staement Oro was a

SCreeahol from & moDds gard. Badng 10 P riaméd saploderg with meeres

TP Ryiiin MNSRy of Dafesd 5 Nvisi@avg 25 Ovlant Smpioyed wihh Mustahinryy STChd photos 10 8 St
The Qame wriste: T WAk CApaliites of a0 AL 30 gl on Me US-ad coaltons risvacton mith the fslarme Siate mallfants » e aroa of AburKamal “Hhe miltary sasd n a

M

Ressla’s Minkstry of Defonce has posted what & called “irrefutable proot™ of

e US aking &0 cated Islamic 5010 - Dt 0o oF The IMmages was actually ' “BHEU / GBLACK HAT EVENTS
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More Freedom
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blackhat |JS DoD, Hurricane and.%dow

[T S U P P —— e ——

Sept. 28: Eight days after Maria hit, coverage of the

Eniesyweeh

federal government’s response is getting more
p— P— negauve,

How the Pentagon Spun The Government Message: Pentagon officials tell
Hurricane Mana staff to emphasize “coverage of life-saving/life-

sustaining operations” and for spokespeople to avoid

@ US officals inadvertently included a Bloomberg reporter
on an intermal email list. Here's a glimpse inlo their bid 10 put

relief efiorts ina positive fight that goes against the teamwork top-line message.”

language about awaiting instructions from FEMA, “as

By Christopher Flavelle

Sept. 29: San Juan Mayor Carmen Yulin Cruz
criticizes Washington’s spin, calling Puerto Rico a
“people-are-dying story.”

The Government Message: FEMA talking points
ignore Cruz, instructing its officials to say that “the
federal government’s full attention is on Hurricane

Maria response.”

¥ sBHEU / @BLACK HAT EVENTS
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blackhat

euURORPE 2017

Detection approaches



O Detecting bot communitii

blackhat 1, 3ccount parameters

«Account lifetime

«Avatars

Comments Also - generative user names oddness in profile data
*Following

*Followers

Isolated communities

*Account lifecycle

*Timing evaluation (race conditions) real staff starts slowly

*Groups of users cluster into individual group and only talk to each other

¥ sBHEU / @BLACK HAT EVENTS



bisd hat DEtecting bot communitiesje

=u=0== =017 by information distribution behavior

*Posting speed

*Active hours (how many of you work 24/7)

*Simultaneous activity on promoting topics

*(timing evaluation (race conditions) real staff starts slowly)
*Triggering points (how bots following botmaster)

*Spotting botmaster

*Communities

¥ sBHEU / @BLACK HAT EVENTS



O -
blackhat  Detecting bot users,\

*Groups of users sharing the same content in random order
*Groups of users share similar properties in profile (or images)
*Timing evaluation (race conditions) real staff starts slowly

*Groups of users cluster into individual group and only talk to
each other

¥ sBHEU / @BLACK HAT EVENTS
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blackhat  Community Detection:*Easy

euURORPE 2017

rt community
rt networkx as nx

rt matplotlib.pyplot as plt

#better with karate_graph() as defined

don't have true community

gml(sys.argv[l])

#first compute the best partition

partition community.best_partition(G)

set(partition.values

wnt count + 1.

1st_nodes [ nod for nodes in partition.keys()

if partition[nodes] com]

print

¥ sBHEU / SBLACK HAT EVENTS
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blackhat Donald Trump vs Covfefe(\

¥ sBHEU / @BLACK HAT EVENTS
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blackhat  Trymp Bot Follower:

euURORPE 2017

: http://tapbots.com/software/tweetbot/mac
https://github.com/reneezha/testbot
https://github.com/stephanieerin/quotebot
https://github.com/lanMoritz/TrumpTwitterSpellCheck
http://

https:/

https://

https://

https: //github.com/matthewmcvickar/oblique-questions-bot
https://github.com/PublicDesignWorkshop/Feminist TrumpBot

¥ sBHEU / SBLACK HAT EVENTS



W Exploring Twitter-Spacé({ith Graph

EUROPE 2017

* Slice (by keywords, and hour of

event) m.@«g

* Convert to Graph (GML) Ko.@,o.,‘.
« Sub-slices based on condition (i.e

retweeting/quoting users from m@@’*"@"@“

2017 only) rofmezaeii
 |dentify isolated communities @'@‘“-@'
+ Validate retweet/quote only- @

accounts as bots

¥ sBHEU / @BLACK HAT EVENTS
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blackhat Why 24 hours before is%ortant?

EUROPE 2017

"The last minute swing" effect

Noelle-Neumann first began studying this spiral of silence in the 1960s to help
understand an extreme shift of public sentiment in a 1965 German election (Noelle-
Newman, 1993). She noted a “last minute swing” in a neck-and-neck election that
seemed to shift almost overnight as public opinion polls began to reveal a slight
majority opinion. Noelle-Neumann likens the last minute swing phenomenon in
political elections as “running with the pack” or a “go-along” mentality. What drives
that mentality, Noelle-Neumann explains, is fear of isolation. “The fear of isolation
seems to be the force that sets the spiral of silence in motion”

https://Imospace.umsystem.edu/xmlui/bitstream/handle/10355/46589/
research.pdf?sequence=1

¥ sBHEU / SBLACK HAT EVENTS
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blackhat  Flection tweets /(
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black hat

EUROPE 2017

So was the
#MacronLeaks a bot
fueled storm?

¥ sBHEU / SBLACK HAT EVENTS
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black hat Some communities nev alk to othe
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vitali shkliarov

sy - USA - Electon - Poltics
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blaek hat  Bots
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Tweets
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blackhat Smart bots

UROPE 2017
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blackhat Bot assisted promotio_,n‘K‘
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Manchester

4 uB6HEU / BBLACK HAT EVENTS
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blackhat The first hour of Manch&\er
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NFL and take a Kneee ;-)
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Yalanda Lattimore ® )
- —p— DryerBuzz
o 0 o 0 KRoZIIY

s w
S e ee—_ o
Norad 172447y
O
: 5 gl ’
Tweets Tweets & replies Me ¥ el - I
yblack 1)
Yalanda @DryerBuzz .
8@0rverBuz; Yalanda @DryerBuzz '
How many times have you found the p
Award wirning ’ o
checkout ... | refusad to stand in.. pre-—
and proneer of dgital publications and »
new media - follow Atlanta ] OiLataplp o

& Yalanda @DryerBuzz
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PhillyCWins  we —
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TeTer com " -
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Catalunya
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Camelot_i%/
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blg’ckhat Not a Russian Bot

EURORPE 2017

David Petre ©

no, I'm not a Russan bot

—
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blackhat Related research withnﬁ'_rend Micro

*https://www.virusbulletin.com/conference/vb2014/abstracts/
depth-analysis-abuse-twitter/

*https://www.trendmicro.de/cloud-content/us/pdfs/security-
intelligence/white-papers/wp-an-in-depth-analysis-of-abuse-
on-twitter.pdf

*https://documents.trendmicro.com/assets/white_papers/wp-
fake-news-machine-how-propagandists-abuse-the-internet.pdf

¥ sBHEU / SBLACK HAT EVENTS
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Conclusion
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Q&A
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