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11 " Managing consultant @ Spirent SecurityLabs

= Pentester /Red Teamer / Domain Admin
Everywhere

= Security Researcher

= Trainer, Speaker

= Wannabe Reverse Engineer
= Developer of Yasuo
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Introduction to Internet-connected healthcare devices
Architecture & Workflow

Good, Bad & Ugly

Medical records vs Financial data

Threat surface of Connected healthcare devices - A

pentester’s perspective

Real-world attacks against connected healthcare devices
Case Study #1

Case Study #2

Closing Remarks
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The Ecosystem
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The Architecture  bifdknat

I0OT Medical Device MIDDLEWARE Management Interface

=

i Wifi/ LP Wifi Authenticatior

i Wired (Ethernet) !

Bluetooth/ BTLE | Authorization
IrDA p

ZigBee

Zware 5 Dashboard

RFID :
1 WiHART i ommand & Contro!

| 3G/AG/LTE
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Administration

AP

Monitoring

Plugins
Statistics

Device
Association
Storage Configurations Patient/ Physician
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Command
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Control Notifications/ Alerts
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Event
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The Good bi2khat
EUROPE 2017
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. Remote health monitoring
. Less expenditure, better quality care

. Faster response time

. Global health care

. Efficient Asset Management & Maintenance

. Alerts - Early Detection & Prevention
. EHR (Electronic Healthcare Records)

. RTHS (Real-Time Health Systems)




The Nightmare biéduchat
2 EUROPE 2017
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. Tons of new "connected” medical devices
. Numerous communication protocols
. “Legacy” devices
. Network Segregation
. Robust WiFi infrastructure???

. Interoperability

. Monitoring, Automation & Analytics

- Rogue Medical Devices

. Operating Systems??? Think MedJack
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The Horror Stories —

MEDJACK / MEDJACK.2

1. Medical Device Hijack
. MEDJACK - 2015/2016
. MEDJACK.2 - 2017

. Attacked older operating systems

. Affected devices: X-Ray machines, =

CT Scanners, Blood Gas analyzer, v

MRI systems etc.

. Undetected by Endpoint security

solutions
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Financial Data Medical Records
Attacks A\ 4

Market Value vV
Detection Rate A
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About the Device  bifdknat

1. Digital Pen

W 2. Used for prescriptions

3. Electronic transmission to pharmacies
4 4. Many manufacturers

5. Random images, no point zooming in.

NOT THIS ONE!!!
010100110
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Hospital Network

Workflow




Let's Break It Down eiSkhat

. 0S > Windows 10

a) Nurse / Physician

b) Administrator

. USB
. 802.11 b/g/n Integrated Wireless Network

. 10/100M RJ45 Ethernet
. HDMI, VGA
. Digital Display
- 3.5mm Audio Port
. Windows Defender
. Docking Station
10. Software Layer
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Use Case

Scenario




)

Initial Observatlons bifduchat

. Can connect a monitor, keyboard, mouse

. Auto-login as Nurse (Total locked down mode)
. Manufacturer software and services

. Data capture via USB

. Internet = Real-time data transfer

. Offline - Stored encrypted

. Over the wire 2 HTTPS (AES256)

. Remote Access Component
01010010 01000107.01001110
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Privilege Escalation

Services (Local)

W Service

Name

&, Secondary Logon

&l Secure Socket Tunneling Protocol Service
& Security Accounts Manager

G} Security Center

&l Sensor Data Service

S) Sensor Monitoring Service

{:‘.,: Sensor Service

G Server

‘&) Shell Hardware Detection

{:‘.,: Smart Card

‘&) Smart Card Device Enumeration Service
».';"; Smart Card Removal Policy

Service

Properties (Local Computer)
General LogOn Recovery Dependencies

Service name: Service

Display name: Service

Description:

Path to executable:

Service status:  Running
Start Stop lesume

You can specify the start parameters that apply when you start the service
from here.

Apply

g
9
9
4
9
9
g
9
9
9
9
4
9
9
9
g
9
4
S
9
9
4
9

Description

Enables star...
Provides su...
The startup ...
The WSCSV...
Delivers dat...
Monitors va...
A service fo...
Supports fil...
Provides no...
Manages ac...
Creates soft...
Allows the s...

Receives tra...
Enables the ...
Verifies pote...
Discovers n...
Provides re...

Launches a...

Provides en...
Optimizes t...
Maintains a...
Monitors sy...
Coordinates...
Enables a us...
Provides su...
TeamViewer...
Provides Tel...
Provides us...
Tile Server f...
Coordinates...
Enables Tou...

UsoSvc

Allows UPn...
User Manag...
This service ...
Provides m...
Manages an...

Status

Running
Running

Running

Running

Running

Running
Running

Running
Running
Running
Running
Running
Running

Running
Running
Running

Running
Running

Startup Type
Manual
Manual
Automatic

Automatic (D...
Manual (Trig...
Manual (Trig...
Manual (Trig...

Automatic
Automatic
Disabled

Manual (Trig...

Manual
Automatic
Manual

Automatic (D...
Manual (Trig...

Manual
Manual
Manual

Manual (Trig...

Manual
Automatic
Automatic

Automatic (T...

Automatic

Manual (Trig...

Automatic
Manual

Automatic
Automatic

Manual (Trig...
Manual (Trig...

Manual
Manual

Automatic (T...

Automatic
Manual
Manual

Log On As
Local System
Local Service
Local System
Local Service
Local System
Local Service
Local System
Local System
Local System
Local Service
Local System
Local System
Local System
Local Service
Network Service
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local Service
Local System
Network Service
Local System
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
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Privilee Escalation .
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blackhat
] = | Application Tools

EURORPE 20177
Home Share View Manage

v 4 « Program Files >

& Quick access Name Date modified
[ Desktop S

‘ Downloads

Type

|=] Documents
&= Pictures

LU Malicious Payload

B videos

i ice. 1/10/2017 6:36 AM
¢@ OneDrive I Service.exe 6:36

Application
[ This PC

2/7/2016 5:51 PM Application

Original Service Binary

44 items 2 items selected 2.88 MB
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CAWINDOWS\system32\cmd.exe

Microsoft Windows [Version 10.0.10586]
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Users\ snet user

User accounts for \\DESKTOP

Administrator Guest

The command completed successfully.

C:\Users\ >net localgroup Administrators
Alias name Administrators
Comment Administrators have complete and unrestricted access to the computer/domain
Members
Administrator
admin

The command completed successfully.




The Encrypted File oBcvat

i/
¥

2} Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help

SHKRABE|vAS B a5 EELZM

Tim... Process Name PID Operation Path Result Detail
B "= s im R exe ... B\ReadFile C:\Proaram Files\:%" in.. SUCCESS  Offset: 268. Lenath: 20
== = i b OXE ... AReadFile G:\Program Files\#" .. SUCCESS  Offset: 512. Lenath: 40
Sl u lin P oXC .. S\ReadFile G:\Program Files\#" in.. SUCCESS  Offset: 552. Lenath: 40
= e n B P eXE 9... BAReadFile C:\Proaram Files\" in.. SUCCESS  Offset: 592. Lenath: 40
. = s i I eXE : ReadFile C:\Proaram Files\#" . SUCCESS Offset: 632. Length: 40
. [l == = Ea b exe ~shReadFile C:\Proaram Files\%"
-
-

pury
N
[$)]

SUSISISS (B USSR

b b b b b b b b b c—) w—) —)

, in.. SUCCESS  Offset: 390.144. Lenath: 16
== = i P OXE . B\ReadFile G:\Program Files\#" .. SUCCESS  Offset: 390.160. Lenath:
smalie.u i P eX0 ... &\ReadFile C:\Proaram Files\" in... SUCCESS  Offset: 391.264. Lenath:
= e = B P eXE ... \ReadFile C:\Proaram Files\" in... SUCCESS Offset: 390.168. Lenath:
= w B P eXE ... \ReadFile C:\Proaram Files\:%" in... SUCCESS  Offset: 391.274. Lenath:
A ... B\ReadFile C:\Proaram Files\%" .. SUCCESS Offset: 390.176. Lenath:
in... SUCCESS Offset: 391.284. Lenath:
in... SUCCESS Offset: 390 184 Lenath: 8
Qffcat. anath.
in... SUCCESS Oﬁset 391 304 Lenagth: "4
U cl. oYU S00, LENQUl 1O
in... SUCCESS Offset 390.384. Lenath: 8
in... SUCCESS  Offset: 390.792. Lenath: 16
in... SUCCESS  Offset: 390.808. Lenath: 8
in... SUCCESS  Offset: 391.152. Lenath: 16

[ BN BN BN BN BN BN BN BN BN BN BN BN |
m b b B B Bw Bw Bw Bw Bw Bm B

Ll i i el el el el o e e e

S NN BN DN B B B BN B o e

m i b B B B Bw Bw Bw Bm B

N NN NN NN NN NN

sl = Ba | eXe ... B\ReadFile C:\Proaram Files\*"
sl w lm P eXE .. S\ReadFile C:\Program Files\

—

N %ReadFlle C:\Program Files\ A"
nedu APTOUrd c

3ReadF|Ie C:\Program Flles\ A"
.. S\ReadFile C:\Program Files\#"
... \ReadFile C:\Proaram Files\#"
_. B\ReadFile C:\Program Files\:*"

NNNNNIN BN N NNNNNN NN NN
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OllyDbg
Fie Yiew Debug Plugins Options YWindow Help

'J_l_l ] w3 334 9] +f L{E[M|T|W|/H|c|/|K|B|R[..|S] ;

' :
ES OIFFFFFF  |CALL | orypt.€8301350 e -
B4424_oC | PO R, Butd FTR. 35: CESPACT orseoes
0 2iFze0es  |CHP ERX] Hiorypt.sssoraze ASCI1 =¥
FS4 Coop0eee | JE vcrvnt 6880151F
0 EOFispee | CHP EAX. oryot.éssofie ASCIT
Fo4 BEOBOCED | JE .o-ypv 688015
SFF_1C P EDI, IC
6 59 JBE SHORT  icrypt. 68301487
ic |FUSH”1C
o greeooe  |MOUECK.7
|mou EST
07C24 1C |LEn EDL: Biiten PTR ssicesPecy
3:45 P HOUS DIORD PTR ES: CEDI], DUORD PTR O
887424 18 P60 EST. DlteD FIR 55: Espe18)
805424 1¢ |Len EB%: Ducko PTR 52: CESPric)
| PUSH EDH
gg |push £t
884424 45 00 |1V BYTE PTR 55:(ESP+4S),0
§ 7eczodoe | CALL “oryor.68969700 . .
i fiche Function which deerypts;the
04C24 10 w%guecxxnm:an PTR 55:[ESP+1C)
‘
884c24 18 |90 ECH. DUORD PR s5: (ESP+183
E2 SSFEFFFF |CALL “Weryor.esseis
a |TEST A
74 18 ryor. 6550146
ESS_ec ‘mU ECN OUG?U 55: [EBP+C)
84424 oC U ERY, DWORD PTR 55: (ESP4C]
2 | Fosw“Eoi
3 | FUS
5 |PUSH ESI
2 | PUSH ER%
S 4F520000 | CALL I orypt.68209700
B4c24 20 | B9 ECx, DUCRD ' PTR 55+ LESP+203
4”10 |roD ESP,
CEil 88 o1 |Doy BUvE FTR 0S:cECKIS)
8670 6C |10 EBT DUCRO PIR 551 CEBP4CI
g3FF 20 |cHP_EDI 26
|8 SHORT  srupt.68291633
| WOR CL,CL hs
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The Encrypted File - W

&

" 4

Config.log - Notepad

File Edit Format View Help

‘api_url”: “ht:cps‘:
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L 5 B PO e 3 P o
\ » N s e S e il aadiBai
S ol s i d TN
- SER P b i
S

LN ARl " e A8 nmap -Pn -n

Starting Nmap 6.47 ( http://nmap.org ) at = N EST
Nmap scan report for = -

Host is up = E

Not shown: B8 closed ports

PORT STATE SERVICE

N H

S |

e

3306/tcp open mysql
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Access to Patient Data  bifdknat

uju . 1Lon 1 unes: 1 moaext WHKITABLE venmiter: |
Databases

bl CEE —

information_schema ’ Sy -

HUZE $04%EgBERa & oL PE S

|id patient_code ref patient_code | ref_unit_code | patient_fname patient Iname patient_birth_dt | patient_sex
39 87 Be 19 1 null

40 74 Pa 19

41 65 Fri 19

42 47 Ca 19

43 45 Hc 19

44 28 Ka 19

46 48 Mz 19

47 53 Ka 19

48 21 Se 19

49 80 Mé 19

50 97 ol 19

51 7 Wi 19

52 85 Ta 19

patient_sync_info 53 04 Dz 19

54 56 Pa 19

55 69 Re 19

56 19 Pe 19

57 92 Ra 19

58 23 RH 19

59 88 Jol 19

60 41 Be 19

61 58 Dz 19

62 12 Dc 19

63 52 Ja: 19

64 38 Hz 19

65 3 Cr 19

66 89 ol 19

67 24 Wi 19

68 87 Wi 19

69 41 Mc 19

70 14 Tit 19

Z1! 67 Br 19

72 24 TH 19

73 39 Ar 19

74 69 Ba 19

75 11 Ke 19

76 sn Mi 19

mysql

performance_schema

null
null
null

Tables

WLRONOWVHEWN -

NDBOONNONROHWRONUNMHMUNONRONRHIHWOOORANDGKOO®WNW
ZA®PAPHZE=SONINDODOPNOA@AOVODIOVOASOITVLRZIAINTDTO®
BNOCOLOUUVABANUVANOAOWNRWUNONOBRNONONOANLOOKW

1 Executing Statement . . . Done. Query Time:
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Access to Patient Data  bifdknat

® ‘e 4 .
S \

oF I H 7 w4 =t%EEHEESE 2 5 B &

j username I user_email assword role_code store_code
9 |
pa pa il DM

pa PV Pv DM
pa pa Me DOC
pa pa Me DOC
pa pa Me DOC
pa pa Me DOC
pa pa Me DOC
pa pa Pa DOC
pa pa Me DOC
hjr hjr DM
hjr hjr ADM
hjr hjr j DOC
my mg DM
me mc DOC
su sul DM
su sul DOC
kir kir DM
kir kir DOC
lak lak DM
uk uk DM
me me DM
ne ne' DM
ing ing DM
icc icc DOC
ing DM
icc ipk ¢ DOC
vic DM

LNV AEWN =

NN NN NN N RN = e b e s s s s
NOUVNAWNMHOLRNOUVSEWN O
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Access to Patient Data  bifdknat

l‘ ‘

Resident Name




Pre§criptions

i EEE DIGITAL PRESCRIBER'S ORDERS
4 acility Pa Unit Ma
4,, Resident : Be Room : __2!
‘eﬁ\ (] e Health Cardé : _E22 DOB (aa/mm/yyyy)
\ .
| | 2 B ; Allergies: __No Known Allergies
1] \. E R
@) \ | Date/T ime r , Clinical Indicator
L
a . ~ T. 6 W“ 02

' (| F N A Uld wv W/Lng*) ‘?LO‘I 2-Aony
1' Aol ;

% N |
- [N K  nerX LMQLM/
.\ : Yo s by
Juu
) Clinical Indicator
* ‘.l ‘\ﬁ ’
LI o
(O B K ¥ B
- ATD010TDH

e
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Let’s Sum it U blackhat
| “ 4 e '
= Access to digital pen
skl = Privilege escalation
uﬂﬂﬂ = A bit of reverse engineerin
g g
ﬂl}[n = Steal credentials

= Remote database and portal access from your basement

01010010 01000107.01001110
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About the Device  bifdkhat

1. IV Infusion Pump

2. Injects nutrients & medication
v ® 3. Controlled dosage
y 4. Safety features
5. External or Implanted
6. Used to be standalone, not anymore

7.0nce again, random images, no point

zooming in. NOT THIS ONE
EITHER!!!

01010010 01000101 0100110
e ™
|

Y
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Workflow blackhat
Hospital Network

| Infusion Pump Manufacturer

Wireless AP Enterprise
Gateway

%

Pump Server
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Inltlal Lab Setup blackhat
‘ , ﬁ@‘m’" \\I,> /

“~=] I Standalone Infu3|on Pump

0GoF

01010010 01000101.01001110
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Initial Observations biS2ichat

1. Ethernet (RS-232)

. 802.11 b/g/a Integrated Wireless Network
. USB Enabled

. IrDA Port

. Display - Touch Screen

. Keypad

. Maintenance Mode - Password Protected \o/




First Blood

Default Password

Access to Network Config
Change (some) Network Configs
Upgrade/Downgrade Software

-

'WIRELESS SETTINGS

Mode [BSS) Infrastructure [AP] |
Name [SSID) me
802.11 bjgfa Channel search
Security WPA 802.1x
Encryption CCMP [AES]

Authentication TTLS/PAP
U SEername ETELE IS

Password AR A A IR I R AAA

N

| bl&k hat
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We Bought a PDA biS2knat

Handspring

Handspring Visor Platinum (Silver)
YWYrYririy v 78 customer reviews

8:00
9:00 Staff meeting

oo ™ — Available from these sellers.
[: ; gg'Forgcost presentation
[ ;zgg:s@:@mmu.::.;.;;;::::::::::;.::,:;:.:.:; » 50 percent faster than Handspring Visor Deluxe
[g;ggzsgsssz proctice Q=% + 8 MB RAM stores thousands of addresses,
I-l:::lzs;éﬁt;se-)(wons) appointments, to-do items, and more
S Features address book, to-do list, memo pad, date
book, advanced calculator, and world clock
Fully compatible with thousands of Palm OS
applications
What's in the box: Visor Platinum, Graphite HotSync
cradle, 8 MB RAM, AAA batteries, Graphite snap cover,

Leather case
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Mode [BSS)
Name {SSID]

802.11 bjgl/a Channel
Security

Encryption

Infrastructure (AP]

searc
WPA pre-shared k..
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Additional Observations Do

2

= Telnet
= FTP
= SSH
= Connection attempt to pump server (****PUMP* *)
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The Initial Traffic blackhat
= Plain-text protocol loosely based on XML

= Contained pump description:
Pump Serial Number

Current Time

Wireless Access Point Data
IP/MAC Information
Maintenance Due Date
XMODEM checksum

root @ © O
File Edit View Search Terminal Help

# ncat -1 1111
<XML><HEADER>1.0, 20 6,2017 145740,115 000,13,</HEADER>1,192.168.

,192.168. ,255.255.255.0,192.168. , 10. .6,0.0.0.0,,00:40:
b,5 3,74:26: :49,201. 546, </XML>Bk




Timeto Fuzz bifdichnat

- Commumcatlon with pump, both as cllent (tcp/11111) & server (tcp/22222)
= Created custom Python library to interact with pump

ﬂ = Observed numeric header specifying Message types
Message Type 2 - Confirms pump to pump server connection

Message Type 7 & 31 - Not sure

Message Type 8 - Followed by Message Type 2. Updates pump status.
Message Type 20 - Network commands

Message Type 208 & 238 - Not sure
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Winning Packet biS2knat

)

<XML><HEADER>1.0,20 16,201
HEADER>201

i 01010011 01010000 01001001
Jiy -
Lm01011010
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SLEEP AND LOCATION

Settings from MDL
Clinical / Biomed Mode [on]
Drug Library Check continuous

Used for drug admlnlstratlon
Nutrients, Drugs, Blood etc.
Maintains dosage, proportions
Soft / Hard Limits

AC Sleep Mode [off wiAC]
Drug Library Check 6 hr |

Battery Sleep Mode [off no ACJ
Drug Library Check




Closing Remarks

= Built-in, not bolted on
= Trust no-one

et - Better standards and regulations
= Beyond standards and regulations

= L earn from past mistakes
= Security Assessments

| bl&k hat
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Thank You biSekhat
BE W '. { | EUROPE 2017
=Questions Anyone???

| BContact Info:

= Linkedin:
https://www.linkedin.com/in/saurabhharit/

I"haz question.

= Email: Saurabh.Harit@spirent.com /
SecurityLabs@spirent.com

= Twitter: Oxsauby




References w biSdicnat

e GOOgIe image Cache

= https://www.cognizant.com/whitepapers/how-the-internet-of-
things-is-transforming-medical-devices-codex1945.pdf




