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Connected Healthcare Devices

Wireless



Medical Devices Classification

Consumer 
Wearables
•Fitness 
/Activity 
trackers

•Sleep pattern 
monitors

Patient 
Monitoring
•Insulin pumps
•BP Monitors
•Heart Rate 
Monitors

•ECG
•Glucose 
Meters

•Hemodialysis 
devices

IVD
•HIV Detection 
Systems

•Blood 
Analyzers

Embedded 
Devices
•Pacemakers
•Implants

In-house 
Equipments
•Medicine 
dispensing 
systems

•MRI
•CT Scanners
•Telemetry 
Systems

•X-Ray 
Machines

•Ultrasound 
Machines
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The Ecosystem



The Architecture



The Good
1. Remote health monitoring

2. Less expenditure, better quality care

3. Faster response time

4. Global health care

5. Efficient Asset Management & Maintenance

6. Alerts – Early Detection & Prevention

7. EHR (Electronic Healthcare Records)

8. RTHS (Real-Time Health Systems)



The Nightmare
1. Tons of new ”connected” medical devices

2. Numerous communication protocols

3. “Legacy” devices

4. Network Segregation

5. Robust WiFi infrastructure???

6. Interoperability

7. Monitoring, Automation & Analytics

8. Rogue Medical Devices

9. Operating Systems??? Think MedJack



Serial To Ethernet Converters



The Attack Surface

IO
T 

Se
cu
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y

Network– Services, firewall

Application - Authentication, Authorization, Input Validation

Device Hardware– physical security

Mobile– Client Data Storage, Data Transport, API

Cloud – Backend Server, Authorization, Update security



The Horror Stories –
MEDJACK / MEDJACK.2

1. Medical Device Hijack

2. MEDJACK – 2015/2016

3. MEDJACK.2 – 2017

4. Attacked older operating systems

5. Affected devices: X-Ray machines,

CT Scanners, Blood Gas analyzer,

MRI systems etc.

6. Undetected by Endpoint security

solutions



Financial vs Medical Data

Financial Data Medical Records

Attacks

Market Value

Detection Rate



Case Study #1



About the Device
1. Digital Pen

2. Used for prescriptions

3. Electronic transmission to pharmacies

4. Many manufacturers

5. Random images, no point zooming in.

NOT THIS ONE!!!



Workflow



Let’s Break It Down
1. OS à Windows 10

a) Nurse / Physician

b) Administrator

2. USB

3. 802.11 b/g/n Integrated Wireless Network

4. 10/100M RJ45 Ethernet

5. HDMI, VGA

6. Digital Display

7. 3.5mm Audio Port

8. Windows Defender

9. Docking Station

10. Software Layer



Use Case 
Scenario



Initial Observations
1. Can connect a monitor, keyboard, mouse

2. Auto-login as Nurse (Total locked down mode)

3. Manufacturer software and services

4. Data capture via USB

5. Internet à Real-time data transfer

6. Offline à Stored encrypted

7. Over the wire à HTTPS (AES256)

8. Remote Access Component



Privilege Escalation



Privilege Escalation



Privilege Escalation



The Encrypted File



The Encrypted File



The Encrypted File – Win!!!



Another Crime



Access to Patient Data



Access to Patient Data



Access to Patient Data



Prescriptions



Let’s Sum it Up
§ Access to digital pen
§ Privilege escalation
§ A bit of reverse engineering
§ Steal credentials
§ Remote database and portal access from your basement



Case Study #2



About the Device
1. IV Infusion Pump

2. Injects nutrients & medication

3. Controlled dosage

4. Safety features

5. External or Implanted

6. Used to be standalone, not anymore

7. Once again, random images, no point

zooming in. NOT THIS ONE 
EITHER!!!



Workflow



Initial Lab Setup

Standalone Infusion Pump



Initial Observations
1. Ethernet (RS-232)

2. 802.11 b/g/a Integrated Wireless Network

3. USB Enabled

4. IrDA Port

5. Display – Touch Screen

6. Keypad

7. Maintenance Mode – Password Protected \o/



First Blood
§ Default Password
§ Access to Network Config
§ Change (some) Network Configs
§ Upgrade/Downgrade Software



We Bought a PDA



Overwriting Wireless Settings



Additional Observations
§ Telnet
§ FTP
§ SSH
§ Connection attempt to pump server (****PUMP**)



The Initial Traffic
§ Plain-text protocol loosely based on XML
§ Contained pump description:

§ Pump Serial Number
§ Current Time
§ Wireless Access Point Data
§ IP/MAC Information
§ Maintenance Due Date
§ XMODEM checksum



Time to Fuzz
§ Communication with pump, both as client (tcp/11111) & server (tcp/22222)
§ Created custom Python library to interact with pump
§ Observed numeric header specifying Message types

§ Message Type 2 – Confirms pump to pump server connection
§ Message Type 7 & 31 – Not sure
§ Message Type 8 – Followed by Message Type 2. Updates pump status.
§ Message Type 20 – Network commands
§ Message Type 208 & 238 – Not sure



Winning Packet



Master Drug List
§ Used for drug administration
§ Nutrients, Drugs, Blood etc.
§ Maintains dosage, proportions
§ Soft / Hard Limits



Closing Remarks
§ Built-in, not bolted on
§ Trust no-one
§ Better standards and regulations
§ Beyond standards and regulations
§ Learn from past mistakes
§ Security Assessments



Thank You
¡Questions Anyone???
¡Contact Info:
¡ Linkedin:

https://www.linkedin.com/in/saurabhharit/
¡ Email: Saurabh.Harit@spirent.com / 
SecurityLabs@spirent.com

¡ Twitter: 0xsauby
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