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Andrés Blanco
6e/726d@gmail.com
@b6e726d

Interests and expertise include network security, reverse
engineering, and privacy. | enjoy playing with IEEE 802.11
security.


mailto:6e726d@gmail.com

Wi-Fi Direct specification defines the architecture and protocols
to facilitate device-to-device connectivity based on the IEEE
802.11 infrastructure mode.



* Wi-Fi Direct can be use by an attacker to access a device.

* Devices supporting the protocol extends the IEEE 802.11

attack surface.

* There are several vendors that have implemented the
protocol in an insecure way.



Wi-Fi Alliance

* WPS (Wi-Fi Protected Setup)
* Wi-Fi Display
* Wi-Fi Direct

* Hotspot 2.0



Wi-FiI Direct

2010 2011 2012 2013 2014 2015 2016 2017

o—OO0—0O0—0O0—"0——0—"0—0

First public release of the technical specification

https://www.wi-fi.org/discover-wi-fi/wi-fi-direct



Wi-FiI Direct

2010 2011 2012 2013 2014 2015 2016 2017

o—O0—10O0—"0O0—"0—"0—"0—@

13280 Wi-Fi Direct certified products

https://www.wi-fi.org/discover-wi-fi/wi-fi-direct



e P2P Discovery
 P2P Group Operations

e P2P Legacy Support



Infrastructure Mode




Ad Hoc Mode




Wi-FiI Direct




Wi-Fi Direct
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802.11 Discovery
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(Probe Request
frame

Probe Response
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802.11 Discovery




P2P Discovery

STA
(Probe Request
frame

Probe Response
frame

>



» Radiotap Header vO, Length 36

» 802.11 radio information

v IEEE 802.11 Probe Request, Flags: ........ C
Type/Subtype: Probe Request (Ox0004)

» Frame Control Field: 0x4000

000 0000 OO OEEe = Duration: O microseconds
Receiver address: ff:ff.ff.ff.ff.ff
Destination address: ff.ff.:ff:ff.ff.ff
Transmitter address: 8a:28:

Source address: 8a:28:

e mmms PO = Fragment number: ©
0011 0101 1011 .... = Sequence number: 85¢
Frame check sequence: 0x272d3650 [correct]
[FCS Status: Good]
v IEEE 802.11 wireless LAN management frame
=

agged parameters (

-

<
_{
)

C

Tag: Supported Rates 6(B), 9, 12(B), 1
Tag: DS Parameter set: Current Channel: 6
Tag: HT Capabilities (802.11n D1.10)

Tag: Extended Capabilities (8 '
Tag: VHT Capabilities (IEEE Std 80

Q0
N
I
o
()

J)

18, 54, [Mbit/sec]

¥y vV vV VvV V VvV iy

P2P Discovery




Radiotap Header vO, Length 36
802.11 radio information

4q Vv Y

IEEE 802.11 Probe Response, Flags: ........ *
IEEE 802.11 wireless LAN management frame

p F1 -~d parameters (12 bytes)

v Tagged parameters (235 bytes)

>

» Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/ ]
» Tag: DS Parameter set: Current Channel: 3

>

» Tag: Vendor Specific: 50:
v

lfl
rD

(¥

f:9a: Wi-F1i Display

()

L4

N
’_‘.

Tag Number: Vendor Specific (2
Tag length: 47
OUI: 50-6f-9a (Wi-FiAll)
Vendor Specific OUI Type: S
» P2P Capability: Device 0x25 Group ©x80
v P2P Device Info
Attribute Type: P2P Device Info (13)
Att rlbu:: Length: 35

P2P Discovery

Device Name attribute type: 0x1011
Device Name attribute length: 14



Radiotap Header vO, Length 36
802.11 radio information
IEEE 802.11 Action, Flags: ........ C

4q VvV Y

Public Action: GAS Initial Request (©Ox0a)
Dialog token: Ox00

Tag Number: Advertisement Protoc
Tag length: 2

CU:: SG-Bf-Ea {Wl-:lAl;}
ANQP WFA Subtype: P2P (9)

Service Update Indicator: ©

ength: 54
'ice Protocol Type: UPnP (2)
'ice Transaction ID: 1
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STA GO Negotation STA
Request frame

«

GO Negotation

Response frame
P

GO Negotation

Confirm frame
«

P2P Group Formation




P2P Group Formation

Provisioning
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Intertace Requirements

Supported interface modes:
* 1IBSS
* managed
* AP
* AP/VLAN
* WDS
* monitor
* mesh point
* P2P-client
* P2P-GO




> p2p_find 5

0] 4

<3>CTRL-EVENT-SCAN-STARTED

<3>P2P-DEVICE-FOUND 70:5a: = p2p_dev_addr=72:5a: = pri_dev_type=3-0050F204-1
'DIRECT-66-HP OfficeJet Pro 8710' config methods=0x5a88 dev_capab=0x4 group capab=0x1 vendor_ e
new=1

<3>P2P-DEVICE-FOUND 32:cd: = p2p_dev_addr=32:cd: =~ ©  pri_dev_type=3-0050F204-5
'DIRECT-KIM283x Series' config methods=0x98 dev_capab=0x4 group_capab=0x9 vendor_elems=1 new=1
<3>P2P-DEVICE-FOUND ce:b1: @ = p2p_dev_addr=ce:b1::. = = pri_dev_type=7-0050F204-1
"[TV] UN32315500' config_methods=0x188 dev_capab=0x25 group_capab=0x80 new=1
<3>CTRL-EVENT-SCAN-STARTED

wpa_cli
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Settings SEARCHING.. RENAMEDEVICE @

My Pixel

Peer devices

DIRECT-66-HP OfficedJet Pro 8710 S —

. =
Available va
DIRECT-KIM283x Series pr-
e

Available

Remembered groups

android
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Name Type Phy Signal Channel Last Seen Data Packets

~ 797 ON17 i
Wi-Fi AP IEEE802.11 94 11 Oct 22 201 oB N ||

20:01:26

—~ P et = - ~y A - ~ ~S L C)‘ _-. ;‘U1 / ~
E4:C8 Wi-Fi Client IEEE802.11 -79 2.462 GHz 20-01-20 08 ole_al__

FAVRE R BFAY

Oct 22 2017

20 o1
20:01:26

EO:AC: Wi-Fi Client IEEE802.11 -80 2.437 (

(")
s
N
o
N &N
m

0

DIRECT-KIM283x Series Wi-Fi AP IEEE802.11 41 8 g ,';'f-” ‘ 0B (TITTTTRTTITITIT

ID
FAVAY

L atleiia il Wi-Fi AP IEEE802.11 75 Caktodl 0B . S

Pro 8710 20:01:26

o

Wi-Fi B (| -~ ~ ~ A oL ct 22 20 -
DC:CF D/ “,' Oridged IEEE802.11 -89 2.437 GHz oc lu“lﬂ'” 1788 .

.|"|/'|-:i Br ljl]r_‘d _ - a - O(—,t 4;,,;, .:,l—' 1 7 ~ )
— = FFRN? R 197 ¢ Ll £4 £V -
IEEE802.11 81 2427 GHz 20-00:49 210 8B _l-___l _____________ .

—— -
Dt:‘.lof:‘

Oct 22 2017 20:01:23 Detected new 802.11 Wi-Fi device 16:98: packet 9976

Oct 22 2017 20:01:23 Detected new 802.11 Wi-Fi device 68:27: packet 9957
Oct 22 2017 20:01:21 Detected new 802.11 Wi-Fi device 48:F7 packet 9316

7

02.11 Wi-Fi device F8:1A: packet 8677

Oct 22 2017 20:01:17 Detected new

o
)

Oct 22 2017 20:01:09 Detected new

o
)

02.11 Wi-Fi device 4A:F7: packet 7532

Oct 22 2017 20:01:09 Detected new

Qo
)

02.11 Wi-Fi device 54:A0: acket 7450

-

Oct 22 2017 20:00:59 Detected new 802.11 Wi-Fi device 90:5F packet 6315

Powered by many OSS components see the credlts page



70:5A:Mm Bm 8 54e WPA2 CCMP PSK DIRECT-66-HP Officelet Pro
32:CD: 8 54e WPA2 CCMP PSK DIRECT-KIM283x Series

airodump-ng




MAC Address: ae:37: m T

Device Name: My Pixel

Primary Device Type: Telephone

Response Type: '\x00'

Model Number: Pixel

Vendor Extension: '\x007%*\x00\x01 '

Serial Number: FA71SO0 o

Version: 1.0

Model Name: Pixel

Wifi Protected Setup State: Not-Configured
Config Methods: Display, Push Button, Keypad
Uuid E: 2C48E129BEFF566FAFCAF5670562E4E6
Manufacturer: Google

P2p Capability:
- Device Capabilities: service discovery, concurrent operation, p2p invitation procedure
- Group Capabilities:
P2p Device Info:
- P2P Device address: ae:37:
- Config Methods: Display, Push Button, Keypad
- Primary Device Type: Telephone
- Number of Secondary Device Types: 0
- Device Name: My Pixel
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" HP Officelet Pro 8710

Embedded Web Server Search 0

Home Scan Fax WebServices Network Tools Settings

NETWORK Wi-Fi Direct
Status

General
Wi-Fi Direct Settings

Wired (802.3)
Change the Wi-Fi Direct settings, and then click Apply.

Wireless (802.11) Status on B
R Wi-Fi Direct Name DIRECT-66-HP iceJet Pr -
Wi-Fi Direct Officelet Pro 8710
Status Connection Method Automatic &

N — _
AiyPrint™ Wi-Fi Direct Password

HP Printers




1) HP OfficelJet Pro 8710

Embedded Web Server Search Jo

Home Scan Fax WebServices Network Tools Settings

NETWORK Wi-Fi Direct
Status

General
Wi-Fi Direct Settings

Wired (802.3) - _ _
Change the Wi-Fi Direct settings, and then click Apply.

Wireless (802.11) Status on B
R Wi-Fi Direct Name DIRECT-66-HP ffi Pro 8710
Wi-Fi Direct Officelet Pro

Status Connection Method Manual =
RirPrint™ Wi-Fi Direct Password 27346443

HP Printers
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SyncThru

Web Service ™

M283x Series

Rel Information

Settings

Security

Maintenance

¥ EcoON

Site Map Logout

¥ Network Settngs
Generd
TCP/ Pvd
TCF/ PG
Raw TCP/P, L7R, IPP
Airlrirt
Samsung Cloud =rint
Google Cloud Prrt
wsD
SLP
UpPrP
moNS
¥ SNMP
SHNMP V2
SNMPY3
HTTP
Froxy
¥ WA-FI
Wi-Fi
Wi-Fi Direct '™

Resloee Delaull

Wi-Fi Direct™

WIi-Fl Direct™:

Device Name:

IP Address:
Group Owner:

Network Key:

Wi-Fi Direct™ Status

current Role:
Current SSID:

Current Status:

On

M283x Saries

192 1683.1

Activete

(247678‘)7

"] Hida Network Key

Goup Oaner
DIRECT-KIM263x Saries

Conreced (0)

= Recent Links
\\VE-Fi Direct™
General

SHMPvV3

Home

Copyright () 1995 Samreang Electromios, A'l righs reserveal.

amsung Printers
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Trainings

PE 2

LONDON, UNITED KINGDOM

Samsung Smart TV

Black Hat provides attendees with the very latest in research, development, and trends in T -i e
Information Security. Here the brightest professionals and researchers in the industry will come w
together for a total of four days--two days of deeply technical hands-on Trainings, followed by ‘1—-““_: .




» Radiotap Header vO, Length 36
» 802.11 radio information
v
Type/Subtype: Action (0x000d)
» Frame Control Field: lMGDDH
.000 0000 0011 1100 = Duration: 60 microseconds
Recelver address: ae:37:
Destination address: ae:37:
Transmitter address: ce:bl:
Source address: ce: bl.
BSS Id: ae:37:

) ™~

s mmas PO = Fragment number: G
1000 1010 0100 .... = Sequence number: 2212
Frame check sequence: 0x94f60964 [correct]
[FCS Status: Good]
v IEEE 802.11 wireless LAN management frame
v Fixed parameters
Category code: Public Action (4)

J
f

Ul

-

Public Action: Vendor Specific (0Ox09)
OUI: 50-6T-9a (Wi-FiAll)
WFA Subtype: 9

P2P Public Action Dialog Token: 1
» Tagged parameters (126 bytes)

Samsung Smart TV







30000/ tcp

STATE SERVICE VERSION

open
open
open

http Apache httpd (PHP 5.2.17)

netbios-ssn Samba smbd 3.X (workgroup:

ssl/http Apache httpd (PHP 5.2.17)

netbios-ssn Samba smbd 3.X (workgroup:

unknown

WORKGROUP)

WORKGROUP)




WD WDTV® Live

WD TV Live

Login

Password

Language

& I accept
B Keep me signed in

Login



¥ a4%m 19:35

- Scan  Multi connect

> Wi-F1 Direct

My device narme

Device

Android

LU SOUNG




User Space




);

Pattern detailedDevicePattern = Pattern.compile (
B2 [0=9a=E1{2} =) {5} [O=9a=£]{2}) = T
" (\\d+ )?u +
"p2p dev_addr=((?:[0-%9a-£]1{2}1:) {5} [0-%a-£]{2}) " +
"pri dev type=(\\d+-[0-9a-fA-F]+-\\d+) " +
"name="'(.*)"' " +
"config methods= (0x[0-%9a-fA-F]+) " +
"dev capab=(0x[0-9a-fA-F]+) " +
"group capab=(0x[0-%a-fA-F]+)" +
"( wEid dev info=0x000006([0-%a-fA-F]{12}))2"

Android

WifiP2pDevice (String string) IllegalArgumentException ({
String[] tokens = string.split("[ \nl");
Matcher match;

(tokens.length < 1) {
IllegalArgumentException ("Malformed supplicant event");



I/wpa_supplicant( 3482): P2P-DEVICE-FOUND 00:de:ad:fa:fa:fa p2p_dev_addr=00:de:ad:fa:fa:fa pri_dev
5 name="'fafadftadn.td' config methods=0x188 dev_capab=0x21 group_capab=0x0 level=-27

Android

W/dalvikvm( 1024): threadid=71: thread exiting with uncaught exception (group=0x4171bd40)
E/AndroidRuntime( 1024): *** FATAL EXCEPTION IN SYSTEM PROCESS: WifiMonitor

E/AndroidRuntime( 1024): java.lang.IllegalArgumentException: Malformed supplicant event
E/AndroidRuntime( 1024): at android.net.wifi.p2p.WifiP2pDevice.<init>(WifiP2pDevice. java:21
E/AndroidRuntime( 1024): at android.net.wifi.WifiMonitorSMonitorThread.handleP2pEvents(Wifi
E/AndroidRuntime( 1024): at android.net.wifi.WifiMonitorSMonitorThread.dispatchEvent(WifiMo
E/AndroidRuntime - at android.net.wifi.WifiMonitorSMonitorThread.run(WifiMonitor. j
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https://www.flickr.com/photos/wwward0/
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https://www.flickr.com/photos/smithser/
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https://www.flickr.com/photos/lennykphotography/



Attack Surtace

Vg |

https://www.flickr.com/photos/fearless_fred/



Questions

https://github.com/6e726d/BHEU17

6e/26d@gmail.com @be7/26d


mailto:6e726d@gmail.com
https://github.com/6e726d/BHEU17

