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Outline

* Background of OAuth2.0

<+ Unwell-detined protocol for mobile platforms
« User Profile Vulnerability
o Exploit

<+ Challenges & Tricks

<+ Case study

o Corresponding Remedies
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What is OAuth2.07

@ Sign in with Bitbucket

&$ Sign in with DIOPDO

Your Watchlist

Remember what you want to watch
from wherever you are. Choose from
millions of titles. B sign in with Flickr

¥  Sign in with Facebook

& o >
:
*’ Google >

8* Sign in with Google
a Amazon > Siagn in with Instagram
n Facebook > Sign in with Linkedin

@5 Sign in with Reddit
No account yet?

Use Google, Amazon or Facebook to create one < Sign in with SoundCloud

Ry signing in, you agree to IMUB's Canditions of Lise. 1ap to l2arn mare
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Three Parties in OAuth2.0="="°

User |dentity Provider (IdP)  Relying Party (RP)

£ G IMDh E @




Basic Interactions biSekhat

among User, RP and |dP
IMDb = i

RP server |[dP server
Who are you? User -
) Tell IMDB my identity

This is my identity proof This is your identity prooft

Welcome, Ronghal

* Such an identity proof is “access token (AT)” in OAuth2.0.
* OAuth2.0 supports two types of mode: authorization
code flow & implicit flow




OAuth2.0 Protocol Flow for - blackhat

Implicit Flow

IMDb = f
RP server User device |dP server
RP dP
ppp  authreq o,

| —

Sign in

Use an existing account




OAuth2.0 Protocol Flow for - blackhat

Implicit Flow

I:ﬁ"'l ]
Y 2y :

RP server User device |[dP server

RP ldP | authentication&
ppp  authreq o,

authorization

ronghai@gmail.com




OAuth2.0 Protocol Flow for - blackhat

Implicit Flow

IMDh e f
RP server User device [dP server
Eppp auth reg K;')F; authentication&
—_— authorization
IMDb 'i

IMDb
By 1

Continue as Ronghai

IMDb will receive the following info: your public profile and email
address. O

Edit the info you provide




OAuth2.0 Protocol Flow for - blackhat

Implicit Flow

IMDb =33 f
RP server User device P server
ARpPp auth rec X;')F; authentilcat'.on&
— authorization
Al + user Info IMDb user info 'i Al + user |
— —

{"token_ type":"Bearer",
"expires in":7104,

1




OAuth2.0 Protocol Flow for - blackhat

Implicit Flow

MDh e Kl
RP server User device P server
ARpPp auth req K;')F; authentilcat'.on&
— authorization
Al + user Info IMDb user info 'i Al + user |
-— —

APl request for user info: access token

| https://graph.facebook.com/me? |

10




OAuth2.0 Protocol Flow for - blackhat

Implicit Flow

RP server { |dP server

"id": "100008512695261", .
"birthday": "02/01/1991", ation&
"email": "ronghai@gmail.com", 7ation
"first_name": "Ronghai",
"gender": "male",

User profile information

11




Unwell-defined Portions b'gr’:khat

of Protocol Call-flow

e Neither RFC nor |dPs

provides the complete call-  (imos =31
flow =P server | User device |dP server

auth req ldP | authentication&
APP | authorization N

AT + user info

App
<

, Al +
<+ How to communicate AT + user nfo .nh<user info

between RP app and API request for user info. access toxen
|[dP app: the browser User identity information
splits into two apps

-+

“* How to process identity
proof: server-to-server
veritication

12




Common Mistake 1 bibdkhat

ELURDOPE 2001=

Android Account Manager

e Centralized database to store user accounts

e INSERT INTO “accounts” VALUES

(1,'ronghai@gmail.com’,’'com.google’, password’
NULL)

* |ntegrated into OAuth2.0 when using Google as
the IdP

13



Common Mistake 1 biSekhat

Android Account Manager

RP server RP App I[dP App |dP server
Auth request

Account Info
S user ema|I2 Authentication &
Token request

Authorization
e

e Two steps to obtain the access token
+ Auth request: getAccounts()

+ Token request: GoogleAuthUtil.getToken()

e Step 2 is often missing by RP developers
14



' £
Common Mistake 2 blackhat

RP App Falls to Return Al

RP server RP App |dP App |dP server
AT + user info

AT + user info

* The RP app does not return AT to the RP server
* The RP server only depends on user info to
identify the user

15



Common Mistake 3 blgci:khatq

ELURDOPE 2001=

Fail to Verity Signature of Signed
id_token (OpenlD Connect)

RP server RP App I[dP App |dP server
| AT + {id_token)
AT +id_token J A1 +la_token
\ {
Not verity signature
“email”:ronghai@xxx,

“app”:imdb,

* |d_token .
+ includes user profile information !
* signed by IdP server

* The signhature can be incorrectly verified, e.g., not
verity the signature at all

16



The Platform to Exploit ~ biéeknar

ELURDOPE 2001=

the Vulnerability
Db ' f

HE Senver ___attacker device b server

RP a 9P app |
PP s AT, e

; IMDb user info

c X
®

5. AT + user info|

~ Domain under the |
. attacker’s control |

17




4 .
Tamper the message between blackhat

RP app and RP server

e Challenges

. IMDb
1. proprietary message RP server

exchanges

IaP seryer

2. digital signature/ encryption,
in addition to HTTPS

3. no scalable

Domain under the
attacker’s contraol

Tamper messages between IdP app
and IdP server

1. messages tampered on the |dP
side will be propagated to the RP
side

18



Trick 1: Naive way to tamper 1Sk hat

ELURDOPE 2001=

messages between the |dP app and
|[dP server

RP server attacker device ICP server
 The IdP app does not oy o
adopt any practice to \ s
aVO|d I\/”TM pI’Oxy AT + user in‘o e e AT+ user info

!

Domain under the
attacker’s control

19



Trick 2: Use WebView to  biédknat

bypass certificate pinning

IMDb
» Certificate pinning e Rpt“dq T
v e
+ The IdP app only \X i’;@@“/
dCCep1ls the AT + user info (mrron ]<AT+ user info
certificate from the Domain under the

attacker’s control

true |dP server

IMDb
RP server  __allackerdevice  dP server

e Uninstall |dP app to

downgrade WebView | e |
SCheme AT + userlinfo s l< 3%) AT# user info
| MM Proxy |

Y
Domain under the g,
50 attacker'’s contral




Trick 3: Modity [dP app to bibKhat

remove certificate pinning

 Some |dPs do NOT support
WebView

o Existing tools do not work RP server attacker device |IdP server

<+ SSLUnNnpinning

Reverse engineering

“* Remove certificate “
pinning function

Domain under the
attacker's control

“* Repackage

21



Trick 4: Modify RP app to remove blackhat

the certificate comparison by SDK

 RP app checks whether |dP
app is legitimate IMDb m

RP server attacker device |dP server

“* The SDK hard-code the
certificate of true |dP app.

“+ |dP app is re-signed

AT + user in user info

MITM Proxy |«

* Modity RP app *
. Domain under the
‘ at.tacker’_s c_on_trol N

“+ scalable: modify the
same function

22



Demonstration bibdkhat

ELURDOPE 2001=

Attacking Answers App

~ Join the.community

Login to explore and discover what
184,040,551 people are up to.

Step 1: The attacker,
— Eve, uses her own
/‘\nsv..fer"s Goog e aCCOUﬂt tO

® Evesso

D e log Into Answers

Add account

/

/ Si_g”q“ipn_!vith: i

23



Demonstration bifeKhat

Attacking Answers

2016-16-16 208:50:25

Response intercepted
gz1p
nosniff St 2 . Th
SAMEORIGIN ep _a. e
1; mode=block

attacker setups

cnunked

[decoded gzip] Raw I\/l |TI\/| Proxy
Auth=ya29.Ci9-A9D85q1EJn8diLhR2-MD1vTADQ 3owlUTRXq6a3t-z-19¢K4J)jtKNtZq1GWQYBQ

issueAdvice=auto

Expiry=1476625828

storeConsentRemotely=1

isTokenSnowbal led=1

grantedScopes=https://www.googleapis.com/auth/plus.login https://www.googleapis.com/auth/plus.mo
fww , googleapis.com/auth/plus.me openid https://waw.googleapis.com/auth/userinfo.profile profile
apis.com/auth/plus.profile.agerange.read https://www.googleapis.com/auth/plus.profile.language. rq
gleapis.com/auth/plus.circles.members. read

[1/39] [1:auth] [showhost] 7 he

 The access token is bound to the attacker's Google
account




Demonstration biS&ikhat

EUROPE=E 2015

Attacking Answers App

Answers app uses access token to retrieve user data

2016-10-16 20:50:59 https://www.go0ogleapis.com/plus/vl/people/me
application/ijson 377B 351ms
Response
chunked
[decoded gzip] JSON

+ MY Step 2_b: The
ageRange": {
"min": 21 .
- _ attacker mtercepts
"circledByCount": 1,
"displayName": "Eve SS0", "
' ;Il dz d' "".J.[‘"]:[»:'.-J'E]en6L’3]';,'6-h urxnd4VvVBU-CMjSPEw/1KUlwY2MPFNv8UQOLt 1ArLoSSomky " " | th e u Se r_ p rOfl | e

1-
i

"id": "102731579751642854833",

et request via proxy

"isDefault”: true,

"url": "https://1h3.googusercontent.com/ -XdUIqdMkCWA/AAAAAAAAAAL / AAAAAAAA
b,
"isPluslser": true,
"kKind": "plus#person",
"language": "en",
"name" : {

The unigue user id of Eve in Google+

25




Demonstration bifdkhat

EUROPE=E 2015

Attacking Answers App

M o i Step 3_a: The

= Googlet | Explore Q Alice S50 attacker searches the
P @ Alice 550 oublic user profile of
. § Alcess0 the victim, Alice.

G0 Collantinne

< C a https://plus.google.com/u/1 Step 3—b: The

attacker obtains

Alice’s user I1d via
URL.

= Google+ Alice SSO Q Search

20



Demonstration

blgc’:k hat

EUROPE=E 2015

Attacking Answers App

2016-19-16 21:03:36 https://www.googleapis.com/plus/vl/people/me
application/json 376B 3.81s
Response

[decoded gzip] JSON

{
L

"ageRange": ({
"min": 21

8

"circledByCount": 1,

"displayName": "Alice S5S0",

"etag”: "\"xwPenbOW6-NurXnd4VEU-CMJSPEwW/1KUlwYZMPFnvEuOOtI1ArLoS5omki\" ",

"id": "113322318611442023161",
ImMdge "> {
"isDefault":ptrue,
"url": "httpy://1h3 . googleusercontent ., com/-XdUIqdMKCWA/AAARAAAAAAL

The victim's uid

27

Step 4: The attacker
supstitutes her own
user 1d with the
victim’'s one




: O
Demonstration black hat

Attackmg Answers App

he attacker
logins as the
VlCtIm, Allce How can a PhD get a good offer?

= Answers

My Activity Stats:
Trust Points 0
Contributions 3

* Only require the public victim profile
* The attack can be remotely/ silently launched

28



Empirical Evaluation

blaak hat

ELURDOPE 2001=

“* Top-300 Apps in overall category
“* Top-100 Apps in different categories

* Sina from one major Chinese app store

“* Top-100 Apps in overall and different categories

29

1dPs # of Tczgvzrpaﬁf:ested # of Apps Support | # of Vulnerable
OAuth2.0 Apps
per category)
Facebook 400 (300+100) 59 9 (15%)
Google 400 (300+100) 40 8 (20%)
Sina 200 (100+100) 83 58 (70%)
Summary 1000 182 75 (41%)
» Facebook/ Google from Google Play




A Partial List of Vulnerable piéknat

Android Mobile Apps

s Ve Feasible Transactions
Hey, : by the Attacker

Hope you had a great stay!

Type of Apps

Travel Plan A
Holel Bookin e LS At

pay [or room bookings

. BASIC

Private Chat 1822 W War Memonial Drive 8 album — .
- Pecria, IL 2 :

l?atmg App e g purchase pift

Finance Appl | Total Charged LN/ cxpenses -

Finance App2 % Mdaa e Fve DAth 18 -
Call App © _ RCBURELEC a1l history call for free

: - ayImet Visa*2242 B s s
Live Video Ar e Sy likes purchase gifts
Download App Corfimation Number 128891650617 enjoy VIP speed
Shoppine A SR s : | PR43 1529 B

pp g pp 30C<ed A Apr S, 2010 441 FM

BI'OW'SCI' Rate yaur stay b Travelt~s -
Vldcp Apps e story purchase videos
Music Apps RasenciRecaipt purchase sound-lracks
NCWS App% e bttt ‘ Send to Expensity / -

30



A Partial List of Vulnerable piéknat

Android Mobile Apps

* The total number of downloads for this incomplete list
of Android apps exceeds 2.4 billion.

 Based on the SSO-user-adoption-rate of 51%, one
conservative estimate is that more than one billion of
different types of app accounts are susceptible.

e Such an attack is also feasible to 10S

+ 10S RP apps adopt the same protocol call-flow

31
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ReSpOﬂSib‘e DiSC‘OSure EURDPE 2015

* We reported this issue to all three IdPs on April 2016
* Recelve their acknowledgements in different ways
+ Maximum bounty reward from Sina

+ Sina sent a notification letter to all its third-party
app developers

 Based on our incomplete sampling very recently,
most of RPs are still vulnerable

32
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Suggested Remedies

1. For IdPs:
<+ Provide more clear, and more security-focused guidelines
<+ |ssue private per-app user-id

<+ Facebook has adopted this practice since May 2014, but due to
the backward compatibility reason, old users are still vulnerable.

+ More security testing/ auditing on the RP app

<+ We have developed an OAuthTester tool for large-scale testing
2. For RPs: Never trust client-side information

3. Follow the best practices in draft-ietf-oauth-native-apps-05

33
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Thanks and Q&A

Ronghai Yang Wing Cheong Lau
http://personal.ie.cuhk.edu.hk/~yr013/ www.ie.cuhk.edu.hk/~wclau/

34



