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Special credits to Daniel Borkmann for really great discussions on BPF and JIT! 
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This work has been done within the upstream Kernel Self Protection Project
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Where is it used?

in machine language
for BPF virtual machine

Operations allowed:

arithmetic operations with constants 

BPF verifier - sanity checks on supplied BPF program
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SUPER FAST 

Solution: Just-In-Time compiler for BPF
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•

• Disabled

• Enabled 
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JIT
Compiler

USERSPACE

KERNEL

Process

socket

2. Creates socket

BPF Program

1. Creates BPF program

3. Atatches BPF program 
to the socket

BPF Program

4. BPF program gets transfered to kernel

BPF
Verifier5. BPF program 

passed to BPF 
verifier for sanity 
checks 6. If checks fail, then 

discard program, notify 
userspace of error

7. If checks 
pass, and JIT is 
enabled, then 
pass BPF 
program to JIT 
compiler 

BPF
Program
in Native  
Assembly

8. JIT compiler 
converts BPF program 
to native assembly

9. The resulted program 
will get executed in kernel 
context when socket data 
needs to be processed 
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...

8000 filters

390656 memory pages

Filter Filter
...
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x = 0xa8XXYYZZ

x = 0xa8PPQQRR

x = ...

Pseudocode

Example taken from 
http://mainisusuallyafunction.blogspot.de/2012/11/att
acking-hardened-linux-systems-with.html

b8 ZZ YY XX a8

b8 RR QQ PP a8

...

Machine code

mov $0xa8XXYYZZ, %eax

mov $0xa8PPQQRR, %eax

...

Assembly (AT&T syntax) 

Using unaligned instruction 

execution, start executing 

from second byte

ZZ YY XX

a8 b8

RR QQ PP 

a8 b8

...

Machine code

(payload instruction)

test $0xb8, %al

(payload instruction)

test $0xb8, %al

Assembly (AT&T syntax) 

JIT
Compiler
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Grsecurity: 

Upstream kernel: 

...

8000 filters

390656 memory pages

INT3, INT3, ...

Filter

INT3, …

Filter...
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#1

•

beyond one page

•

10 consecutive offsets 

• Downside: 

...

8000 filters

390656 memory pages

...
NOPs,

INT3, 

INT3, ...

load,

NOPs,

Payload, ...

INT3, ...
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Payload,

NOPs,

Payload, 
….



#2

• filter size exactly

This forces the INT3 section to 
be max 132 bytes

• NOPs + 
payload at the end

•

safely land on 
filter

...

8000 filters

390656 memory pages

...
INT3, INT3, ... INT3, INT3, ...
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Max size of

INT3 hole

NOP, NOP, 
NOP, ... 
Payload

NOP, NOP, 
NOP, ... 
Payload
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BPF: add generic constant blinding for use in jits

Daniel Borkmann

4f3446b

•

UNIX: properly account for FDs passed over UNIX sockets

Willy Tarreau

712f4aa

•

KALSR feature for x86_64 in 4.8
14



https://kernsec.org/wiki/index.php/Kernel_Self_Protection_Project

http://www.openwall.com/lists/kernel-hardening/

all needed!!
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http://ssg.aalto.fi/projects/kernel-hardening

http://ssg.aalto.fi/projects/kernel-hardening

