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Detach me not 
DoS attacks against 4G cellular users worldwide from your desk



We arehere
connectedto Vodafone, O2, Orange, T-Mobile, 3

My home mobile networkoperator
Colleagues& Family

Elisa, TeliaSonera, DNA

BlackhatStaff
AT&T, Verizon, T-Mobile, Sprint..

BlackhatAttendees
Orange, DT, Vodafone, ePlus,..



Roaming Network ïInterconnect IPX



We are all connected
to the Interconnection Network



History ïTo Understand the Problem

�ƒ Established more than 35 years ago between a few
state owned operators

�ƒ Build on trust (closed private network)

�ƒ No inbuilt security (in particular, no source
authentication)

�ƒ SS7 protocol was constantly extended for new
services and features

�ƒ New service providers connect all the time e.g. IPX 
roaming hubs, Application to user SMS, etc

�ƒ Now moving towards LTE / Diameter based
protocols


