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Handles and Forums key to attribution

Domain
“«CPYY” registration

Several emall addresses have been associated with cpyy, who also appears to use the alternate handles

Internet
Email
sites

Infosec
sites

AN e

MegaHacker
UglyStud
Social —  CoolGuy Developer

networks forums

Military Academic
sites sites
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If Better Actor Opsec, Then What?

Forum Targeting
Key handles in forums
Handle hopping within and Across forums
Crews of handles
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The Daily Rhythm of Crime in Chicago

6am noon 6pm

All Crimes
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* Automated collection

» /50 hacker/criminal forums from Deep/Dark web
*4 year collection

 / languages

*Indexed

* NLP/Feature extraction for cyber attacks,
vulnerabilities, exploits, technical indicators, etc.
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Surprisingly little handle re-use
96.6%+ used once
1,446,815 total
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Multiple Geos or Crews?
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[FocTosan kuura jc

FAQ WebKill's
Otxpeincs Hosbil FAQ,

4

WebKill - 370 MO## NCEBAOHUM - HaYMHaIOWero
Xxakepa no umexn Muwa. 3ToT caiT cosnaH ans

i B MOBM

= xaxepoa (
copepxalLuit oTBeTLI
Ha camble Yacto

- 3T0 XaKep 3Halowuii html, JavaScript, nackans, C\C++,
php + Teopun ceTel, xenaxne u Mosrv. Beé ato ectb y

U, He paccTpausaiics, a
110C KOMNaMM, KORUHTOM,
1HO. XOTA 3TOT CaifT u Ana
xoTopas Gyaer

PMMEpHO KaK 51, TO

ne - webkillgroup. Mei
Huem komna. MoppoGHee

) 3apaTth Ha MO&M (opyme
Ae-TO pas B Mecs. Yaaum

10CT 38 packpyTKy 3Toro caifta
atriX'y.
b Moemy Apyry!

AHOCHTB NpUGNL!

TUIUBDIC GIUBapEn — TIpRRITDT

®Gopym WebKill

Paspabotku
WebKill'anew

3peck Bbl MOXUTE
HaiiTV paanuyHLIe Mou
paboTsi, npory,
CKpUNTBI, CTaTBM,
pucyHku. Beé uto s
Aenan cam, CBOMMM
pyxamu

XKypHan WebkKill

HakoHeuTO Bbilen B CBET NepsbIi
BbINYCK XypHana WebkKill.

O6s: He

bKill’a:

cKauaW, U packaxm O HéM Bcem
CBOMM 3HaKOMbIM :) Ckavuats
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Tehran, Iran is 30 minutes ahead of Moscow,
Russia

5:54 AM Saturday, in Moscow, Russia is
6:24 AM Saturday, in Tehran, Iran
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Understanding

The correlation between two points, a and b, with k dimensions is calculated as:
cov(a,b)
std(a) x std(b)

where
k

cov(a, b) = %Z(aj —a) x(b;— b)

J=1

& )
std(a) = j%Z(aj—Ey
[ 771

\

1 aic [ | - ]
d - _Z %
k 4 Avg(count) v + ~

This correlation is called Pearson Product Momenturn Correlation, simply referred Author.Forum per Line Similarity
to as Pearson's correlation or Pearson'’s r. It ranges from +1 to -1 where +1 is the T
highest correlation. Complete opposite points have correlation -1. » ~

aand b are identical, which
k means they have maximum

/\/._' q  corelation.

1 2 3 4 5 authors.10postmin Timeline

Authors
Authors

————
-

aand b are perfectly

Y mirrored, which means they
'/\/_. a  have the maximum negative
correlation.
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First Cut: HASSANZ20 = CRISIS?
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Clustering Pattern of Life
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28 Ritalin 20mg (28 CAPS) ORIGINAL Novartis

Authors Vendor  OxyMonster (39) (5.0 %) (E86, 575) (@ 24/00) &
Price 802747 (€110)

OxyMonster||Dream Market . Shipsto Europe, United States
Ships from  France
Escrow No

NO IMAGE
AVAILABLE

Have a Black Market
ount?

Product description
, Dream Market Beta
This listing is for 1 ORIGINAL and SEALED containes/box. went oniine
#+* 100% ORIGINAL Ritalin (methylphenidat) by Novartis *+*

Khudityeqmaidj.onion
onion

TBeBlyduoiiezow onion Inside the container/box there are 28 capsules.

el Each capsules is of 20mg (making total of all box 560mg).
Container/box is with the original security sealstamp by manufacturer.
'NEVER BEEN OPENED. NEVER BEEN TAMPERED.
<<SHIPPING WITHC T THE PAPER/CARTON-BOX>>

EEE WE WILL OP:1l A FRESH CONTAINER EACH ORDER AND VACUUM IT IN BAGGIE
0

*+* SHIPPING ONLY TO EU ***

OxyMonster||Dream Market

cWed 6
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ht .Onion Rounds

Authors

agentsmith003

buht

CarderPro95 —et Forum pseudoephedrine hcl, HCL and Information Technology mentioned on Sep 27, 2015
cirtol

haker2016 Each tablet consist: Pseudoephedrine HCL - 60 mg, Triprolidine HCL - 2,5
hellsgate
OxyMonster
R Mention Jul 10, 2015
UL 28 Ritalin 20mg (28 CAPS) ORIGINAL Novartis

Ritalin 20 mg, Novartis, Healthcare and 8 more mentioned Sep 23, 2015

In regards to amazon instant giftcards- they ALWAYS get flagged by the CC companies.

-

Sum(count)

Ved .4
cWed 6
d.Thu B

cV
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Profiling the Store Admin

UNDERGR OUND

Products

About Us Contact us How to place an order | Feedback/comments

Blog

All order status have been
updated;-)

Post date: 1 week 5 days
Patienceis a virtue;-)

Post date: 2 weeks 3 days
All emails and orders up to
date;-)

Post date: 3 weeks 7 hours
Still working through
emails

Post date: 3 weeks 4 days
QUICKUPDATE

Post date: 4 weeks 13

hours

Navigation

L-U: Welcome to our private store

We are LONDON-UNDERGROUND, and we are proud to welcome you to our private vendor store.

We are here to cater to all your Cocaine needs.

We provide a fast, simple, safe way for customers across Europe to purchase high quality Cocaine using
Bitcoin as a payment method.

We have 3 different product lines, so whether you are looking for an absolute bargain, or the absolute
best Cocaine you can find, we will have a product for you.

Our 3 Cocaine product lines are as follows:

-Pure Columbiana Fishscale Cocaine (90%) £70 a gram. This is a completely untouched product.
-Columbiana MK1 (50%) £35 a gram

-Columbiana MK2 (30%) £20 a gram

The MK1/MK2 product lines are a mix of Columbiana Fishscale, and high quality Benzocaine, for a
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(None) ~
Mention Oct 13, 2015
Authors Forum

admin London Underground...

We are now stocking and selling the highest quality MDMA crystal - COLA.

Mention Nov 8, 2015

WE ARE STILL TAKING ORDERS VIA NUCLEUS, AND ALPHABAY

Mention Nov 2015

We took a pretty big loss with Abraxas dissapearing this week:-(

Sum(count)

aMon.6
d.2

cWed3
d.ThuB

cl




) blackhat =L~o-= =201e

Authors Forum
London Underground...
-
0
Mafia -ket Mention Dec 16, 2015
tcher2015 |- orum
arma I <<t Forum I sell oxy and more. : ; ;
_ | bought cocaine and MDM from him several times.

Mention Dec 13, 2015

Mention Nov 29, 2015

Using MG to buy drugs is the best way to get to jail...

Sum(count)

UNDERGR OUND

cWed.1




 Pattern of life on metadata supports attribution
* Lead generation [duh!] requiring secondary sourcing

 Build hard analytic: “find handles like this”
 Cross validation on secondary data sources

» Christopher Ahlberg, Co-Founder & CEO
* Recorded Future

» c@recordedfuture.com @cahlberg



