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Attribution [Often] Based on Sloppy Handle Usage 
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Handles and Forums key to attribution 

MegaHacker	
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CoolGuy	

Domain	
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Internet	
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If Better Actor Opsec, Then What? 

Forum Targeting 
 

Key handles in forums 
 

Handle hopping within and Across forums 
 

Crews of handles 
 

Can we apply some       ? 
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• Automated collection 
• 750 hacker/criminal forums from Deep/Dark web 
• 4 year collection 
• 7 languages 
• Indexed 
• NLP/Feature extraction for cyber attacks,  
vulnerabilities, exploits, technical indicators, etc. 



Surprisingly little handle re-use 
96.6%+ used once  

1,446,815 total 



First Pattern: Hackers Have Hours 



They Just Differ 



Distinct Patterns 



Multiple Geos or Crews? 





Distinct Weekly Patterns 

All	 Iranian		
forum	



Smoking out the Rats with External Events 



Patch Tuesday Driving Exploit Wednesday 



Patch Tuesday Drives Russian and Iranians  



Even When Work Hours Are Different 



Two Kings of Vulnerabilities 



Clustering Pattern of Life 

2011 	 	2012 	 	2013 	 	2014 	 	2015	

Mon 	 	Tue 	 	Wed 	 	Thu 	 	Fri 	 	Sat 	 	Sun	



Understanding Behavior by Math 



Sample: Hamada Bader (non malicious, selling IT products) 



First Cut: HASSAN20 = CRISIS? 



Clustering Pattern of Life 



Identifying Hang Arounds  



Identifying User Pods 



Making the Wednesday Night .Onion Rounds 



Making the Wednesday Night .Onion Rounds 



Profiling the Store Admin 



Profiling the Store Admin 



Profiling the Store Admin 



Summary and What’s Next? 

• Pattern of life on metadata supports attribution 
• Lead generation [duh!] requiring secondary sourcing 

• Build hard analytic: “find handles like this” 
• Cross validation on secondary data sources 
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