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$ nmsgtool -C ch212 -c 1
domain: adriatika74.ru.
time_seen: 2015-10-30 22:20:04
rrname: adriatika74.ru.
rrclass: IN (1)
rrtype: NS (2)
rdata: ns1.digitalocean.com.
rdata: ns2.digitalocean.com.
rdata: ns3.digitalocean.com.

����� ���#�������&������$�+�!��-���)�&���'��#�����#�����! �#�������
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$ nmsgtool -C ch213 -c 1

domain: mucocutaneousmyrmecophaga.com.
time_seen: 2015-10-30 23:33:19
bailiwick: mucocutaneousmyrmecophaga.com.
rrname: 
airnaevihlrbrmf25kzpfse25aiofcwk7.mucocutaneou
smyrmecophaga.com.
rrclass: IN (1)
rrtype: CNAME (5)
rdata: frontus.secretmedia.com.
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$ nmsgtool -C ch213 | grep rrname | grep 
mucocutaneousmyrmecophaga.com | awk '{print $2}'
yhlwc986z4yszzj1xupg924qz1qimf.mucocutaneousmyrmecophaga.com.
enyprryjucfw26ljsn4lwuacxpzccv.mucocutaneousmyrmecophaga.com.
e4a87ycis42863h3c2u2xa8lpkb2ps.mucocutaneousmyrmecophaga.com.
yvgch69dv9qajpoi2pqa18wbakyif8.mucocutaneousmyrmecophaga.com.
wizfe7mz5xjfgk9e61663lhep2hw3u.mucocutaneousmyrmecophaga.com.
nclm4634l52121n9q5741s2122hbkr.mucocutaneousmyrmecophaga.com.
eevc4n7muat3l3eugdpginuyx4hedj.mucocutaneousmyrmecophaga.com.
i61qe9mwnp8wpdophb65l69x31hjoh.mucocutaneousmyrmecophaga.com.
hctd9o8dso1riw7wiee8f7x9ho5f6b.mucocutaneousmyrmecophaga.com.
5zzekpefdypvcz2m3flhcrymw2s5x8.mucocutaneousmyrmecophaga.com.
nfxxhx1wufyi9v5h4rhq8i39yph3op.mucocutaneousmyrmecophaga.com.
xmnwa3t3qzqlinhzv51xeboci7su66.mucocutaneousmyrmecophaga.com.
96w3x6j85ddjhjrddrbso6lddajntt.mucocutaneousmyrmecophaga.com.
[etc]
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$ nmsgtool -C ch213 | grep rrname | grep 
mucocutaneousmyrmecophaga.com | awk '{print 
$2}' | awk -F. '{print $1}'
[...]
iqgxfumrixxbebk6f1m9i2w5uxk5ue
1bi1mpjuaanhywj4i4hqmpbf3mf9e6
ss4mrvuy5o7qd4jupuiiq8illhojn7
kri2bzsuob4xsxiirt3p5vevma5th5
5hpvws65tfdmioerlloz2ax8m2rqpi
el9n21pnjoyys7w1md116qeszpusxx
x1wtto2z5m1iih4lldmd4k22ncxopg
k7y7brkvm7vlm7ilvd7yonioy321nd
[etc]

�3



)������	
�������4����������&���.������ ��*��2�!�

3,+�!�������
%��<
�#����C

�<+ LM�8�:
-�� LM�3��
��< LM�3�8
��� LM�3�8
<+� LM��?�
<+- LM���>
!�< LM���?

�! LM����
�!� LM����
<+& LM�?8
<-� LM���
�)��LM�8�
)�# LM�8�
E���F

8,+�!�������
%��<
�#����C

��<+ LM�3�8
���< LM�3�8
-��� LM�3�8
�<+� LM��:=
�<+- LM���?
�!�< LM����

�!� LM����
!�<+ LM����
�<+& LM�?�
<-�� LM��8
�#�� LM�83
)�#� LM�83
�)�#�LM�83
E���F

�,+�!�������
%��<
�#����C

-���< LM�3�8
���<+ LM�3�8
��<+� LM��3=
�!�<+ LM����

�!�< LM����
��<+- LM���8
��<+& LM�?�
<-��� LM��8
!�<+- LM��3
)�#�� LM�83
�)�#��LM�83
�<+&� LM�8�
�<+�� LM�3=
E���F

:,+�!�������
%��<
�#����C

-���<+ LM�3�8
���<+� LM��3=

�!�<+ LM����
���<+- LM���8
���<+& LM�?�
<-���< LM��8
�!�<+- LM��3
�)�#���LM�83
��<+&� LM�8�
��<+�� LM�3=
��)�#��LM�3=
��<+-� LM�3?
��<+-� LM�3?
E���F

�8



�����������������	�9�#�����������"��#��������"#�� �
9�	�������������)�������!�7

$ dnsdb_query.py -l 1000000 --after 1w \
-n frontus.secretmedia.com > secretmedia.txt
ocyfvybiek5pa6fyei4ifwdk5cynaeb2ycndbityhkekfi
rsfbravacqgdvn.f4da.odesaconflate.com. IN 
CNAME frontus.secretmedia.com.
[etc]
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$ nmsgtool -C ch214 -c 1
[72] [2015-11-01 18:54:29.900300025] [2:5 SIE 
newdomain] [a1ba02cf] [] [] 
domain: leet.cc.
time_seen: 2015-11-01 18:52:43
bailiwick: leet.cc.
rrname: c50457.leet.cc.
rrclass: IN (1)
rrtype: A (1)
rdata: 209.126.99.231
new_domain: False
new_rrname: False
new_rrtype: False
new_rr: True
new_rrset: True
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$ nmsgtool -C ch214 -c 1
[83] [2015-11-01 19:14:15.760720014] [2:5 SIE 
newdomain] [a1ba02cf] [] [] 
domain: lokvel[dot]ru.
time_seen: 2015-11-01 19:12:22
bailiwick: lokvel[dot]ru.
rrname: t1446405142[dot]lokvel[dot]ru.
rrclass: IN (1)
rrtype: A (1)
rdata: 88[dot]85[dot]80[dot]170
new_domain: False
new_rrname: True
new_rrtype: True
new_rr: True
new_rrset: True
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domain: akadns.net.
time_seen: 2015-11-01 
19:43:28
bailiwick: akadns.net.
rrname: dsn6.skype-
dsn.akadns.net.
rrclass: IN (1)
rrtype: A (1)
rdata: 65.55.223.38
rdata: 111.221.77.153
rdata: 157.56.52.23
rdata: 157.56.52.31
rdata: 157.56.52.39
rdata: 157.56.52.42
rdata: 213.199.179.145

rdata: 213.199.179.170
new_domain: False
new_rrname: False
new_rrtype: False
new_rr: False
new_rr: False
new_rr: False
new_rr: False
new_rr: False
new_rr: False
new_rr: False
new_rr: False
new_rrset: True�������#��3	�0�������#����#����
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– �#���'��������
#��#)�#���#���'�##���
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��!,'����)�� ��)�&��,��,

�����/�����+�������
–  �'����$,������&�&�'��#�#�'���.���������#�9��'��/�� ����'�����
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If we look at actual rrnames 
associated with one of those 
domains, such as notifygate69.ru, 
we see a pattern consistent with 
programmatic domain name 
generation:

abbadided.notifygate69.ru.
aberdeenn.notifygate69.ru.
accordanceg.notifygate69.ru.
accrescei.notifygate69.ru.
accruementg.notifygate69.ru.
addictivep.notifygate69.ru.
adjudgeri.notifygate69.ru.
adrenalonea.notifygate69.ru.
adventuredl.notifygate69.ru.
affirmablyy.notifygate69.ru.
afterpotentialt.notifygate69.ru.
aggravatives.notifygate69.ru.
agricolitec.notifygate69.ru.

airohydrogeny.notifygate69.ru.
aistopodesm.notifygate69.ru.
aluminasy.notifygate69.ru.
amalfianf.notifygate69.ru.
amaryllideousm.notifygate69.ru.
ambidextrousv.notifygate69.ru.
ambritev.notifygate69.ru.
amentiaq.notifygate69.ru.
amicablenessb.notifygate69.ru.
aminoaceticz.notifygate69.ru.
amortizingx.notifygate69.ru.
amphicondylac.notifygate69.ru.
amuttera.notifygate69.ru.
amygdalotomyt.notifygate69.ru.
amyloidala.notifygate69.ru.
[etc]

notifygate69.ru has been listed 
in the Spamhaus Domain Blocklist
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