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About Me and Our Institute

ÅSecurity Researcher at:

ïChair for Network and Data Security
ÅProf. Dr. Jörg Schwenk

ÅWeb Services, Single Sign-On, (Applied) Crypto, SSL, cryptocurrencies

ÅProvablesecurity, attacksanddefenses

ïHorst Görtz Institute for IT-Security
ÅFurther topics: embeddedsecurity, malware, cryptoΧ

ïRuhr University Bochum

ÅPenetration tests, securityanalyses, workshopsΧ
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1. What is a Web Service and XML Security

2. XML Signature Wrapping

3. Attacks on XML Encryption

4. Attacks on Symmetric Encryption Scheme

1. Attack Scenario

2. Plaintext Validity

3. Using Web Service for Plaintext Validation

4. Decrypting by Checking Plaintext Validity

5. Countermeasures and Problems

6. WS-Attacker

Overview
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What is a (SOAP) Web Service?

Envelope

getPrime

Body

Envelope

Body

11

thePrime

Client Server
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More complicatedscenariosΧ

Broker

Bank

Insurance

XML

XML

XML

Client
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Security?

ÅSSL / TLS: Transport-Level Security

ÅMessages are only secured during transport

Broker

Bank

Insurance

Client
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Motivation ςXML Security

ÅMessage Level Security

ÅMessages protected directly

ÅXML Security

Broker

Bank

Insurance

Client
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ÅDescribes methods for applying cryptographic 
algorithms to XML

ÅXML Signature: protects authenticity and integrity

ÅXML Encryption: protects confidentiality

ÅFlexible
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XML Security

<PaymentInfo>

<Name>John Smith</Name>

<CreditCard Limit='5,000ô>

<Number>4019 ...5567</Number>

<Issuer>Example Bank</Issuer>

<Expiration>04/02</Expiration>

</CreditCard>

</PaymentInfo>



12How to Break XML Encryption ®Automatically  Juraj Somorovsky

1. What is a Web Service and XML Security

2. XML Signature Wrapping

3. Attacks on XML Encryption

4. Attacks on Symmetric Encryption Scheme

1. Attack Scenario

2. Plaintext Validity

3. Using Web Service for Plaintext Validation

4. Decrypting by Checking Plaintext Validity

5. Countermeasures and Problems

6. WS-Attacker

Overview
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Body

MonitorInstances

IdҐέōƻŘȅέ

Timestamp IdҐέ¢ƛƳŜǎǘŀƳǇέ

SignatureValue

Envelope

Header

Security

Signature

SignedInfo

Reference ¦wLҐέІōƻŘȅέ

¦wLҐέІ¢ƛƳŜǎǘŀƳǇέReference

DigestValue

DigestValue

XML Signature
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Header

Security

Signature

SignedInfo

Reference ¦wLҐέІōƻŘȅέ

SignValue

Body

MonitorInstances

IdҐέōƻŘȅέ

IdInstanceId

Wrapper

Envelope McIntosh, Austel (2005)

Bhargavan, Fournet, Gordon, OôShea (2005)

Body

MonitorInstances

IdҐέōƻŘȅέ

IdInstanceId

Body

CreateKeyPair

IdҐέŀǘǘŀŎƪέ

KeyName attackerKey

XML SignatureWrapping/ Rewriting
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XML SignatureWrapping

Whydoesthe attackwork?
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Header

Security

Signature

SignedInfo

Reference ¦wLҐέІōƻŘȅέ

KeyInfo

Body

MonitorInstances

IdҐέōƻŘȅέ

IdInstanceId

Wrapper

Envelope

Body

CreateKeyPair

IdҐέŀǘǘŀŎƪέ

KeyName attackerKey

XML SignatureWrapping

Server

Verification logic

Application logic

V
V



17How to Break XML Encryption ®Automatically  Juraj Somorovsky

Cloud Controller

User

soap

soap

Å Attacks on Amazon EC2 / Eucalyptus clouds
Å Juraj Somorovsky, Mario Heiderich, Meiko Jensen, Jörg Schwenk, Nils 

Gruschka, Luigi Lo Iacono: All Your Clouds Are Belong to Us ïSecurity 

Analysis of Cloud Management Interfaces - CCSW 2011. 

XML SignatureWrapping
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Further Attacks: SAML

Vladislav Mladenov, Christian Mainka, Florian Feldmann, Julian Krautwald, Jörg

Schwenk: Your Software at my Service, CCSW 2014

XXE
Signature
Wrapping
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1. What is a Web Service and XML Security

2. XML Signature Wrapping

3. Attacks on XML Encryption

4. Attacks on Symmetric Encryption Scheme

1. Attack Scenario

2. Plaintext Validity

3. Using Web Service for Plaintext Validation

4. Decrypting by Checking Plaintext Validity

5. Countermeasures and Problems
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XML Encryption

Body

Envelope

Header

Security

EncryptedKey

EncryptionMethod

CipherData

!ƭƎƻǊƛǘƘƳҐέΧІǊǎŀ-мψрέ

EncryptedData

EncryptionMethod

CipherData

!ƭƎƻǊƛǘƘƳҐάΧІŀŜǎмну-ŎōŎέ

ReferenceList

DataReference ¦wLҐάІŜƴŎέ

LŘҐάŜƴŎέ

1

2

Asymmetric encryption /  decryption

Symmetric encryption / decryption

Hybrid encryption scheme
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Attacks on XML Encryption

ÅAttacks on EncryptedKey
ï.ƭŜƛŎƘŜƴōŀŎƘŜǊΩǎAttack Strikes Again: 

Breaking PKCS#1 v1.5 in XML Encryption. 
Tibor Jager, Sebastian Schinzel, Juraj Somorovsky. ESORICS 2012

ÅAttacks on EncryptedData
ïHow to Break XML Encryption. 

Tibor Jager, Juraj Somorovsky. CCS 2011
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Body

Envelope

Header

Security

EncryptedKey

EncryptedData

¦wLҐάІŜƴŎέ

LŘҐάŜƴŎέ

Adaptive chosen-ciphertext attacks
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Adaptive chosen-ciphertext attack

Client

XML Encryption ciphertext C = Enc(M)

Chosen ciphertext C1

valid/invalid

M = Dec(C)

Web Service
Chosen ciphertext C2

valid/invalid

XML Encryption ciphertext C = Enc(M)

é

(repeated several times)

Server-Queries 14 / plaintext byte 400k to 82M / key

Encryption symmetric asymmetric

CCS 2011 ESORICS 2012


