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Defending AgainstMaIicious” Application
Compatibility Shims

Sean Pierce



1 iSIGHTPARTNERS

Sean Pierce, CISSP
Threat Emulation Engineer

= Twitter @secure_sean

» Code: http://github.com/securesean
=  Website: http://sdb.tools/

= Email:sdb at secure sean dot com

Disclaimer:
= Not a Developer
= Not aniSIGHT Rep
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About iSIGHT 1 iSIGHTPARTNERS

= Best commercial cyber threat intelligence provider on the planet

= 300 Experts. 24 Languages 16 Countries.

» Forward looking, adversary focused intelligence, actionable advice
* Intelligence for multiple levels: executive, operational and technical

www.isightpartners.com
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History of Application Compatibility % iISIGHTPARTNERS

= Third Party bugs

— Case study:Windows 95 + The SimCity®

— Flush File Cache

— Undocumented structs/API’s
= OS Bugs

— Case study: Synchronous Buffer Commits
= “Windows lies to 32-bit apps ... butit's ok

because we can make it lie to 64-bit apps
too”- Greg
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Fixes, Modes, & Shims 1 iISIGHTPARTNERS”

. . 75 VPNCLIENT.exe Properties (S
Fix
Compatibility | Security | Detais | Previous Versions |
] Mode if you have problems with this program and it worked comectly on
an earlier version of Windows, select the compatibility mode that

matches that eardier version.
Help me choose the settings

. S h i m Compatibility mode

Run this program in compatibilty mode for:

» Fix/Mode Configurations are held in (s X e Pacc3 2 Lodes
Shim Database (.sdb) files st

_|:| Run in 256 colors s Fixes
[ Run in 640 x 480 screen resolution

["] Disable visual themes

[7] Disable desktop compaosgion

[C] Disable display scaling on high DP| settings

Privilege Level
[ Run this program as an administrator

[ '@Change settings for all users

(oK Cancel | [ Aeply |
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How a Process is Shimmed 1 iISIGHTPARTNERS”

1. Parent Process calls CreateProcess()
1. Parent Process checks if process should be shimmed
2. Child Process Resources and shimming code are inserted and initialized

3. Typically the shim hooks the Import Address Table (IAT)

2. Child Process begins executing _
1. The shimming code intercepts —_— |
and manipulates API calls \ N\

: Ti
y—
s , Import _
Q)hcatlon ’, Table ,:K @

-




Official Uses % iISIGHTPARTNERS

Microsoft®

=  Microsoft Fix it Patches Fixit

= EMET Enable the CVE-2014-0322
Workaround

= Third party software —

[wigsion |0 S v ww e wes
DEP v v v v v v v v ‘
AS\-(ste_m SEHOP X X v v v v v v ‘

Mitigations
ASLR X X v v v v v v ‘
DEP v v v v v v v v ‘

Application | SEHOP v v v v v v v v ‘

Mitigations | NULL Page v v v v v v v v ‘ . — .
Heap Spray v v v v v v v v | v MicrosoftFuat51007 » CabFile~
mr;damw X X v v v v v v ‘
EAF v v v v v v v v | falder
Bottom-up v v v v v v v v -
et ¥ v v v v v v v ‘ MName Date modified Type Size
Memory ‘
protection v v v v v v v v
hecks || IE9-10shim.sdb 2/17/2014 12:58 PM SDB File 6 KB
execution v v v v v v v v ‘
flow e________________________________________________________________g
Stack pivot v v v v v v v v |

Enhanced Mitigation Experience Toolkit
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Application Compatibility Toolkit

Demo:

» Undocumented trick

= (Create fix

» (Create sdb file

» Install sdb file

Caveats

» Public version

= Does not show patch info
= Needto be Admin

1 iSIGHTPARTNERS

B Compatibility Administrator - New Database({1) [Untitled_1] *

File Edit View Database Search Help

3
Ej Mew L“"} Open H Save

@ Fix \p AppHelp Mode -E Run jﬁ_\J Search ,‘ii Query

E- ‘ﬂ Svstem Database
B Applications
{3 Campatibility Fixes
. Compatibility Modes
I ﬁl Installed Databases
= j Custom Databases
= d Mew Database(1) [Untited_1]*
= .,_"i Applications
-1 Demodpp

= E demoapp.exe
E| - Compatibility Fixes
----- {3 ForceSimpletindom
E| . Compatibility Modes
¢ -[E] 2secalor
DisableThemes
Win9s
E|_J Matching Files
=3 {ﬂ demoapp.exe
----- -*. BIM_FILE_WERSIOM=5.1.0.9
----- *. BIM_PRODUCT_WERSION=5.1.0.9
----- *. PRODICT_VERSION="5,1.0.9"
----- “. COMPANY_MNAME="Microsoft Corparation”
----- ’. PRODUCT_MAME="Microsoft® Windows®
----- ‘.4l FILE_YERSION="S.1,0,8"

1 I 1

More information about Compatibility Administrator:

Download the lakest wersion of the Application Cormpatibility

Toolkit

|F'.|:||:|Ii|:ati|:|n: "Demospp” contains 1 Fix(es)
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System Alterations % iISIGHTPARTNERS

L
Favorites Hel
= Registry ortes Hep_____
i -l Compatibility Assis = || pame Type Data
= FileSystem o s EGSZ  (aluenotsn
i a:':: fg'pﬂ{[lﬁeE?S?l—Zeb8—4aﬁﬁ—bdcb—55c?QUQSdSS}.sdb REG_QWORD (1 d031d729cd90e4 (130659189382811876)
- | putty.exe
s~ 1 InstalledSDB
- Layers
wites  Help
b - , Compatibility Assistant ~ || Mame Type Data
4k ':USED”‘ ab] (Defautt) REG_SZ (value not set)
< YRR E_P]DatabaseDescriptiDn REG_5Z putty_dll_inject
. -thth}rSls(EE 4| DatabaselnstallTimeStamp REG_QWORD (x1d031d729cd90ed (130659189382811
4~ Installe
;o ab Wi
P | [06e27871-2eb8-4266-bdcb-55c790e35d86} DatabasePath REG_SZ ChA\Windows\AppPatch\ Custorm'{06e2
Layers 4| DatabaseType REG_DWORD 000010000 (85536)
| . % Local Disk (C:) » Windows » AppPatch » Custom » v|¢y|[
- Include in library - Share with = Burn Mew folder
-~
Marme Date moedified Type
, Customid 10/9/2014 1:40 AM  File folder

|| {06e27871-2eb8-4a66-bdcb-55c790e35d8...  1/16/2015 4:55 PM 5DE File 9



Detection I iSIGHTPARTNERS'

= Registry
= Registry keys:
— HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\AppCompatFlags\Custom

— HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\AppCompatFlags\InstalledSDB

» Default File Locations
— C:\Windows\AppPatch\Custom\
— C:\Windows\AppPatch\Custom\Custom64\
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Detection I iSIGHTPARTNERS'

" Registry
» Check add/remove programs

= Yara/Snort rules

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
Organize *  Uninstall/Change 1= -
Mame Publisher Installed On  Size Version
= putty_dIl_inject 1/16/2015
[ Microsoft .NET Framework 4.5.1 Multi-Targeting Pac... Microsoft Corporation 1/15/2015 T45MB 4550932
| Microsoft SQL Server 2012 Data-Tier App Framework ... Microsoft Corporation 1/15/2015 101 MB  11.1.2902.0
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Detection I iSIGHTPARTNERS'

. rule sdb
= Registry {
meta:
» Check add/remove programs author = "Sean Pierce"
description = "Shim Database files"
= Yara/Snortrules
strings:

$magic = { 73 64 62 66 }

condition:

$magic at 8 and

md5 != "BO2B4B8924F019BDE57484A55DC5CA57" and
md5 != "BA17F2DA98A8A375D22CB33C8E83A146" and
md5 != "ECODS5FOAE38EC4A97E70960264B7DO7D" and
md5 != "4C7B2F691885878EDBAE48760A7E3FB9" and
md5 != "1D8C1280D38C526C7041E72DB8D70DC1" and
md5 != "8006552125C9D590843192543668BBOB"
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Post Exploitation 1 iSIGHTPARTNERS

» Targeted Persistence.
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options

= APl Logging

= Killany app

= Catch all creds for an app

» Redirect app logs

= Snoop/redirect network traffic for an app

* Trojanize any app

* Force vulnerable DLL loading

= Subvert system integrity

= UAC prompt bypass (Patched with KB3045645)
= Malware obfuscation
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Demo UAC bypass 1 iSIGHTPARTNERS

Meanwhile in Microsoft HQ, 2007

UAC application manifest flag
= sdbinst.exe

= SndVol.exe

= cleanmgr.exe

= control.exe

" syskey.exe =
= 70+ classically that are signed

Vista failed, people
dont like our UAC,
what should we do?

.

Redesign our apps
so they won't
require admin
rights to work

<asmv3:windowsSettings

xmlns="http://schemas.microsoft.com/SMI/2005/WindowsSettings">
<autoElevate>true</autoElevate>

</asmv3:windowsSettings> /\(j(j LJ/\(:

autoelevation

Note: This was changed in KB3045645 backdoor
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UAC bypass 1 iSIGHTPARTNERS

i) RedirectEXE

— This compatibility fix calls WinExec on the passed command line, and then terminates
the caller process. The command line can contain any environment varables that
need to be passed to the executable. f the command line starts with a *+', the app

directany is added to the path.
"C:\Windows\system32\sdbinst.exe" /q
"C:\Users\%USERNAME%\AppData\Local\Temp\\..\..\LocalLow\com.%USERNAME%.sdb"
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In the Wild 1 iSIGHTPARTNERS

Timeline of ACT usage in malware

Nov-10 Jun-11 Dec-11 Jul-12 Jan-13 Aug-13 Mar-14 Sep-14 Apr-15 Oct-15

BlackEnergy 2 UAC bypass via ‘RedirectEXE

UAC bypass via ‘RedirectEXE’ In-memory patching
GootKit
: 3 Persistence via Custom Fix
Roaming Tiger

Search Protect Persistence via ‘InjectDIl’ Fix and Custom Fix
T 7
Upatre UAC bypass via ‘RedirectEXE’ Fix

Dri UAC bypass via ‘RedirectEXE’ Fix
ridex
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BlackEnergy 2 1 iSIGHTPARTNERS
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L\

KnownTargets
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Roaming Tiger x4 iISIGHTPARTNERS

44e TAG YAA1L — DATABASE
454 TAG 4823 — O0S_PLATFORM: 1 <B@x1>
4%a TAG 6881 — NAME: AcProtect_Database
468 TAG 909@7Y — DATABASE_ID: {F8C4CCAT7-6DC4-418F-B72B-384FCDB64@52F NON-STAMDARD
476 TAG 7AR? — T1.TRRARY
4Y%c TAG VU4 — SHIH
482 TAG 6881 — NAME: AcProtect_Shim
488 TAG 680a — DLLFILE: AcProtect.dll
YUY — EBalb
494 TAG 681 — NAME: splwowbd.exe
49a TAG 6886 — APP_MAME: AcProtect_Apps
4a@ TAG 9884 — EXE_ID: {1DAC3I3IEB-?86E—-4BC5-B7D8-CB?BABYF65552
4he TAG Y8B8 — MATCHING_FILE
4be TAG 68@1 — NAME: =
4c2 TAG Y8A? — SHIM_REE
4c® TAG 6881 — [NAME: AcProtect_Shim
4ce TAG 4884 — [SHIM TAGID:- 1148 (Bx47c>
7887 — ERE
4da TAG 6841 MAME: explorer.exe
4ed TAG 6806 APP_MNAME: AcProtect_Apps
4e6 TAG 7084 EXE_ID: {D?BY4E1?-6917-4C67-8DES-3D64B72F?CFAX
4fc TAG Y888 — MATCHING_FILE
A2 TAG 6881 — NAME: =
@8 TAG Y8@? — SHIM_REE
LG8e TAG 668@1 - NAME: AcProtect_Shim
14 TAG 4884 —|SHIM TAGID:= 1148 (Bx4Yc>




Making a Custom Fix 1 iSIGHTPARTNERS

= Make a DLL that Exports:

— GetHookAPIs(char *, ushort *, ulong ¥)

— NotifyShims(char *, unsigned __int16 *, unsigned __int32 *)
= Make an .sdb file that specifies that DLL
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Examples of Offensive Uses rY iSIGHTPARTNERS

| prefer stealth and misdirection

= Malware

— Anti-Analysis

— Old to New
= Putty

— InjectDIl with Metasploit, PuttyRider
= Firefox

— CorrectFilePath for the profile
= Autoruns

— VirtualRegistry to hide malware
*= Shim explorer.exe

— Hot patch
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Maliciously Compatible Software rY iSIGHTPARTNERS

= Benign Executables
— ‘InjectDIlI"and ‘LoadLibraryRedirect’ Fixes via a UNC path
— Patching in new code and/or utilizing existing code akin to
— ROP (Return Oriented Programming) chains
= Dependently Malicious Executables
— 'kill switch’
— ‘lgnoreException’ Fix
— Hot patching instructions to redirect program flow
= Obfuscated Executable
— The target executable will fail completely without the shim.
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Simple Malware Anti-analysis x4 iISIGHTPARTNERS

shellcode[ ]

K88\ B8 \ 88

B =h OB RO W
oo 2 [ M R
M o « M
1 =] L

thAhin &

llIl K
]

APP=malware

DBNAME=malwarel

# Target: P: ta name,
# Replace: R: module, RVA,
# Match : module, RVA,
Prmalwarel. 13248a90

O @

L E G
[ = 7]

O
X6
X6

- R:malwarel. 0x1000,
label:

patch
jmp label pa o

{*funct){};
Funct = ( (1) shellcode;
(int) (“funct) ();

a:




Simple Malware Anti-analysis

1 iSIGHTPARTNERS

1 !sdbpatch
APP=malwarel.exe
DBNREME=malwarel

LN (V5]

# Target: P: target name, checksum
# Replace: R: module, RVA, hex of bytes to write
# Match ME: module, RVAZ, bytes to find, bytes to write

P:malwarel.exe, 0x13a48a80
R:malwarel.exe, 0x1000, 9050

!'endsdbpatch

-

BN Administrator: CiWindows\System32\cmd.exe

N\~

C:~5DB~Demo Halwarerszdb—explorer.exe —C malwarel _conf —o malwarel.sdh
Creating new Database: malwarel.sdhb

Application: malwarel.exe
Database Mame: malwarel
Patch: malwarel.exe.Bx13ad8a?@
Replace: malwarel.exe.Bx180060.9898
ending....
Completed Processing
maluwarel .exe
APP: malwarel.exe CHECKSUM: 13a48a%8 Total Patch Size:
MOD: malwarel.exe OPCODE: 2 SIZE: 2 RUA:
28 28

86
HAAA1 88

C:~5DB“Demo Malware*szdbinst —p malwarel.=sdh
Installation of malwarel complete.

= ||::||I-EEI-I]1




Malware Obfuscation 1 iISIGHTPARTNERS”

281

shellcode] ST - ShellcodeKey will be

ot Fioaacxcl oot i

5 b Y ooBd cF i oed 5 4 eS8 xS : h :'.,-: S x68" ; replaced at runtime 1(0)
decrypt malicious code

shellcodeKey[

(99428081 \oaod 3\ xBb\ a9\ w18\ we 3\ x3al, WwEb\ w34\ xBb™ Neither the patCh nor the
wwBa \wBe\ x6a \ B \ x5\ x5\ B8\ x HCB W HET X ; target program W|” have
the real shellcode

(i=8; 1« ; 1++)
shellcode[i] = shellcode[i] ~ shellcodeKey[i];
! sdbpatch
(*funct)();
funct = {
{ Y *Funct)();

LPP=malwarel.exe

DENAME=malwared

# Target: :  target name,

a; 5 # BReplace: i: module, RVA, he of bytes to wri
o # Match : module, RVA, bytes to find, bytes
Pimalwarez.exe




Simple Persistence Explorer Shim 1% iISIGHTPARTNERS

!sdbpatch
LPP=explorer.exe
DBNAME=explorer calc
# Windows 7 xB6
P:explorer.exe,(0x2873a5
R:explorer.exe, 0x24f01,e8fabo0800ebtft
R:explorer.exe, 0xb0600, 506081ecB8000000031c03. ..
# Windows 7 x64
P:%windir%/explorer.exe, 0x2cBafé
MR:explorer.exe, 0x202dc, 48895C2410,E%1F890%00
R:explorer.exe, 0xBBC0O0, 505053515256574150415. ..
Windows B x86
P:explorer.exe,(0x20e478
R:explorer.exe,0x18408,e8f3f50400ebfo
E:explorer.exe,0xf7a00,506081ecB8000000031c03. ..
!endsdbpatch

=] O N o= W N

(i T i ™ S ) L T e e R W e B
He

[ T S i
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Current Prevention i iSIGHTPARTNERS

= Disable via Group Policy
* Remove Shim Engine
= Remove sdb installer: C:\Windows\System32\sdbinst

= No Admin access
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Current Tools x4 iISIGHTPARTNERS

* Microsoft Application Compatibility Toolkit (public version)
» sdbinst.exe

» Shim Cache Parser and Shimcache Memory Scan

» sdb-explorer.exe

* shims.exe

= python-sdb

.. None help with prevention or detection of malicious shims...
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New Tools 1 iISIGHTPARTNERS”

Shim-File-Scanner
DeteCt Scans Files/Folders for non-default shims
Checks registry for installed shims
Shim-Process-Scanner
Will search all processes for PEB shim flags
Checks for Shim App Helper DLL's are in the process space
Shim-Process-Scanner-Lite
Simple script to find loaded Shim App Helper DLL’s

Preve nt Shim-Guard

Detects and alerts on newly installed shims
Shim-Guard-Lite

Flexible Powershell based script

Alerts on newly installed shims

RES pO N d Sdb Ingest Module (Autopsy®)

Searching for SDB files and analyzes them
Sdb Scanner (Volatility)
Scans for Shimmed processes




New Tools: Sdb Ingest Module & Volatility Plugin {83 iSIGHTPARTNERS'

= Autopsy® is an open source graphical forensic
file/drive analysis kit built on the command
line tools in Sleuth Kit®

= AnIngest Module is an Autopsy plugin that
searches for and displays information about
sdb files via sdb-explorer

= Volatility is an open source advanced memory
forensics framework.
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Black Hat Sound Byte 1 iSIGHTPARTNERS

= Malicious shims are easy to create and widely supported
= Malicious shims are already being used in the wild
* There is no method of prevention or detection (until now)
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Shim Fix Examples 1 iSIGHTPARTNERS

III

=  “noshimis available to bypass the Windows 7 User Account Control”—Microsoft
— RedirectEXE Fix
— LoadLibraryRedirect Fix
= “This limitation is by design and is intended to reduce the risk to system security
posed by allowing non-Microsoft parties to inject potentially harmful code into

the loading process” —Microsoft
— InjectDII Fix
— Custom Fixes
» “you are not opening any additional security vulnerability.” -Microsoft

“you cannot use shims to bypass any security mechanisms present in Windows”
-Microsoft

— DisableAdvancedRPCClientHardening, Fix
— DisableWindowsDefender Fix

— DisableASLR Fix

— DisableSeh Fix

— DisableNX Fix
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Questions? I3 iSIGHTPARTNERS

= Example:ls there anything that can’t be shimmed?

github.com/securesean and sdb.tools
@secure_sean
sdb at secure sean dot com
(In case you suddenly realized I'm cool)
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Special Thanks x4 iISIGHTPARTNERS

» Peeps:Jon, Greg, Wyat, & Patrick,
» Special Thanks to Elma, Ross, Zach,and 9gag.com

= Other Resources:
— iSIGHT blog
— http://blogs.msdn.com/b/oldnewthing/ - Raymond Chen

— http://blogs.msdn.com/b/cjacks/ - Chris Jackson

— http://www.alex-ionescu.com/ - Alex lonescu
= Misc.
— lapologize that Application Compatibility is the source of so much pain
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Prior Information 1 iISIGHTPARTNERS”

2007

2012

2013

2014

Security Related Prior Work

Alex lonescu: Secrets of the Application Compatibility Database (SDB)
Security Company Recx Posted “Windows AppCompat Research Notes”
2013 Mark Baggett. DerbyCon 2013: Owned By Default!

Graham Posts “Shimming your way past UAC”
Jon Erickson @ BlackHat Asia: Persist It. Using and Abusing Microsoft Fix It Patches
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