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© O root@helios: ~/limon_sandbox = @ o 220em
root@helios:~/limon_sandbox# python limon.py -h
Usage: limon.py [Options] <file> [args]

show this help message and exit

-t TIMEOUT, --timeout=TIMEOUT
timeout in seconds, default is 60 seconds

-i, --internet connects to internet

-p, --perl perl script (.pl)

-P, --python python script (.py)

-z, --php php script

-s, =--shell shell script

-b, --bash BASH script

-k, --lkm load kernel module

-C, --ufctrace unfiltered call trace(full trace)

-e, --femonitor filtered system event monitoring

-E, --ufemonitor unfiltered system event monitoring

-m, --memfor memory forensics

-M, --vmemfor verbose memory forensics(slow)

-X, =--printhexdump print hex dump in call trace (both filtered and
unfiltered call trace)

root@helios:~/limon_sandbox# python limon.py /root/linux_malwares/tsuna -t 40 -x -m

[STATIC ANALYSIS RESULTS]===

Filetype: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically linked (uses shared libs), for
GNU/Linux 2.6.8, not stripped|
File Size: 28.63 KB (29318 bytes)
md5sum: 1610768b1524e24d840ae25964d02c8e
ssdeep: 384:fJp2sVqQvqRFP514VWPE898bTyJGbOGNTknfXIOYIUQhLxJs+C3P0CtZ8ax0h/49:BpRkQiVHAbTYJIGbO1fXI+9wIf5+R4wC
ELF Header:
Magic: 7f 45 4c 46 01 01 01 00 6O 0O 00 60 0O 00 00 60
Class: ELF32
Data: 2's complement, little endian
Version: 1 (current)
0S/ABI: UNIX - System V
ABI Version: 0
Type: EXEC (Executable file)
Machine: Intel 80386
Version: Ox1
Entry point address: 0x8048e10
Start of program headers: 52 (bytes into file)
Start of section headers: 23172 (bytes into file)
Flags: 0x0
Size of this header: 52 (bytes)
Size of program headers: 32 (bytes)
Number of program headers:
Size of section headers: (bytes)
Number of section headers: 36
Section header string table index: 33
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ssdeep comparison:
/root/linux_malwares/tsuna matches /root/linux reports/ssdeep master.txt:/root/lin test/tsuna (100)

Strings:
Ascii strings written to /root/linux_reports/tsuna/strings_ascii.txt
Unicode strings written to /root/linux_reports/tsuna/strings unicode.txt

Malware Capabilities and classification using YARA rules:
[irc, bankers]

Virustotal:

AVG ==>

AhnLab-V3 ==>

AntiVir ==> BDS/Katien.R

Antiy-AVL ==>

Avast ==> ELF:Tsunami-B

Avast5 ==> ELF:Tsunami-B

BitDefender ==> Generic.Malware.G!IFg.2C2A4AA5
CAT-QuickHeal ==>

ClamAV ==> Trojan.Tsunami.B

Emsisoft ==> Backdoor.Linux.Tsunami!IK
F-Prot

F-Secure ==> Generic.Malware.G!IFg.2C2A4AA5
Fortinet ==>

GData Generic.Malware.G!IFg.2C2A4AA5
Ikarus > Backdoor.Linux.Tsunami
Jiangmin ==>

K7AntiVirus ==>

Kaspersky ==> Backdoor.Linux.Tsunami.gen
McAfee ==> Linux/DDoS-Kaiten
McAfee-GW-Edition ==> Linux/DDoS-Kaiten
Microsoft ==>

NOD32 ==>

Norman

PCTools ==> Malware.Linux-Backdoor




User-Agent: Mozilla/4.75 [en] (X11; U; Linux 2.2.16-3 1686)

Host: %s:80

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*
Accept-Encoding: gzip

Accept-Language: en

Accept-Charset: is0-8859-1,*,utf-8

NOTICE %s :Receiving file.

NOTICE :Saved as %s

NOTICE :Spoofs: %d.%d.%d.%d

NOTICE :Spoofs: %d.%d.%d.%d - %d.%d.%d.%d
NOTICE :Kaiten wa goraku

NOTICE :NICK <nick>

NOTICE :Nick cannot be larger than 9 characters.
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