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Watching the Watchdog
Protecting Kerberos
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 Therefore, attackers must attack the Kerberos
protocol!
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 RC4-HMAC does not have any!
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 RC4-HMAC does not have any!
https://commons.wikimedia.org/wiki/File:Jodsalz_mit_Fluor_und_Folsaeure.jpg





























KDC

User1

des_cbc_md5

LSASS (kerberos)

rc4_hmac_nt
(NTLM/md4)

aes128_hmac

aes256_hmac

user rc4_hmac
_nt

aes256_
hmac

Joe 21321… 543..

user1 cc36cf7… 1a7dd…



KDC

User1

des_cbc_md5

LSASS (kerberos)

rc4_hmac_nt
(NTLM/md4)

aes128_hmac

aes256_hmac

user rc4_hmac
_nt

aes256_
hmac

Joe 21321…

ffe34d…

543df..

user1 cc36cf…

ffe34d…

1a7dd…

TGT

ff687678....

Skeleton

































 https://gallery.technet.microsoft.com/Aorato-Skeleton-Key-24e46b73
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Diamond Photograph courtesy of the U.S. Geological Survey
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