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Introduction

The Deep Web is any Internet content th&tr various reasons, cannot be or is not indexed by search
enginedike GoogleThisdefinition thus includes dynamic web pages, blocked diike those where you
need to answer a CAPTCHA to accesn)inked sites, privateites (like those that require login
credentials) nonHTML/contextual/scripted contenaind limitedaccess networks.

Limited-access networks cover sites with domain names that have been registered on Didarai
System (DNS) roothat are not managed by the Internet Corporation for Assid Names and Numbers
(ICANN like .BIT domainssitesthat are running on standar®NS but havenon-standard toplevel
domains, andinally,darknets.Darknets are sites hosted on infrastructure that requires specific software
like Tor befordt can be accessed/uch of thepublicinterest in the Deep Web lies in the activities that
happen irsidedarknets.

What are the Uses of the Deep Web?

A smart person buyingecreationaldrugs onlinewill not want to type keywords in a regular browser.
He/she will need to go online anonymously, using an infrastructure that will neveimeadsted parties

to his IP address ghysicalocation. Drug sellers as well, will not want to set up shop limeriocations
where law enforcement can easily determine, for instance, who registered that domain or where ésite
IP address exists in the real world.

There are mangther reasonsapart from buying drugs/hy people would want to remain anonymous, or

to set up sites that could not be traced back to a physical location or eRétyple who want to shield

their communications from government surveillanoay require the cover of darknetgvhistleblowers

may want to share vast amounts of insider imf@tion to journalists but do not want the paper trail.
Dissidents in restrictive regimes may need anonymity in order to safely let the world know what is
happening in their country.

But on the other side of the coimpeoplewho want toplot an assassination versus a higiofile target
will want amethod that is guaranteed to beuntraceable Other illegal sevices such aghe selling of
documents like passportand credit cardswill also require an infrastructure that will guarantee
anonymity. The same could be said foegple who leak? (i K S NJ Ld&sbnafinfo@nation like
addresses and contact details.

TheClearWebvs The Deep Web
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opposite of the Deep Wabthe portion of the Internet that can be indexed by conventional search

engines and accessible via standard web browsers without the need for special software and
configurationsThisad & S NOK I 6 fs &alled WidTISaNGES (i €
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The Dark Welvs The Deep Web

There is much confusion between the two, with some outlets and researchers freely interchanging them.
However, theDark Web is not the Deep Web; it is only part of the Deep Web. The Dark Web relies on
darknets, networks where connections are made between trusted peers. Examples of Dark Web systems
include Tor and thénvisible Internet Projecti2P)

DeepWeb Analyzer

TheDeepWeb Analyzer (DeWARs been designed with the goal of supportingestigatiorsin tracking
down malicious actorsexploring new threats and extractimgeaningful datafrom the Deep Webe.g.
new malwae campaigns

DeWA consists dhe following5 modules

1. A Data Collection module, responsible for finding and storing new URLSs from multiple sources

2. A Universal Gatewawhich allows to access the hidden resources in darknets like TOR and 2P
and to resolveeustom DNS addresses

3. A Page Scouting module, responsibled@wlingthe new URLSs collected

A Data Enrichment module that takes care of integrating the scouted information with other

sources

A Storageand Indexing modulavhichmake the datavailable for further analysis

Visualization and analytic tools

{  URLs Acquisition / Indexing \ {  Page Scouting { Enrichment \

B

o o

® Userdata s Events s HTTP Headers e Word Clusters
e Scout feedback e URLs s Page Content e Link Ratings
e Pastebin o URL Statistics e Screenshot e Language
o Public sites e Enriched e Links Detection
e TOR/I2P :> Scouting :> ¢ Emails, Bitcoins l:> e Translation
Gateways Information e Port Scan
e (DHT Monitor) eharon
e Twitter
- 84 TOR Instances
- 12P Gateway
- Freenet Instance
- RogueTLD DNS Resolver
- Transparent Proxy \
Qualitative Analytics Quantitative Analytics
(Deep Web portal) (Kibana 4)
e System Monitoring e Trend Analysis
e Scouting Information e Aggregations

e Website Breakdown

L]

Charts and Index Analytics

System Overview
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Data Collection
The first DeWA module consists on a data collection module, whereas data cohfisshURLS related

to either:

I Hidden services hosted in TOR and I12P

1 Freenet resource locators

M .bit domains

1 other domains with anon-standard TLD, falling in the list of TLDs handled by some known
alternative domain registrars

Our monitoringinfrastructure is based on:

Userdata, checking HTTP connections to hidden servicesmstandarddomains

Pastebirtlike stes, checking for snippets of text containiDgep WebJRLs

t dzof AO FT2NHzYad ONBRRAUG SDepXWeBJREs22 {1 Ay3d F2NJ LI2aia

Sites collectindpeep Weldomains, such as deepweblinks.com or darkspider.com;

TOR Gateways statistics, such as tor2web.tirgse sites allow users to access hidden services

without installing TORgndkeep publicly available statistics about what domains are accessed the

most on a daily basis;

1 12P resolutiorfiles: as a way to speed up hostname resolutiof2i, it is possible to download
some precompiled host lists from a number of hidden sites. We save that list to find new
interesting domains;

1 Twitter, looking for tweets containinDeep Weldomains or URLSs.

=A =4 =4 =8 =9

Data isndexedin a way that weliscover new domaingndalso perform traffic analysishahe individual
URL components e.g.,an analysis that allows us to find nemalwarecampaigns.

Universal DeepWeb Gateway

As we mentioned previousipeep Welresourcesare hard to acces Darknets like TOR and 12P require
adedicatedsoftware that acts as a proxy, while alternative DNS systems and rogs@dadDthe use of
dedicated DNS servers to resolve an addrassrder to make all these operations convemti and fast,
we have deployed Charon, a transparent proxy server that routes an HTTP requestaoptoeriate
system based on the format &fRLs.

Depending on the kind of URLs being accessed, Charorect to:

64 load balanced TOR instances

an I12P instane

a Freenet node

a custom DNS Server able to do every custom TLD resolution

= =4 =4 =N

Page scouting
For everycollectedURL G S LISNF2NYXY gKIF G ¢S OFff &aao2dziAy3aeés A DS
the response datdn case of error, the full error mesge is stored, to understand if the connection failed
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due to domain resolution error, servaide error, transport error, etc. In case of HTTP errors, the full HTTP
headers are stored, a practice that has already proven to be successful to identify madlased hosts,
who are known to answer only to specific type of HTTP requests and will fail otherwise.

In case of success, weea headless browser to extract relevant information from the downloaded page

Welog all the HTTP Headers, and follow any HTTP redirection chain;

28§ LISNF2NY (KS FdzZ f NBYRSNAYy3I 2F GKS LI 3ISQa
the way);

We take a pag@ screenshot;

We compute the pag@size and md5;

We extract thepage@ metadata: title, meta tags, resources, keywords;

We extract the text stripped of all the HTML;

We extract all the links from the page;

We collect the email addresses found in the page.

The extracted URLsare dbackfedé to the data collection module and indexed as an additional
data source.

= =4
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Data Enrichment
Data enrichment of the scouted data consists, for every successfully scouted page, of the following
operations:

Language detection of the page;

Translation, using Google Translate, of every-Boglish page to English;
Link ratings and classificatioia Web Reputation System

Significant WordCloud generation using semantic clustering.

=A =4 =4 =9

The last operation relies on a custom clustering algorithat generatesa WordCloud of the sitei.e.
containingthe most ggnificant information.The algorithm works as follows:

1. The page text is tokenized in its individual words and the number of occurrences for each word;
2. Words are filtered, only substantives are kept while other elements such as verbs, adjectives etc.
are dscarded. Substantives are normalized, so to keep only the singular form;

5h
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each other, using a scalled WordNet metric. The WordNet metric works by measutirey
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4. Once we have the distance of every word pair, words are clustered together starting from the
closest one in increasing distance. We create this way groupsrafs with similar meaning;
5. Clusters are labeled using the first word in alphabetical order as label, and scored summing up
the occurrences of every word in the cluster;
6. Using the labels and scores of the top 20 clusters, a WordCoud is generated and drawn
This allows an analyst for a quick glance around the main topics of a page.
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Storage and Indexing

Both URL feeds and scouting information are stored in an Elasticsearch cluster and indexed according to
different criteria. Scouting information is indexeas one document per page, and made searchable by
Elasticsearch capabilities. This way releéxaywords can be searched throughautllions ofpages with

text queries.URL information is also processed to store relevant statisticedich URL componernithis

allows us, for example, to determinvehen a hostname haseen spotted in the system arftbw popular

a certain URIs inour data. Other uses arenowingwhen a specific pair of hostnamegtiery parameter

first appeared andhow frequentlyis a given URLpath across all domains.

Ul and visualization
In order to access and manipulate the data, ely on three differenfront-end systems

1 For the secalled qualitative analysiswe developed aDeep WelPortal This toolis aimed at
investigators tosearchthrough the Deep Web for interesting indicatoi/e offer different
visualizations, namely: a Website breakdown, that allows to navigate albé¢lep WebJRLs by
hostname, path, quergtring and search by URL components; a URL Summary, gltbeventire
list of collected URLS; a Scouting summary, presenting the scouted pages individually, and
allowing searches in the page content, rather than in the URL.

1 For the so calledjuantitative analyss, we rely on Kibanéor advanced statistics and realtime
metric calculations on the data. It offer a first tab for data exploration, and a Visualization tab that
allows for the plotting of charts according to differerdtd metrics and aggregations.

1 For more advanced data inspectiowe rely on an iPython notebook, enriched with custom
libraries, that allows us to run python scripts against the Elasticsearch chastespect the dta
natively ando compile detailedeports inline.

The State of the Deep Web

In this Sectiorwe provide some use cases relatedth@ information collected and extracted with our
system.

A first analysi®ver thepast 2 year®f collecteddata concerns the language distributiaf all existing
Deep Webwvebpages

Language detection is performed using twiffetent methods:A Python modulecalledguess_language
which adopts a trigranbased dgorithm and works offline (ajzoogle Translatéb). Theindividualresults

are compared in order to overcome each system's litiitas: for example, Google Translate has no
concept of "unknown language" (for example when there is no data in a page), but rather defaults to
English in case of doubtehce creating a huge bias in tHata.

The following figure shows the language popularity according to the number of domains containing pages
in said languagén computing the statistics we have filtered out pages smaller than 1kb (since they would
not bear enough data to perform a reliable detection) and all pages classifieds as "unknown")
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In terms of raw number of domains (who, unless igecaf a page hosting provider like a "Geocities in the
Deep Web could be, almost always correspond to the actual number of different sites) we see that
English is the language of choice here, with more tia%domains. Second for variety comes Russian,
followed by French (which might include, of course, both FrenchFaanch Canadian sites)

Language breakdown domains

Legend ©
® English

@ Russian

® French

@ German

® Catalan

@ Portuguese
©® Italian

® Polish

@ Spanish

@ Finnish

@ Bulgarian
® Japanese
@ Dutch

@ Danish

® Chinese

® Swedish

@ Spanish; Castilian

@ Romanian

In the nextexample we havegrouped?2-years of @ta according tothe URIsQscheme (e.g. http, https,

F (i LDS alidhe collected domains, almost.2R0 are (predictably) associated hitp(s) protocol, being

data hosting the principal activity. But if we filter out those domains, the remainder shows some
interesting data, as portrayed by figure:
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Protocol breakdown
Legend ©

‘\\\\\\ Il .

\\
&\

@ gopher
@ xmpp
@ telnet
® ftp

® git

@ mailto

off

® news
@ rhttp

® webcal
@ imap

@® mumble
® pop

® smtp

® 80

@ 6,667

More than 100 domains are in falsbstingIRES) these are normally chat servers that can either be used
as a rendezvous poinbif malicious actors to tradgoods, or as a communication channel for botnets.
Same concept applies to the 7 XMPP doméies, Jabbetlike IM9, representing another protocol for
chat servers running in TOR.

Examples of malicious activiigssin the Deep Web

The goods and services we found offered in freep Welvery welltranslatethe kinds of transactions

peopletry to get into if their anonymity was guaranteetihe lack oproper identificationpresents a hilg

risk, but it alsoprovidesan obscuresense ofecuritythat grants them the freedom to offer mostly illegal

goods and servicedAlso, unlike in the cybercriminal undergrounanosttypes of activities we saw in the

58SL) 2S00 KIF@S Y2NBE RNIadAO STFFSOGa G2 GKS aNBIf ¢

2 S Ol yQu @2 dzQisity of the\dodiikaBd skrdpédisGugsed hereonly for the fact that the

sites advertising them do existve wereRi | 6f S (2 O2@SNJ I tf 2F GKS LIRas3
but included several of the major categories that should gickear idea of the nature of transaction that

goes on in the deep web.

Passports / Citizenship for sale

Passports and ID areniguely powerful documentg and fake ones even more so. They act not only as a
form of identification for crossing borders (including ones the buyer could normally not easily cross), but
also can be used for everything from opening of bank accounts, &pdlyans, purchasing property and
much moreg so it of no surprise that they are a valuable commodity. Theresaveralsites on theDeep
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Webclaiming to sell passports and other forms of official ID, with prices varying from country to country,
and seler to seller.

As mentioned in the Intro the validity of such services is hard to verify without actually purchasing from
them, and especially in the cases of things like Citizenship these services may well be simple scams preying
on the vulnerable peopla different countries who are looking to obtain citizenship in order to remain in

that country.

USA Citizenship for sale for under 6000 USD

http://xfnwyig7olypdg5r.onion/
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yFakeID’ b e s
5 Semces Somples faq Order Contacts
‘ Pricefor |
}m.,, st Puamns S Pl
{ Ilcmu P’d + ID card
Australia "soo Euro | 700 Euro | 700 Euro | 800 Euro
Belgium | 500 Euro | 600 Euro = 600 Euro | 700 Euro
Brazil ‘400 Euro | - | - [ -
Canada | 600 Euro | 700 Euro | 700 Euro | 800 Euro
Ireland | 500 Euro | 600 Euro | 600Euro | 700Euro
550 Euro | 650 Euro | 650 Euro | 750 Euro
Iﬁﬁlahd | 500 Euro [ 600 Euro = 600 Euro [ 700 Euro
France ;GOOEuro[ 700 Euro = 700 Euro | 800 Euro
Germany | 600 Euro | 700 Euro | 700 Euro | 800 Euro
Malaysia 1450 Euro | 550 Euro | 550 Euro | 650 Euro
[N&Béﬂénds ' 600 Euro [ 700 Euro | 700 Euro [ 800 Euro
INorway 650 Euro | 750 Euro | 750 Euro | 850 Euro
PPoland | 500 Euro | 600 Euro | 600 Euro | 700 Euro
Portugal | 500 Euro | 600 Euro | 600 Euro | 700 Euro
Spain | 550 Euro | 650 Euro | 650 Euro | 800 Euro
Switzerland | 650 Euro | 750 Euro = 750 Euro | 850 Euro
Sweden 550 Euro | 650 Euro | 650 Euro | 750 Euro
Unied 650 Euro ‘ 750 Euro ’ : l :
Kingdom : A
USA /700 Euro | 800 Euro = 800 Euro | 900 Euro
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REPUBLICA FEDERATIVA

BRAS!

PASSPORT

EUROOPAN UNIONI
BUROPEISKA UNIONEN

suomli

PASSPORT CRELAND
PASSEPORT PASSI
PASS

EUROPAIS CHE UNION

BUNDESREPUBLIK
DEUTSCHLAND

REISEPASS
PASSPORT

Pricing information and sanhgs for fake passports and other documents
http://fakeidigyiumbgpu.onion

References
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[1] http://xfnwyig7olypdg5r.onion/- USA Citizenship

[2] http://vfgnd6mieccqyiit.onion/- UK Passports

[3] http://fakeidigyiumbgpu.onion/- Fake Passports, many countries

Stolen Accounts for Sale

The buying and selling efolen accounts if most definitely not restricted to tbeep Welaloneg this is

a very commorpracticeamong all of the criminal underground forums that exist on @lear Weband
something that we have written exiesively about in the past ieportson the Russian [1][2] and Chinese

[3] speaking undergrounds. Accounts for credit cards, banking, online auction sites and gaming are
probably among the most common of such sites being sold.

As is the case on tHelear Webprices vary a lot among differegitesc but more mature offerings (such

as stolen Paypal accounts below) will tend to reach a generally accept pricing norm. Accounts such as
thesearesold in one of tvowayg SA 0 KSNJ | & & KA 3K |j davhera thedegakt cllréNA T A SR
balanceis known; or as bulk amounts of unverified accountsit normally with a guarantee that at least

a certain percentage will be valid. The first of these two categories can normally be seen as a higher cost
item, but with greatelikelihoodof return of investment for a buye¢ where as the bulk account sales will

be significantly cheaper.

ccPal Store - PayPals, CCs, CVV2s, Ebay accounts

We get new lists every day!
80%+ working guarantee, we will replace if more than 20% dont work!

‘ 100 PayPal accounts H 100 USD = 0.434 BB |
‘ 100 Ebay accounts H 100 USD = 0.434 B | .
‘ 100 CCs with CVV2 H 150 USD = 0.652 BB . X

Unverfied accounts sold in butk80% valid or replacement offered
http://3dbr5t4pygahedms.onion/

One offering that can be found quite readily on theep Welthat is more unusual to find on th@ear
Web is actual physical credit cards being sold. That is not to say these do not exist Okah@/eb
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criminal forumsg they most certainly dog however the sites on thdeep Webseem a bit more
professional in their approach.

BIlIIiNGg Aadress : b> Autumn Lreek Lane,Apt L

Please enter the amount you wish to purchase below and fill in the form.
(BTC value updates periodically via BTPAY)

SIGNATURE

y

Visa

M

USA VISA CREDIT CARD BALANCE $2,000 | USA VISA CREDIT CARD BALANCE $5,000 | EU VISA CREDIT CARD BALANCE €5,000
Accepted at ATM worldwide Accepted at ATM worldwide Accepted at ATM worldwide
$500 daily withdraw limit $1,000 daily withdraw limit €1,000 daily withdraw limit

$90 (0.4001 BTC) $170 (0.7557 BTC) $210 (0.9335 BTQ)

PN

amount 0o ¢ amount o ¢ amount (o I

Dlanca antar tha amannt van wich ta nure l\:\:n_

Replica credit cards creatavith stolen details
http://ccccrckysxxm6avu.onion/

References:

[1] http://ww w.trendmicro.com/cloudcontent/us/pdfs/securityintelligence/white papers/wprussian
underground101.pdf

[2] http://www .trendmicro.com/cloudcontent/us/pdfs/securityintelligence/whitepapers/wprussian
undergroundrevisited.pdf

[3]http://www.trendmicro.com/cloud-content/us/pdfs/securityintelligence/white papers/wpthe-
chineseundergroundin-2013.pdf

[4] http://paypaldecnf7eyga.onion Stolen Paypal accounts

[5] http://3dbr5t4pygahedms.onion/ Unverified stolen accounts

[6] http://cccerckysxxm6avu.onion/Replica stolen credit cards

Assassination Services

Perhaps one of the most worrying serviaas the Deep Webg and definitely one that would be very
foolish to advertise on th€lear Web ¢ is the service of Hitman for Hire, or Assassination. Several such
services exist on thBeep Web Even the sites themselves acknowledge the highly secreteafunow

they have to conduct their businegone site clearly states that as all contracts are private teynot

offer proof of past work, give feedback from previous clients or show any other proof of past success.
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Instead they ask the person to p@upfront that they have enough Bitcoin available for the job by placing
the bitcoin with a reputable (by criminal standards) escrow service. Only when the hitman has carried out
the assassinatioand provided proof, théunds be released.
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& C'thulhu

Email: BM-
Solutions to Common Problerns! We are an organized criminal group, former
soldiers and mercenaries from the FFL, highly-skilled, with military experience
of more than five years. We can perform hits all around the world

wone would need to hire a killer ondine?”, we'll tell you

voys find examples

they were focing 20 years of pris

use of that. On the other hand, you o

is no interest, With risk

-~
Q&A! Can | see some proofs of your last work?

Every contract is Private, and all data is Purged after elimination proof is sent to the
customer. It is Mandatory for Customer's and our Security!
Can You give me contact to person who already used your services?
Again, Every contract is Private! Without Exceptions! And we will never store or share such
info after completing.
Can you give to me a good feedback about, you and some proofs of
succeeded work?
Sorry, but no one of our happy customers stay on forums, or have time to post feedback on
some trusted site. All feedbacks is written directly to our mail, and it will not show you any
proof if we'll post it on our own page. And even if you'll find an feedback on an page, it was
write by an random person, who don't have with as any business.
How | would can to know that you are not a scammer as else?
Simply, we don' take any prepayments. We are only who ask just for proof that you have
this money in your wallet, and you'll to arrange full escrow on trusted for both third party
site.
Ask more, we'll add more.
We should probably get started if you'll have at least this:

Murder Types Low Rank Medium Rank High Rank and Political

Regular $45,000 $90,000 $180,000

Missing in action $60,000 $120,000 $240,000

Death in accident $75,000 $150,000 $300,000

Criple Types Low Rank Medium Rank High Rank and Political

Regular $12,000 $24,000 $48,000

Uglify $18,000 $36,000 §72,000

Two Hands $24,000 $48,000 $96,000

Paralyse $30,000 $60,000 $120,000

Rape Low Rank Medium Rank High Rank and Political

Regular $7,000 $14,000 $28,000

Under age $21,000 $42,000 $84,000

Bombing Low Rank Medium Rank High Rank and Political

Simple $5,000 $10,000 $20,000

Complex $10,000 $20,000 $40,000

Beating Low Rank Medium Rank High Rank and Political

Simple $3,000 $9.000 $18,000 tof 31



/ Q ( Rexfindg Assassination Services for Hire
http://cthulhuuap7ch47k.onion

As can be seen in the screenshot above, pricing varies based on the manner of death or injury, but also by
the status of the target. In fa Ross Ulbricht, the man recently convicted of running the infamous Silk
Road forum for illegal drugs, attempted or order 5 assassinations of partners and others that he had fallen
out with [1].

A different take on such services, and one that we hopeoff actually meant as a real service is
GONRP S RE&2dZNOSR |adalaairayliArzyéod hyS airidsSs 5SFRLR2f X
hiKSNAR Oly (GKSy O2yGNRAROdziS TFTdzyRa @Al O0AGO2AY G2 ¢
when andhow the person will die. If the person does actually die, all the predictions are revealed and if

there is an exact match the assassin who put it forward will claim the money. To date 4 names have

been put forward, but not money has been entered inte §hools¢ making us believe that this is a hoax

site.

S & € BIOOM A RZHys oion * N0,

Information

Dead Pool

The concept Is simple:

1. Someone 83ds & name o the it with Background information

2. People 234 money to the dead pool 1o entice woull be assassins.

3. Assassing and specuators peedict when the perscn will die, but the content of the prediction stays hidden until after the fact
4. Correct predictions get the pool

The List

Name Country Status Pool Size
Barack Hussein Obama II United States of America Alive B0

Ben Shalom Bernanke United States of America Allve B0

Hugh Grant (business executive) United States of America Allve 80

Justin Drew Bieber United States of America Alive 80

Deadpook, Crowd Sourced Assassination
http://deadpool4x4a25ys.onion
References:

[1] http://www.wired.com/2015/02/read-transcriptsilk-roadsbossordering5-assassinations/
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[3] http://deadpooldx4a25ys.oniont Crowdsourced assassination

Bitcoin and MoneyLaundry

By itself Bitcoin is a currency designed with anonymity in mind, and as a result it is frequently used when
purchasing illegal gimls and services (and of course legitimate goods as well [1]). But while on one hand
all Bitcoin transactions are anonymous, as long as you do not link your wallet code to your real identity,
on the other they are fully public. Due to the setup of the @&itcblockchain every transaction is fully
public ¢ and can be examined by investigators. So tracking money as it moves through the system is
doable, albeit quite difficult.

As a result a number of services have come about to add further anonymity infystemg¢ making the

St SOGNRBYAO OdNNByOe& S@Sy Y2NB RAFFAOMAZ G G2 GNI Ol @
¢ essentially transferring them through a spidery network of micro transactions before returning them to

you. In the processoy end up with the same amount of money (normally minus a small handling fee),

but your transactions become substantially harder to track.
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EasyCoin Tor ;&
Your rocket fast Bitcoin wallet easycoinsayj7p5l.onion &‘L

(Home | Login | Register | Buy Bitcoins | (FAQ| (Blog | e=c

| Welcome to EasyCoin Bitcoin Wallet

Now with free Bitcoin mixer, you will always get new coins back when you withdraw from your EasyCoin wallet!
You only pay the Bitcoin transaction fee (0,001 BTC).
We also support completely free account to account transfers,

*= Click here to sign up now! ? ﬁ m ﬁ ?

Features of EasyCoin:

EasyCoin is a newbie friendly easy to use Bitcoin Wallet and Bitcoin Mixer / Laundry.

With EasyCoin you dont have to worry about anonymity and security when using Bitcoin, we take care of that.

Our integrated mixer makes sure none of your deposited Bitcoins get sent when you make a withdrawal, but instead its
using funds from other users of the wallet which makes it a true Bitcoin Mixer or Bitcoin Laundry without same coin
contamination.

We store all bitcoins encrypted and large amounts only in cold storage, which protects EasyCoin from hackers or other
malicious people.

Storing and laundering / mixing vour bitcoins has never been easier,

EasyCoin Bitcoin laundery service
http://easycoinsayj/p5l.onion
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http://cthulhuuap7ch47k.onion/
http://deadpool4x4a25ys.onion/
http://easycoinsayj7p5l.onion/

Bitcoin laundery services help to increase anonymity of money moving through the bitcoin system, but
ultimately most bitcoin users will wish to extract the money from the system to be turned into cash or
other types of traditional payment means. Severabaymous services exist in tHzeep Webfor this
purposeg to exchange Bitcoin for money via Paypal, ACH, Western Union or even cash sent directly in the
mail.

WeBuyBitcoing Exchanging Bitcoin for casha&ectronicpayments
http://jzn5w5pac26sgef4.onion

In the case of a site like WeBuyBitcoins, they offer to exchange real cash for Bitcoins at a competitive
exchange rate compared to equivalent Ranonymous services that exist in tikar Web. However for
criminals willing to take on more risk for potentially more reward, another opticawvalableg buying
counterfeit currency using Bitcoin.
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