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Routers

, Hackers Reveal Nasty New Car
Printers Attacks — With Me Behind The
Wheel (12/08/2013, Forbes)

VolP
Cars
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e Routers
I= Reverse Engmeerrng a D-Link B..

=

<A . iy devttyso com
Based on the source code of the HTML pages and some Shodan search resulis

D-Link devices are likely affected:

DIR-100
DIR-120

DI-624S

DI-524UP

DI-604S

DI-604UP

DI-604+

TM-G5240 s

Additionally, several Planex routers also appear to use the same firmware:

e BRL-04R
e BRL-04UR
e« BRL-04CW

You stay classy, D-Link.
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Many xamples of ecu re
Embedded Systems

* Routers
Networked printers at risk

* Printers (30/12/2011, McAfee Labs)
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Many xamples of ecu re
Embedded Systems

 Routers

, Cisco VolP Phones Affected By
* Printers On Hook Security Vulnerability
e \/oIP (12/06/2012, Forbes)
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Many Xamg
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Embedded Systems

 Routers

Hacker Releases Software to Hijack
Commercial Drones

* Printers
* \VoIlP
e Cars

 Drones
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* Routers
* Printers
* VoIP
o Cars
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+ Printers Cﬁ' The Intermek
©®. 7 of THINGS
e \VoIP >
e Cars
Drones

Each of the above is a result of individual analysis
Manual and tedious efforts — Does not scale
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Perform a large scale analysis
to gain a better understanding
of firmware problems
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* Heterogeneity of

 Hardware, architectures, OSes
 Users, requirements
e Security goals
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Large Scale AnaIyS|s

* Heterogeneity of

 Hardware, architectures, OSes
 Users, requirements
e Security goals

 Manual analysis does not scale, it requires
* Finding and downloading firmware
* Unpacking and initial analysis
* Re-discovering a similar bugs
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» Test on real devices [Bojinov09CCS]

 Accurate results
e Does not scale well
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» Test on real devices [Bojinov09CCS]

 Accurate results
e Does not scale well

» Scan devices on the Internet
» Large scale testing [Cui1OACSAC]

— Can only test for known vulnerabilities
- Blackbox approach

* More is too intrusive [Census2012]
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Large Scale AnaIyS|s
* Collect a large number of firmware images
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Large Scale AnaIyS|s
» Collect a large number of firmware images
» Perform broad but simple static analysis
» Correlate across firmwares
 Advantages

* No intrusive online testing, no devices involved
» Scalable

 Many challenges remain
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Have

Update Manager

Welcome to Ubuntu

E r Since this version of Ubuntu was released, these software up

issued.

& Distribution updates

e Bl View Tobl Hep

Confrol Pane Home

o

i v System and Seosty T WWindows Lipdse

=

& Files shared bebtween update-notifier
= update-notifier-common (Size: 48 kB)

2 updates have been selected. 100 kB v

» Description of update

Settings...

S==

Software Update

New software is available for your computer.

If you're not ready to install now, you can use the Software Update
preference to check for updates later.

Narme

iDVD Update
iMovie Update
GarageBand Update
iPhoto Update

iLife Support

Version
7.0.1
7.1
4.1
7.1
8.1

This update supports system software components shared by all iLife '08
applications, improves averall stability, addresses a number of other minor issues,

and supports general compatibility issues. It is recommended for all users of iLife
'08.

Mote: Use of this software is subject to the criginal Software License Agreement{s)
that accompanied the software being updated. A list of Apple SLAs may be found
here: http://www.apple.com/legal/slal.

Quit
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( Install 5 items -)

F recrr

A WeETT insiakeg WIS

FECaE Lpdales:

= §E) | Sdmnh iCCerrcd Fine

H";_ldmn pclate

Irestall apdates For yolar oodmpa e

1 mportant update
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Challenge Embedded . ystems
Update Sources are dlverse
Public site

« Manufacturer web site
e FTP site

Hidden site

» Accessed by firmware update utility
Restricted site

Request-only updates
Delivery on other media (CD-Rom, ...)

Firmware only delivered on device
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Challen:
Update

ystems
diverse

SilsEAIE,
Battery info.
INFO. button Normal disp.
External Speedite control
Camera user setting
Clear settings

Firmware Ver.1.2.4

Canon

sndoading done.
ait: the Printhead LipDown printhesd |~

Scanning for Log Output...
Elrny Output Log Directory Srootrsstelogs
War, Start testing...
2 lf"."'dlatav-- SeaTools Express
vBA3@281CORE Build Date: Mar 28 2812

Want to upgrade your camera? Searching for availabhle devices:

Today Is your day. The Lytro camera Is about to get better———— Model Mumber : STF12B827AS
We recommend upgrading right away. - Serial nmber : asdf1234

p— Drive in Test.

View Releas / [ B
4\/ 1 Firmware Download

etc various messages

O
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e

Collecting a Dataset

-

* No large scale firmware dataset yet

* As opposed to existing datasets in security or other
CS research areas
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Collee’cmg a Iataset

* No large scale firmware dataset yet

* As opposed to existing datasets in security or other
CS research areas

 \We collected a subset of the firmwares
available for download
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Collee’cmg a Iataset

* No large scale firmware dataset yet

* As opposed to existing datasets in security or other
CS research areas

 \We collected a subset of the firmwares
available for download

* Many firmwares are not publicly available

* Not intended to have an upgrade
* Require product purchase and registration
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Collee’cmg a Iataset

No large scale firmware dataset yet

* As opposed to existing datasets in security or other
CS research areas

We collected a subset of the firmwares
available for download

Many firmwares are not publicly available

* Not intended to have an upgrade
* Require product purchase and registration

www.firmware.re project
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http://www.firmware.re/

«— Clearly a Firmware

= pifichat
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entification
* E£.g., upgrade by printing a PS document

3 CentreWare
}\- Internet Services (o) (=) (2)]

XEROX Phaser 6250 s B | e

S ~ e

File Download

Select a print-ready file | P-:stécnpt PDIf. F‘CL or Plain Text ) and
press the g L

& Phaser 6250
_g'} Print information Page
+: | Print Saved Jobs
+ ] Manage Saved Jobs :
_L;l Fila Download (& Print Immediataly
4] print Demo Pages () Saved Print
_Q'j Print Color Samplers
_b] Print Configuration Pag Job Mame

Figure 4: Select the firmware update file and press the green button to send it.
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Unpacklng & Custom Formats
* How to reliably unpack and learn formats?
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Challenge:
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* How to reliably unpack and learn formats?
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Challenge:
Unpacklng & Custom Formats
* How to reliably unpack and learn formats?

ASCII85
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Challenge:
Unpacklng & Custom Formats
* How to reliably unpack and learn formats?

Binary patch? < ASCII85

Printer driv’er
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Challenge:
Unpacklng & Custom Formats
* How to reliably unpack and learn formats?
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Challenge:
Unpacklng & Custom Formats
* How to reliably unpack and learn formats?

Update executable?

Binary patch? < ASCII85

Printer driv .
rimer arver Whole FW image?

O
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Unpacking & Custom Formats
* How to reliably unpack and learn formats?

* Firmware updates often are =
@/ I

“russian dolls’ a-
« Sometimes result of - / N PV P

unpacking is just a i st ot mage A
binary data blob

== p1fdichat




Unpacklng & Custom Formats
* \We compared existing tools
» Used BAT (Binary Analysis Toolkit)

* Extended it with multiple custom unpackers
e Continuous development effort
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Unpacklng & Custom Formats
* \We compared existing tools

» Used BAT (Binary Analysis Toolkit)

* Extended it with multiple custom unpackers
e Continuous development effort

» Often, a firmware image—just 'data’ binary blob
* File carving required
» Bruteforce at every offset with all known unpackers
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Unpacklng & Custom Formats
* \We compared existing tools
» Used BAT (Binary Analysis Toolkit)

* Extended it with multiple custom unpackers
e Continuous development effort

» Often, a firmware image—just 'data’ binary blob
* File carving required
» Bruteforce at every offset with all known unpackers
* Heuristics for detecting when to stop

E blgt’.?k hat




nallenge:
Scalability & Computatlonal Limits

» Unpacking and file carving is very CPU
Intensive
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Challenge:

= amm

Scalability: & Computatlonal Limits

» Unpacking and file carving is very CPU
Intensive

* Results in millions of unpacked files

 Manual analysis infeasible

* One-to-one fuzzy hash comparison is CPU
iIntensive
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Results Conflrmatlon
* An issue found statically

* May not apply to a real-device
« Cannot guarantee exploitability
* E.g., vulnerable daemon present but never started
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Results Conflrmatlon
* An issue found statically

* May not apply to a real-device
« Cannot guarantee exploitability
* E.g., vulnerable daemon present but never started

e |[ssue confirmation is difficult

* Requires advanced analysis (static & dynamic)
« Often requires real embedded devices
* Does not scale well in heterogeneous environments
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Crawl

Public Web Interface
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Firmware
Datastore : :
Internet e — Public Web Interface =

Submit

7777* 77777777

Firmware |
Analysis |
Cloud

Data Enrichment

Master

| Distribute Firmware

_

.

Correlation

|
|
|
|
Password \ Analysis &
Hash Cracker‘ Reports DB/ ~—
| /
|
|

Unpacking Engine

Static Analysis i
Fuzzy Hashing‘
Workers




* Multiple seeds

 FTP-index engines

* Google Custom search engines
» Several download techniques

« WGET scripts
» Beautiful Soup scripts

« 759 K collected files, 1.8 TB of disk space
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Wil prowde Unpacklng and AnaIyS|s

Firefox {# firmware - 21 - Free Online Firm... B3

firmware.re @ @ B Q ‘I\_/L @ B v

Upload

nfe To start, drag-n-drop firmware here or

Examples

select firmware from your computer

Got ideas? Share with us!

3 Blog | W Twitter | & contact@firmware.re | 4% Google groups | & ToS | @ Privacy policy



http://www.Firmware.RE/

e 759 K total files collected

i Filter non firmware

» 172 K filtered interesting files

i Random selection

» 32 K analyzed

iSucceSSfuI unpack
» 26 K unpacked (fully or partially)
i Unpacked files
* 1.7 M resulted files after unpacking
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» Correlation/clustering

* Fuzzy hashes, Private SSL keys, Credentials
* Misconfigurations

* \Web-server configs, Credentials, Code repositories
» Data enrichment

* Version banners
» Keywords (e.g., telnet, shell, UART, backdoor)
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» Correlation via fuzzy-hashes (ssdeep, sdhash)

____ Firmware 1
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Correlation

» Correlation via fuzzy-hashes (ssdeep, sdhash)

_ Firmware 1
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Example: C

orrelation

» Correlation via fuzzy-hashes (ssdeep, sdhash)

___ Firmware 1 Firmware 4

/ Firmware 5
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Example: C

orrelation

» Correlation via fuzzy-hashes (ssdeep, sdhash)

___ Firmware 1 Firmware 4

/ Firmware 5
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P

orrelation

» Correlation via fuzzy-hashes (ssdeep, sdhash)

Firmware 4
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Example RSAZKeys

 SSL keys correlation + vulnerability propagation
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Example: RSA Keys

 SSL keys correlation + vulnerability propagation
Private RSA keys

Analysis & Reports
Database
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Example: RSA Keys

 SSL keys correlation + vulnerability propagation

Private RSA keys

A Iy &Rprt
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Example: RSA Keys

 SSL keys correlation + vulnerability propagation

HTTPS Ecosystem Scans |

1 key — ~30.000 IPs

Check ZMap
|P addresses
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pardr —

e ==

e RSA Keys

 SSL keys correlation + vulnerability propagation

Private RSA keys

==

Examp

Analysis & Reports
Database

VendorA Device1 7@;? ‘.\
L

HTTPS Ecosystem Scans |+
zmap

1 key — ~30.000 IPs @

Check ZMap &) ® Q.
IP addresses { O © )

SAME private RSA

SAME self-signed SSL certificate
DIFFERENT vendor

VendorB Device2 Ve -
E blgékhat”
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Example: RSA Keys

 SSL keys correlation + vulnerability propagation
Private RSA keys

Analysis & Reports
Database

HTTPS Ecosystem Scans

1 key — ~30.000 IPs

£
E
£
arﬁp

Check ZMap G @ L9
IP addresses L O-9 )

SAME private RSA

SAME self-signed SSL certificate
DIFFERENT vendor

vendorB @w Device2 Ve v
=

€3
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* 38 new vulnerabilities (CVE)

e Correlated them to 140 K online devices

» Affected 693 firmware files by at least one vuln

E blgt’:k hat
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*Chamb

er of Horrors”

» Several recently build images with linux kernels,
busybox older than 9 years

« Similar "debug” backdoor daemon in
networking, home automation equipment

* Forgotten or backdoor entries in
authorized keys files
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"Chamber of Horrors”

* Linux kernel older than 4 years compiled by
root on a machine with public IP accepting SSI
connections (GPS/Aerospace manufacturer)

» Discovered vulnerability in wireless fireworks
system, implemented PoC attack [3]

E blg(’:k hat
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Contrlh??ﬁ‘ ions Su'mmary

First large-scale static analysis of firmwares
Described the main challenges associated

Shown the advantages of performing a large-
scale analysis of firmware images

Implemented a framework and several efficient
static techniques
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clusions
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A broader view on firmwares

* Not only beneficial

» But necessary for discovery and analysis of
vulnerabillities

» Correlation reveals firmware relationship

 Shows how vulnerabilities reappear across different
products

* Could allow seeing how firmwares evolve
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_Conclusions

* There are plenty of latent vulnerabilities

o Security

 Tradeoff with cost and time-to-market
» Clearly not a priority for some vendors
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Thank You!
Questions?

{name.surname}@eurecom.fr
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