
www.ernw.de

Evasion of High-End 
IDPS Devices at the IPv6 Era
Antonios Atlasis

secfu.net
aatlasis@secfu.net

Enno Rey

ERNW GmbH
erey@ernw.de

Rafael Schaefer

ERNW GmbH
rschaefer@ernw.de 



www.ernw.de

¬ Enno Rey 
 Old school network security guy. Back 

in 2001 founder of ERNW & still 
proudly running the team. 

¬ Antonios Atlasis
 IT Security enthusiast.

 Researching security issues for fun.

¬ Rafael Schaefer
 ERNW student 

 Young researcher 
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Who We Are
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¬ Introduction 
 IPv6 is here
 What IPv6 brings with it:

The Extension headers

¬ Problem Statement. Describe the Mess
¬ Tested devices:

 HP Tipping Point
 Snort
 Suricata
 Sourcefire

¬ Mitigation
¬ Conclusions
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Outline of the Presentation
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IPv4 Depletion

¬ The situation in 
other regions 
(including Europe) 
is similar (if not 
worse).
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Source: http://www.worldipv6launch.org/infographic/

¬ To make matters 
more urgent…

is coming.
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But I don’t Use it in my Environment

¬ 1) Default Behaviour of Windows 7 Service Pack 1

¬ 2) Without IPv6 Router in the environment

¬ 3) These are just a small portion :)
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Still, what is the big deal?

● Just an IPv4 replacement with 
huge address space, correct?

● Many things has changed, for 
good (??)

● The IPv6 Extension Headers 
probably the most 
devastating!
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What an IPv6 Datagrams Looks Like…
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¬ This is the root of 3 significant problems…
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The IPv6 Extension Headers
(RFC 2460) ● Hop-by-Hop Options [RFC2460]

● Routing  [RFC2460]
● Fragment  [RFC2460]
● Destination Options  [RFC2460]
● Authentication [RFC4302]
● Encapsulating Security Payload [RFC4303]  
● MIPv6, [RFC6275] (Mobility Support in IPv6)
● HIP, [RFC5201] (Host Identity Protocol)
● shim6, [RFC5533] (Level 3 Multihoming Shim 

Protocol for IPv6)
● All (but the Destination Options header) 

SHOULD occur at most once.
● How a device should react if NOT ?
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Problem 1: Too Many Things to Vary

¬ Variable types

¬ Variable sizes

¬ Variable order

¬ Variable number of 
occurrences of each one.

¬ Variable fields
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IPv6 = f(v,w,x,y,z,)
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¬ Both the Fragmentable and 
the Unfragmentable parts 
may contain any IPv6 
Extension headers.

¬ Problem 1 becomes more 
complicated.

Problem 2: 
Fragmentation
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Problem 3: How IPv6 Extension Headers are Chained?
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¬ Next header fields:
 Contained in IPv6 headers, identify the type of 

header immediately following the current one.  

 They use the same values as the IPv4 Protocol 
field. 
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Why IPv6 Header Chaining is a Problem?

Fragmentable
part

Fragment 1

Fragment 2
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Did You Notice?

¬ When designing/writing IPv6 
protocols & parsers they didn‘t pay 
too much attention to #LANGSEC.

¬ Please visit www.langsec.org. 
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¬ Vary:
 The types of the IPv6 Extension headers

 The order of the IPv6 Extension headers

 The number of their occurrences.

 Their size.

 Their fields.

 The Next Header values of the IPv6 Fragment 
Extension headers in each fragment.

 Fragmentation (where to split the datagram)

¬ And combine them. 
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The Mess in IPv6
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We May Have a Fundamental Problem Here…

¬ There is too much 
flexibility and freedom…

¬ Which is usually inverse 
proportional to security :-)

¬ And it can potentially lead 
to a complete cha0s…
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So, What Can Possibly Go Wrong With Them?

¬ Detection Signatures, e.g. 
used by IDPS rules, etc. are 
based on blacklisting traffic.

¬ What if we confuse their 
parsers by abusing IPv6 
Extension headers in an 
unusual / unexpected way?
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All this Is not just Theory

¬ You can reproduce 
all the results that 
we shall 
demonstrate using 
Chiron

¬ It can be downloaded 
from: 
http://www.secfu.net
/tools-scripts/
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http://www.secfu.net/tools-scripts/
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Evading Suricata
¬ Versions 2.0.1, 2.0.2 and 2.0.3 were 

evaded one by one by using various 
means.

¬ 1st case, version 2.0.1 :
 An IPv6 Destination Option header is used a 

part of the fragmentable piece of the IPv6 
datagram.

 The IPv6 Destinations Option header is 
padded with six (6) octets of bytes (at least).

 The IPv6 datagram is fragmented in at least 7 
fragments, which are sent mis-ordered. 
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Evading Suricata
¬ 2nd case, version 2.0.2:

 A) Fragmentation and Extension 
headers in both the fragmentable and 
the unfragmentable part.

 B) Abusing the delay between two 
consecutive fragments (when 
preciseness does matter)

 C) Using unknown/not supported 
extension headers
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Evading Suricata ¬ 3rd case, version 2.0.3:
 Scenario A from version 2.0.2 but using 

a, IPv6 Routign header instead of a 
Destination Options header.

 Several variations can also be used 
(please, see the paper for more info).
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Suricata Developers in each case reacted 
really fast
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Evading TippingPoint, “The Old Way” (Mar 2014)
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¬ Configured to:
 Operate inline at Layer 2.

 Block any HTTP traffic.

 Additional XSS rules (to test attacks at 
the payload too). 
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That First One Was 
Patched…
But Again We Had a New One ;-)
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Evading Again TP After 
Patching
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Evading Snort ¬ Version2.9.6.2 GRE (build 77), Registered User's 
Release Rules, default installation.

¬ Use 9 times the Destination Options 
header, even if not fragmented.
¬ or 8 Dest Opt and 1 Frag Ext Hdr
¬ or,  1 Hop-by-Hop, 1 Routing Header, 1 Dest

Opt Header, 1 Fragment Header, 5 Dest Opt 
headers, etc.

¬ To handle it:
 Enable pre-processor decoder.rules.
 A “[116:456:1] (snort_decoder) WARNING: 

too many IP6 extension headers ” alert is 
triggered. 

9/29/2014 #28
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Why This Way of Handling 
Such Attacks is not the Best ¬ The "attack" itself (http traffic in our tests) 

is still NOT detected.

¬ Quite a few false "alarms" (warnings) are 
generated by the preproc/decoder.rules.

¬ From an RFCs perspective, there can be 
fully legitimate packets that include nine or 
more IPv6 Extension Headers.

¬ To make matter worse, the upper-layer 
can also be an IPv6 main header, which can 
include its own IPv6 Extension headers, 
etc.
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Evading Sourcefire

¬ Sourcefire, Model 3D7020 (63) Version 5.2.0.3 (Build 48) is based on 
Snort 2.9.6 (Build 57) 

¬ After enabling the Preproc decoder Rules and specifically, the GID 116 
family and making sure that the rules with SID 458 
(IPV6_BAD_FRAG_PKT), 272 and 273 are enabled, Sourcefire can be 
evaded.
 a. The unfragmentable part consists of three (3) Destination Option headers

 b. The fragmentable part consists of two (2) Destination Option headers plus 
the layer 4 header.

 c. The aforementioned datagram is splitted in two fragments.
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Evading Sourcefire
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¬ RFCs should strictly define the exact legitimate 
usage. 
 “Loose” specifications result in ambiguities and so they 

introduce potential attack vectors. 
 Functionality and flexibility are definitely good things, 

but security is non-negotiable. 

¬ Vendors should definitely make fully-compliant 
products and test them thoroughly before 
claiming IPv6-readiness.

¬ For the time being: Configure your devices to 
drop IPv6 Extension headers not used in your 
environment.
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Mitigations



www.ernw.de

¬ These are just some of the IPv6 “grey 
areas”. Other may also exist.
 Hint: MLD comes to mind…

¬ IPv6 Security awareness. 
 Meet the protocol, play with it, test it in 

your lab and in your environment, study 
thoroughly potential configurations and 
finally, use it. 

 You will have to to do it, sooner or later. 
The earlier you will be familiarised with 
it, the better.
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The Most Important Take Away
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Tool & Slides:
https://www.insinuator.net

http://www.secfu.net/tools-scripts/
(..soon)

There’s never enough time…

THANK YOU… ...for yours!
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https://www.insinuator.net
http://www.secfu.net/tools-scripts/
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Questions?

¬ You can reach us at:
 aatlasis@secfu.net, www.secfu.net

 erey@ernw.de, www.insinuator.net, 
www.ernw.de

¬ Follow us at: 
 @AntoniosAtlasis

 @Enno_Insinuator
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