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MAN IN THE BINDER:
HE WHO CONTROLS IPC, CONTROLS THE DROID

Nitay Artenstein - nitaya@checkpoint.com
ldan Revivo - idanr@checkpoint.com
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- * Researcher at Check
Point

* When he’s not
breaking Android, he
breaks his trainees at

. Resea rcher at Check
4  Point
Used to do
pentestingin Africa
(with a machete)
Now does more risky the gym
stuff, such as kernel  Contributorto
exploits Cuckoo Project
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ev-0-lu-tion @v'siss'shen, z've)

n. A gradual process in which something changes
into a different and usually more complex or better
form
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* Android is a complicated environment

e Do we workinlJava? JNI? C? Native ARM?
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* Developer Point-of-View
e What is Binder?
e Man In The Binder Attacks

e Possible Solutions
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What Do

Sending SMS to prer
Location tracking
Secondary APK installation
Link clicking

Bank fraud

Stealing personal information
Etc..
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Android
Was Born

*9/2008

Fake Player
*8/2010
eFirst SMS Trojan

e Just asks for
SEND_SMS

permission
\

DroidDream

*3/2011

eUses root
exploits

e|nstalls secondary
APK

50 variantsin app
store

Spitmo—Zeus
goes mobile

*3/2011
eBanking malware
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Obad - The most
sophisticated
Android trojan

*6/2013

*3 exploits
1 backdoor
*SMS Trojan
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Dendroid —

Android
RAT

*5/2014
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FTdn12:22
B Settings = Language & input

E5 Apps KEYBOARD & INPUT METHODS
PERSONAL Defalt
@ Locatigh 2¥cess English (US) - Android keyboard

Android keyboard -
& Securhy English (US), Hebrew L
B Language & input Google Korean keyboard
£ Backup & reset

Jogale Pinyin

ACCOUNTS
' Dropbox ~ Google ¥icl typing 0

AU '

. Google
B Goog iWnn IME
@ WhatsApp :
. : =35
-+ Add account ¥ SwiftKey Trial Es
ST . Swype + Dragon Trial s
S (s = ) o) — =
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if (messageBody.equals("somedata"))

{

Intent 1 = new Intent(context, erv .class);
i.putExtra("mnéssageBody",messageBody)
startServicel}

1q pa the mal
abor‘tﬂmadcast(}:\g“}

()
android:name="android.permission. SEN07 SMS' Iroid: required="true" />
android:name="android.permission. WRITE SETTINGS" android: required="false" />
android:name="android.permission.READ PHCOMNE /STATE" android: required="false" />
android:name="android.permission.WRITE_EXTERNAL_STORAGE" android:required="true" /=
android:name="android.permission.CAMERA" anc equired="true" />

android:name="android. permission.RECORD_AUDIO" android:reguired="false" />

and rnci A = name="andrnid_ narmiccinn PROCESS NIMGNTMG CALLS! ane rncie = ramui rad=""1 rlug“ Fi

android: name="android.permission.RECEIVE_SMS" android:required="true" /=
android:name="android. hardware.camera" android:reguired="false" />

A S A A AAAMAMAMAMA
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Location Trac Politely

@0verride
public void onlLocationChanged(Location location) {

int latitude = Eint} plocation.getlatitude());
int longitude = (loeation.getLongitude());

Log.i("Geo_ anatlnn“(stﬂit}:ude' Y + latitude + ", Longitude: " + longituc
0

andruld.nmg"andrmd pemussmn ACC-;; ~NE T- '?.K_ETP-. E" android: required="true"/>
android:name="android.permission.READ CONTACTS' rold: reauired="true" />
android:name="android.permission.ACCESS_FINE_LOCATION" android:required="true" />
androld:name="androld.permission.GET_TASKS" android:required="true" />
andruld'nmg“andrmd permission. HA.I{E LDEK" andruld*requ1red=“fa‘lse" f:-

A A A AA
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Developer Point-of-View
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e Android is bU|It on top of the LInU‘X kernel
* An application doesn’t talk to hardware

* Talking to the system — only via IPC
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* Privileges are given upon app installation

* Each privilege translates into a gid
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SMSIVanagers

¢ delephony/Manager -

 ;

y.Manager. »
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Darth Vader

Dianne Hackborn

 Minimalist kernel, less attack surface
* Monolithic kernels won the war
* How to get the benefits of a microkernel anyway?
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* Implement system servers in userland

 Control all communication via Binder

blg?:k hat

eEUROPE 2014



Client process address space

Dalvik VM

Application

System Services (Proxy)

Native

Native libs

System Services
(Native proxy)

Binder framework

®

Server process address space

Dalvik VM
Application

System
Services

Native

Hardware
libraries

Native System
Services

Binder framework

® 1® |©

v

Hardware

Kernel space




write buffer

A Sample Transaction

code

binder write read

binder transaction data

16

protocol tag*

data.ptr.buffer

d

android.media.IMediaPlayer

* Function code 1l6: setVolume
(:) float leftVolume
(:) float rightVolume

interface descriptor




 Stealthy, dlfflcult to detect
* Portable data interception

* Integration with the system architecture
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First Attack:
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* |t is contacted by the InputContext interface
when the user hits a key

 All communicationis done via Binder
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; : read buffer KEYlOgglng Like a King
binder write read — | i

binder transaction data

protocol tag*

data.ptr.buffer

Stﬁlen interface descriptor

Parcel
39 . d i . i r n
| :
i .

i v

t

strlen

com.android.internal.view.IInputContext

Function code 6: setComposingText

CharSequence text

int newCursorPosition



Keylogging Demo

DOrroiD
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Second Attack: Data Grabbing
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* Most secure applieat

* However, developers don’t bother to encrypt
data moving between in-app Activities

e Surprise: This data goes through Binder
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Yes, in-app dec
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...and we got'the hex dump to  prove it

Ox000000: 04 03 00 00 1c 00 00 OO 61 00 Ge 00 64 00 72 00 ........ a.n.d.r.
0x000010: 6f 00 69 00 64 00 2e 00 61 00 70 00 70 00 2e 00 o.i.d...a.p.p...
0x000020: 49 00 41 00 63 00 74 00 69 00 76 00 69 00 74 00 I.A.c.t.i.v.i.t.
0x000030: 79 00 4d 00 61 00 6e 00 61 00 67 00 65 60 72 00 y.M.a.n.a.g.e.r.
0x000040: 00 00 GO OO 85 2a 62 73 7f 01 00 00 e0 42 4d 71 ..... *bs....?BMq
0x000050: cO 42 4d 71 0d 60 GO OO0 63 00 6f 00 6d GO 2e 00 ?BMg....c.o.m...
0x000060: 62 00 61 OO0 6e 0O 6b 0O 2e 0O 74 00 65 60 73 00 b.a.n.k...t.e.s.
0x000070: 74 00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff t...22272....2227
0x000080: 00 00 00 00 ff ff ff ff 0d 00 00 00 63 00 6f 00 ....?2?7....c.0.
0x000090: 6d 00 2e 00 62 0O 61 00 6e 0O 6b 00 2e 60 74 00 m...b.a.n.k...t.
0x0000a0: 65 00 73 00 74 00 00 OO 21 0O 0O 00 63 00 6f 00 e.s.t...!...c.o.
0x0000b0: 6d 00 2e 00 62 00 61 00 6e 0O 6b 00 2e 60 74 00 m...b.a.n.k...t.
Ox0000cO: 65 00 73 00 74 00 2e 00 54 00 72 00 61 00 6e 00 e.s.t...T.r.a.n.
0x0000d0O: 73 00 61 00 63 00 74 00 69 00 6f 00 6e 00 41 00 s.a.c.t.i.0.n.A.
0x0000e0: 63 00 74 00 69 00 76 00 69 00 74 00 79 00 00 00 c.t.i.v.i.t.y.

0x0000f0: 00 00 GG GO 00 GO GO GO0 00 GO GO 00 00 GO 00 00 .......ccevvunn.
0x000100: 68 00 GO OO0 42 4e 44 4c 01 00 GO 00 00 GO 0O 00 h...BNDL........
0x000110: 06 OO0 6O 00 61 00 6d 0O 6 GO 75 00 6e 00 74 OO)....a.m.o0.u.n.t.
0x000120: 00 00 OO OO0 Oa OO0 GO OO OO0 OO 0O 00 12 GO0 00 OOf....ovvvverrens
0x000130: 41 00 20 00 74 00 68 00 6F 00 75 00 73 060 61 OO0[A. h.o. .
0x000140: 6E 00 64 00 20 00 64 00 6F 00 6C 00 6C 00 61 00 /n.d. .d.o.l.l.a.
0x000150: 72 00 73 00 00 00 GO GO 14 00 0O GO 0O 60 00 0O0|r

0x000160: 00 00 00 00 12 00 GO GO 21 00 0O OGO 0O 6O 00 00 !
0x000170: ff ff ff ff 85 2a 68 73 7f 01 00 00 05 00 00 00 ????.*hs........
0x000180: 00 00 00 00 ff ff ff ff ff ff ff ff 00 00 00 00 ....222222272....
0x00019%0: ff ff ff ff 00 00 00 00 00 GO 0O 00 27277 e
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Third Attack: Intercepting SMS
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What HappenS"When You'Get An SMS?
* The Telephony Mﬁﬁ T.;’gg’c-lf._|,ié.:_;'sh‘.'—t'h‘*f',e'’:SMS app
* The app queries the TM’s database

* The response is sent back as a Cursor object

 ..but that’s just a file descriptor!
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[(x000000:
0x000010:
0x000020:
0x000030:
0x000040:
0Xx000050:
0x000060:
0x000070:
0x000080:
0x000090:
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got what you wa
nt. Give those p
eople air!
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* Audit your app to see what goes to |IPC

* |f it goes through Binder, encrypt it
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