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Security
engineering

team
s
often

focus
on

the
security

ofnetw
orked

w
orkstations,servers,and

applications,neglecting
the

netw
ork

itself.M
any

netw
orks

also
receive

only
rudim

entary
security

controls
thatare

often
deployed

inconsistently.These
scenarios

notonly
failto

com
pletely

protectthe
netw

ork
from

today’s
threats,butthey

also
failto

fully
utilize

innate
netw

ork
capabilities

and
existing

security
controls

to
detectand

m
itigate

attacks
againstthe

com
puting

infrastructure
ofan

organization.
During

this
course,students

w
illlearn

leading
netw

ork
security

practices
from

experts
w
ho

developed
these

techniques
and

putthem
to

practicaluse.The
techniques

covered
in

this
course

are
notlim

ited
to

those
thatare

typically
considered

“security
features”;this

course
w
illdetail

how
to

leverage
netw

ork
functionality

(forexam
ple,routing

protocols
and

Cisco
IO
S
N
etFlow

)
and

security
controls

to
provide

a
fullrange

ofattack
identification

and
m
itigation

capabilities.
This

course
is
organized

around
a
proven

six-phase
approach

to
incidentresponse,w

hich
transitions

from
preparation

through
postm

ortem
and

includes
extensive

hands-on
lab

w
ork.
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The
IT
security

and
intelligence

com
m
unity

love
M
altego—

w
hetheritbe

m
apping

a
target’s

infrastructure
orprofiling

a
person’s

sphere
ofinfluence.

During
this

course
w
e
w
illhelp

you
unlock

the
true

potentialand
raw

pow
erofM

altego
–

from
helping

you
to

understand
the

underlying
technologies

to
extending

M
altego

w
ith

your
ow

n
code.Join

us
and

w
e’llshow

you
how

to
navigate

and
m
ap

the
Internet’s

darkestrivers...
This

course
w
illalso

include
practicalsessions

w
here

learners
w
illneed

to
engage

targets
and

participate
in

challenges.
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The
entirety

ofthe
course

is
studentcentric,hands

on,and
lab

intensive.O
n
day

one,students
w
illbe

instructed
on

the
use

ofthe
Peach

Fuzzing
Platform

,from
a
practitioner’s

perspective,
learning

the
w
ays

in
w
hich

Peach
can

be
used

to
fuzz

a
variety

oftargets
including

netw
ork

protocolparsers,ActiveX/CO
M

interfaces,file
parsers,APIs,and

w
eb

services.Students
w
illalso

be
introduced

to
new

m
ethods

by
w
hich

fuzzing
can

be
utilized

to
locate

security
flaw

s
not

typically
considered

detectable
by

fuzzing,including
N
-tierapplications.

O
n
the

second
day,students

w
illbe

exposed
to

the
internals

ofPeach
fora

developer’s
perspective.The

Peach
architecture

and
m
odule

interfaces
w
illbe

explained
in

greatdetailas
to

equip
students

w
ith

the
skills

necessary
to

extend
and

adaptPeach
to

theircustom
needs.

Students
w
illthen

develop
theirow

n
Peach

extensions
in

a
lab

environm
ent.
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Itis
day

1.You
are

charged
w
ith

securing
yourcom

pany.You
have

lim
ited

resources,m
anagem

ent
thatw

ants
to

see
progress

and
a
very

com
plex

problem
to

solve.Justw
here

do
you

begin?
W
hetheryou

are
starting

from
scratch,w

orking
w
ithin

an
existing

fram
ew

ork,orinvestigating
w
hatan

Inform
ation

Security
program

could
m
ean

foryourcom
pany,creating

a
com

prehensive
Inform

ation
Security

program
can

be
a
daunting

task.
•
How

do
you

breazk
dow

n
an

organization
into

m
eaningful,and

m
anageable,pieces?

•
W
here

do
you

concentrate
yourefforts

and
lim

ited
resources?

•
How

do
you

drilldow
n
into

the
detailw

ithoutleaving
gaps

elsew
here?

•
How

do
you

develop
audits

thatare
relevantand

provide
m
eaningfulinform

ation?
•
W
hich

ofthe
thousands

ofpolicies,guidelines,procedures,standards
and

controls
do

you
actually

need
and

how
do

you
getthe

em
ployees

to
acceptand

follow
them

?
•
How

do
you

decide
w
hich

counterm
easures

are
actually

relevantto
yourneeds

and
how

do
you

ensure
thatthey

m
esh

together?
•
How

do
you

m
anage

everything
once

itis
im

plem
ented?

•
And,perhaps

m
ostim

portantly,how
do

you
getthe

business
to

supportallofyourefforts
and

keep
thatsupportforongoing

and
future

initiatives?
This

course
aim

s
to

answ
erthese

questions
and

m
any

m
ore

by
providing

a
practical,step-by-step

approach
to

securing
an

entire
organization.
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Have
you

everfound
yourselfstaring

ata
vulnerability

advisory
w
ith

som
e
proof-of-concept

snippets
and

w
ished

the
authorhad

ratherattached
a
w
orking

exploitw
ith

it?
Have

you
w
ished

you
could

analyze
vulnerabilities

and
w
rite

yourow
n
exploits

forthem
?
Have

you
w
anted

to
debug

and
exploitcustom

builtapplications
and

binaries?
The

“ExploitLaboratory”,now
in

its
fifth

year,is
an

intense
hands-on

class
forthose

w
ishing

to
dive

into
vulnerability

analysis
and

exploitw
riting.The

“ExploitLaboratory”
starts

offw
ith

a
basic

insightinto
system

architecture,
process

execution,operating
system

s
and

errorconditions.The
class

then
quickly

accelerates
to

analyzing
vulnerabilities

w
ith

debuggers,reproducing
reliable

errorconditions
and

w
riting

w
orking

exploits
forthe

sam
e.

The
“ExploitLaboratory”

features
popularthird

party
applications

and
products

as
candidates

forvulnerability
analysis

and
exploitation,ratherthan

building
up

on
carefully

sim
ulated

lab
exercises.M

ostofthe
class

tim
e
is
spentw

orking
on

lab
exercises

and
exam

ples.
Lab

exam
ples

and
exercises

used
in

this
class

coverboth
the

U
nix

(Linux)and
M
icrosoft

W
indow

s
platform

s,illustrating
various

errorconditions
such

as
stack

overflow
s,heap

overflow
s

and
m
em

ory
overw

rites.The
latterpartofthe

class
focuses

on
topics

such
as

brow
ser

exploitation,PDF
exploitation

and
M
ac

O
S
X
exploitation.Allthis

is
delivered

in
a
dow

n-to-earth,
learn-by-exam

ple
m
ethodology,by

trainers
w
ho

have
been

teaching
advanced

topics
in

com
putersecurity

forover10
years.

This
class

is
updated

from
the

2009
edition,featuring

revised
contenton

heap
overflow

s,
abusing

exception
handlers

and
m
ore

hands-on
exam

ples
based

on
recentvulnerabilities.This

class
does

N
OT

require
know

ledge
ofassem

bly
language.A

few
concepts

and
a
sharp

m
ind

is
all

you
need.
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The
“ExploitLaboratory:Black

Belt”
is
a
new

and
advanced

class
continuing

from
w
here

The
“ExploitLaboratory”

leftoff.This
class

is
forthose

curious
to

dig
deeperinto

the
artand

craftof
softw

are
exploitation.The

“Black
Belt”

class
begins

w
ith

a
quick

overview
ofconcepts

covered
in

The
“ExploitLaboratory”,nam

ely
stack

overflow
s,abusing

exception
handlers,heap

overflow
s,

m
em

ory
overw

rites,and
othercore

concepts.The
class

then
m
oves

to
deepervulnerabilities

such
as

integeroverflow
s
and

form
atstring

bugs.W
e
shallthen

focus
on

topics
w
hich

involve
breaking

exploitprevention
techniques

like
non

executable
stack,DEP,ASLR,etc.The

“Black
Belt”

class
also

features
an

introduction
to

kernelexploitation,postexploitation
techniques

like
return

to
libc,advanced

heap
spraying,an

introduction
to

return
oriented

program
m
ing

and
an

introduction
to

unusualshellcode.
“The

ExploitLaboratory:Black
Belt”

requires
a
lotofhands

on
w
ork.Lab

exam
ples

used
in

this
class

coverU
nix

(Linux
and

M
ac

O
S
X)and

M
icrosoftW

indow
s
platform

s,featuring
popular

third
party

applications
and

products
instead

ofsim
ulated

lab
exercises.

As
w
ith

the
popular“ExploitLaboratory”,alltopics

are
delivered

in
a
dow

n-to-earth,learn-
by-exam

ple
m
ethodology.The

sam
e
trainers

w
ho

broughtyou
“The

ExploitLaboratory”
forover

fouryears
have

been
w
orking

hard
in

putting
togetheradvanced

m
aterialbased

on
past

feedback.
The

“ExploitLaboratory:Black
Belt”

is
notrecom

m
ended

forthose
w
ho

have
no

prior
experience

w
ith

w
riting

exploits,how
ever,you

m
ay

choose
to

com
bine

this
class

w
ith

The
Exploit

Laboratory
in

succession
overthe

course
of4

days.
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CadetEdition
is
an

introductory
course

fortechnicalpeople
w
ith

no
previous

experience
in

the
w
orld

ofhacking.The
course

w
illpresentyou

w
ith

background
inform

ation,technicalskills
and

basic
concepts

required
to

getyou
going.This

includes
som

e
coding

and
scripting,netw

orking
and

Internettechnologies,basic
m
ethodologies,essentialthinking

skills,tools
and

current
hacking

techniques.The
course

has
been

updated
to

accom
m
odate

the
latesttechnologies

and
trends.

CadetEdition
is
the

idealtraining
ground

to
prepare

you
forthe

HBN
Bootcam

p,furtherself-
study

orotherhacking
courses.
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Reality,Theory
and

Practice!This
course

is
the

“How
did

they
do

that?”
ofm

odern
hacking

attacks.From
startto

finish
w
e
w
illlead

you
through

the
fullcom

prom
ise

ofa
com

pany’s
IT

system
s,explaining

the
tools

and
technologies,butespecially

the
thinking,strategies

and
the

m
ethodologies

forevery
step

along
the

w
ay.“Hacking

By
N
um

bers—
Bootcam

p
Edition”

w
ill

give
you

a
com

plete
and

practicalw
indow

into
the

m
ethods

and
thinking

ofhackers.
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Hacking
By

N
um

bers“BlackO
ps

Edition”
is
yourfinalcourse

in
the

HBN
series

before
being

deployed
into

“Com
bat”.Here,you’llsharpen

yourskills
in

realscenarios
before

being
shipped

offto
battle.W

here
Bootcam

p
focuses

on
m
ethodology

and
Com

batfocuses
on

thinking,
BlackO

ps
covers

tools
and

techniques
to

brush
up

yourskills
on

data
exfiltration,privilege

escalation,pivoting,client-side
attacks

and
even

a
little

exploitw
riting.You’llalso

focus
on

practicalelem
ents

ofattacking
com

m
only

found
system

s.The
course

is
instructor-lead,w

ith
slides

and
structured

labs
thatguide

students
through

num
erous

scenarios.This
is
hands-on

hacking
m
ade

fun.
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Com
batEdition

is
ourprem

ierhackertraining
course.From

the
firsthour,to

the
finalm

inutes
students

are
placed

in
differentoffensive

scenarios
as

they
race

the
clock

to
breach

system
s.

U
sing

experienced
gained

from
thousands

ofassessm
ents

overthe
years,w

e
have

created
dozens

ofreal-life
lab

exercises
w
ho’s

solutions
lie

m
uch

m
ore

in
the

technique
and

an
out-of-

box
thoughtprocess

than
in

the
use

ofscripts
ortools.Each

exercise
is
designed

to
teach

a
specific

lesson
and

w
illbe

discussed
in

detailafterthey
are

com
pleted;how

everthere
are

no
lab

sheets
orlectures

as
this

course
is
non-stop

hacking.In
this

w
ay

you
learn

from
talented

SensePostinstructors,yourcolleagues
and

yourow
n
successes

and
failures.
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Hacking
By

N
um

bers“U
nplugged

Edition”
is
the

ultim
ate

W
i-Fihacking

course.W
ith

a
strong

focus
on

results
the

course
outlines

3
broad

offensive
scenarios

forW
i-Fihacking

and
then

presents
participants

w
ith

the
background

know
ledge,m

ethodologies,tools
and

thinking
skills

required
to

successfully
breach

security
in

each
ofthose

scenarios.
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Hacking
by

N
um

bers—
W
^
3
Edition

is
an

interm
ediate

w
eb

application
hacking

course
for

people
w
ith

som
e
experience

in
penetration

testing.
The

course
w
illprovide

a
refresherofHTTP

and
associated

technologies
before

com
m
encing

w
ith

som
e
m
ore

advanced
levelattacks

ranging
from

assessm
enttechniques

oftraditionalw
eb

applications
to

new
ertechnologies—

such
asAJAX,rich

clientm
edia

and
HTM

L
5.

As
w
ith

allcourses
in

the
Hacking

by
N
um

bers
range,the

W
^
3
course

is
a
hands-on,highly

practicalcourse
w
hich

intends
to

enable
students

to
understand

the
trade

and
notthe

trick.

H
a
c
k
in
g
a
n
d
S
e
c
u
rin
g
O
ra
c
le

//A
le
x
a
n
d
e
r
K
o
rn
b
ru
s
t
&
S
u
m
it
S
id
d
h
a
rth

The
tw

o-day
hands-on

course
w
illteach

the
audience

the
security

problem
s
related

to
O
racle

database.The
training

covers
a
variety

ofsecurity
problem

s
arising

from
flaw

s
such

as
insecure

design,insecure
features/packages,insecure

PL/SQ
L
code,patch

m
anagem

ent,w
eak

passw
ords

etc.The
second

day
w
illfocus

on
securing

and
hardening

databases
using

built-in
oracle

features
along

w
ith

a
num

berofexternally
available

scripts
and

tools.Im
plem

enting
auditing

solutions
w
illalso

be
a
partofthe

training.The
audience

w
illhave

access
to

an
infrastructure

w
ith

a
num

berofO
racle

com
ponents

deployed,and
they

w
illbe

encouraged
to

identify/exploit/patch
security

vulnerabilities
as

they
learn

them
.The

training
w
illprovide

softw
are

developers
understanding

ofw
riting

secure
PL/SQ

L
code,DBAs

the
understanding

ofthorough
auditing

of
the

database
and

penetration
testers

the
understanding

ofhow
to

break
the

unbreakable
O
racle.
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This
course

is
the

firstofits
kind

and
focuses

on
hardw

are
hacking

and
reverse

engineering
techniques

com
m
only

used
againsthardw

are
products.Itis

a
com

bination
oflecture

and
hands-

on
exercises,culm

inating
w
ith

students
attem

pting
to

defeatthe
security

ofa
custom

-designed
circuitboard.W

e’llguide
you

through
the

hardw
are

hacking
process,explore

basic
electronics,

experim
entw

ith
testequipm

ent,discuss
em

bedded
security,and

dive
into

tips
and

techniques
required

forsuccessfulcircuitm
odifications

and
hardw

are
hacking.A

m
ore

detailed
course

outline
can

be
found

on
G
rand

Idea
Studio’s

w
ebsite.
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The
need

forreverse
engineering

binary
softw

are
com

ponents
arises

in
m
ore

and
m
ore

contexts
every

day.Com
m
on

cases
include

analysis
ofm

alicious
softw

are
such

as
viruses,w

orm
s,Trojans

and
rootkits,analyzing

binary
drivers

in
orderto

develop
open

source
drivers

foralternate
platform

s,analyzing
closed

source
softw

are
forsecurity

flaw
s,and

source
code

recovery
in

legacy
system

s.The
firststep

in
such

an
analysis

is
generally

the
acquisition

ofa
high

quality
disassem

bly
ofthe

binary
com

ponent.IDA
Pro

is
touted

as
the

prem
ierdisassem

bleravailable
today.IDA

Pro
is
capable

ofdisassem
bling

m
achine

languages
fora

large
num

berof
m
icroprocessors

and
m
icrocontrollers

and
is
particularly

strong
w
hen

used
on

W
indow

s
and

Linux
executables.This

course
w
illcoveressentialbackground

m
aterialforeffective

reverse
engineering

before
diving

into
the

features
ofIDA

Pro
thatsetitapartfrom

otherdisassem
blers.
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As
the

sophistication
and

threats
caused

by
m
alicious

attacks
continue

to
increase,M

AN
DIAN

T
has

raised
the

barofeffective
detection,response,and

rem
ediation

by
introducing

theirIncident
Response

(IR)class.This
tw

o-day
SpecialEdition

class
has

been
specifically

designed
for

inform
ation

security
professionals

and
analysts

w
ho

respond
to

com
putersecurity

incidents.Itis
designed

as
an

operationalcourse,using
case

studies
and

hands-on
lab

exercises
to

ensure
attendees

are
gaining

experience
in

each
topic

area.Hands
on

exercises
and

labs
in

W
indow

s
Intrusion.
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fra
s
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c
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Attacktecs™
–Attack

Techniques
used

to
exploitnetw

ork
infrastructure,servers,databases

and
otherservices

w
ith

the
intentofstealing

ordestroying
intellectualproperty

and/orto
deny

users
and

clients
legitim

ate
access.Defentecs™

–Defense
Techniques

and
im

plem
entation

m
ethods

used
to

defend
againstthe

latestAttacktecs.
This

class
w
illcovera

w
ide

variety
ofthe

publicly-available
exploittools

and
how

they
can

be
used

specifically
againsta

Cisco
infrastructure.A

m
ajority

ofthe
class

tim
e
w
illbe

spentin
practicallabs.Therefore,a

certain
levelofCisco

expertise
w
illbe

expected.The
training

w
illalso

coverthe
possible

defenses
againstthese

attacks.
Students

w
illbe

using
2600

series
routers,and

2950T
sw

itches
fortheirlabs.The

lab
core

w
illconsistof3750s,2800s,and

servers
ofvarious

flavors.Students
w
illbe

required
to

bring

A
d
v
a
n
c
e
d
M
a
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a
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n
a
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M
any

m
alw

are
authors

take
deliberate

steps
to

thw
artthe

reverse
engineering

oftheirtools.
Students

w
illlearn

to
com

batsophisticated
m
alw

are
head-on

by
studying

its
anti-analysis

techniques.This
course

focuses
on

advanced
topic

areas
related

to
com

bating
m
alw

are
defense

m
echanism

s,and
as

such,a
practiced

and
robustm

alw
are

analysis
skillsetis

required.Before
learning

specific
m
alw

are
anti-analysis

techniques,students
w
illarm

them
selves

w
ith

criticalskills
by

learning
to

scriptIDA
Pro

and
various

debuggers
to

overcom
e
challenging

orrepetitive
tasks.Students

w
illlearn

detailed
inform

ation
about

defeating
packed

and
arm

ored
executable

and
be

challenged
to

defeatseveraldifficult
specim

ens
throughoutthe

course.M
alw

are
stealth

techniques
such

as
process

injection
and

rootkittechnology
w
illbe

introduced,and
tools

and
m
ethodologies

w
illbe

presented
to

aid
analysis

ofsuch
techniques.Hands

on
exercises,labs,and

instruction
are

allincorporated
into

the
course.
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Security
researchers

are
facing

a
grow

ing
problem

in
the

com
plexity

ofm
alicious

executables.
W
ith

an
ever-increasing

num
beroftools

thatm
alw

are
authors

use
to

com
press

and
obfuscate

executables,and
the

pressing
urgency

thatanalysts
often

face,itis
vitalforanalysts

to
know

the
bestm

ethods
to

rem
ove

protections
thatthey

have
neverseen

before.
U
npacking

is
the

process
ofrem

oving
the

com
pression

and
obfuscation

applied
by

a
“packer”

(or“protector”)to
a
com

piled
and

linked
binary.This

class
w
illfocus

on
teaching

attendees
the

steps
required

to
effectively

dealw
ith

both
know

n
and

previously
unknow

n
packing

techniques.
This

is
a
hands-on

course.Attendees
w
illw

ork
on

real-w
orld

m
alw

are
through

a
series

oflab
exercises

designed
to

build
theirexpertise

in
thw

arting
anti-debugging

and
anti-disassem

bling
techniques.
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Though
m
any

people
in

the
security

industry
do

forensics,very
few

do
m
em

ory
forensics.As

an
industry,w

e
have

overlooked
som

e
ofthe

m
ostim

portantdata
in

an
investigation.

Attackers
know

this.Forensic
analysts

can
no

longerrely
on

getting
allofthe

inform
ation

they
need

from
the

hard
drive.Since

there
are

m
any

exam
ples

ofm
alw

are
thatnevertouch

the
disk,drive

analysis
m
ay

lead
to

one
conclusion,w

hile
m
em

ory
analysis

can
lead

to
quite

another.Drive
analysis

also
takes

significantly
m
ore

tim
e
than

m
em

ory
analysis.

In
perform

ing
W
indow

s
m
em

ory
analysis,this

class
w
illfocus

on
the

use
offreew

are
and

open
source

tools
to

perform
advanced

m
em

ory
analysis.Students

w
illalso

be
taughtthe

concepts
necessary

to
extend

these
tools

orbuild
new

ones
w
here

the
existing

toolsetdoes
notm

eetallthe
needs

ofa
particularincident.
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This
course

teaches
advanced

scanning
techniques

by
using

a
real-w

orld
scenario

to
dem

onstrate
how

these
techniques

help
to

solve
problem

s
in

an
exam

ple
w
ork

environm
ent.

In
this

course
you

(oryou
and

yourteam
)w

illtake
on

the
role

ofa
brand

new
security

engineerfora
financialcom

pany.You
w
illbe

tasked
w
ith

configuring
and

auditing
a
system

to
be

used
w
ithin

yournetw
ork

environm
ent.The

system
,and

associated
applications,m

akes
up

the
environm

entused
to

m
anage

the
business.Currently,the

old
system

s
are

in
place

and
an

upgrade
is
planned.The

currentvulnerability
scanning

process
takes

overa
w
eek

to
com

plete
and

there
is
duplication

ofeffortand
a
know

n
false

positive
rate.Additionally,

breaches
have

occurred
on

the
netw

ork
and

yourcom
pany

is
in

jeopardy
ofbeing

fined
due

to
com

pliance
violations.The

vulnerability
m
anagem

entprocess
is
m
issing

vulnerabilities
that

w
ere

exploited
by

attackers.A
sam

ple
system

has
been

provided
foryou,thatexactly

m
irrors

w
hatw

illbe
used

in
production,rightdow

n
to

the
passw

ords
and

configuration.
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An
in

depth,hardcore
drilldow

n
into

advanced
W
indow

sVulnerability
Exploitation

techniques
from

O
ffensive

Security.
The

course
covers

topics
such

as
Egghunters,N

X
bypassing

Techniques,Function
Pointer

O
verw

rites,Heap
Spraying,Venetian

Shellcode
Encoding,W

indow
s
KernelExploitation

and
custom

shellcode
creation.

This
course

is
extrem

ely
hands-on

and
includes

a
lab

environm
ent,w

hich
is
geared

to
challenge

and
bring

the
m
ostoutofyou.The

case
studies

covered
include

vulnerabilities
discovered

by
ourresearch

team
,orexploits

w
ritten

by
us.
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There
are

fourtechnicalskills
required

by
security

researchers,softw
are

quality
assurance

engineers,ordevelopers
concerned

aboutsecurity:Source
code

auditing,fuzzing,reverse
engineering,and

exploitation.Allthese
skills

and
m
ore

are
covered.C/C+

+
code

has
been

plagued
by

security
errors

resulting
from

m
em

ory
corruption

fora
long

tim
e.Problem

atic
code

is
discussed

and
searched

forin
lectures

and
labs.W

eb
auditing

is
covered

using
W
ebG

oat.
Fuzzing

is
a
topic

book
authorDeM

ottknow
s
aboutw

ell.M
utation

file
fuzzing

and
fram

ew
ork

definition
construction

(Sulley
and

Peach)are
justsom

e
ofthe

lecture
and

lab
topics.W

hen
itcom

es
to

reversing
C/C+

+
(Java

and
others

are
briefly

discussed)IDA
pro

is
the

toolofchoice.Deep
usage

ofthis
toolis

covered
in

lecture
and

lab.Exploitation
discussions

and
labs

are
the

exciting
finalcom

ponent.You’llenjoy
exploiting

BSD
local

program
s
to

Vista
brow

sers
using

the
latesttechniques

in
Reverse

Engineering,Source
Code

Auditing,Fuzzing
and

Exploitation
Students

w
illw

alk
outofthis

class
know

ing
how

to
find

and
exploitbugs

in
softw

are.
This

is
usefulto

both
developers

and
hackers.The

exploitcom
ponentw

illteach
each

com
m
on

bug
type

including:stack
overflow

s,function
pointeroverw

rites,heap
overflow

s,off-by-ones,
FSEs,return

to
libc,integererrors,uninitialized

variable
attacks,heap

spraying,and
m
ore.

Shellcode
creation/pitfalls

and
othertips

and
tricks

w
illallbe

rolled
into

the
exciting,

finalcom
ponent.
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Com
e
take

the
officialSam

urai-W
TF

training
course

given
by

the
tw

o
founders

and
lead

developers
ofthe

project!You
w
illlearn

the
latestSam

urai-W
TF

open
source

tools
and

as
w
ellas

the
latesttechniques

to
perform

w
eb

application
penetration

tests.Aftera
quick

overview
ofpen

testing
m
ethodology,the

instructors
w
illlead

you
through

the
penetration

and
exploitation

ofvarious
w
eb

applications,including
clientside

attacks
using

flaw
s
w
ithin

the
application.Differentsets

ofopen
source

tools
w
illbe

used
on

each
w
eb

application,
allow

ing
you

to
learn

firsthand
the

pros
and

cons
ofeach

tool.Afteryou
have

gained
experience

w
ith

the
Sam

urai-W
TF

tools,you
w
illbe

challenged
w
ith

a
capture

the
flag

event.
This

finalchallenge
w
illgive

you
tim

e
to

practice
yournew

skills
atyourow

n
pace

and
experim

entw
ith

yourfavorite
new

tools.This
experience

w
illhelp

you
gain

the
confidence

and
know

ledge
necessary

to
perform

w
eb

application
assessm

ents
and

expose
you

to
the

w
ealth

offreely
available,open

source
tools.
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It’s
a
factthathackers

are
getting

sm
arterfasterthan

netw
ork

security
hardw

are
is
getting

better.To
effectively

defend
yourorganization

from
attacks,you

have
to

know
m
ore

than
just

how
to

configure
yourIPS

orIDS
-you

need
to

understand
the

artbehind
the

science.
This

course
provides

an
in-depth

look
atvulnerability

analysis,detection,and
prevention

from
a
netw

ork-based
IPS/IDS

standpoint.Itstarts
w
ith

how
vulnerabilities

becom
e

vulnerabilities,how
hackers

attack
them

,how
they

look
on

the
w
ire,and

ends
w
ith

how
to

w
rite

effective
signatures

and
filters

forattacks.M
ore

esoteric
topics

covered
in

this
course

(and
very

rarely
in

others)include
how

to
avoid

the
dreaded

False
Positive,how

to
estim

ate
perform

ance,how
to

preventdata
leakage,and

-perhaps
m
ostim

portantly
-the

techniques
hackers

use
to

evade
detection

by
IPS/IDSes,and

how
you

can
evade

the
evasions.
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Supervisory
controland

data
acquisition

(SCADA)system
s
are

som
e
ofthe

m
ostpoorly

understood,yetm
ostcriticalsystem

s
in

use
in

the
w
orld

today,and
w
hile

they
generally

rem
ain

unseen
are

responsible
forthe

sm
ooth

running
ofourdaily

routines—
from

the
m
om

entw
e
turn

on
a
tap

in
the

m
orning,to

turning
offthe

lights
atnight.This

tw
o-day

course
w
illprovide

a
prim

er,into
the

w
orld

ofsecuring
industrialcontrol,and

autom
ation

system
s
as

they
relate

to
the

num
erous

industries
w
here

they
are

m
ostprolific.
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This
LogicalSecurity

course
trains

students
in

allareas
ofthe

security
Com

m
on

Body
of

Know
ledge

(CBK).They
w
illlearn

aboutsecurity
policy

developm
ent,secure

softw
are

developm
entprocedures,netw

ork
vulnerabilities,attack

types
and

corresponding
counterm

easures,cryptography
concepts

and
theiruses,disasterrecovery

plans
and

procedures,risk
analysis,cruciallaw

s
and

regulations,forensics
basics,com

putercrim
e

investigation
procedures,physicalsecurity,and

m
uch,m

uch
m
ore.They

w
illexplore

the
contents

and
concepts

thatm
ake

up
the

diverse
dom

ains
and

learn
how

they
w
ork

together
to

provide
true

“in-depth”
defense.

The
CISSP

exam
is
rigorous,covering

ten
security

dom
ains

essentialforthe
protection

of
inform

ation
system

s,corporations
and

nationalinfrastructures.U
nderstanding

thatsecurity
is

an
enterprise

w
ide

problem
,these

dom
ains

provide
the

candidate
w
ith

a
broad

understanding
ofthe

technical,m
anagerialand

hum
an

factors
thatm

ustcoordinate
effectively

to
keep

inform
ation

and
system

s
secure.

U
sing

this
course,students

prepare
forthe

exam
,w

hile
atthe

sam
e
tim

e
obtaining

essentialsecurity
know

ledge
thatcan

be
im

m
ediately

used
to

im
prove

organizational
security.This

know
ledge

enhances
services

and
products,secures

business
functions

and
infrastructures,provides

betterim
plem

entation
processes,and

can
be

used
to

restructure
criticalprogram

s
and

procedures
to

help
keep

com
panies

up-to-date
on

today’s
business

and
security

strategies,technologies,and
bestpractices.
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The
IA2

CN
SS-4012

SeniorSystem
M
anager(SSM

)and
CN

SS-4015
System

Certifierdouble
certificate

course
is
specifically

designed
to

consolidate
allSSM

and
System

Certifier
know

ledge
requirem

ents
into

a
single,com

prehensive
curriculum

.This
course

provides
four

days
ofintense,highly

concentrated,non-technicalprofessionaltraining
necessary

to
achieve

the
in-depth

know
ledge,skills,and

abilities
needed

to
enforce

Inform
ation

Assurance
(IA)

requirem
ents,apply

Inform
ation

System
Security

(IN
FO

SEC)m
ethodologies

and
facilitate

certification
and

accreditation
(C&

A)activities.Additionally,this
course

addresses
professional

and
functionalrequirem

ents
necessary

forSystem
M
anagers

and
System

Certifiers
to

identify
specific

assurance
levels

and
evaluate

risk
im

pactthresholds
in

m
eeting

applicable
security

policies,standards
and

requirem
ents

to
ensure

thataccrediting
authorities

have
the

inform
ation

necessary
to

m
ake

an
objective

accreditation
determ

ination
based

on
an

acceptable
levelofrisk.

This
course

focuses
on

analyzing,evaluating,and
assessing,inform

ation
system

security
policies,processes

and
procedures

necessary
to

ensure
a
com

prehensive
m
ulti-disciplined

assessm
entoftechnicaland

non-technicalsecurity
features

and
associated

safeguards.
Specialem

phasis
is
placed

on
certification

requirem
ents

forfederalinterestinform
ation

system
as

w
ellas

identifying,im
plem

enting
and

integrating
m
anagem

entand
adm

inistrative
solutions

forsecuring
criticalinform

ation
infrastructures

and
establishing

standards
necessary

to
help

protectthe
confidentiality,m

aintain
the

integrity
and

ensure
the

availability
of

sensitive
data

and
criticalorganizationalcom

puting
resources.
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This
is
a
fully

certified
Com

m
ittee

on
N
ationalSystem

Security
(CN

SS)-4016
Risk

Analystcourse
thatprovides

fourdays
ofintense,highly

concentrated,non-technicalprofessionaltraining
necessary

to
achieve

the
fundam

entalknow
ledge,skills

and
abilities

needed
to

analyze,assess,
control,determ

ine,m
itigate

and
m
anage

risk
w
ithin

a
federalm

anagem
entand

acquisition
fram

ew
ork

orw
ithin

federalinterestcom
putersystem

s
thatstore,process,display

ortransm
it

classified
orsensitive

inform
ation

(e.g.Personally
Identifiable

Inform
ation

(PII),Electronically
Protected

Health
Inform

ation
(ePHI)/Individually

Identifiable
Health

Inform
ation

(IIHI),etc).
This

course
addresses

specific
know

ledge
factors

and
functionalrequirem

ents
established

for
Entry

and
Interm

ediate
LevelRisk

Analysts.Specific
focus

is
directed

on
identifying,

im
plem

enting
and

integrating
m
anagem

ent,acquisition
and

adm
inistrative

risk
m
ethodologies

forsecuring
criticaland

sensitive
inform

ation
infrastructures

and
establishing

standards
necessary

to
help

protectthe
confidentiality,m

aintain
the

integrity
and

ensure
the

availability
ofcriticalorganizationalcom

puting
resources.
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CyberN
etw

ork
Defense

is
a
criticaland

evolving
requirem

entfororganizations
large

and
sm

allin
the

21stcentury.There
are

a
num

berofcom
ponentcourses

available
forvarious

disciplines
in

the
realm

ofCN
D;how

ever,there
are

very
few

options
fora

CN
D
crash-course

bootcam
p
thatcovers

topics
relevantto

the
overarching

m
ission

ofdefending
the

hom
e

netw
ork.M

any
courses

teach
the

fundam
entals

ofincidentresponse
utilities,m

alw
are

analysis,and
reverse

engineering.In
practice,w

e
find

m
any

“detection”
tools

have
lim

ited
success

rates
and

can
be

quite
m
isleading—

from
basic

antivirus
to

highly
specialized

m
em

ory
and

hooking
analysis

tools.
This

course
w
illcoverthe

holistic
approach

to
CN

D,beginning
w
ith

intelligence
ingestion

and
easing

into
netw

ork
anom

aly
detection

and
advanced

netw
ork

forensics.Follow
ing

the
understanding

ofthe
netw

ork
layer,the

course
w
illintroduce

key
concepts

ofincident
analysis

by
providing

an
in-depth

introduction
into

incidentresponse
device

forensics
using

freely
available

and
com

m
ercially

licensed
tools

ofthe
trade.W

ith
incidentanalysis

and
netw

ork
forensics

undertheirbelts,students
w
illthen

im
m
erse

them
selves

in
nearly

a
fullday

ofstatic
and

dynam
ic
reverse

engineering
to

include
topics

like
m
anualunpacking

and
deobfuscation

ofcom
m
and

and
controlprotocols.To

round
outthe

training,students
w
illbe

given
a
shorttraining

in
incidentreporting

and
w
illlearn

how
to

presenttechnicalfindings
to

m
anagerialand

executive
levelpersonnelin

a
clearand

concise
m
anner.
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This
is
a
new

and
specialtraining

thatcovers
both

designing
and

attacking
secure

protocols.
Attendees

w
illlearn

the
fundam

entals
ofhow

to
design

a
secure

protocol,and
be

arm
ed

w
ith

the
know

ledge
ofhow

to
evaluate

the
security

ofand
discoverw

eaknesses
in

existing
protocols.

Attendees
w
illw

alk
aw

ay
w
ith

everything
they

need
to

interceptseveraltypes
ofsecure

com
m
unication.Attendees

w
illlearn

the
fundam

entals
ofhow

to
design

a
secure

protocol,
and

be
arm

ed
w
ith

the
know

ledge
ofhow

to
evaluate

the
security

ofand
discover

w
eaknesses

in
existing

protocols.
This

training
w
illalso

covertricks
forattacking

im
plem

entation
vulnerabilities

and
holes

in
the

glue
betw

een
differentprotocols,w

hich
can

allow
forthe

interception
ofdifferenttypes

ofsecure
traffic.

theirow
n
laptops

to
attach

to
the

labs
(w

ith
appropriate

caution).Students
m
usthave

a
w
orking

serialportand
term

inalem
ulator.This

class
w
illfocus

on
internalinfrastructure

vulnerabilities
and

w
illnotbe

covering
firew

alls,VPN
concentrators,orIPS

tools.
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Security
researchers

are
facing

a
grow

ing
problem

in
the

com
plexity

ofm
alicious

executables.W
hile

dynam
ic
black-box

autom
ation

tools
existto

discoverw
hatm

alw
are

w
illdo

on
a
given

execution,itis
often

im
portantforan

analystto
know

the
fullcapabilities

ofa
given

m
alw

are
sam

ple.W
hatportdoes

itlisten
on?

W
hatpassw

ord
does

itexpectforbackdoor
access?

W
hatfiles

w
illitw

rite
to?

W
hatw

illitdo
tom

orrow
thatitdidn’tdo

today?
This

class
w
illfocus

on
teaching

attendees
the

steps
required

to
understand

the
functionality

ofgiven
m
alw

are
sam

ples.This
is
a
hands-on

course.Attendees
w
illw

ork
on

real-w
orld

m
alw

are
through

a
series

oflab
exercises

designed
to

build
theirexpertise

in
understanding

the
analysis

process.
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This
tw

o-day
course

w
illtake

students
through

the
com

plete
process

offinding
and

exploiting
vulnerabilities

in
and

on
M
ac

O
S
X,highlighting

the
unique

aspects
ofthe

operating
system

that
vulnerability

researchers
m
ustbe

aw
are

of.Each
unitofthe

course
includes

lecture
and

lab
sessions

designed
to

give
students

the
background

they
need

and
then

the
opportunity

to
get

hands-on
experience

applying
those

techniques.
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Alm
ostevery

com
puterincidentinvolves

som
e
trojan,backdoor,virus,orrootkit.Incident

responders
m
ustbe

able
to

perform
rapid

analysis
on

the
m
alw

are
encountered

in
an

effortto
determ

ine
the

purpose
ofunknow

n
code.This

course
provides

a
rapid

introduction
to

the
tools

and
m
ethodologies

used
to

perform
m
alw

are
analysis

on
executables

found
on

W
indow

s
system

s.Students
w
illlearn

to
inferthe

functionality
ofa

program
by

analyzing
disassem

bly
and

by
w
atching

how
itchanges

a
system

as
itruns

in
a
debugger.They

w
illlearn

how
to

extract
investigative

leads
from

hostand
netw

ork-based
indicators

associated
w
ith

a
m
alicious

program
and

how
to

identify
specific

coding
constructs

in
disassem

bly.They
w
illbe

taughtaboutdynam
ic

analysis
and

the
W
indow

sAPIs
m
ostoften

used
by

m
alw

are
authors.Each

section
is
filled

w
ith

in
class

dem
onstrations,exercises

w
here

the
students

follow
along

w
ith

the
instructor,and

labs
w
ith

realm
alw

are
w
here

the
students

practice
w
hatthey

have
learned

on
theirow

n.

M
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b
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k
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The
course

is
intended

to
provide

a
betterunderstanding

ofthe
em

erging
trends

and
threats

in
the

m
obile

space.Students
w
illbe

introduced
to

m
ultiple

sm
artphone

technologies
and

developm
entenvironm

ents.They
w
illhave

opportunity
to

inspect/auditm
obile

apps,circum
vent

operating
system

s,leverage
m
obile

forensics
and

conduct/w
itness

netw
ork

based
attacks.
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So
w
hatexactly

IS
a
penetration

testand
how

do
you

define
a
qualified

penetration
tester?

These
questions

have
loom

ed
overthe

security
com

m
unity

form
any

years
w
ithoutconcrete

answ
ers,leading

to
often

sub-standard
engagem

ents
and

an
inability

to
differentiate

service
offerings

in
the

penetration-testing
field.The

N
ationalBoard

ofSecurity
Exam

iners
(N
BISE),

partnering
w
ith

the
U
K-based

CouncilforRegistered
EthicalSecurity

Testers
(CREST),is

offering
rigorous

and
technically

difficultexam
inations

and
certifications

forthe
penetration-testing

w
orkforce.The

goalofthese
certifications

is
to

provide
a
m
easure

ofassurance
thatcertified

individuals
are

operationally
capable

ofthorough
and

repeatable
penetration

tests.The
N
BISE

Board
Q
ualified

Security
Tester(BQ

ST)certification
is
targeted

atinterm
ediate-levelpenetration

testers.Even
given

its
interm

ediate
status,the

exam
is
unlike

any
certification

non-U.K.
penetration

testers
have

experienced
previously,leading

to
very

low
pass

rates
fornon-U.K.

applicants.Candidates
w
ho

have
taken

the
exam

have
testified

thatthe
process

is
challenging

and
sets

a
high

standard
forthose

w
ho

attem
ptit.

The
purpose

ofthis
course

is
to

prepare
participants

forboth
the

breadth
ofknow

ledge
required

and
the

uniquely
heavy

hands-on
focus

N
BISE

utilizes
forthe

BQ
ST

exam
.A

w
ide

range
oftopics

w
illbe

review
ed,from

softskills
to

exploitation
techniques

fornetw
ork

devices,
W
indow

s
and

U
nix

system
s
w
ith

a
large

num
berofassociated

practical,lab-based
scenarios.The

course
w
illchallenge

participants
w
ith

a
“firehose”

ofinform
ation

and
scenarios

conducted
undertim

e
pressure.As

such,this
course

is
notdesigned

forparticipants
w
ithoutexperience

and
previous

training
in

the
topic

areas.Itis
expected

thatthe
studenthave

a
fundam

ental
understanding

ofthe
m
aterialpresented

in
the

syllabus.This
course

w
illprim

arily
serve

to
review

foundation
know

ledge
and

provide
greaterunderstanding

ofeach
subject.Fifty

to
sixty

percent
ofthe

tim
e
spentin

this
course

w
illbe

in
hands-on

labs
and

practice
tests,w

hich
have

been
designed

to
em

ulate
conditions

a
penetration

testerw
illexperience

throughoutexam
ination

and
the

entire
penetration

testengagem
entlifecycle.

This
course

has
been

endorsed
by

N
BISE

and
m
eets

its
standards

oftraining
forthe

BQ
ST

exam
ination.Successfulcom

pletion
ofthe

course
w
illallow

participants
to

enterthe
exam

ination
w
ith

confidence
and

a
strong

foundation
forsuccess.M

ore
im

portantly,students
w
illhave

thorough
and

practicalbaseline
know

ledge
on

the
successfulexecution

ofnetw
ork

and
w
eb

application
penetration

tests.
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O
ne

ofthe
big

questions
w
e
getis

w
hy

O
ffensive

Counterm
easures

are
so

im
portant.W

ell,to
be

honest,you
w
illneed

itsom
eday.The

currentthreatlandscape
is
shifting.W

e
need

to
develop

new
strategies

to
defend

ourselves.Even
m
ore

im
portantly,w

e
need

to
betterunderstand

w
ho

is
attacking

us
and

w
hy.Som

e
ofthe

things
w
e
talk

aboutyou
m
ay

im
plem

entim
m
ediately,others

m
ay

take
you

a
w
hile

to
im

plem
ent.Eitherw

ay,considerw
hatw

e
discuss

as
a
collection

oftools
atyourdisposalw

hen
you

need
them

to
annoy

attackers,attribute
w
ho

is
attacking

you
and,

finally,attack
the

attackers.
M
ore

to
the

point,the
old

strategies
ofsecurity

have
failed

us
and

w
illcontinue

to
failus

unless
w
e
startbecom

ing
m
ore

offensive
in

ourdefensive
tactics.

P
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This
is
an

intensive,hands-on
Security

class
by

the
creators

ofBacktrack
especially

designed
for

delivery
in

BlackHatTrainings.“Pentesting
w
ith

BackTrack”
is
designed

fornetw
ork

adm
inistrators

and
security

professionals
w
ho

need
to

getacquainted
w
ith

the
w
orld

of
O
ffensive

Security.The
course

introduces
the

latesthacking
tools

and
techniques

using
the

w
orld

renow
ned

BackTrack
5.

A
experienced

and
seasoned

team
ofSecurity

Professionalsw
illhelp

you
take

yourskillsa
few

stepsfurther.“Com
m
on”

hacking
techniquesare

revisited
from

a
professionaland

practical
approach

fora
betterand

m
ore

efficientpentest.The
course

isheavily
laced

w
ith

the
“do

it
yourself”

approach,and
w
illexpose

you
to

the
raw

underlying
m
echanism

softhe
variousattack

vectors.
W
e
keep

ourclasses
sm

allto
m
axim

ize
each

students
learning

potential.This
also

gives
the

instructors
the

ability
to

spend
m
ore

tim
e
w
ith

each
student.

Are
you

up
the

challenge?
Are

you
ready

to
Try

Harder?

P
e
n
te
s
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g
w
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e
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a
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The
objectofthe

course
is
to

coverm
any

ofthe
tasks

thatneed
to

be
perform

ed
during

a
penetration

assessm
entas

w
ellas

to
im

prove
existing

tools
and

build
new

tools
as

needed.
This

course
w
illhelp

to
stream

line
m
uch

ofthe
tedious

aspects
ofpentesting.W

e
w
illuse

Perlto
getthe

job
done

quickly
and

effectively.The
goalofthe

course
is
to

help
everyone

to
autom

ate
m
any

ofthe
tasks

they
are

perform
ing

m
anually,so

thatthey
can

focus
on

m
ore

com
plex

issues.The
ability

to
autom

ate
tasks

is
criticalto

being
a
successfulpenetration

tester.
W
e
need

to
be

spending
tim

e
on

the
m
ostcom

plex
issues

thatcannotbe
tested

through
the

use
ofautom

ated
tools!
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Physicalsecurity
is
an

oft-overlooked
com

ponentofdata
and

system
security

in
the

technology
w
orld.W

hile
frequently

forgotten,itis
no

less
criticalthan

tim
ely

patches,appropriate
passw

ord
policies,and

properuserperm
issions.You

can
have

the
m
osthardened

servers
and

netw
ork

but
thatdoesn’tm

ake
the

slightestdifference
ifsom

eone
can

gain
directaccess

to
a
keyboard

or,
w
orse

yet,m
arch

yourhardw
are

rightoutthe
door.Those

w
ho

attend
this

session
w
illleave

w
ith

a
fullaw

areness
ofhow

to
bestprotectbuildings

and
grounds

from
unauthorized

access,as
w
ell

as
how

to
com

prom
ise

m
ostexisting

physicalsecurity
in

orderto
gain

access
them

selves.
Attendees

w
illnotonly

learn
how

to
distinguish

good
locks

and
access

controlfrom
poorones,

butw
illalso

becom
e
w
ell-versed

in
picking

and
bypassing

m
any

ofthe
m
ostcom

m
on

locks
used

in
N
orth

Am
erica

in
orderto

assess
theirow

n
com

pany’s
security

posture
orto

augm
enttheir

careeras
a
penetration

tester.
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This
course

is
geared

specifically
tow

ards
individuals

w
ho

already
have

a
solid

foundation
of

know
ledge

in
the

field
ofphysicalpenetration.Those

w
ith

an
established

understanding
ofthe

m
echanics

oflocks
and

the
basic

w
ays

in
w
hich

they
can

be
com

prom
ised

(lockpicking,
shim

m
ing,bypassing,decoding,bum

ping,etc)can
learn

highly
advanced

and
specialized

techniques
in

this
course.Topics

thatcannotbe
covered

in
a
sim

ple
introduction

w
illbe

dem
onstrated

and
perfected

overtw
o
fulldays

ofin-depth
instruction.Im

pressioning
fully-

functioning
keys

forunknow
n
locks,m

anipulating
the

dials
ofsafes,and

advanced
lockpicking

and
lock

bum
ping

techniques
w
illbe

covered
in

greatdetail.
NO

TE:due
to

the
sensitive

nature
ofthe

m
aterialin

thisprogram
(m

ostparticularly
safe-cracking)

entry
into

thiscourse
isrestricted

to
Law

Enforcem
entO

fficers,Governm
entPersonnel,and

Properly-Credentialed
Established

Security
Professionalsonly.Iftaking

thiscourse,you
m

ust
registerutilizing

a
dom

ain
nam

e
thatcan

verify
yourplace

ofem
ploym

ent.

R
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Finally!This
is
the

course
on

Inform
ation

Security
you’ve

been
searching

for!“RealW
orld

Security:Attack,Defend,&
Repel”

is
a
com

plete
2
day

sim
ulation

thatw
illnotonly

testyour
existing

skills,butprovide
you

w
ith

a
reallife

scenario
w
here

you
can

learn
valuable

new
skills.

W
hetheryou

w
ork

in
incidentresponse,active

detection
and

defense,security
evaluations,or

penetration
testing;this

course
w
illgive

you
thatincredibly

rare
opportunity

to
putitallto

the
test,and

learn
BOTH

sides
ofthe

house.Team
Fortress

2
m
eets

hackertraining.
“RealW

orld
Security:Attack,Defend,&

Repel”
attem

pts
to

challenge
and

m
otivate

inform
ation

security
professionals

to
hone

the
know

ledge
and

skills
they

already
have,and

also
to

learn
“the

otherside”,as
w
ell.The

class
w
illbe

splitinto
tw

o
halves,attackers

and
defenders.

O
n
the

second
day,those

tw
o
team

s
w
illtrade

sides,allow
ing

every
studentthe

opportunity
to

learn
both

sides
and

w
ork

w
ith

allinstructors.
The

scenarios
and

exercises
are

instructorchosen
and

lead,and
w
illescalate

in
tiers

ofdifficulty
as

the
course

progresses.W
hatm

ay
begin

as
a
sim

ple
defense

w
illevolve

into
som

ething
m
ore

com
plicated,based

on
the

scenario.
As

is
true

in
the

realw
orld,you’llbe

forced
to

do
your“job”

underthe
restrictions

ofyour
com

pany
“Boss”.Yourboss

w
illassign

you
a
specific

goalthatyou
need

to
achieve

by
the

end
of

the
4th

scenario.You’llgatherm
ore

inform
ation

aboutthe
target,and

yourow
n
com

pany,as
you

m
ove

through
each

scenario.In
som

e
cases,you

m
ay

be
lucky

enough
to

find
new

tools
to

add
to

yourarsenalas
you

w
ork

through
each

scenario.
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Every
security

professionalknow
s
the

basics
ofencryption,butdo

they
really

know
how

it
w
orks?

The
factis

thatw
e
often

look
atcryptographic

prim
itives

as
m
ysticalblack

boxes.This
is

som
etim

es
advantageous

butcan
also

lead
to

m
isunderstandings

and
m
istakes.Forexam

ple,a
deep

understanding
ofhow

cryptosystem
s
are

builtand
broken

m
akes

itclearw
hy

itis
so

im
portantto

use
only

standardized
schem

es.Sim
ilarly,in

orderto
properly

determ
ine

w
hatkey

lengths
m
ustbe

used
forpublic-key

encryption,digitalsignatures,and
key

exchange,w
e
need

to
know

w
hatthe

bestalgorithm
s
are

forattacking
these

schem
es

and
how

they
w
ork.

Furtherm
ore,w

e
need

to
look

atthe
history

and
developm

entofthese
attacks

in
orderto

m
ake

safe
predictions

forthe
com

ing
decade.Finally,m

any
cryptosystem

s
are

broken
due

to
im

plem
entations

thatseem
robustbutactually

leave
the

doorw
ide

open
to

attack.W
ithoutan

understanding
ofthese

often
surprising

and
elegantattacks,itis

alm
ostim

possible
to

im
plem

ent
crypto

properly.
In

this
one-day

intensive
course,w

e
w
illfocus

on
the

RSA
cryptosystem

in
greatdepth.

Participants
w
illgain

a
thorough

understanding
ofhow

the
RSA

cryptosystem
w
orks

and
the

m
ain

algorithm
ic
issues

thatarise
w
hen

im
plem

enting
it.In

addition,w
e
w
illstudy

attacks
on

RSA
w
ith

a
focus

on
the

lessons
learned

from
these

attacks.W
e
conclude

w
ith

a
session

on
choosing

key-lengths
forRSA-based

cryptosystem
s,based

on
a
com

prehensive
understanding

of
the

issues
involved.

In
addition

to
frontallectures,this

one-day
course

includes
interactive

exercise
sessions

in
orderto

ensure
a
good

understanding
ofthe

m
aterialstudied.

This
course

is
essentialto

developers
w
ho

need
to

understand
cryptographic

prim
itives

in
depth

in
orderto

properly
use

them
and

also
to

security
professionals

w
ho

need
to

m
ake

truly
inform

ed
decisions

aboutw
hatproducts

to
use

and
w
hy.
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Have
you

everw
ondered

w
hetheryourbusiness-criticalSAP

im
plem

entation
w
as

secure?
Do

you
know

how
to

check
it?

Have
you

im
agined

w
hich

could
be

the
im

pactofan
attack

to
yourcore

business
platform

?
Do

you
know

how
to

preventit?
This

training
is
the

answ
erto

these
questions.

Form
any

years,SAP
security

has
been

a
synonym

of“segregation
ofduties”

or“securing
roles

and
profiles”.W

hile
this

kind
ofsecurity

is
m
andatory

and
ofabsolute

im
portance,there

are
m
any

threats
thathave

been
so

faroverlooked
and

are
even

m
ore

dangerous,such
as

the
possibility

oftaking
rem

ote
controlofthe

entire
SAP

landscape
w
ithouthaving

any
userin

any
system

.
This

training
w
illhelp

you
to

fillthis
know

ledge
gap,allow

ing
you

to
understand

the
involved

threats
and

risks
and

how
to

m
itigate

them
.You

w
illreview

the
w
hole

picture,from
the

security
ofthe

Environm
entand

the
SAP

application-levelgatew
ays

(SAProuter,W
ebdispatcher),

through
the

assessm
entand

hardening
ofthe

O
perating

System
s
and

Databases
and

their
interaction

w
ith

the
SAP

system
s
up

to
the

security
ofthe

SAP
Application

Layer:Authentication,
U
sersecurity,Passw

ord
Policies,Authorization

subsystem
,Interface

Security,W
eb

applications
Security,Backdoors,ABAP

(in)security,Auditing,M
onitoring

and
m
ore!

The
training

is
organized

w
ith

m
any

hands-on
exercises,w

hich
w
illhelp

you
grasp

practical
know

ledge
quickly.You

w
illlearn

how
to

assess
the

security
ofan

SAP
im

plem
entation

and
then

secure
the

criticalsecurity
gaps

you
discovered.You

w
illbe

able
to

learn
how

to
use

different
SAP

security
tools,as

w
ellas

Bizploit,the
firstopensource

ERP
Penetration

Testing
fram

ew
ork,

developed
by

the
instructor.

The
training

also
provides

a
quick

introduction
to

basic
SAP

concepts,w
hich

allow
s
non-SAP

security
professionals

to
follow

the
course

sm
oothly.
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So
you

have
found

a
vulnerable

target.You
throw

yourexploitatitw
ith

its
defaultshellcode.You

sitthere
w
ith

high
hopes

ofcom
prom

ising
the

system
,butyou

don’tgeta
shell.So

w
hat

happened?
There

is
a
good

chance
the

victim
m
achine

failed
to

connectback
to

you
w
ith

the
pre-packaged

shellcode.W
ouldn’titbe

greatifyou
could

w
rite

yourow
n
shellcode

to
bypass

security
controls

such
as

firew
alls

and
authenticated

proxies
to

increase
yourexploitation
success

rate!
W
ellnow

you
can!

You
w
illbe

provided
w
ith

a
“Virtual

Shellcode
Developm

entEnvironm
ent”

thatis
designed

to
enable

shellcode
developm

entacross
m
ultiple

platform
s.Students

w
illlearn

how
to

w
rite

shellcode
forLinux,M

ac
64-bitO

SX
and

W
indow

s.The
developm

entofthe
shellcode

is
presented

using
easy

to
learn

techniques.
Starting

offw
ith

an
introduction

to
differentshellcoding

techniques
on

each
platform

,an
introduction

to
basic

m
em

ory
m
anagem

entand
assem

bly,follow
ed

by
creating

sim
ple

shellcode
to

w
rite

to
stdoutand

callfunctions.
Thisgivesstudentsa

base
understanding

and
practicalexperience

to
develop

sim
ple

shellcode.The
com

plexity
isthen

increased
to

m
ore

usefulshellcode
such

ascom
m
and

execution,dynam
icW

indow
sshellcode,setting

up
backdoorlistenersusing

sockets,shellcode
netw

orking
to

rem
otely

gain
a
com

m
and

shell,and
egg

huntershellcode
to

search
through

m
em

ory
forourpayload.Allofthisisdone

w
hilstholding

yourhand
so

thatyou
don’tm

issa
beat.Studentsw

illalso
learn

aboutstaged-loading
shellcode

to
bypasssecurity

controlssuch
as

firew
allsand

authenticated
proxies,and

kernellevelshellcode
to

perform
privilege

escalation.
Students

are
taughthow

to
encode

theirshellcode
using

the
M
etasploitExploit

Fram
ew

ork
(M

SF),and
insertitinto

exploits
thatw

illbe
used

to
show

thattheirshellcode
w
as

successfully
executed.They

w
illlearn

how
to

use
M
SF

to
generate

shellcode
fora

variety
ofplatform

s,as
w
ellas

how
to

integrate
theirshellcode

into
M
SF

so
thatitis

available
to

all
M
etasploitexploits.
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Every
security

professionalknow
s
the

basics
ofencryption,butdoes

everyone
really

understand
w
hata

block
cipherforexam

ple
is
supposed

to
achieve?

The
factis

thatw
e
often

look
atcryptographic

prim
itives

as
m
ysticalblack

boxes.This
is
som

etim
es

advantageous
but

can
also

lead
to

m
isunderstandings

and
m
istakes.Forexam

ple,a
deep

understanding
ofhow

block
ciphers

w
ork

and
how

sophisticated
attacks

(like
differentialand

linearcryptanalysis)
are

carried
outm

akes
itclearw

hy
itis

so
im

portantto
only

use
standardized

ciphers
like

3DES
and

AES
and

w
hy

m
odes

ofencryption
are

so
essential.Such

an
understanding

also
clarifies

the
ram

ifications
ofthe

choice
ofkey-length

and
block

size
in

a
block

cipher,and
the

outputlength
ofa

hash
function.Finally,m

any
cryptosystem

s
are

broken
due

to
im

plem
entations

thatseem
robustbutactually

leave
the

doorw
ide

open
to

attack.W
ithout

an
understanding

ofhow
these

prim
itives

really
w
ork,itis

alm
ostim

possible
to

im
plem

ent
crypto

properly.
In

this
course,participants

w
illgain

an
in-depth

understanding
ofhow

sym
m
etric

cryptographic
prim

itives
are

constructed
and

broken,w
ith

a
focus

on
block

ciphers
and

cryptographic
hash

functions.W
e
w
illstudy

the
m
ain

construction
paradigm

s
as

w
ellas

basic
cryptanalytic

attacks
on

these
prim

itives.The
course

also
covers

im
portantadvanced

cryptanalytic
attacks

like
differentialand

linearcryptanalysis,w
ith

a
focus

on
how

to
apply

them
.Finally,w

e
w
illstudy

popularconstructions
like

the
DES

and
AES

ciphers,and
the

SHA
fam

ily
ofhash

functions.
In

addition
to

frontallectures,the
course

includes
m
ultiple

interactive
and

exercise
sessions

w
here

participants
w
illbe

challenged
to

apply
the

m
ateriallearned

to
new

problem
s.

This
course

is
essentialto

developers
w
ho

need
to

understand
cryptographic

prim
itives

in
depth

in
orderto

properly
use

them
and

also
to

security
professionals

w
ho

need
to

m
ake

truly
inform

ed
decisions

aboutw
hatproducts

to
use

and
w
hy.

T
a
c
tic
a
l
E
x
p
lo
ita
tio
n

//V
a
l
S
m
ith

Penetration
testing

often
focuseson

individualvulnerabilitiesand
services,butthe

quickest
w
aysto

exploitare
often

handson
and

brute
force.Thistw

o-day
course

introducesa
tactical

approach
thatdoesnotrely

on
exploiting

know
n
vulnerabilities.Using

a
com

bination
ofnew

toolsand
lesser-know

n
techniques,attendeesw

illlearn
how

hackerscom
prom

ise
system

s
w
ithoutdepending

on
standard

exploits.The
classalternatesbetw

een
lecturesand

hands-on
testing,providing

attendeesw
ith

an
opportunity

to
try

the
techniquesdiscussed.A

virtualtarget
netw

ork
w
illbe

provided,along
w
ith

allofthe
softw

are
needed

to
participate

in
the

labs.
In

the
firsthalfofthe

course,attendees
w
illinvestigate

a
w
ide

variety
ofinform

ation
gathering

and
footprinting

techniques,m
any

ofw
hich

are
criticalto

a
successfulpenetration

test.The
M
etasploitFram

ew
ork

w
illbe

used
as

a
developm

entplatform
forbuilding

custom
discovery

tools.
In

the
second

halfofthe
course,the

focus
w
illshiftfrom

inform
ation

discovery
to

inform
ation

exploitation.Attendees
w
illlearn

how
to

com
prom

ise
com

m
on

operating
system

s,and
once

in,how
to

gain
access

to
the

restofthe
netw

ork.
This

course
is
w
ell-suited

to
penetration

testers
ofany

skillleveland
allsecurity

professionals
w
ho

have
a
basic

grasp
ofnetw

orking
and

softw
are

exploits.This
course

differs
from

a
typicalethicalhacking

program
in

thatthe
focus

is
on

techniques
thatare

notaffected
by

patch
levels.A

portion
ofthe

class
w
illbe

dedicated
to

building
new

tools,on
the

fly,to
solve

the
challenges

posed
by

a
difficultpenetration

test.

T
a
m
p
e
rin
g
w
ith

S
e
c
u
rity

S
e
a
ls

//T
h
e
C
O
R
E
G
ro
u
p

Tam
per-ResistantTags

and
Security

Seals
are

used
w
idely

around
the

w
orld

in
applications

involving
w
arranty

coverage
and

repair,public
utility

m
etering,and

cargo
shipm

entintegrity.
These

devices
are

an
integralpartofournation’s

Custom
s
and

BorderControlenforcem
ent

and
they

are
used

in
the

protection
and

transportation
ofhazardous

chem
icals

and
even

nuclearm
aterials.Yet,foralltheirprevalence,m

ostofthese
tags

and
seals

are
horribly

w
eak

and
vulnerable

to
com

prom
ise.This

training
course

w
illdiscuss

in-depth
the

w
ays

in
w
hich

m
any

such
products

function,and
students

w
illperform

hands-on
attacks

againstthe
bulk

of
tam

per-resistantdevices
on

the
m
arkettoday.Be

prepared
fortw

o
days

ofdeep
know

ledge
and

rolled-up
sleeves…

as
allstudentstations

com
e
equipped

w
ith

heatguns,solvent
chem

icals,and
a
w
ide

range
oftools

and
trickery.
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Is
yournetw

ork
safe

from
intruders?

Do
you

know
how

to
find

out?
Do

you
know

w
hatto

do
w
hen

you
learn

the
truth?

Ifyou
need

answ
ers

to
these

questions,TCP/IP
W
eapons

School3.0
(TW

S3)is
the

Black
Hatcourse

foryou.This
vendor-neutral,open

source
softw

are-friendly,
reality-driven

tw
o-day

eventw
illteach

students
the

investigative
m
indsetnotfound

in
classes

thatfocus
solely

on
tools.TW

S3
is
hands-on,lab-centric,and

grounded
in

the
lateststrategies

and
tactics

thatw
ork

againstadversaries
like

organized
crim

inals,opportunistic
intruders,and

advanced
persistentthreats.
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Foundstone
created

the
ultim

ate
in
“Hands

O
n”

security
training.Designed

to
arm

security
pros

w
ith

the
skills

to
keep

hackers
atbay,U

ltim
ate

Hacking:Black
HatEdition

is
an

action-
packed

tw
o-day

intensive
class

covering
the

latestm
ethodologies,tools,and

techniques
necessary

to
assess

and
secure

yourconnected
environm

ent.This
special“Black

Hat”
edition

is
a
derivative

ofthe
longerU

ltim
ate

Hacking
class

thatis
taughtto

the
generalpublic,the

m
ilitary,and

m
any

governm
entagencies.Foundstone

has
taken

the
bestcontentfrom

U
ltim

ate
Hacking

and
created

a
shorter,accelerated

version
forBlack

Hat.
U
ltim

ate
Hacking:Black

HatEdition
begins

from
a
“zero-know

ledge”
perspective.Start

by
profiling

yourtarget,then
learn

how
to

identify
and

exploitw
ell-know

n
and

obscure
vulnerabilities

in
the

m
ostpopularoperating

system
s
including

W
indow

s
and

m
ultiple

U
nix

flavors.
Butdon’tjustlisten

to
us—

putyourskills
to

use
and

learn
by

doing.Foundstone
challenges

you
w
ith

countless
hands-on

exercises
to

dem
onstrate

yourexpertise
as

you
race

otherstudents
to

achieve
the

ultim
ate

goal…
getting

root.
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M
ission-criticaldata,secrets

and
othercom

pany
inform

ation
transm

itted
into

the
aircause

hackers
everyw

here
to

rejoice!
W
ireless

netw
orks

bring
unique

challenges
to

those
tasked

w
ith

theirdefense.How
confidentare

you
thatyourw

ireless
infrastructure

can
w
ithstand

the
latestattacks

by
the

w
orld’s

cleveresthackers?
Do

vendors’claim
s
tellthe

w
hole

story?
W
here

is
yourAchilles

heel?
Beyond

the
authorized

w
ireless

infrastructure
you

know
exists

in
yourorganization,

w
hataboutthe

w
ireless

netw
orks

thataren’tsupposed
to

be
there?

Do
you

know
w
hen

an
onsite

vendororconsulting
com

pany
tucked

aw
ay

in
a
forgotten

conference
room

plugs
in

theirm
obile

access
point?

W
hataboutthattem

porary
access

pointin
a
Q
A
lab

thatis
stillthere

m
onths

later?
W
hat

aboutthe
w
ireless

clients
them

selves?
Laptops,sm

artphones,printers,VoIP
phones,HVAC

system
s,and

even
the

rem
ote

controls
in

yourexecutive
board

room
s
are

allusing
w
ireless

technologies.O
rganizations

m
ay

have
a
secured

w
ireless

infrastructure
butfind

them
selves

in
trouble

w
hen

these
untam

ed
devices

are
coaxed

into
connecting

to
a
cleverhackers

fake
access

point.U
ntam

ed
devices

thatare
jacked

into
yourcom

panies
ethernetseeking

essids
like

“linksys”
are

creating
a
bridge

forattackers
to

getonto
yourinternalnetw

ork.
Foundstone’s

internationally
renow

ned,“U
ltim

ate
Hacking:Hands

O
n”

series
goes

w
ireless

to
help

you
see

yourw
ireless

netw
orks

the
w
ay

hackers
see

them
.Learn

the
tools,

techniques
and

m
ethods

attackers
use

againstyou
in

orderto
develop

an
effective

defense
againsttheirincreasingly

sophisticated
onslaught.Know

ledge
is
pow

erand
you

do
notw

ant
the

hackers
to

know
m
ore

aboutyourw
ireless

netw
orks

than
you

do…
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The
costand

efficiency
benefits

to
virtualization

and
cloud

com
puting

have
driven

m
any

organizations
to

dram
atically

consolidate
physicalinfrastructure,greatly

reducing
the

com
plexity

ofprovisioning
IT
resources

and
inventory

in
a
heterogeneous

IT
environm

ent.As
m
ore

infrastructure
and

storage
are

virtualized,firstresponders
w
illbe

increasingly
tasked

w
ith

recovering,restoring,and
analyzing

evidence
thatm

ay
notbe

found
using

traditional
m
eans.This

course
is
intended

forinform
ation

security
personnelw

ho
are

responsible
for

handling
incidents

involving
virtualinfrastructure,cloud

service
providers,ordesktop

virtualization
platform

s.
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O
ur“W

eb
Application

Hacker’s
Handbook”

is
stillthe

m
ostdeep

and
com

prehensive
general

purpose
guide

to
hacking

w
eb

applications
thatis

currently
available.Butnotforlong,

because
the

2nd
Edition

is
justaround

the
corner.

So
ifyou’re

a
fan

ofthe
originalw

antto
try

yourhand
exploiting

everything
in

it,you’ve
com

e
to

the
rightplace.Butthis

yearyou’re
in

luck:w
ith

the
2nd

Edition
nearing

publication,
w
e’re

putting
outa

one-offpreview
class

and
you

w
illgetthe

chance
to

learn
from

the
authors

(and
hack)w

hatw
e’ve

putin,before
ithits

the
printers!

Did
w
e
m
ention

Burp
Suite?

Ifyou
w
antto

learn
from

the
authorofBurp,you’re

in
luck

again…
W
e
have

run
courses

forover5
years

atBlack
Hat,and

w
e
know

w
hatyou

w
ant.This

structured
course

is
balanced

at120
slides

w
ith

num
erous

opportunities
to

w
atch

instructor-
led

dem
os,w

hilsthacking
ourlibrary

ofover150
lab

exercises,spanning
.N
et,J2EE,PHP

and
finishing

w
ith

a
“Capture

the
Flag”

contest.
In

ourlabs,no
question

is
leftunansw

ered
(orunasked)!
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Finally,the
long

aw
aited

successorto
N
G
S’s

hugely
popularW

eb
Application

(In)Security
Course

is
com

ing
to

BlackHatVegas
this

year!The
course

has
been

com
pletely

updated
w
ith

new
and

challenging
labs,dem

os
and

m
aterialw

hich
coverboth

the
fundam

entals
ofw

eb
application

assessm
entand

as
w
ellas

key
w
eb

technologies
such

as
Ruby

on
Rails,Flex

Rem
oting,SilverlightW

CF,Java
ServerFaces,HTM

L5
and

N
oSQ

L.
This

is
a
cutting-edge,hands-on

course
aim

ed
athackers

w
ho

w
antto

exploitw
eb

applications,and
developers

w
ho

w
antto

know
how

to
defend

them
.The

course
covers

the
entire

process
ofhacking

a
w
eb

application,from
initialm

apping
and

analysis,probing
for

com
m
on

vulnerabilities,through
to

advanced
exploitation

techniques.
This

year,the
course

contains
m
ore

than
300

brand
new

lab
exam

ples,containing
virtually

every
vulnerability

thathas
everbeen

found
in

w
eb

applications.Even
the

m
ost

capable
hackers

w
illbe

challenged
and

find
plenty

to
take

aw
ay.W

e
w
illalso

dem
onstrate

the
very

latesthacking
techniques

developed
overthe

pastyear.
The

course
concludes

w
ith

a
catch-the-flag

contest,w
here

participants
try

outtheirskills
againsta

series
ofchallenging

scenarios,w
ith

prizes
forw

inners.Attendees
are

expected
to

be
fam

iliarw
ith

core
w
eb

technologies
like

HTTP
and

JavaScript.
A
terrific

resource
forthis

course
is
the

book
“The

W
eb

Application
Hacker’s

Handbook:
Discovering

and
Exploiting

Security
Flaw

s”
by

Dafydd
Stuttard

and
M
arcus

Pinto.The
book

is
available

forpurchase
from

Am
azon.com

and
provides

pertinentand
relevantinform

ation
directly

related
to

the
course.
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The
W
eb

Security
course

gives
a
360-degree

overview
ofw

eb
application

security,w
ith

in-
depth

treatm
entofseveralsignificanttopics

such
as

userauthentication,brow
sersecurity,

business
logic,data

handling,and
distributed

threats.Forevery
area

presented
w
e
cover

m
otivating

attacks,defense
m
echanism

s,and
security

tools
and

techniques.Throughoutthe
course,w

e
balance

cutting-edge
research

results
w
ith

practicalskilldevelopm
ent.

The
goalofthe

course
is
to

teach
m
odern

w
eb

application
security

to
IT
professionals

w
ho

have
som

e
priorunderstanding

ofw
eb

technologies
(e.g.HTM

L,CSS,JavaScript),and
to

give
IT
decision-m

akers
the

tools
necessary

to
evaluate

and
navigate

this
com

plex
landscape.
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In
this

live
incidentresponse

and
forensics

course,students
w
illlearn

using
softw

are
based

acquisitions
m
ethods

aboutdifferentfullm
em

ory
dum

p
file

form
at(M

icrosoftHibernation
file,M

icrosoftcrash
dum

p,and
raw

dum
p).U

sing
M
oonSolsW

indow
s
M
em

ory
Toolkit

(w
in32dd,w

in64dd,hibr2dm
p,hibr2bin,dm

p2bin,bin2dm
p,etc).Students

w
illlearn

the
difference

betw
een

hardw
are

and
softw

are
acquisition

m
ethod.Based

on
this,they

w
illlearn

how
to

do
advanced

analysis
ofthese

dum
ps,such

as
the

hibernation
file,using

free
M
icrosoftDebuggerW

inDbg.The
analysis

partofthe
training

w
illexplain

basis
ofprocessor

m
em

ory
m
anagem

ent,W
indow

s
m
em

ory
and

process
m
anagem

entinternals,W
inDbg

SDK
and

scripting.Atthe
end

ofthe
course,students

w
illbe

able
to

analyze
a
W
indow

s
Hibernation

File
from

W
indow

s
7
x64

w
ith

W
inDbg.The

students
w
illalso

be
able

to
perform

a
“cloud

m
em

ory
analysis”

forVM
W
are

W
orkstation

and
M
icrosoftHyper-V

R2
products.
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M
ake

the
m
ostofyourtim

e!This
course

is
an

introduction
to

the
artand

science
of

com
puterhacking.Ifyou

take
this

course
online,you

w
illbe

prepared
to

take
a
m
ore

advanced
Hacking

by
N
um

bers
course

atBlack
HatU

SA
2011.Registrants

w
ho

com
plete

the
VirtualTraining

w
illreceive

a
$500

discountgood
tow

ards
another

SensePostlive
training

course
atBlack

HatU
SA

2011.

V
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a
l
T
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Six days. Fifty-six classes. Ninety presentations.

Black Hat Briefings & Training USA 2011
July 30-August 4 // Caesars Palace // Las Vegas
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//special events
Black Hat Arsenal: Tool/Demo Area
//August 3-4
Back by popular demand, Black Hat is pleased to offer a Tool/Demo area for independent researchers and the
open source community that will allow delegates to view and test tools firsthand and have direct access to
the developers of the tools.

Black Hat Bookstore: BreakPoint Books
//July 31-August 4

Come by the official bookstore and browse and purchase the latest titles in security.

Black Hat Circuit
//August 3
When the annual Black Hat reception starts to wind down and you’re looking for a place to go, don’t fret, because
the Black Hat Circuit will just be getting warmed up. The Black Hat Circuit will feature themed rooms from key
exhibitors; offering conference delegates a venue to continue their technology conversations and networking
activities. Participating Circuit sponsors have gone the extra mile in providing food and drinks.

Black Hat Embassy: Media Partners
//August 3-4
Come by the Embassy and learn more about venerable institutions such as DoD, FBI, Cloud Security Alliance,
ISSA, EFF and more.

Black Hat Executive Briefing
//August 2
One hundred executives from Global 2000 corporations and federal agencies are invited to attend a full day of
high-level discussions about topics unique to Black Hat.

The Executive Briefing will begin with an introduction from one of the highest-ranked US government officials,
discussing the importance of cyber security to homeland security.

The morning sessions will preview the most important technical discussions planned for the main Black Hat
Briefings. Lead by Jeff Moss, founder of Black Hat and DEF CON, these previews will enable executives to discuss
the implications of the newest vulnerabilities and attacks with their peers and the actual researchers. Executives
can then use this knowledge to prepare their teams ahead of time and direct their technical experts to the most
important research being released. The afternoon sessions will include a number of strategic discussions around
the latest threats to the public and private sectors and long-term countermeasures to be taken into consideration.

Black Hat Merchandise Store
//August 2-4
Get your Black Hat branded merchandise - t-shirts, jackets, mugs, barware, lab coats and more!
Please note: No cash will be accepted. Purchases can be made with any major credit or debit card.

Black Hat Exhibit Hall
//August 3-4
Here is your chance to meet with and explore the offerings that the top security companies have to offer.

Black Hat Workshops
//August 3-4
In our experience, Security professionals are always looking for the latest tools and resources to perform their jobs
effectively and efficiently. This year we will be hosting two tracks of security workshops to provide delegates a
deeper understanding with regards to a specific subject. These tracks will run concurrently with the Briefings
presentations and are available to all persons holding a Briefings pass.

What we hope to achieve: Greater awareness and access to terrific work for the security world at large. These will
be deep technical sessions that can give delegates a chance to delve deeply into tech and hopefully take away
practical applications to the information presented.

DEF CON
Planning on attending DEF CON this year but don’t want to head to the Rio and potentially miss out at Black Hat?
As a registered Black Hat USA 2011 attendee you can now pre-purchase your DEF CON pass and save $50 off of
the $150 DEC CON registration price.

Event Audio & Video: The Source of Knowledge
//August 3-4
Afraid you’ll miss a session? The Source of Knowledge will be onsite to sell audio and video recordings of the
Briefings sessions. Media, including iPad ready presentations may be purchased onsite at a substantial discount.

Hacker Court
//August 3
This is the tenth year anniversary of the venerable Hacker Court. Come by the session to see an engaging mock
trial that demonstrates legal issues in cyberspace. All events are fictitious, but legally accurate.

PWNIE Awards
//August 3
In 2011 the Black Hat USA Briefings are once again providing the venue for the Pwnie Awards, the security
industry’s premier award show celebrating the achievements and failures of the security community over the past
year. For more information about the awards or to submit a nomination, please visit the official Pwnie Awards
website at http://pwnies.com

Uplink: Streaming Live from Black Hat USA
//August 3-4
This year thousands of security professionals from around the world are making plans to be a part of Black Hat
USA 2011. But not all of those people will actually be in Las Vegas.With Black Hat Uplink, you can experience
essential content that shapes the security industry for the coming year—for only $595.

Now you can get a taste of Black Hat USA from your desk–this year’s live event will be streamed directly to
your own machine with Black Hat Uplink:

• Access to the seven Briefings tracks on each day of the Briefings and the keynotes—a total of 70+ possible
sessions to view.

• Post-conference access to Uplink content; go back and review the presentations that you missed or watch
the presentations that interested you the most as many times as you want for up to 60 days after the event.

• Get show promotional pricing for the “Source of Knowledge” DVDs should you wish to purchase ALL of the
recordings from Black Hat USA and/or DEF CON 19.

//welcome
Black Hat’s flagship event returns for its fourteenth year to Caesars Palace Las Vegas.
Black Hat is best known for its intense, informative, cutting edge, no vendor-pitch
sessions that often showcase never before seen techniques and research.
Amongst the offerings this year:
• One on one access to our sponsors’ senior technical executives, the top

security products and consultancies in the world. Get tailored security
solutions on the spot.

• Over 50 different training classes offered on weekend and weekday sessions
to make this one of the comprehensive top level security training events in
the industry.

• The Briefings will be comprised of in depth presentations consisting of seven Briefings
tracks and twoWorkshop tracks running concurrently over two days for a total of
over 90 sessions.

• Black Hat Arsenal returns for its second year. This enormously popular area will highlight open source
and free tools.

• Executive Briefing for C-level delegates which will take place the day before the start of the Briefings.
• Networking opportunities with over 5000 of your peers from over 40 nations

The Black Hat Briefings are a series of highly technical information security conferences that bring together
thought leaders from all facets of the infosec world—from the corporate and government sectors to
academic and even underground researchers. The environment is strictly vendor-neutral and focused on the
sharing of practical insights and timely, actionable knowledge. Black Hat remains the best and biggest event
of its kind, unique in its ability to define tomorrow’s information security landscape.

In addition to the large number of short, topical presentations in the Briefings, Black Hat also provides
hands-on, high-intensity, multi-day Trainings. The Training sessions are provided by some of the most
respected experts in the world and many also provide formal certifications to qualifying attendees.

Black Hat’s decade of leadership attracts the most prestigious names from the full spectrum of security
thinkers, and ensures that the conference stays on the leading edge of new security trends as they emerge.
Our commitment to delegate feedback also helps keep our presentations aligned to the needs and desires of
our delegates.

From its inception in 1997, Black Hat has grown from a single annual conference in Las Vegas to a global
conference series with annual events in Abu Dhabi, Barcelona, Las Vegas andWashington DC. It has also
become a premiere venue for elite security researchers and the best security trainers to find their audience.

//briefings
Spanning two days with fourteen separate tracks, our speakers will be releasing current “never before
seen” tactics, tools and research. A complete listing of speakers, session titles and topic descriptions can
be found at www.blackhat.com

//presentations
Apple iOS Security Evaluation: Vulnerability Analysis
and Data Encryption

Dino Dai Zovi

Covert Post-Exploitation Forensics With Metasploit
Robert McGrew, National Forensics Training Center and McGrewSecurity

Crypto for Pentesters
Thomas Ptacek, Matasano Security

Going to Lahore
Mikko Hypponen, F-Secure

Hacking .Net Applications: The Black Arts
Jon McCoy, .NET Software Engineer

Owning Your Phone at Every Layer: A Mobile Security Panel
Moderator: Tyler Shields, Veracode Research Lab

Reviving Smart Card Analysis
Karsten Nohl, Cryptographer & Security Researcher and Chris Tarnovsky, Flylogic

Server-Side JavaScript Injection: Attacking NoSQL and Node.js
Bryan Sullivan, Adobe

Sophail: A Critical Analysis of Sophos Antivirus
Tavis Ormandy, UNIX Security Researcher

//workshops
A Taste of the Latest Samurai-WTF DVD
Justin Searle, InGuardians

Investigating Live CDs using Volatility and Physical Memory Analysis
Andrew Case, Digital Forensics Solutions

Zero Day Malware Cleaning with the Sysinternals Tools
Mark Russinovich,Windows Azure Group at Microsoft

Infosec 2021 - A Career Odyssey
Lee Kushner, LJ Kushner and Associates

//sponsors
diamond

platinum

gold

additional supporter

Advance Malware Analysis by MANDIANT x

Advance Malware Deobfuscation by Bixtor Technologies x

Advance Memory Forensics in Incident Response
x x

by Jamie Butler & Peter Silberman

Adv. Vulnerability Scanning Techniques Using Nessus
x

by Paul Asadoorian, Tenable Network Security

Advance Windows Exploitation Techniques by Offensive Security x x

Application Security: For Hackers and Developers
x x

by Jared De Mott, Crucial

Assessing and Exploiting Web Applications with Samurai-WTF x
by Justin Searle & Kevin Johnson

Building, Attacking a Defending SCADA Systems
x x x

in the Age of Stuxnet by Tom Parker

Building A Better Mousetrap by Rohit Dhamankar & Rob King x x

CISSP Boot Camp by Logical Security-Shon Harris x

CNSS-4012 Senior System Manager/CNSS-4015 System Certifier
x

Combination Course by IA2

CNSS-4016 Risk Analyst by IA2 x

Cyber Network Defense Bootcamp by Adam Meyers x x x

Designing Secure Protocols and Intercepting Secure
x x

Communications by Moxie Marlinspike

Detecting & Mitigating Attacks Using Network Infrastructure by Cisco x

Digital Intelligence Gathering Using Maltego by Paterva x

Effective Fuzzing: Using the Peach Fuzzing Platform
x x x

by Michael Eddington

Enterprise Security from Day 1 to Completion by Chris Conacher x x

Exploit Laboratory By Saumil Shah x x

Exploit Laboratory: Black Belt Edition by Saumil Shah x x

Hacking and Securing Oracle (Crash Course) x
by Alexander Kornbrust & Sumit Siddharth

Hacking By Numbers: BlackOps Edition by Sensepost x

Hacking By Numbers: Bootcamp by Sensepost x

Hacking by Numbers: Cadet by Sensepost x

Hacking By Numbers: Combat by Sensepost x

Hacking by Numbers: Unplugged by Sensepost x

Hacking by Numbers:W^3 by Sensepost x x

Hands-On Hardware Hacking & Reverse Engineering Techniques
x x

by Joe Grand

IDA Pro Class: Reverse Engineering with IDA Pro by Chris Eagle x

Incident Response: Black Hat Edition by MANDIANT x x x x

Infrastructure Attacktecs & Defentecs: Hacking Cisco Networks
x

by Steve Dugan

Introduction to Malware Analysis by Bixtor Technologies x

Macsploitation by Vincenzo Iozzo & Dino Dai Zovi x x

Malware Analysis: Black Hat Edition by MANDIANT x x

Mobile Hacking by HotWAN x

NBISE BQST (Basic Qualified Security Tester) Pen-Testing Exam x
Review Course by Veris Group

Offensive Countermeasures: Defensive Tactics that Actually Work
x x x

by PaulDotCom

Pentesting with BackTrack by Offensive Security x

Pentesting with Perl by Joshua Abraham x

Physical Penetration Testing: Advanced by The CORE Group x

Physical Penetration Testing: Introduction by The CORE Group x

Real World Security: Attack, Defend, Repel by Peak Security x x x

RSA Cryptosystems by Andrew Lindell x

SAP Security In-Depth by Onapsis x x

The Shellcode Lab by Ty Miller x

Symmetric Cryptography by Andrew Lindell x

Tactical Exploitation by Val Smith x x

Tampering with Security Seals by The CORE Group x

TCP/IP Weapons School 3.0 by Richard Bejtlich x

Ultimate Hacking: Black Hat Edition by Foundstone x

Ultimate Hacking:Wireless Edition by Foundstone x

Virtualization for Incident Responders by MethodVue x x

Web App Hacker’s Handbook by Dafydd Stuttard & Marcus Pinto x x

Web Application (in)Security by John Heasman & Daniel Martin x x

Web Security by Elie Burszstein x x

Windows Physical Memory Acquisition &Analysis by Matthieu Suiche x

Register early and receive substantial savings off the
onsite cost of your registration.

//briefings:
Early: $1495 // ends April 30

Regular: $1695 // ends June 15
Late: $2095 // ends July 29

Onsite: $2495 // July 30–Aug 4
Training: $1000–$5100 per course

//group registration:
Register with a group and Save: 10% off of Briefings for groups of six or more and 15% off of Briefings for groups
of twelve or more. For more information on Group Registration, visit www.blackHat.com

//sustaining sponsors

//registration

//venue

Register
with the code
B1H1UGSA
and receive
20% off your
registration

*Discount is only good
towards new registrations.
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//Caesars Palace Las Vegas
Black Hat returns to the fabulous Caesars Palace in action-packed Las Vegas. Leave your business attire at
home. Dress is casual, promoting a great learning environment for all delegates. All Black Hat sessions and
events will take place at Caesars Palace. Take advantage of the hotel’s central location and have convenient
access to the conference floor and to a plethora of other
activities.

The Black Hat group rate closes on July 3. Take
advantage of discounted room rates by reserving
your room early.

Group discount code: SCBLA1
Reservations: +1 866 227-5944
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//about Black Hat




